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Subnission to the Senate Standing Commitiee on Legal and Constitutional Affairs inguiry
into the Telecommuniications (Interception and Access) Amendment Bil 2008

1 am pleased to provide the ﬁatmm@y@m@@m "s Department submission o the Commities’s inguiry
Jinto the Telecommunications (Interception and Accessy Amendment Bill 2008 (the Rill)

The Bill amiends the Telecommunications {Interception and Access) Aot 1979 Ghe TIA Acth w
extend the operation of the existing sunset provisions, This is to énable the development of a full
legislative solution that clarifies the basis upon which specified network administrators may aocess
eompmunicslions within thedr network for the purposes of network secunity and the enforcement of
professional integrity.

The Bill also amends the TIA Act to improve the effectiveness of the telecommunications access
repime by

@ clarifving that multiple telecommunications devices can be intercepted off the oné named
DErROD Warrsnt

¥ amending and clarifying agéncies’ reporting requirements under the TIA Act, and
% maeking minor and technical amendments ansing from the transfer of duties fom the

Austraiian Federal Police (AFP) o the Attorney-General’s Diepartment following the
passage of the Telecommunications (Interception) Amesddment Aot 2006,
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Extension of sunset provisions

Networks are protected from security risks by the use of gateway control gystems,  The use of these
systems (gach a8 virs protection software) does not generally confravene intérception legislation,
Aartomated systems can soreen and reject inconting cominiications if they are suspected of
containing & vives, and network operstors ave able 1o moniior intermal 4nd outbound
communications (including emalls and internet browsing) provided they have obiained the consent
of people using the network. However, some network protection activities that take place at the
threshold of & network mary constitute a technical breach of the TIA Act,

The network protection provisions initially applied o the Avstralian Federal Police and were
mserted by the Telecommunications ffﬁ?ﬂtfphﬁn} Amendment Act 2006, These provisions were
subjet to two-year sunset clauses that come into effect on 13 June this year. They were extended
to the wider group of agencies by the Telecommunications {Interception and Access} Amendrmoini
Act 2007, but the otigingl junset clauses were retained.

T enable the continued protection of specified secure networks, the Bill extends the sunser
provisions by 18 months so thet specified agencies will continge 1o be sllowed 1o monitor all
communications within their corporate networks for the purposes of protecting and maintaining
their nefworks and enforeing professional standards. The specified agencies encompass criminal
law enforcement agmm% that may acciss telecominuniations interception, @s well as defence and
intelligence agencies,

While significant progress has been made by the Departiment towards a full legislative solution, the
additivnal 18 months will allow adequate time to finalise the policy dev *ei{;@mmt and underizke
congultation with state and territory governments and a broad m&a;n of noegovernment
siakeholders, The sdditional 18 months will alse allow for any issues raised during these
consultations to be fully considersd and incorporated where appropriate.

Dievice-based named persor warranty

Named person warrants were introduced i 2000 to reflect the advances in technology which ergeis
‘had taken advantage of with the express purpose of av m#mg taw enforcement detection, such 8¢ the
nse of muliiple telecommunications services. The increase in the avaflability of low cost handsets
since this Hime provides further {:}pgﬁar*umtm% for targets to avold investigation by law enforcement
agencies. Sophistication in criminal groups and organised crime together with technologicat
sdvancements has increased the complexity of methods used to avoid detection.

b Telecommunizations (Intercéption) Améndment Aot 2006 distinguished between
telecommunications services ang telecommunications devices to reflect the increase in the mumber
of whetommunications devices being used again by targets w avoid detection.

The Tia Act provides for the issue of 2 named person warrant, which can be based on either the
services (such s the 8IM card or e-mat! account) or the devices {such as 3 mobile handset or
personal computer) being used by atarget to comunusicate, The main difference is that
device-based interception enables the interception of multiple services vin an identified
communications device without the need to ideéntify individual services being operated by fhat
dovice.



A service-based named person warrant avthorises the interception of *any telecommmunications
sérvise” that the target is using and allows the sddition of telecommunications services to the named
PRISON warrant as they are identified (subparagraph 9A(1 BT and subsection 161}, However,
the provisions for o device-based named person warsant are inconsistent in that they permit the
sotification of additional devices to a wearrant after it has been issued (subsections 160 PAY and
BO(4AYY, but onty authosise interception by means of & *particular device' {subparagraphs

AL b and 46A A1) rendering the former provisions inoperable.

The Bl clarifies the legslative intention of the Telecomumumications {Trnterceprion) Amendment Act
2606 that introduced the concept of device-based named person warrants 1o sllow multiple devices:
1o-be intercepied in connection with oue named person warrant, and allow additional devices tobe
added to that warrant i and when they arve identified by the relevant agency,

The primary issue of the interference with person’s privacy is addressed by the {ssuing anthiority in
sansidéring whether to gramt s device-based named person warrant. The interception agency riust
satisfy the issubng authority that:

% there are ne other practicable methods available at that time to identify the
telecommunications services being used, or likely o be used, by the person of interest, or

¢ it is impracticable to fntercept the service being used by the person of interest.

Omee, this threshold is met, a device-based named person warrant is then intended to permit
interception of any of the target’s communication devices onge tdentified.

Device-based interception is also subject to the existing privecy protections in the inferception
regime, including the following factors to be considered by an issuing authority before granting an
interception warrant:

4 the impae! the interception will have on the privacy of any pérsons as'a result of intercepting
communications made from any serviee or of & partieular device used or likely fo be used by
the: person of nterest

< the extent to which alternative methods of fovestigation have been used by the infercepiion
agenvy, and

% that the interception is for an nvestigation of 2 serious offence, generally punishable by &
maxirian period of fmprisonment of ot least seven vears.

The reference to ‘particnlar device’ is a reference 10 being sbie to identify that a particular device is

comgrected 0 a particular person. Unlike 2 telecommunications service that has an inherently unique
whentifier, such s the telephone pumber or emall address, telecomnrunications devices are uniguely

wentified by other menns,

Al telecommunications devices, such as 4 mobile handsel or u laptop computer, have a e
identifier that allows the device o intersct with telecormmunications nebworks. For exarnple, the
unigue identifier for x robile Bandset iz called an International Mobile Equipment Identifier
(IMED. A tmique identifier for a computer or any wireless connected device is a Media Access
Control (MAC) address. 1t is posaible b match the unigue identifier of the device to a partoniar
person via subscriber detail or through the monitoring of known telecormmunications services that
‘the person of interest is using.



Interception agencies underiake extensive enquiries with carriers to ensure that deviee-based
interception is based on a unique number and the integrity of the regime is preserved, These
extensive checks and associated processes are intended to continwe where an additionsl device is
identified as being used by the person of interest and infended to be added w an existing device.
based naimed person warrant.

The Bill allows the head of an agency or & senfor officer or steff member of an sgency who has
begn approved in writing by the chief officer of an agency, to approve the addition to the wamant of
art additicaal device and to notify the relevant carrier. The senlor officer is not able to make
decisions that go beyond the limits of the original warrant and therefore is required to be satisfled
that the addition of 4 device to a named person warrant would meet the thresholds that an fesuing
authority must have regard to, or be satisfied of, in issuing the oripinal warrant,

There are & mumber of acoountability mechanisms in place for interception warrants, including:
% An interception agency is required o revoke & warrant when the wounds for the warrant 1o
fonger exist. This m::méeﬂ‘ where # 18 no longer 1m;§mmmaﬁi@ tw interespt
feletommumications services being used by the person.

% Intercepted material must be destroyed where it is not relevant to the permitted purposes of
the agency - generally an investigation of an offence that is punishable by three years
tmprisonmend or mors,

% Anissuing authority may impose conditions or restrictions on an inferception warrent.

% The Ombudsman has independent oversight of the conduct of the interception sgencies in
carrying oul interpeption,

Repuorting reguirements

The Bill amends agencies reporting requirements under the TIA Act in refation to the notification of
inferception warrants and instruments of revoeation by:

% delegating the notification obligations of a “chief officer of an interception agency 1 &
‘certifying officer’ of the agency 1o improve the balance hetween sccountabifity and
aperational effectiveness, amd

¥

requiring an agency ro notify the Secretary of the Department when en additional servies or
device is added to o named person warrant 1 ensure all services and devices nferceptéd are
egtered o the General and Special Registers of Warrants,

The Bill also amends ncorrect references 1w a “certifving person’ 0 a ‘certifving officer” in rélation
o the notification of additional devices being added 1o & device-based named person warrant,

FPripfer of duies

The Telecopimunications {Interception} Amendment Acf 2008 repealsd the Telecommunications
Interceptian Remode &mﬁmmgf Comnection {TIRACY TIRAC was an accduntability mechanism

whetehy the AFP would receive a Tawfully issued interception warrant; wonld ther enable fhe
interception, and subsequently dissble thei interception whenthe warrant expired. TIRAC also gave
the AFP sn oversight role by examining the validity of warrants issued to other agencies.
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With the ceesing oI TIRAC, the oversight function was transferved to the Depariment; all of the
provisions relating to TIRAC were smended 5o that an action praviously the responsibility of the
Cornmissioner of the AFF was now the responsibility of the Secretary of the Department. Thess
a‘mmﬁmeﬁia created o significant residual duphication of reporting requirements for warrants issiued

under Part 2-3 of the TIA Act to the Secretary of the Departiment, The Bil] removes these duplicate
raparting requirements and the requirement for an interception agency to undertake cost agreements
with the AFP w underiake this function,

Lonsistent with recommendation 27 of the Report of the Review of the ﬁ’@gssfw‘fw af dceess to
Communications by Mr Tony Bluns AO (the Blurm Review), the Bill also renwoves the UNRECEIsary
ﬁugﬁwam ieporting refquirements for a State interception AEENCV-0 pmw:if& copies of thelr warranis
and fevocations to-n relevant State Minister, who is then reauired to forward copies of the warrants
to-ihe Attemey-General. However, rather than removing the reguirement for State Ministers to ba
given copiss of each warrant and revocation, the Bill provides that State legisiation may make
provision for the relevant State Minister to receive 2 copy of each warrant and instrument of
revoiation.

The action officer for this matter is Wendy Kellv who can be contacted o 6250 5403,

aication and Survelllance Law Branch
Telephone: G230 6359

Fecsimile: 6350 5040
Bemailr  jonathancortis@@ag.gov.an
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