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1. Introduction

We thank the Committee/Secretariat for sending EF€opy of the government response to the
Committee's Recommendations in relation to the 200% Bill together with an invitation to
provide any further comments that may arise frofarmation therein. We had previously searched
for such a response on the Parliament web sitepwitsuccess, and therefore were not awaresthat
government response to the Committee's March 2@@p®Rwas recently issued.

While the information in the government responsesdoot result in a need to amend any pdrts o
EFA's submission dated 10 July 2007, we providéh&rcomments and information on several
matters below.

We also take this opportunity to advise the Conesitbf the legislative provisions which give rise
to our understanding that the Bill would grant avn@ower to the CrimTrac Agency to apply for
stored communications warrants.

2. Govt. Response to Recommendation 1

The government response to Committee Recommendhatiemforces the concerns we expressed in
Section 7.2 of our submission dated 10 July 200i8. mow clear that the government intent is that
the provisions of Section 280(1)(a) of the TA ahe hotice/knowledge provisions of Section 188 o
the TIAA operate as we stated we thought mightieesttuation in Section 7.2 of our submission.

As stated therein, we are opposed to that situditemause there is no reliable means by which
carrier presented with a general search warrankoaw whether or not the intended recipient, or
the sender, has in fact been previously notifiethieyenforcement agency of their intention to acces
communications at the carrier. Therefore the pious are open to misuse and abuse, e.g. failure to
give prior notice to the sender or recipient, byr@wonwealth, State and Territory criminal law,
civil penalty and public revenue enforcement agesci

Accordingly we still consider Section 280 of the $Aould be amended as suggested in Section 4.1
of our submission on the current Bill.
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If that is not done, we would still be of the view that Section 280 of the TA requires amendment to
make it clear to readers of that section (e.gnforeement agencies and carriers) that acces®to th
content or substance of stored communications tigeraered lawful solely by a general warrant,
that is, to make clear that knowledge of or notcthe intended recipient or sender is also reduire

We consider the above may be achieved by amen@®@ sf the TA as shown in bold italic text
below:

280 Authorisation by or under law

(1) Division 2 does not prohibit a disclosure oe w$ information or a document if:

(@) in a case where the disclosure or use is imacion with the operation of an
enforcement agency—the disclosure or use is redjoir@authorised under a warrant;

(b)...

(2) Subsection (1)(a) does not apply to disclosure or use of:
(a) information that is the contents or substance of a communication; or

(b) a document to the extent that the document contains the contents or substance
of a communication;

unless:

(i) the warrant is issued under the Telecommunications (I nterception and Access) Act
1979; or

(i) disclosure or use under a warrant takes place with the knowledge of a person
specified in Section 108(1)(b)(i) or (ii) of the Telecommunications (Interception and
Access) Act 1979.

3. Govt. Response to Recommendation 4

We note the government response states that thegorpewho is the subject of a stored
communications warrant is now required to be idiatiin the warrant by th&elecommunications
(Interception) Amendment Regulations 2006 (Ngq. d) that a telecommunications service is
required to be identified in the warrant if the gmr's name is not known. While this goes some way
to addressing the issue raised and the Committeetssnmendation, it does not fully do so. We
remain of the view that the person's name andthkséelecommunications service/s (whether or not
the person's name is known) should be requirecet@éntified in the warrant, the same as is the
case for an interception warrant. Furthermore, @meain of the view that such requirements should
be incorporated into the actual legislation, asthe case in relation to interception warrants
(s42(4A)(a) and (b) of the TIAA), not left for deteination after legislation is enacted. Moreover
such important requirements should not be ableetachanged at some future time by wdy o
replacement regulations. Any change to such imporeguirements should require enactmerd of
Bill.

4. Govt. Response to Recommendation 10

In our view the government response to CommitteeoRenendation 10 does not address the core
point, as stated in the Committee Report, that unldde legislation &n obligation to destroy
irrelevant information does not arise until aftenet chief officer has formed a view that the
information is no longer required without the Bijpecifying a time limit for this to occurAs there

iIs no obligation on a chief officer to form a vieme way or the other at any point/s in time,
irrelevant information could be kept indefinitelytisout breach of the law. We remain of thewie
that Recommendation 10 should be implemented.
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5. Govt. Response to Recommendation 14

EFA is pleased to see in the government resporetetile government is of the view that the
Committee's recommendation of an amendment to ertbatcopies of communications (stored on

a carrier's equipment) can not be accessed withetdred communications warrant is not necessary
because that "is already the legal position”.

However, unfortunately EFA is unable to feel coafitithat that is in fact the legal position. Insthi
regard, we recall for example that in 2004 the Caerls inquiry found that the Attorney-General'
Department/Solicitor-General disagreed with thetfalsen Federal Police/Commonwealth Director
of Public Prosecutions on the legal position conicgr lawful access to stored communications
under legislation existing at that time (see Sehatgal and Constitutional Legislation Committee
Hansard 22 March 2004). While amendments since lage resolved that difference of opinion on
the legal position, in our view there is now potainfor difference of opinion on the legal position
relation to lawful access to copies of stored comications.

Hence, we remain of the view that for clarity arettainty the TIAA should be amended as
recommended in Section 7.4 of our submission dbfetuly 2007.

6. Govt. Response to Recommendation 15

The government response appears to us to be saghgmendment to the definition of "record”, as
recommended by the Committee, is not consideredssacy due to the government's interpretation
of the existing definition of "record”. For the sameasons as stated in relation to Recommendation
14 above, we remain of the view that the definitodrirecord” should be amended as recommended
in Section 7.5 of our submission dated 10 July 2007

7. Govt. Response to Recommendation 16

Recommendation 16 dealt with an issue which weedaisoncerning lawful means of access to
communications stored in a person's Sent box oargecs equipment. While, as the government
response states, an amendment was made whicheddblat issue, it is that amendment that has
also apparently unintentionally resulted in theatis$actory situation detailed in Section 7.1 of ou
submission dated 10 July 2007.

8. Govt. Response to Recommendations 18,19,20,21,22,23,24,25

EFA was and is opposed to the so-called "B-Pamy&rception provisions. In the absende o
deletion of those provisions, we consider thahatleast the Committee Recommendations should
be implemented.

9. Govt. Response to Other Recommendations

The majority of other recommendations, not mentibabove, addressed issues raised by EFA (and
also other submitters in most instances). The gwwent response to those recommendations -
generally that the government does not accept trandttee's recommendations - does not alter
EFA's concerns and position on those matters,tasus@ our submission on the 2006 TIA Bill.

10. CrimTrac and Stored Communications Warrants

In our submission dated 10 July 2007, we stated 'tine Bill would grant new powers to the

CrimTrac Agency to apply for stored communicatiovesrants..." (Item (m) Executive Summary).
However we did not refer to the legislative proeis which give rise to that assertion.
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We are under the impression, from remarks made by a representative of the Attorney-General's
Department during the Committee hearing on 16 (thly transcript of which is not yet available),
that the Attorney-General's Department does nateagnth the above assertion. We therefore take
this opportunity to advise of the provisions of HHAA and Bill which under pin our understanding
of the effect of the Bill in this regard.

The existing definition of "enforcement agency'tire TIAA (which refers to the definition in s282
of the TA) does not include the CrimTrac Agencytlre list of enforcement agencies. The Bill
would replace the definition of "enforcement agéncaythe TIAA with a list which does include
CrimTrac.

The existing TIAA states:

"Part 3-3—Access by enforcement agencies to stamadncinications

Division 1—Applications for warrants

110 Enforcement agencies may apply for stored canmations warrants

(1) Anenforcement agency may apply to an issuing authority for a stored owmications
warrant in respect of a persdriemphasis added]

Accordingly it seems quite clear that the Bill woglive CrimTrac a new power to apply for stored
communications warrants.

EFA is of the view that if it not intended that @firac be empowered to obtain stored

communications warrants, then legislation shouldimcdude them in a list of agencies empowered
to apply for such a warrant.
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