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Abstract This article reviews the expansion of federal telecommunications interception
powers, focusing on the watershed reforms enacted in 2006. The new statutory frameworks
governing interception of ‘live’ and ‘stored communications’ are compared and contrasted, with
a particular focus on their impact on human rights such as privacy and the fair trial. The arti-
cle identifies significant regulatory loopholes and deficiencies in this new system, casting doubt
on the usefulness of adopting a ‘balancing’ model to guide either macro-level policy development
or micro-level decision-making relating to individual warrants.
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Introduction

In 2006, the federal Parliament amended the legislative scheme for the regulation
of telecommunications interception and access in Australia. This is the most signif-
icant overhaul and expansion of these surveillance powers since the current regime
was established by the Telecommunications (Interception) Act 1979 (Cth) (‘TI Act’).
The changes were introduced to implement recommendations from a review by
Anthony Blunn (‘Blunn Report’) in 2005.2

Prior to the 2006 amendments, the TI Act regulated the interception of commu-
nications passing over a telecommunications system, establishing broad prohibi-
tions on interception and subsequent use of intercepted communications, with a
range of limited exceptions where interception was permissible, for example,
under a warrant for security and law enforcement purposes. While the original
intention of the TI Act may have been to protect the integrity of the national
telecommunications infrastructure, that intention has since been eclipsed by the
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rhetorical appeal to the idea that the legislation provides an important vehicle for
the protection of privacy for those using the telecommunications system. Thus, the
legislative scheme, as currently conceived, embodies a tension between the protec-
tion of privacy interests—as reflected in the overarching prohibition—and the
national security and law enforcement objectives—as reflected in the exceptions.
Accordingly, reforms which have expanded the legislative scheme have been seen
as an exercise in ‘balancing’ the interests of privacy against the interests in security
and law enforcement.

This ‘balancing’ approach was put to the test with the 2006 amendments to the
TI Act. The TI Act, renamed the Telecommunications (Interception and Access) Act 1979
(Cth) (‘TIA Act’), was amended to expand the regulatory scheme to cover prohibi-
tions on access to stored communication (i.e. put broadly, communications that have
ceased passing over the telecommunications system) and subsequent use, and excep-
tions to those prohibitions. While these exceptions are superficially similar to those
under the original interception provisions in the TI Act, the scope of the TIA excep-
tions is much broader. The new TIA Act also expands the interception tools for secu-
rity and law enforcement, with the introduction of device warrants and ‘B-Party’
warrants (i.e. those directed to innocent third parties who are likely to communicate
with individuals involved with the serious offence under investigation).

This article will show that the 2006 amendments have fundamentally altered the
legislative scheme. While previous amendments have resulted in incremental func-
tion creep favouring an expansion in interception powers for law enforcement and
national security purposes, the 2006 amendments have resulted in a sea-change in
regulatory design. The article will then demonstrate that the current ‘balancing’
approach, which has guided law reform as well as individual decisions to authorise
interception, tends to suppress or marginalise privacy and fair trial interests in
favour of providing government agencies with wide surveillance powers for the
purposes of national security and law enforcement.

Telecommunications Interception: A History of Normalisation

Law reform in the telecommunications field is hardly unusual. The adage that tech-
nology outstrips law is true, explaining the almost constant pattern of revision of
the TI Act since 1979. The scope of the warrant scheme has expanded significantly
over time. Prior to the TI Act, the Telephonic Communications (Interception) Act 1960
(Cth) criminally prohibited the interception of telephonic communications
subject only to limited exceptions where a warrant had been granted for national
security purposes. The enactment of the TI Act saw the scheme expanded to allow
the issue of warrants for narcotic offences to advance the federal government’s
‘War on Drugs’. Since the late 1980s, the TI Act has been broadened beyond drug
offences, most recently to include terrorism offences in 2002. Although numeri-
cally small, interception powers have been critical in several recent investigations
and prosecutions for terrorism.3

This tendency to ‘function creep’ and ‘normalisation of extraordinary powers’
has been long recognised in the literature in this field.4 From its inception as
primarily an investigative tool for federal drug offences, the powers have evolved
into a national surveillance scheme for serious crime whether federal or State.
Indeed, the bulk of interception activity now relates to State offences. The 2006
amendments continue this expansion of authorised interception with the introduc-
tion of device warrants and B-Party warrants.
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However, even more significantly, the 2006 amendments go beyond function
creep: the amendments are a watershed in the history of interception law in
Australia, heralding a major conceptual shift albeit under the guise of technical
improvement. Under these reforms, the scheme moved beyond ‘live’ interception
to include access to stored data. In simple terms, a warrant scheme originally
devised to permit interception of communications has been extended into a power
to search and seize stored communication data. The question arising is whether
this new form of covert search warrant justifies a different regulatory scheme. As we
explore below, there is a contestable policy assumption that the access to stored
communications does not require the same regulatory approach as interception,
with the TIA Act containing both loopholes that permit so-called ‘overt access’ to
stored communications, and a more permissive approach to the use and purposes
for which warrants are granted.

The Legal Framework Governing Telecommunications Interception

The warrant system

The TI Act sets out a number of exceptions to the prohibition on interception,
most significantly legalising interceptions done pursuant to a warrant. There are
two types of warrants: Part 2.2 warrants and Part 2.5 warrants. Part 2.2 warrants
may be issued to the Australian Security Intelligence Organisation (ASIO) by
the federal Attorney-General and the Director-General of Security for intelli-
gence gathering in relation to national security or for the purpose of obtaining
foreign intelligence.5 Part 2.5 warrants may be issued by federal judges and
Administrative Appeal Tribunal (AAT) members to federal6 and State law
enforcement agencies to intercept telecommunications made in connection with
the investigation of specified federal and State offences. State agencies7 may
apply for Part 2.5 warrants where they have been declared to be eligible by the
federal Attorney-General. A declaration can only be made where the federal
Attorney-General is satisfied that the States have enacted legislation requiring
the State authorities to meet inspection and reporting requirements equivalent
to those set out for Commonwealth agencies. The latest Annual Report by the
Attorney-General to Parliament on the operation of the TI Act reveals that two-
thirds of Part 2.5 warrants were issued to State rather than federal agencies,
leading to the conclusion that this is primarily a national rather than federal law
enforcement activity.8

While the prohibition on the interception of communications and subsequent
use of the intercepted information (which is subject to exceptions including a
warrant authorising interception) appears prima facie prohibitory and limiting,
the system poses few real constraints on the use of these powers. It should also be
noted that there have been no prosecutions for illegal interception and use of
material (whether by law enforcement agencies or others). It would be optimistic
and naïve to think that all interception activity in Australia occurs within the
warrant system.9

The 2006 amendments have changed the legislative scheme in at least three
significant ways. First, the legislation now allows security and law enforcement
agencies to seek device specific warrants. Secondly, security and law enforcement
officers also have access to B-Party warrants. Thirdly, there is a new regime for the
regulation of access to stored communications. The first two of these changes will
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be considered in this section of the paper. The third change will be considered in
the next section.

Service and named person warrants

Both Part 2.2 warrants and Part 2.5 warrants may be issued in respect of a telecom-
munications service or a person.10 Service warrants are issued in relation to a
particular ‘telecommunications service’ where the intercepted information is likely
to assist in connection with the investigation of a serious offence in which the
particular person is involved. Interception is based not upon reasonable suspicion
that the person has committed or will commit serious offences, but rather the stat-
utory threshold is satisfied by mere involvement in those offences—a broader cate-
gory where the subject is typically described as a ‘person of interest’. Where a
person of interest is using more than one telecommunications service, there is
provision for the issue of a named person warrant, which authorises the intercep-
tion of multiple telecommunications services in relation to a particular person of
interest.

Device warrants

The recent amendments in 2006 have broadened the scope of named person
warrants to authorise the interception of communications that are made by
means of a ‘telecommunications device’ used by the person of interest. A
‘telecommunications device’ is defined as ‘a terminal device that is capable of
being used for transmitting or receiving a communication over a telecommunica-
tions system’—e.g. mobile handsets and computer terminals. The issuing author-
ity must not issue a telecommunications device warrant unless ‘there are no
other practicable methods available’ at the time of making the application to
identify the telecommunications services used by the person of interest or the
interception of a telecommunications service ‘would not otherwise be practica-
ble’.11 

There has been some controversy as to whether communications technology
has developed to a point which would allow devices to be identified with suffi-
cient precision, with concern expressed over the potential impact upon the
privacy of innocent persons where the device identification cannot be deter-
mined with such precision.12 The Blunn Report, giving rise to the 2006 amend-
ments, considered the difficulties of identifying a service being used by a person
of interest, particularly the problems associated with the trading of SIM cards.
The Report concluded that the ‘SIM card and its associated service number is not
an effective method of identification’.13 The Report recommended that ‘priority
be given to developing a unique and indelible identifier of the source of telecom-
munications and therefore as a basis for access’.14 Likewise, the Senate Commit-
tee reviewing the Bill during its passage through Parliament was not entirely
convinced that ‘the device being targeted under the warrant was able to be certi-
fied as uniquely identifiable’.15 Nevertheless, the Committee considered that the
operational requirements for law enforcement officers warranted the introduc-
tion of the provisions at this time. The technological development needed to
have a unique and indelible identity of the source of telecommunications would
take some time,16 and operational needs, it would seem, justified any potential
impact on the privacy of innocent parties.
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B-party warrants

Warrants under Part 2.2 and Part 2.5 are now available not only in relation to a
person of interest but, following the 2006 amendments, also in relation to a
person who is entirely innocent of any involvement in criminal activity. This so-
called ‘B-Party’ is someone who uses a telecommunications service to communi-
cate with a person of interest. There must be a connection between the use of the
innocent third party’s telecommunications service and the security or law enforce-
ment objective, but the B-Party thresholds in the TIA are low: warrants may be
issued where it is ‘likely’ that monitoring the communication of a B-Party or
services used by third parties will intercept communication by a person of interest,
which in turn is one which is ‘likely’ to assist in an investigation or security intelli-
gence-gathering.17

The circumstances that trigger the issue of a B-Party warrant are broad, and
once the warrant has been issued under either Part 2.2 or Part 2.5 of the TIA Act
there is little limitation on the type of communication that may be intercepted.
There are no limitations as to the identity of the innocent party who uses the tele-
communications service, the content of intercepted communication, or the iden-
tity of other parties to the intercepted communication. For example, the B-Party
might be the suspected person’s legal representative with the result that the inter-
ception may lawfully capture otherwise privileged communications. It is also wide
enough to capture the privileged communications between the legal representative
and other clients, as well as collateral intimate communications between the legal
representative and spouse, which have no bearing on the investigation. Alterna-
tively, the B-Party might be the suspected person’s medical practitioner or religious
leader, and the intercepted communication might include communication by the
medical practitioner with other patients or by the religious leader with other
members of the religious community.

An obligation to minimise privacy intrusions in B-Party warrants would undoubt-
edly place a regulatory burden on security and law enforcement agencies.
However, in cases where the surveillance does not relate to a person who is
suspected of a crime, from a human rights perspective, any intrusion into privacy
should be demonstrably necessary and proportionate. A minimisation scheme simi-
lar to the one used under the US federal wiretapping law would have been one
model that could address these human rights concerns.18

The significant potential for privacy intrusion under B-Party warrants attracted
considerable attention in the Blunn Report and during the Senate Committee
review of the amendments. Blunn had recognised that the legislation as it stood
before the amendments might be wide enough to authorise B-Party warrants, and
recommended that the legislation be amended to make it clear that they could only
be used in controlled circumstances to protect privacy and avoid ‘fishing expedi-
tions’. The Senate Committee recognised the need for security and law enforce-
ment officers to have access to B-Party warrants, but was concerned about the
potential privacy invasion. As a result, the Committee recommended various amend-
ments to confine the scope of B-Party warrants, including that there should be
stricter supervision of destruction of non-material content; and that certain commu-
nications be exempted from B-Party warrants (e.g. communications between lawyer
and client; clergy and devotee; doctor and patient and communications by the B-
Party with any person other than the person of interest).19 The Committee also
recommended more detailed parliamentary reporting requirements. Of these
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recommendations, only the enhanced reporting requirements were adopted by the
government in its Senate amendments.

The Legal Framework Governing Access to Stored Communications

The 2006 amendments introduced provisions for the protection of stored commu-
nications. The introduction of these provisions followed a protracted attempt by
the government in 2002 and 2004 to amend the TI Act to deal with stored commu-
nications. Following continuing disagreement between the Attorney-General’s
Department and the Australian Federal Police (AFP) on the proper scope of the
powers under the Act, the Senate Legal and Constitutional Legislation Committee
recommended in 2004 an independent review of the position, and that the status
quo be maintained until that review was undertaken.20

The Blunn Report recognised that access to stored communications was inade-
quately regulated by other legislation. While law enforcement agencies could
access such information for their purposes, there was insufficient privacy protec-
tion in the access authorisation procedures, and the storage and disposal
processes.21 Blunn recommended that a warrant scheme should be enacted with
similar elements to those existing for interceptions, including access by warrant
issued by independent issuing authorities.22 Importantly, Blunn was of the view that
the access procedures should apply not only to communications stored within the
system, but also information stored in electronic equipment in the possession of
the intended recipient. For Blunn, the privacy issues applied equally to both.23

Purporting to implement these Blunn recommendations, s 108 of the TIA Act
prohibits the accessing of stored communications without the knowledge of either
the intended recipient or the sender of the communication. The definition of
‘stored communication’ has been amended to mean a communication that is not
passing over a telecommunications system, is held on equipment operated by a
carrier, and cannot be accessed on that equipment by a person who is not a party to
the communication without the assistance of an employee of the carrier.24 The
amended definition is intended to clarify that the provisions do not cover access to
information that involves the knowledge of a party (i.e. so-called ‘overt access’,
which is discussed below) or which does not require the assistance of an employee
(i.e. access to voicemail or text message where a mobile phone is seized from a
suspect’s premises).25

Stored communications warrants

There is a range of exceptions to the criminal prohibition on accessing stored
communications, primarily relating to access under an interception warrant26 or a
stored communications warrant.27 The former essentially operates to expand the
authority of an interception warrant to cover stored communication that would
have been covered by the interception warrant if it were still passing over a telecom-
munications system.28 As the Explanatory Memorandum said 

[i]n the absence of this exception, interception warrants, which only operate
prospectively from the time they are served on the carrier, would not authorise
access to stored communication previously sent, meaning that an agency
would need to also obtain a stored communication warrant to ensure
complete access to all communications.29
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Issuing authorities can issue stored communications warrants in respect of a
person where there are reasonable grounds for suspecting that a carrier holds
stored communications to or from the person, and that the information likely to be
obtained by accessing the stored communication ‘would be likely to assist in
connection with the investigation by the agency of a serious contravention in which
the person is involved’.30

Curiously, despite what might be a more significant impact on privacy when
compared to interception of live communications, stored communications
warrants are issued by a wider range of issuing authorities; they are available to a
broader group of agencies (not only do they include law enforcement agencies, but
they also include agencies that enforce pecuniary penalties or administer revenue
laws like the Australian Taxation Office, Australian Securities and Investments
Commission and Australian Customs Service) and they are available in relation to a
lesser range of offences and civil penalties. Unlike the framework under the inter-
ception regime, there is no Commonwealth vetting mechanism for State agencies.
As discussed above, on satisfaction that State agencies have requisite inspection and
reporting mechanisms in place, the Attorney-General can declare a State agency to
be eligible to apply for interception warrants. No such mechanism applies under
the equivalent stored communications provisions. Additionally, reporting require-
ments for stored communication warrants are less stringent.

The broadening of the stored communications access regime and the relaxation
of various thresholds in relation to stored communications warrants appeared to be
justified primarily on the basis of a perceived difference between real time and
stored communications, a distinction made in the Blunn Report. Real time voice
communications, it was said, ‘are likely to be more spontaneous than other forms
of data communication and do not provide the opportunity for “second thoughts”
prior to transmission offered by those other forms’.31 However, there are at least
three difficulties with this distinction. First, the live/stored distinction is not a good
approximation for the spontaneous/considered distinction that Blunn had in
mind. Both live communication and stored communication may comprise forms of
spontaneous and considered communication. In fact, the amendments recognise
this by extending the authority of interception warrants to cover stored communi-
cations. Secondly, the assumption that stored communication is more ‘considered’
does not hold as a general rule: a point which generated discussion during the
Senate Committee process and was further developed in the Senate debate on the
Bill.32 The opposition to such a distinction was well illustrated by Senator Stott
Despoja’s comments during the course of the Bill through Parliament: ‘[t]he
premise that more consideration or thought may be put into an SMS, an email
message or a message left on voicemail in comparison to a telephone conversation,
in this day and age, is ridiculous’.33

Thirdly, in any event, even if one were to accept the ‘spontaneous/considered’
communication distinction, and that the live/stored distinction was a reasonable
approximation, it might still be argued—as Blunn accepted—that from a privacy
perspective, there is no relevant difference that would justify different levels of
protection.34 Clearly, as the Blunn Report concluded, the mode of expression does
not alter the reasonable expectation of privacy in respect of such personal commu-
nications.35 Moreover, it is possible to argue that law enforcement access to stored
communications (email, SMS messages, etc.) enlivens an even stronger privacy
interest: in these cases, the State is seeking access to past communications that
record thoughts and behaviours of individuals over a much longer period (if
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measured in the equivalent of real-time) than the standard three months of
prospective surveillance permitted under interception warrants. In such cases, the
conditions of access to such material should be more rather than less stringently
enforced.

The Senate Committee accepted that the pertinent distinction in this context is
between covert and overt searches, and the guiding test should be the impact on
individual privacy.36 Given the significant impact of covert access on privacy, and
considering that the wider group of enforcement agencies had access to covert
access methods, the Committee recommended that: (i) enforcement agencies able
to access stored communications should be limited to those eligible under the
interception provisions;37 (ii) states enact complementary legislation as a precondi-
tion to being entitled to apply for a warrant;38 (iii) warrants be limited to criminal
offences;39 and (iv) issuing authorities be limited to those under the interception
provisions.40

The government did not seek to implement these recommendations, and did
not support opposition and Democrat amendments seeking to do so. In rejecting
these amendments and a correspondence of live and stored communication,
Senator Ellison said that 

to compare stored communications with a communication that is taking place
is somewhat unreal … [O]nce a message or communication has been trans-
mitted it is of a different nature to one that is in process. That is precisely what
was acknowledged by Mr Blunn in his report when he acknowledged the
difference between real-time interception and a communication that has been
received.41

However, given the discussion above, if a transmitted communication is different in
nature to a communication whilst in transmission so as to justify the relaxation of
safeguards in relation to the former, that rationale is yet to be provided.42

‘Overt access’ to stored communications: a regulatory loophole

The TIA provisions governing stored communications contain similar prohibitions
and reporting requirements as those contained in the interception provisions,
although with important differences. A key difference is that the TIA prohibits only
accessing stored communication without the knowledge of either the intended recipient or
the sender of the communication.43 It is sufficient to have knowledge for these purposes
if a written notice has been given to the person.44 This ‘knowledge’ exclusion seeks
to preserve so-called ‘overt access’, though it should be noted this is based only on
notification to one party (rather than all parties, including both senders and recip-
ients) to that stored communication.45 Thus, for example, notification to any recip-
ient of a communication will relieve officials from the legal obligation to seek a
warrant in relation to accessing that stored communication. Under these circum-
stances, the privacy interests of senders and recipients need not be subject to
further consideration, and the actions of the law enforcement officials are not
subject to independent review. It is conceivable that this aspect of the new law
permitting access to stored communications where one party is notified will oper-
ate as a regulatory ‘loophole’.

In the United States, a similar practice permitted under the federal wiretap
legislation is known as ‘consensual monitoring’, and stands outside the warrant
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scheme.46 A similar feature in the Australian law governing surveillance devices
permits ‘participant monitoring’ in some jurisdictions, though this form of
warrantless surveillance has attracted significant criticism from both academics and
the New South Wales Law Reform Commission.47 From a privacy standpoint, this
type of law enforcement conduct is problematic: it is doubtful whether notification
to one party modifies the other party’s reasonable expectation of privacy in their
communications. Moreover, there is also a fundamental conceptual question as to
whether mere knowledge that a stored communication is being accessed should be
construed as a meaningful consent, express or implied, to that access.

Balanced Public Policy or Balancing Away Privacy Interests?

The various developments since the enactment of the TI Act have placed consider-
able pressure on privacy in a way not initially contemplated. The regulatory land-
scape has shifted to such an extent that there is no longer a position that resembles
a ‘balance’ between competing interests of law enforcement and privacy rights. In
earlier work we have called for legislative reform that places rights protection—
which extends beyond privacy to include fair trial rights—at the centre of regula-
tory design.48 The response to such calls initially seemed promising, at least in
respect of privacy. In his findings, Blunn said that ‘the protection of privacy should
continue to be a fundamental consideration in, and the starting point for, any legis-
lation providing access to telecommunications for security and law enforcement’.49

The Senate Committee commenced its task with the following statement: ‘[t]he
principal consideration of legislation which governs access to personal communica-
tions should be the protection of privacy’.50 However, the government’s approach
remains one of ‘balancing’ privacy considerations with security and law enforce-
ment objectives and, indeed, most of the parliamentary debate is couched in terms
of finding the ‘right balance’.

There is a growing recognition that a balancing approach in the context of law
enforcement is problematic, both at the macro-level of the law reform or at the micro-
level of weighing of interests in judicial decisions (whether to grant warrants or to
exclude improperly obtained evidence).51 Although a persistent idea in all areas of
policy development, balancing models rarely achieve an accommodation or equi-
librium between competing interests. In other contexts, criminal justice scholar-
ship has pointed out that ‘balancing’ tends to prioritise the interests of crime
control over due process.52 The New South Wales Law Reform Commission had
initially taken the balancing approach in its consideration of privacy issues in rela-
tion to surveillance laws, arguing that privacy interests must be weighed against
legitimate societal interests in preventing and prosecuting crime.53 It subsequently
revised that approach following further research, concluding that the balancing
approach was ‘inherently flawed’.54

Macro-Level Balancing: An Unbalanced Approach to Law Reform?

In the context of the 2006 reforms, it seems that at each turn privacy interests were
balanced away in favour of security and law enforcement—whether it was the adop-
tion of device warrants notwithstanding technological difficulties of precise identi-
fication, the creation of B-Party warrants with their profound implications for
innocent third parties, or the lowering rather than raising of the thresholds for
issuing and reporting stored communications warrants. At every moment where a
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balance had to be struck through the legislative process, the end result was that
interests of security or law enforcement outweighed privacy interests. Structured as
a binary equilibrium between privacy and the needs of national security and crime
control, the reform process overlooked other significant due process consider-
ations at stake such as the fair trial. In this context, a fundamental rule of law (and
attribute of the right to a fair trial), namely lawyer–client privilege, seemed to play
no role in limiting the scope of interception or access warrants.55

The case for reform underlying the TIA Act was most vigorously scrutinised by
the Senate Committee. During the Bill’s passage through Parliament, the Commit-
tee displayed impressive comprehension of the legislative scheme and the issues
arising from the proposed amendments despite the significantly condensed period
for consideration. Adopting the balancing approach itself, the Committee
produced a bi-partisan report which responded to the key issues raised by the
written and oral submissions. The Committee considered that, in a number of
important respects, the proposed amendments tilted the balance too far away from
the protection of privacy interests and recommended various amendments. The
Democrat’s Supplementary Report dissented only in the sense that it sought
further privacy protection within the legislative scheme. Unsurprisingly, in the
current climate, the Committee’s concerns were addressed only in a limited way.
The only privacy enhancing recommendation accepted by the government was to
strengthen the reporting requirements for B-Party warrant statistics.56 Both the
opposition and the Democrats sought to introduce further amendments in an
attempt to implement other Committee recommendations, however, none of these
attempts were supported by the government, including Senators who supported
the amendments as members of the Senate Committee!

At the macro-level, the problem with the balancing approach is that the interests
in competition are not commensurable—a key fallacy is that enhancing privacy
protection or due process values necessarily impedes law enforcement. As Lucia
Zedner points out: 

Typically, conflicting interests are said to be ‘balanced’ as if there were a self-
evident weighting of or priority among them. Yet rarely are the particular
interests spelt out, priorities made explicitly, or the process by which a weight
is achieved made clear. Balancing is presented as a zero-sum game in which
more of one necessarily means less of the other … Although beloved of consti-
tutional lawyers and political theorists, the experience of criminal justice is
that balancing is a politically dangerous metaphor unless careful regard is
given to what is at stake.57

In the face of an empirical vacuum in relation to these questions of (in)effec-
tiveness, significant reform must be resisted—expansion of police powers must be
evidence-based and incursions into rights like privacy must be necessary and
proportionate. Fundamental fair trial rights like the right to legal counsel (upon
which the lawyer–client privilege rests) must not be overlooked.

Most importantly, the recent experience of reform leading to the TIA Act
demonstrates the inadequacy of our system of parliamentary democracy for consid-
ered public policy development—politicians and indeed governments will often be
held hostage to an ‘uncivil politics of law and order’58 in which standing up for
liberal principles against reforms which law enforcement claim are essential is
untenable. Clearly, such matters should be referred to an independent law reform
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commission—indeed, this federal Act clearly falls within the purview of the
Australian Law Reform Commission (ALRC). The ALRC is much better placed
than Parliament to conduct independent research, and to rigorously test compet-
ing interests and rights at stake.59 Only through such a process can legislation be
devised that would maximise privacy and due process protection and ensure that
the powers of investigation are both necessary and proportionate.

Micro-Level Balancing: Warrants—Judicial Safeguard or Rubber Stamp?

The warrant system in Australia is often presented as an important safeguard for
the protection of privacy interests. Prior to the recent amendments, the categories
of offences were divided into serious ‘Class 1 offences’ which included murder,
kidnapping, narcotic and terrorism offences; lesser offences were designated ‘Class
2 offences’, which included offences involving loss of life or serious injury, serious
property damage, serious arson and child pornography. Under this twofold classifi-
cation, privacy considerations were taken into account in the warrant process only
in relation to ‘Class 1’ offences. We had previously observed this approach to be
anomalous, as the need for specific consideration of privacy interests does not
diminish with the increased seriousness of the offence under consideration.
Indeed, there are arguments that the privacy interests become of greater rather
than of lesser significance.60 Recognising the need for privacy interests to be
considered in all warrant applications, the 2006 amendments have removed the
distinction between Class 1 and Class 2 offences, redefining existing offences under
Classes 1 and 2 offences as ‘serious offences’ and applying privacy as a factor to be
considered in all cases. These amendments were supported by the Senate Commit-
tee reviewing the Bill.61

Thus, following the recent amendment, privacy protection appears to be
enhanced: it is now a factor to be taken into account in the issuing of all Part 2.5
interception warrants and stored communications warrants. Furthermore,
although not a factor expressly to be taken into account by an issuing authority in
relation to Part 2.2 warrants, arguably the legislative scheme does not expressly
prevent consideration of privacy considerations.

There are, however, some problems with seeing the warrant system as providing
an effective bulwark against arbitrary intrusion into privacy. First, as the Blunn
Report recognised, rarely if ever would privacy concerns outweigh law enforcement
or security objectives.62 This observation is supported by the experience with Part
2.5 warrants. The statistics clearly show that a negligible percentage of applications
are refused or withdrawn.63 This is especially the case since the issuing process is ex
parte—no-one represents the interest of the persons subject to surveillance. Privacy
concerns are magnified in relation to B-Party warrants where the persons targeted
may not be involved in any respect with criminal behaviour. Although issuing
authorities might place limitations on warrants so as to protect privacy of such
innocent persons, there does not seem to be a significant practice of imposing
warrant conditions, and it is impossible to tell whether those conditions are
motivated by privacy concerns.

There are mechanisms which could be incorporated into the current legislative
scheme which would allow for a stronger recognition of privacy interests. In the
State of Queensland, a Public Interest Monitor (PIM) has the role of appearing at
the hearing of applications for surveillance device warrants to examine witnesses
and make submissions on the appropriateness of granting the application.64
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During the course of the Senate debate, the Democrats suggested that a PIM, based
upon the Queensland model, be incorporated. However, no amendment to intro-
duce a PIM was pressed. The Commonwealth Attorney-General recently suggested
that the use of the PIM in Queensland warrant hearings would be inconsistent with
the national regime and thus would be unacceptable to the Commonwealth.65

A second reason for not placing too much reliance on the warrant system is the
increasing marginalisation of the role of judicial officers. Judicial involvement in
the warrant process is often presented as an essential oversight function. However,
as noted above, there is no judicial involvement in the issuing of Part 2.2 warrants
for national security purposes. Even in relation to Part 2.5 warrants, judicial
involvement is increasingly limited. This is partly for constitutional reasons, as the
issuance of a warrant is seen as an exercise of executive power which cannot be
exercised by a federal court. Judges can however consent to exercising the power in
their personal capacity provided that the function does not undermine the integ-
rity of the judiciary.66 In 1998, a number of judges of the Federal Court of Australia
and the Family Court of Australia notified the Attorney-General that they would
cease to participate in the granting of warrants under the legislation.67

Consequently, Parliament amended the TI Act to allow members of the AAT to
issue warrants. The most recent statistics show that AAT members represent 37% of
the issuing authorities.68

Further diminishing the judicial role in the warrant process is the fact that law
enforcement agencies are seeking warrants primarily from AAT members. Despite
representing 37% of the available issuing authorities in the 2004/5 period, AAT
members issued 93% of the warrants issued.69 The increased use of AAT members
to issue warrants was noted by the NSW Council of Civil Liberties to the Senate
Committee.70 Although the Committee was careful not to make any negative obser-
vations about the role of AAT members in the process, it recommended that a
future review of the legislation ‘should encompass the broader issues surrounding
the suitability and effectiveness of AAT members in the warrant issuing regime’.71

The Democrats put forward a stronger position during the Senate debates, saying
that they did not support having the AAT as an issuing authority: ‘[w]e believe, not
only from looking at the statistics, that it is lowering a threshold. It is making it
easier for warrants to be issued or obtained’.72

Conclusion

The Attorney-General has described the 2006 amendments as ‘enhanc[ing] inter-
ception powers and privacy protections’.73 The reforms, it was said, were designed
to keep pace with technological change and ‘ensure law enforcement and security
have the investigative tools to continue to fight against serious crime and terrorist
activity’.74 While the reforms do enhance interception powers, we believe that these
measures do not, to any significant degree, enhance privacy protections.

On the contrary, at every point that a policy choice was to be made between
security and law enforcement on the one hand, and privacy on the other, the
government chose to subordinate privacy interests. The advent of device and B-
Party warrants constitutes a significant threat to the privacy of innocent persons.
They combine with a new scheme of access to stored communications that lowers
the threshold for gaining access to those communications when compared with the
interception of live communications. Preserving access to stored communications
without warrant where one party has been notified is a significant regulatory
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loophole with profound implications for privacy rights. On the face of the reforms,
the only significant measure purporting to enhance privacy was the removal of the
distinction between Class 1 and Class 2 offences and the requirement that authori-
ties issuing Part 2.5 warrants take account of privacy interests in all cases. However,
as the Blunn Report recognised, where law enforcement needs are shown, privacy
considerations are unlikely to preclude the issue of a warrant for any of the
offences previously described as Class 1. Thus, in practical terms, this change is
likely to have a minimal impact on privacy protection.

The government maintained consistently that the Blunn Report and Senate
Committee recommendations will be the subject of ongoing consideration to
ensure that the regime ‘continues to achieve an appropriate balance between
privacy and appropriate access for investigation of serious criminal conduct’.75 The
2006 reforms, however, reinforce our previous concern that the regulatory land-
scape has changed to such an extent that there is no longer a position that
resembles a ‘balance’.76 More fundamentally, we question whether promoting this
balance—both at the macro-level of policy development or micro-level of warrant
authorisation—is an appropriate and effective principle to guide us in this field.
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