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This submission addresses the following Terms of Reference for the Senate Legal and Constitutional References Committee Inquiry into Outsourcing of the Australian Customs Service (ACS) Information Technology:

· The processes involved in, and the consequences of, the outsourcing of the ACS’s information technology


· The benefits and problems associated with the current and proposed ACS communication systems


· The needs and capabilities of importers, exporters and service providers in respect of ACS information technology and communication systems


· The way in which the ACS has conducted consultations with importers, exporters and service providers in relation to information technology and communications systems, and


· Issues associated with the involvement of the ACS in e-commerce.

We draw the Committee’s attention to a number of documents that Customs has provided to Senate Committees over the last twelve months that may be useful to this inquiry.  These include:

· Customs submission on IT outsourcing (provided to the Senate Finance and Public Administration References Committee on 6 March 2001) –  copied at  Appendix A


· The Request for Tender for Customs IT outsourcing (provided to the Senate Legal and Constitutional Legislation Committee Budget Estimates Hearing, Wednesday 22 November 2000)


· Edited copy of the Customs Information Services Agreement (the Customs/EDS outsourcing contract) (provided to both the Senate Legal and Constitutional Legislation Committee (Additional Budget Estimates) and the Senate Finance and Public Administration References Committee (IT outsourcing inquiry) on 28 March 2001)


· Edited copy of the Evaluation report on the Customs IT outsourcing tender (provided to the Senate Legal and Constitutional Legislation Committee on 28 March 2001, in response to a question on notice from the February Additional Budget Estimates Hearings)


· Explanation of the Customs Connect Facility (provided to the Senate Legal and Constitutional Affairs Committee on 3 May 2001) - copied at Appendix D


In addition, Customs has given evidence about its IT outsourcing arrangements at several Senate Committee hearings throughout 2000 and 2001.  Particular reference is made to:

· Senate Legal and Constitutional Legislation Committee Budget Estimates Hearing, Wednesday 22 November 2000  (Hansard reference: L&C pages 58 to72)


· Senate Legal and Constitutional Legislation Committee Additional Budget Estimates Hearing, Monday 19 February 2001  (Hansard reference: L&C pages 64 to 87)


· Senate Finance and Public Administration References Committee, Thursday 15 March 2001 (Hansard reference:  F&PA pages 296 to 315)


· Senate Legal and Constitutional Legislation Committee, Customs Legislation, Thursday 3 May 2001 (Hansard reference:  L&C pages 100 to 104).

Background – Customs and Information Technology

Customs has implemented computerised procedures and associated streamlined business processes to meet its operational objectives.  The first systems were introduced in 1972 with INSPECT to collect and check entry information supplied by importers and Customs brokers.   More complex systems were progressively introduced in the late 1980s under the Electronic Initiative Program.  This was an ambitious attempt to automate all Customs processes through both Electronic Data Interchange (EDI) for electronic messages as well as online interactive systems.

Current systems now provide for almost 100% of the processing and clearance of imports, exports and cargo.  They are combined with Electronic Funds Transfers to allow for online payments.   Working with the Australian Quarantine and Inspection Service (AQIS) a single electronic window is available for exporters and online linkages to other Departments such as the Australian Taxation Office (ATO), the Australian Bureau of Statistics (ABS) and the Department of Immigration and Multicultural Affairs (DIMA).  Linkages to other agencies and bodies have also been created to facilitate streamlined procedures for industry.

To assist this process Customs was one of the founding partners for Tradegate Australia Limited in 1989.  This followed a 1988 recommendation by the National Communications Working Party on Cargo Movements, set up by the Waterfront Industry Committee, for a national EDI communications network.   Other founding members were representatives from road and rail carriers, shipping lines, freight forwarders, Customs brokers and importers, port authorities, Austrade (representing exporters) and Qantas (representing airlines).  Today’s Tradegate Board of Directors still reflects broad membership across the international trading community.

Tradegate’s charter was to “improve the efficiency and speed of moving goods through the trading chain by the widespread introduction to the Australian trading community of a comprehensive range of paperless trading services”.  In 1989 Tradegate was awarded an exclusive contract by Customs to supply electronic network services to Customs users’ – a revised contract is still in place covering online access to all Customs legacy systems until July 2002.   Tradegate has a back-to-back contract with connect.com for the provision of network and other services to the Tradegate community.

The arrangement with Tradegate results in all Customs electronic messages, both EDI and online interactive, travelling through the Tradegate Hub.  This Hub does not process messages on behalf of Customs but simply performs a “switching “ function. The arrangement has worked well and facilitates timely electronic reporting to Customs.  Nonetheless, there are concerns over a range of issues: the appropriateness of a single prescribed hub to Customs; the cost of ‘traditional’ communications lines to both Customs and industry; and rising demands from industry sectors for choice of access to Customs at a time of increasing access to the web. 

In discussing Customs e-commerce facilities it is also important to note the existence of non-cargo online systems such as advance electronic clearance for international air passengers and e-procurement systems.  

Australian Customs pioneered passenger electronic clearance arrangements in conjunction with DIMA and international airlines.  Advance Passenger Processing (APP) is increasingly used to clear passengers using computer links between Customs, DIMA and participating airlines.  Customs can ‘highlight’ high risk passengers and partially clear all others enroute.   The process provides for specific lanes, has reduced airport congestion and improved clearance times. 

APP now covers close to 45% of all incoming international air passengers and is also being used for Passenger Cruise vessels.  APP was essential for the Sydney 2000 Olympics.

Customs administrations have traditionally been early adopters of new technology and business practices. Australian Customs has a reputation for being a world leader in the use of computerised Customs processes and has a long history of using the latest online processes to achieve its core objectives.  Our e-commerce involvement is a natural progression from this online focus and encompasses both domestic and international interests.

Customs, whether in Australia or elsewhere, remains the most important point for the clearance of goods in international trade and transport.  While the aims of Customs may vary worldwide, receipt and processing of timely and high quality information remain central to the achievement of business objectives. E-commerce offers opportunities for Customs administrations to continue to meet these objectives while improving client services.

This submission describes many of the elements of our Cargo Management Re-engineering project, specifically those that relate to the replacement of the existing range of legacy systems that process cargo information.  The development of the new IT systems is complex from both a size and migration perspective. This complexity is acknowledged through the inclusion in the recently passed Customs Trade Modernisation legislation of transitional arrangements which extend for up to two years beyond Royal Assent.  This decision took direct account of the knowledge that major re-engineering projects involving large scale IT developments take time and that seamless migration of new functionality to the international trading community will be difficult. 

Australian Customs is not alone in embarking on major initiatives to modernise cargo systems for both regulatory and facilitation benefits.  US Customs has recently announced the commencement of a modernisation program similar to our own. Their automated import processing system is 17 years old and has not kept pace with improvements in technology. A new system, known as the Automated Commercial Environment (ACE) is the foundation of a wider modernisation program for the US Customs Service.  The entire modernisation project will take several years with the IT development aspects costing US$1.4-1.8 billion over four or five years of development and 3 years of operations and maintenance.  For the Fiscal Year 2001, US$130 million was appropriated for the modernisation program for establishment of its planning and infrastructure development.  Recent discussions with the US Customs project team leader revealed many similarities in our approach to re-engineering and mutual recognition of the ambitious nature of our respective projects.  An outline of the US Customs Modernisation is provided at Appendix F, sourced from the US Treasury website.

TERMS OF REFERENCE

The processes involved in, and the consequences of, the outsourcing of the ACS’s information technology
Customs submission on IT outsourcing, provided to the Senate Finance and Public Administration References Committee in March 2001, is attached at Appendix A.  That submission covers in detail the processes involved in, and the consequences of, the outsourcing of Customs information technology.  A summary of the key points in relation to this inquiry is set out below.

Customs signed the contract for the outsourcing of its information technology to EDS Australia in December 1997 and EDS commenced service provision in March 1998. The process for outsourcing information technology involved the issuing of a Request for Information (RFI) followed by a Request for Tender (RFT). The detailed timeline is appended at Attachment 1 of Appendix A.

The evaluation concluded that outsourcing to EDS was the preferred approach. The evaluation of savings and the impact on appropriations is shown at Attachments 2 and 3 of Appendix A. The costing and metrics outlined in Attachment 2 has been up-dated for the 2000-01 financial year and is provided at Appendix C. Details on the evaluation methodology are contained in the edited evaluation report previously provided to the Committee.

The evaluation process was based primarily on the baseline workloads published in the RFT but it also included sensitivity analysis in relation to re-engineering. The relative outcome of the evaluation was the same with and without re-engineering.

The tender process itself reinforced Customs view that there was a need to modernise its cargo systems. Customs had produced the Cargo Management Strategy in March 1997 prior to issuing the RFT. All three tenderers identified the need to modernise cargo systems and Customs sought elaboration from all bidders on this aspect. 

The tender process also reinforced the need to move from a Unisys Mainframe to a more open platform, regardless of whether outsourcing was implemented. There are cost and strategic reasons for moving in this direction.

A change in the processing infrastructure to a more open platform requires changes to applications (either through re-engineering or rehosting/code conversion) as applications designed to run on a Unisys Mainframe will not run on the alternatives (System 390 or Unix). 

Changing the platform also necessitates a change to front end communications processing that provides the mechanism for accessing the mainframe applications.

The target environment for Customs is a System 390 Mainframe with an AIX (IBM version of Unix) front end. This is to replace the current Unisys Mainframe, the current Unisys front end processor (DCP), and the current front end EDI processor (SUN Unix) within the Customs environment.  These two processors being operated by EDS under its contract to Customs are known as the Customs front end processing environment.

The Customs front end processing environment was always in scope for the IT outsourcing contract. The new Customs Connect Facility is part of the replacement of the current Customs front end processing environment. This is illustrated by the extracts from the Request for Tender (RFT) – Section 5 Supporting Information outlined in Appendix B.

The benefits and problems associated with the current and proposed ACS communication systems

The driving force for the changes occurring through Customs Cargo Management Re-engineering (CMR) is not the communications systems per se. Rather, it is a combination of the need to modernise Customs business processes and systems and a move to an open IT platform. The move to a more open IT platform is an important step in developing modern communications systems to operate in conjunction with the modernisation of the core processing systems. 

The end result will be new access arrangements providing a range of communication options for international traders needing to communicate with Customs. 

The approach being pursued by Customs is based on allowing connections to Customs via the Internet with appropriate security using Public Key Infrastructure (PKI), and using IBM message handling software and the industry standard TCP/IP communications protocol.

Current Communication Arrangements

The current communication arrangements provide for the importing and exporting community to send and receive messages to and from Customs using EDI or directly access Customs business systems through an online interactive process.  All messages and online access must pass through the Tradegate Hub and although traders can use a range of providers to connect to Tradegate, none can have a direct communication arrangement with Customs.

Customs believes that these arrangements were appropriate during the establishment of EDI and acknowledges that Tradegate has performed a valuable service in encouraging the adoption of electronic commerce and that it has provided a reliable, quality service.

There have, however, been substantial changes since 1989 with electronic commerce and the Internet now having wide penetration. With the developments in technology there is now no continuing justification to require all organisations wishing to communicate with Customs to do so via an exclusive arrangement with Tradegate. Consultation with the trading industry has indicated that all sectors of the industry want choice in the way they communicate with Customs.  This issue is addressed more fully in the next section of this submission.

The question of an exclusive access arrangement is independent from the technology. Customs clients could still communicate via Tradegate using the Internet and PKI to interface with the new Customs front end AIX processor. There is, however, no reason to make industry connect exclusively in this way rather than connect directly to Customs or connect via a service provider of their choice.

Future Communication Arrangements

Under CMR, Customs will enable flexible web access to all its business systems through a gateway known as the Customs Connect Facility (CCF).  There has been considerable misunderstanding of the CCF which is a basic web gateway forming part of the replacement Customs internal front end communications environment (see Appendix D).

Connectivity to Customs will be through Internet protocols from service providers who comply with Customs connection requirements. These could be from:

· Community hubs, 

· Value Added Network Providers, 

· Bureau services, 

· Internet Service Providers, 

· Application Service Providers, as well as 

· Direct Internet connections from larger volume users.

Customs will publish its information technology requirements and engage in an extensive community consultation process before these are finalised.  (This consultation process is already underway). The requirements will cover a range of subjects such as Internet connectivity, records keeping and Customs requirements for digital authentication and security.   

Claims have been made that some segments of industry may face higher costs under the new arrangements. Customs research and correspondence with other Customs administrations indicates that there are significant opportunities for traders, both large and small, to realise cost savings by employing communication arrangements provided by Internet access that best suit their individual businesses.  

For example, small importers with low volume Customs transactions may wish to connect directly to Customs using their Internet browser to lodge import declarations.  By doing this they will be able to take advantage of Customs interactive screens that will assist them in completing declarations.  Their communication costs in this instance will be governed by the arrangements they have with their Internet service provider for their general business needs, not those that relate exclusively to Customs.  

Currently this option is not available to small businesses who must communicate via Tradegate, paying the Tradegate communication charge to do so, on top of their Internet or other connection arrangements.  Many cargo reporters also have mailbox charges that they are required to pay to connect.com for air and sea cargo messaging services. 

As mentioned above, post CMR, cargo reporters could report to Customs using their web browser if they wished (this would be a cost effective option for small depots for instance), or they could communicate via a community hub like Tradegate, or an ISP, or they could have a dedicated line to Customs – an option that large volume cargo reporters have expressed significant interest in pursuing.

Many companies involved in the provision of electronic commerce solutions to businesses have been in discussions with Customs about communication options.  Notably, this includes Tradegate who, in collaboration with the Customs Brokers and Forwarders Council of Australia (CBFCA) have recently announced a new e-commerce partnership for Australia’s international trade and transport industry. The partnership, Tradeway Network Services Pty Ltd (TNS), will be geared to meet the needs of industry for integrated e-commerce services.  The joint press release issued by Tradegate and the CBFCA on 8 August 2001 stated:

“TNS will provide E-commerce solutions for Australia’s International Trade and Transport Industry that will underpin our future as a trading nation.  In particular it will complement the significant initiatives of the Australian Customs Service and the Australian Quarantine and Inspection Service as they implement the new Cargo Management Re-engineering (CMR) process over the next two/three years.”

Customs welcomes initiatives of this kind as they will contribute to the expansion of communication options available to the trading community.  We believe that overall communication costs will be lower with the use of Internet communication technologies available with CMR.  Together, greater choice and new technologies will bring cost benefits and efficiencies to the trading community.  This has been illustrated by the New Zealand experience which indicates that a shift from dedicated lines to the Internet has resulted in significant savings.

The E-Business Technology Forecast of May 1999 (PriceWaterhouse Coopers Technology Centre, Menlo Park, California) states:

“Traditional EDI systems require a network connection between the two organizations exchanging documents.  Typically, this setup requires a dedicated line running between the two companies or a connection to a VAN.  However, the advent of the Internet has created a common communications platform upon which business can be conducted.  The universal connectivity provided by the Internet allows multitudes of additional parties, particularly small and midsized businesses and consumers, to utilize EDI technology at a lower cost.  In addition, Internet-based EDI reduces transaction cycle time by using direct transfer instead of mailboxes.

EDI over the Web costs about one-tenth as much as it does over a VAN.”

The needs and capabilities of importers, exporters and service providers in respect of ACS information technology and communication systems

Since the first cargo reporting systems were developed within Customs in the 1970s the needs and capabilities of importers, exporters and service providers have been considered.  As demonstrated earlier in this submission, IT development within Customs and in the broader international trading community has been substantial over the last 20 years.  CMR is now the next phase being undertaken by Customs to adopt leading edge technologies for the benefit of the community – from both protection and facilitation perspectives.

The objectives of CMR are two fold.  The first is to enable Customs to meet its regulatory responsibilities more effectively.  The new integrated cargo system, including the development of sophisticated risk assessment technology that will assist our officers to target high-risk cargo, is a major part of achieving that objective. Customs is working with the CSIRO to develop proactive and sophisticated profiling capabilities as part of the information technology developments being undertaken in CMR.

The second objective is to provide a platform for the import/export industry to realise efficiencies in dealing with Customs and other government agencies.  That platform is provided through the introduction of Internet technologies with future scope for the introduction of new technologies such as XML messaging and voice recognition capabilities.

The various elements of CMR, including the communication arrangements, have been defined with these two objectives in focus.  The community protection elements of the IT build, including information requirements and profiling have been developed in conjunction with other government agencies, like AQIS.  Customs has been working with CSIRO and other data warehousing experts to ensure that the data received through cargo reports and declarations provides relevant and useful information for risk assessment and response.  This information is then used by expert Customs analysts to target high-risk cargo.  Our aim is to best complement the data flow and consequential information received from the trading community with expert analysis for community protection results.


In establishing the data requirements and the communication arrangements for receipt of cargo information post CMR, Customs has been consulting with all impacted industry sectors since 1996 with the development of the initial Cargo Management Strategy. We have explained why we need information and have worked with expert operators to ensure that Customs requirements can be translated into workable arrangements that do not impede the flow of legitimate cargo.

Part of understanding the needs of the trading community included assessing their preferred communication arrangements.  This was done under the auspices of the Industry Reference Group on CMR with a survey conducted by PriceWaterhouseCoopers. 

The results of that consultation are illustrated in the following table:

Preferred potential communication method

	Category of Client
	Preferred communication method

	End user

(importer)
	Variety of preferred models

· Internet connection

· Develop client’s own internal gateway into some form of CSP

· Interact over the Internet. Would need to consider direct connect from business perspective as volume of traffic under a partnership arrangement is not clear

	Express Carrier
	· Ideal model will be direct connect but the ACS cost recovery implications of this will need to be considered

	Service Provider
	· Direct connect would be preferred option

· Final decision dependent on ACS cost recovery model

	Freight Forwarder
	· Preferred option will be direct connect. However, the final option chosen will be business decision. This will depend on the cost recovery charging regime

· Potentially will need to offer option of different connection methods

· Keen to have Internet enquiry function as back-up

	Stevedores
	· Direct connect, either through ISDN link or via the Internet
· Use Internet enquiry function as back up for system crashes. This will also be useful for the smaller outports

	Shipping
	· Open gateway – either through Internet or direct connect
· Do not form part of CSP

	Communication Service Provider
	· Strongly argue the benefits of economy of scale through consolidating information through a CSP

	End user (exporter)
	· Want to maintain flexibility in the market place

· See the benefit of maintaining the Communication Service Provider option


Source:  PriceWaterhouseCoopers  “Cost Benefit Analysis of Cargo Management

 Re-engineering – Progress Report” September 1999 p.18

The report stated that the table (as above) “demonstrates that industry clients want flexibility in the way they exchange electronic information with ACS. In the short to medium term there will be the requirement for CSPs to act as a consolidation point for information. However for the high volume user, there is the potential for cost savings to be driven out of an Internet or direct link.” (p.19)

Like the development of the new technologies, the business needs and requirements of the trading community are also evolving and we are mindful of this.  We recognise that trading sector needs are not homogenous, nor are the needs of operators within individual sectors across the trading community.  In recognising this we have continued to assess needs and communicate our requirements through working with service provider and importer/exporter associations, with individual companies and with software providers who have long-standing relationships with the broad trading community.

The building of the integrated cargo system for CMR has five distinct phases – conceptual, user requirement development, analysis and development of business rules, design and implementation.  The CMR model (conceptual phase) was settled in March 2000. The user requirements were finalised in April 2001 and the analysis and business rule development is underway.

The assessment of industry needs has been continuous since concept stages, but more importantly with the settling of the CMR model in March 2000, industry input into the user requirements (a stage that translates models into workable solutions and requirements) and analysis (business rules) phases has been constant. Input by stevedores and other terminal operators, air couriers, shipping companies, freight forwards, Customs brokers, importers and exporters has been constructive and ongoing.

During these phases industry sectors have been very willing to demonstrate where suggested solutions will not work and more importantly, very forthcoming in crafting solutions to both meet the requirements of Customs, AQIS and the ABS, and their own business logistics needs.

The way in which the ACS has conducted consultations with importers, exporters and service providers in relation to information technology and communications systems

Customs established the CMR project team in mid 1998.  As illustrated in foregoing sections of this submission, the CMR team has been involved in consultations with importers, exporters and service providers amongst others in relation to the policy and IT requirements for the project.

While discussions with stakeholders on IT issues did occur before 2000, consultation on IT requirements began in earnest during 2000 following completion of the CMR Business Model.  This was because the Business Model established the framework for developing IT requirements and detailed business processes.

The consultation on IT requirements has concerned both the Customs connection arrangements and the Integrated Cargo System.  Details of the consultation are outlined below.

Customs Connection  Arrangements
Apart from formal and day-to-day consultation with the Customs community, information on the Customs Connect Facility (CCF) is routinely placed on the Customs Home Page and feedback is invited. 

The first CCF Bulletin was placed on the Customs Home Page in March 2000, and another in June of that year. The November 2000 Bulletin focused on Customs Public Key Infrastructure in response to community inquiries.   An updated CCF Bulletin has been prepared recently and will soon be placed on the Home Page.

The cargo community provides comments as issues arise.  Communications with the CBFCA, software developers, and service and telecommunications providers are an ongoing process of consultation.   For example, a ‘roundtable’ was held with CBFCA and network representatives in early May 2001 to discuss migration issues around CMR and connection requirements. 

Articles are published in the media, including specific journals such as the Tradegate Newsletter, to encourage informed debate on issues.    
The following material provides examples of various consultation mechanisms that have been employed by Customs.

Industry Reference Group – 16 March 1999

The inaugural CMR Industry Reference Group (IRG) meeting on 16 March 1999 noted that:

“CMR envisages development of an open electronic (e-business) gateway which would provide opportunities for:

· direct communication between Customs and its clients, and 

· communications service providers (CSPs), who may provide a wide range of value added services to Customs or its clients.”

Customs Request for Information – 26 March 1999

On 26 March 1999 Customs released on its web site a ‘Request for Information on “Communications Service Provider” Concept’.  This sought information from interested parties on connection options between industry clients and Customs electronic systems.

Twenty responses were received from a range of interested parties ranging from software developers, gateway providers, network and telecommunications providers as well as others. 

Customs/Industry Workshops – 27/28 May 1999

Over the course of three half-day workshops in Sydney in May 1999 - Customs and EDS staff outlined the thinking on the future Customs e‑business gateway.  Software and telecommunications providers, Customs brokers, importers and exporters attended the workshops.

Some 60 industry representatives attended from various companies and on behalf of their associations - CBFCA, forwarders, IT providers, software developers, network (including one from New Zealand) and telecommunications providers, 

Exposure draft General Specifications for the Customs Connect Facility (CCF) – 21 December 1999

The specifications were released to industry for comment in December 1999.  The specifications were sent out to those who responded to the March 1999 RFI and also those who attended the May 1999 workshops.  They were posted to the Customs web site in mid‑January 2000.

The CMR Steering Committee noted that in accordance with contractual arrangements the development of the CCF was an EDS Australia responsibility – Customs industry clients were advised accordingly and informed that further work on the specifications was required. 

CCF Business Requirements – 1 March 2000

At its meeting on 22 February 2000, the CMR Steering Committee agreed to release CCF Business Requirements to industry.   This document defined Business Requirements for the CCF – it did not specify owner/customer or end-user requirements nor did it provide technical details for any particular solution.   It expanded on the previous exposure draft and addressed a number of points made by industry respondents – specifically concerning the Customs Interactive Facility; batch and forward EDI systems; security requirements (including an annex on digital signatures); message translation; audit requirements; payments; records retention and a Help Desk.

On 10 August 2000, a revised version of the March 2000 document was placed on the Customs web site – these are the current CCF Business Requirements. 

CCF Bulletins

As noted earlier these are regularly published on the Customs Home Page and circulated widely to interested parties both here and overseas.

· Bulletin No 5 of March 2000 concentrated on key features of the CCF, digital signatures and Customs Interactive.

· Bulletin No 6 of June 2000 provided an update.

· Bulletin No 7 of November 2000 provided specific advice on EDI messages which CMR would be using.

· Bulletin No 8 updates the November 2000 Bulletin and will be placed on the Customs Home Page shortly.  

· The CMR CCF Fact Sheet of February 2001 compares current access arrangements with those proposed for CMR.

· The CMR Fact Sheet of July 2001 provided an update of connection arrangements, focusing on digital signatures. 

Integrated Cargo System
User requirements

Consultations with external stakeholders concerning user requirements for the Integrated Cargo System (ICS) began in April 2000 and continued into early 2001.  Since that time discussions have continued but are now concentrating on the detailed processes needed to support the user requirements.

The consultations on user requirements involved both formal meetings (see Appendix E) and informal discussions by telephone and e‑mail.

Software developers

In May 2001 Customs convened the first meetings for two forums which focused on the technical requirements for the ICS.  The first forum, comprising software developers, met on 1 May 2001 and the second forum, involving representatives from industry associations and principal in-house software developers, met on 8 May 2001.  The software providers group met again in June  and August 2001 and there has been ongoing communication with the members of both groups on technical issues. 

Customs has also sought details from industry associations of their members that develop their own software.  Customs intends to contact these firms direct to ensure that they are aware of the technical requirements that need to be met.

Stevedore user group

In addition a stevedore user group has formed to focus on policy and technical issues relevant to that sector.  The group has met three times since its formation in late April 2001.

Release 1 of ICS

The first release of the ICS is scheduled for April 2002.  The release affects air express carriers and Customs has been consulting with the two industry associations representing those interests. Given the relatively small number of firms involved in Release 1, Customs is also developing plans to consult with the firms at an individual level.
Issues associated with the involvement of the ACS in 

e-commerce

The challenges posed by e-commerce are not new.   In many ways e-commerce could be considered the latest in a series of developments over the last 50 years which have led to changed systems and procedures as organisations seek to keep pace with technological and economic developments.

Customs involvement in e-commerce within the Australian trading community over the last 20 years is outlined earlier in the submission.  In addition, Customs has actively been involved in international e-commerce developments.  Some examples are:

· Australian Customs is working on a bilateral and multilateral basis to improve Customs processes and facilitate trade.   We are well regarded internationally as being at the forefront of e-commerce and have close links to the World Customs Organisation (WCO), as well the World Trade Organisation (WTO) and the Asia Pacific Economic Cooperation (APEC) Forum.  Within APEC Australian Customs is one of the leading agencies promoting Customs e-commerce harmonisation and standardisation.

· At the WCO, Australian Customs heads the WCO Data Model project team that is working to produce a WCO data model as the global model for Customs data requirements.  The potential for Customs harmonisation is most significant and it is likely that this data model will become ‘core components’ for Customs and be hosted on a global XML common business library.

· Australian Customs is working with some overseas Customs agencies to establish Customs procedures which are very close in concept to those that exist in Australia.   We have built up an International Compliance Model that incorporates many of these features and are now putting it into practice with other Customs administrations and suggesting it for wider adoption by WCO and APEC members.

· In essence we are seeking to establish key principles for trade facilitation while at the same time meeting Customs goals.  Implicit in trade facilitation are processes which meet traders’ expectations in their dealing with regulatory authorities:

(i)
government intervention by exception and minimal special government data requirements based upon risk management, post transaction auditing and electronic pre-arrival information;

(ii)
fast, reliable, adaptable, flexible, paperless, cost-efficient processes; and 

(iii) transparency, predicability and consistency in procedures developed and adopted by government in consultation with traders.

· International Trade Partnerships

Australian Customs is exploring common 'themes' with other Customs administrations - UK, Chinese Taipei, New Zealand, Singapore and possibly Japan - looking at linkages with relevant Joint Statements on E-Commerce negotiated at a Government to Government level.  

An international trade harmonisation/partnership project seeks to provide enhanced facilitation of imports and exports by low-risk traders.   There would be mutual benefits for Customs administrations and international traders.   The model could be readily adopted by other Customs administrations for the following purposes:
-
Use of the Web to provide transparent information to industry and facilitate electronic reporting arrangements to Customs and evaluate potential for the ‘off-shore’ lodgement of Customs declarations.

-
Adoption of risk management methodologies to improve Customs compliance procedures and facilitate streamlined clearance of legitimate cargo and passengers.

-
Implementation of appropriate and compatible Customs Public Key Infrastructure (PKI) using digital certificates and signatures – and the evaluation of the potential for mutual recognition of PKI methodology.

-
Use of audit methodologies with strategic business partners to achieve compliance with Customs laws, and

-
Assessment of Customs data and electronic messaging requirements in the context of work by G7 and APEC Customs Administrations aiming to work towards a common Customs data set and accompanying electronic Customs messages, based upon the G7 Customs Data Model. 

Principles will be 'tested' with appropriate strategic business partners in a “pilot” project.  The project will assess potential for simplified reporting to respective Customs administrations by business partners assessed as low risk with a good and sustainable record of compliance.  There are obvious legal and administrative implications that need to be ‘worked out’.  

Once prospective strategic business partners are identified, Customs will discuss with industry (and other border regulatory agencies) how a pilot project would be implemented, agreements/contracts would need to be concluded with companies, suitable audit/compliance arrangements would need to be in place and privacy and confidentiality issues addressed.  These would be covered under suitable Customs to Customs Agreements. 

Trends in e-commerce

The following are viewed as the key issues and trends affecting Customs today:

· Growth in World Trade.   While most goods are still ‘physical’ and thus liable to Customs duty and control, we are seeing an increase in low value/high volume door-to-door express deliveries and increasing downloads of virtual goods.

· Borderless Trading. Customs will face increasing business challenges as regional/global e-commerce grows.  Commerce over the Internet will allow ‘borderless’ trading. While Customs controls can be administered on physical products ordered over the Internet and delivered through traditional means, the Internet makes it difficult to administer controls over products or services delivered electronically.

· Globalisation. With globalisation comes the potential to bypass traditional Customs duties and controls and consequent impact on community protection and Government revenue.  While Customs is not levying duty on Internet ‘goods’ we do have concerns over copyright, intellectual property, pornography and electronic funds transfer and are working with both domestic agencies and international organisations.

· Increase in Postal Traffic. Low value, high volume goods being ordered over the Internet will impact on Customs community protection screening, duty collection and workload. 

· Offshore Declarations. We can expect industry pressure to lodge Customs declarations and payments offshore using the web.  This will create not only technical issues but also questions of law, legal liability and jurisdiction. While none of these issues is insurmountable, they will pose serious challenges for Customs.   Customs will need to assess the implications of duty payments without the physical evidence we traditionally require.

· E-crime. As Internet usage grows, so too will the degree of e-crime.  Many law enforcement agencies are already beginning to deal with increasingly sophisticated and technologically aware criminals who will take advantage of the anonymity of the web.  Customs and other law enforcement agencies will need to evaluate the impact of the Internet on security, audit controls, reliability, authenticity of messages and clients as well as other legal issues.

· Need for Multiple Channels. We expect that our clients will become Internet enabled allowing for 100% electronic reporting to Customs at far lower communications costs than at the moment.  The consequence is that the current single hub access to Customs will become redundant. Customs will have to cope with varied communications channels and far larger numbers of clients seeking access to its business systems from both within Australia and from overseas.

Customs will need to factor e-commerce methodologies into all its business processes, especially as they related to collecting information relating to travellers, imports & exports, Customs duty and GST as well as various industry measures.   We will need to look at: 

· The security of Customs systems – denying access to hackers and other unauthorised intruders 
· Increasing difficulties for Customs investigations – difficult to trace persons/events through a variety of service providers and jurisdictions, and 

· The need for adequate training and education of Customs officers so they are aware of the implications of the increased use of electronic commerce. 
In conclusion, Customs information technology advances, and in particular CMR, are designed to meet emerging challenges and opportunities, such as:

· the commitment by the Australian government to Internet service delivery by end 2001 – coupled with increasing use of the Internet/Web by business;

· globalisation, changing patterns of trade and an increasing shift to low value high volume consignments;

· pressure from industry for changes in forwarding/logistics management including rationalising/amalgamating processes - aiming for ‘one stop Customs processing’ including electronic links to the over 30 Australian Permit Issuing Agencies.
As part of its domestic e-commerce work Customs liaises with a range of Government and industry bodies.  Customs has close contacts with the National Office for the Information Economy, the Department of Industry Science and Resources, AQIS, ABS, ATO, other law enforcement agencies and a wide range of industry associations.
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APPENDIX A

SUBMISSION BY THE AUSTRALIAN CUSTOMS SERVICE TO THE SENATE FINANCE AND PUBLIC ADMINISTRATION REFERENCES COMMITTEE INQUIRY INTO THE GOVERNMENT’S INFORMATION TECHNOLOGY OUTSOURCING INITIATIVE

Background

1.
In June 1996 Customs decided to test the possibility of outsourcing its IT function.  This decision was taken against the following background:


.
In 1991 the former Government changed its purchasing policy to require each agency to test the market for the outsourcing of new and existing information technology requirements.  The aim was to maximise outsourcing subject to value for money principles, agency efficiency and public policy considerations.


.
In 1995 a group headed by Dr Reinecke reported to the former Minister for Finance on its review of the acquisition and use of IT.  The report set out a range of requirements and guidelines for outsourcing.


.
The Government in its 1996 post-Election document “Meeting our Commitments” referred to IT contestability.


.
Formal and informal discussions between agencies soon after the election in 1996 made it clear that outsourcing of IT was inevitable and there were early indications that some form of grouping of departments and agencies might be envisaged.

2.
Customs had separately concluded that there were significant changes needed in the way in which IT supported an array of changes which Customs was determined to pursue.

3.
There was no decision to outsource until testing of the market had been completed and necessary preparatory scoping had been undertaken by Deloitte Touche Tohmatsu.  There was an obvious need to consult staff and the relevant union.   Staffing, pay and condition aspects featured heavily in the early months of the preparatory work.

4.
By the end of 1996 Customs had concluded that it should proceed to outsource and to re-engineer its major systems.  The reasons for this can be summarised as:

.
The need to modernise Customs applications and to ensure that its systems would enable the delivery of improved performance.


.
The probability that Customs would achieve longer term economies from moving to an open platform architecture.


.
The probability that access to a highly skilled IT workforce would be more easily obtained through a major outsourcer than by continued Customs efforts to tap into a difficult labour market.

5.
The Customs approach was that it should pursue overall value rather than attempting to achieve any particular monetary savings target.

6.
A timetable of events is at Attachment 1.  Costings and Metrics are at Attachment 2.

Terms of Reference

7.
Customs comments against the Terms of Reference are set out below:

The Government’s information technology (IT) outsourcing initiative in the light of recommendations made in the committee report, Contracting out of Government Services – first report: Information Technology, Tabled in November 1997, and the means of ensuring that any future IT outsourcing is an efficient, effective and ethical use of Commonwealth resources, with particular reference to: 

(a) the need for:

(i)
strategic oversight and evaluation across Commonwealth agencies

8. Customs considers that there is need for strategic oversight and evaluation across Government agencies.  But this should not constrain the ability of Chief Executives to decide business requirements and their underpinning IT strategies and the means of implementing those strategies.  There is also a need for guidelines, developed with the assistance of practitioners, but these should not be of a ‘one size fits all’ kind.  In the Customs case, IT underpins virtually everything that we do – if IT systems do not deliver, Customs does not deliver.

(i) accountable management of IT contracts, including improved transparency and accountability of tender processes

9.
CEOs of agencies are responsible for the management of their agency, the discharge of statutory responsibilities and meeting Government objectives.  IT strategies are inextricably linked with all of these.

10.
There is already external scrutiny through the Auditor-General, Parliamentary Committees and annual reports.  Well developed governance processes, including internal audit, exist within Customs.  These enable Customs senior management to focus on perceived deficiencies as they emerge.

11.
Some aspects of the content of contracts are commercially sensitive and will produce an advantage to another IT provider should that information be released publicly.  But much of the content is not sensitive and could be released on request.  In the Customs case a draft contract was forwarded to all respondents during the RFT process.  The dividing line between what is genuinely commercially sensitive and what is not needs some clarification.

(i)
adequate safeguards for privacy protection and security

12.
Privacy and security are critical requirements whether IT is delivered “in-house” or “outsourced”.  The “in-house” arrangements are even more complex as most agencies (including Customs prior to 1997) engage contractors to boost the capabilities of staff.

13.
Customs outsourced applications development work in addition to its mainframe and desktop services.  It retained responsibility for IT security policy.  The contract with EDS includes specific provisions covering security, privacy and related matters.  These obligations extend to sub-contractors.

14.
EDS is obliged under the contract to comply with all laws and requirements of the Commonwealth, States and Territories, including variations to existing laws on these matters.

15.
The contract includes the following:


.
EDS acknowledges the requirements of Section 16 of the Customs Administration Act (this relates to recording and disclosure of information).  EDS undertakes to conduct itself as if personally bound by that Act. 


.
EDS acknowledges that criminal penalties under Section 70 of the Crimes Act may apply.

.
EDS is required to comply with privacy legislation.


.
EDS employees and contractors dealing with personal information are required to complete a deed acknowledging their responsibilities under the Crimes Act.

.
EDS is obliged to comply with Customs security policy.

16. Implementation of security arrangements involves:

.
EDS reporting any security breaches.

.
EDS maintaining audit trails for core systems.

.
security being an element of the Customs internal audit program

.
security as a standing item on the agenda of the Joint Management Committee.

.
oversight by Customs IT security staff.


(b)
the potential impact on the capacity of agencies to conduct their business

17.
Without a dependable IT infrastructure and the ability to quickly unfold new systems, Customs cannot discharge its responsibilities in relation to revenue collection, facilitation of the movement of goods and people across Australia’s borders, compliance, intelligence gathering, investigations, Coastwatch activities etc.

18.
The specialist media and agencies such as Gartner have indicated that there are world-wide shortages of skilled IT professionals.  Customs experienced this shortage before it decided to outsource and indeed it was this shortage that prompted Customs to supplement its full-time staff with a significant number of contractors.  Seemingly EDS has similar problems in recruiting skilled people.

19.
Prior to outsourcing, Customs legacy applications were largely written in COBOL or LINC.  Customs found it difficult to recruit people with COBOL and LINC skills.  To overcome these difficulties Customs engaged a number of individual contractors.

20.
Outsourcing provides an opportunity to instil greater discipline between users within an organisation, and with its outsourcer.  This flows from the need for users to clearly set out what it is they need to do, expectations so far as performance, time and quality is concerned, and to assess the cost implications for their budgets.

21.
One particular area of concern in moving to outsourced arrangements is continuity of service during the transition.  In the case of Customs a significant proportion of critical Customs staff were subsequently employed by EDS.  There was no discernible service disruption during the transition period, notwithstanding that the desktop “refreshment” took place during the transition.

22. The smooth transition was due to a number of factors including:

.
Customs early move to outsource and the desire on the part of the outsourcer to establish its credentials.

.
the EDS decision to offer positions to all staff ‘in scope’.

.
the ability of EDS to convince staff that it would be a good employer.

(c)
savings expected and achieved from IT initiatives

23.
Saving figures are set out at Attachment 3.  (Costings and Metrics are at Attachment 2).  

24.
Competitive neutrality principles were applied in arriving at those figures.

25.
Actual outlays differed from the evaluation figures but the overall assessment is not significantly affected as additional activity would have had to occur in an “in‑house” environment (if we had decided not to outsource) as well as in an “outsourced” environment.  An example is the change to Customs systems as a result of tax reform.

26. Unit prices used for the tender evaluation have not changed significantly.


(d)
the means by which opportunities for the domestic IT industry, including in regional areas, can be maximised

27.
The Customs contract does not have specific industry provisions apart from the fact that EDS must remain a member of the Partnership for Development Scheme.

28.
EDS has provided the list at Attachment 4 of small and medium businesses which it has used under the contract.

Comments on the Humphry Review
29.
A number of issues raised in the Humphry Report have been dealt with in comments made above.

30.
The Humphry Report discusses a number of models.  The particular model selected by Customs three years ago had as its essence:

.
Outsourcing of virtually all IT responsibilities including applications development.

.
A requirement that the successful contractor would be responsible for delivering a comprehensive architecture and for ensuring that applications developed by the outsourcer or other people fitted within that architecture.

.
In relation to applications, an assumption that EDS would carry carry out work connected with:

· converting concepts into user specification

· producing technical design

· testing

· implementation

· on-going production support

31.
Applications development has been an area of concern to Customs.  In part, this is a result of a very significant increase in development activity (tax reform, Year 2000, border protection systems etc), the complexity of a number of projects and the need to do all of this at the same time we sought to move from one platform to another.

32.
Customs has tested the market for some applications development work - with EDS retaining responsibility for the underlying architecture.  With a heavy burden of development work related to cargo re-engineering, this trend will continue.

Lessons learned

33.
Some of the lessons Customs has learned over the last three years or so are as follows:

(a) Rigorous contract specification and design upfront

.
Most, if not all, service providers emphasise the need for a sound partnership relationship with a client.  We share that view.  But this has to be underpinned by contractual provisions with sufficient force and clarity as to provide a necessary framework within which that partnership can evolve, and which an agency can fall back on if consultation does not suffice.


Some of the critical elements to be included in a contract are:

.
Clear specification of performance and service levels and an outline of the way in which these will be measured.

.
There should be incentives for early delivery of a quality product.  There should also be penalties for late delivery and for products which do not meet agreed performance requirements.

.
The contract, and supporting documentation, need to clearly outline the roles and responsibilities of those involved in advice and decision taking.

.
Clarity in relation to billing.  The contract should provide for financial disincentives for billing errors or omissions and late payment.  Mechanisms for quick resolution of major differences of view on billing – including service delivery penalties – need to be included in the contract.


(b)
Continuity in the tender preparation and contract process

.
Continuity is important for effective contract management.

.
There must be mechanisms to ensure that critical staff are not lost when responsibilities are handed over to a service provider.  The contract management group needs to include staff who are fully familiar with the nuances of the contract and the negotiations which went behind it.  (This comment applies equally to service providers).

.
Roles and responsibility during the transition need to be clearly defined.

.
For reasons of probity certain staff should not be permitted to participate in the tender process.

.
Contract management arrangements need to be thought through and be ready for implementation before the contract is signed.


(c)
adjustment needed in moving from a Government Provider of IT to a Service Provider

.
Business areas need to move quickly to build up the expertise needed to deal with service providers which inevitably have a heavy profit focus.


.
This requires greater attention to detail in specification of user requirements and ensuring that intended outcomes are clearly articulated in a form that will not lead to endless debate.



(d)
service provider staffing

.
Consideration needs to be given to the impact of new arrangements on regional or remote areas where outsourcers frequently do not have staff.


.
The difficulty of service providers attracting the requisite staff to a central location (in Customs case this is Canberra) needs to be carefully assessed.  This can result in pressure to have applications work done off-site or even overseas with associated quality control and co-ordination challenges (security is also an issue).

(e)
contract management skills

.
There is a need for staff skilled in contract interpretation, negotiation, relationship building, and technical knowledge to ensure that agency interests are safeguarded.



(f)
security

.
Mechanisms must be in place to quickly resolve any security situation which can affect data holdings, relationships with clients and other service providers.  It requires appropriate security vetting and an ability to deal quickly with requests for rapid security clearance of staff who are non-Australian nationals.


.
There can be sensitive security issues to be resolved if off-shore applications development is contemplated.

(g)
changes in administrative arrangements
.
Customs is aware of the potential difficulty in dealing with major changes in Administrative Arrangements if this leads to different service providers being grouped together in one agency or functions previously the responsibility of one provider being split between a number of agencies.


.
Customs has had experience of this with the loss of excise functions to the Tax Office and certain industry assistance functions to DISR (this happened comparatively smoothly).  A climate of co‑operation between the relevant agencies is a pre-requisite to ensuring  government approved changes are quickly put into effect.

34.
Some of the specific aspects which require careful thought are:

.
Contractual requirements and the possible loss of negotiating leverage with suppliers when changes are initiated by a Government agency – particularly if major contract variations are required.


.
Assessment of the implications of volume changes (these may impact on economies of scale).

(h)
availability of IT skills


.
As indicated above, Customs faced considerable difficulty in getting highly skilled IT people before it decided to outsource.  These difficulties would have been compounded as Customs embarked on a total re-engineering of its cargo related systems.


.
Customs assumed that a firm of the size and standing of EDS would have less difficulty in locating and employing highly skilled staff.  In fact EDS has found it difficult to recruit the number and quality of staff needed for major Customs projects.


.
Recruiting and retaining skilled staff is an issue which extends beyond technical staff.  It includes managerial and contract management staff.


.
Some of the difficulties in the IT sector in recent years were exacerbated by Y2K problems and, in the Commonwealth arena, a number of large contracts being finalised in a relatively short period with a heavy concentration in Canberra.  Changes in approach which will flow from the Government decision on the Humphry Report may lead to some easing of the recruitment problems.



(i)
intellectual property

.
Intellectual Property can be used more purposefully than Customs has done in the past.


.
An outsourced environment focuses senior managerial minds on Intellectual Property as financial returns to the outsourcer and to the Commonwealth are involved.


.
There may be a need for more developed guidelines from central agencies about Government objectives in this area (there is already some guidance on the form of contract clauses).

(j)
whole of government co-ordination

.
There would be advantage in having mechanisms, preferably informal, which enable Commonwealth agencies to share experiences (without prejudice to commercial confidentiality).

(k)
understanding the business of agencies
.
There needs to be a mechanism whereby service providers gain a quick but comprehensive understanding of the business of agencies, Government processes and requirements, the role of regulators and of the Auditor-General.  They also need to understand that these can change quickly in response to evolving business needs, legislative changes or variations in Government requirements.

Attachments

1. Timetable

2. Costing and Metrics

3. Assessed Savings

4. Small and Medium Enterprise Involvement

ATTACHMENT 1
Timetable
The key dates in the Customs process leading from market testing to handover to the successful tenderer, EDS, is set out below.

	Decision to market test
	Mid 1996

	Agreement with union on scoping
	September 1996

	Scoping study
	December 1996

	Request for information closed
	February 1997

	Request for tender issued
	July 1997

	Decision to outsource
	December 1997

	Commencement Date (contract signing)
	23 December 1997

	Handover Date (Date EDS started providing all services)
	28 March 1998


Note:
the contract with EDS is for 5 years with two possible extensions – each of 2 years

ATTACHMENT 2
Costing and Metrics
The following table sets out briefly the relevant costing information in relation to Customs IT outsourcing.

	Evaluation 5 year estimate including re-engineering (excluding separate contracts – PACE (passenger processing), QSP Financials, PeopleSoft)
	EDS contract (inc risks)
	$210 million

	
	Cost of outsourcing
	$15 million

	
	Total
	$225 million

	Projected 5 year expenditure (excluding PACE)
	$260 million 

	Major Variations
	Tax reform
	$12 million

	
	Year 2000
	$9.5 million

	
	Out of scope (QSP/PeopleSoft)
	$5 million

	
	New production systems (NESS, NIS, CRIS, TAPIN2)
	$6 million

	
	Project activity, including increased application development and other functional changes
	$17.5 million net increase

	Actual expenditure 1998-99
	$46 million

	Expenditure 1999-00
	$46 million

	Estimated Expenditure 2000/2001
	$55 million

	Metrics (1999-00)
	Unisys MIP hours
	730,000 MIP hours

	
	Midrange application servers
	20

	
	Desktop (PCs, laptops)
	Approximately 4,100 units

	
	Applications
	Approximately 30,000 days

	
	Communications
	Approximately 5050 connected users

	Cost of outsourcing included in evaluation
	$15 million over 5 years ($6.5 million redundancy, $4.5 million contract management, $4 million accommodation)

	Actual administration costs
	1998-99
	$2 million (including year 2000, contract management was $800,000)

	
	1999-00
	$2.5 million (including year 2000, business systems, security – contract management was $1.1 million)


Notes:


1. There are differences between contract years and financial years. The contract years are from 28 March to 27 March (the Handover date was 28 March 1998, ie the date on which EDS started to provide services)

2. Expenditure is not spread evenly across years as unit prices fall over time and workload patterns alter

3. Original re-engineering estimates used pending finalisation of scope.

4. PACE (the new passenger processing system) costs are excluded from these figures

ATTACHMENT 3

Assessed Savings
The assessment of savings over time is difficult as decisions have been taken over the last three years which were not contemplated when the contract was drawn up.  The following table provides a summary of savings and impact on appropriations over five years on a cash basis.  It excludes internal decisions that would have applied regardless of outsourcing or Government policy decisions (for example it excludes a redeveloped intelligence system which would have occurred in any event).

	
	$m

	Commonwealth savings from Evaluation
	43.7

	  Less Competitive Neutrality

    [Insurance    $10m

     Sales Tax    $ 8m

     Payroll Tax $ 4m
	22.0

21.7

	  Less Dividends

    [1% efficiency - $ 6m

     Outsourcing Dividend - $12m

     Transition Retention + $2.7m
	15.3

	Net Savings Impact on Customs Appropriations
	6.4

	Major Additional Expenditure

    [Tax Reform - $12m

     Y2K excluding non-IT costs - $9.5m]
	21.5

	Major Additional Funding

    [ATO $12m

     Y2K  $ 9.4m]
	21.4

	Net Impact on Appropriations
	6.3


ATTACHMENT 4

Small to medium enterprises used by EDS in delivering IT services to ACS as at 14 February 2001 (as advised by EDS)

	Business Area
	SME
	Service

	Voice
	Phoenix
	Video Conferencing

	
	CTS
	Mobile phone repairs

	
	Mulitcome
	Physical Moves, Adds and Changes (MAC’s)

	
	Necall
	Physical MAC’s

	
	ACT Telephones
	Physical MAC’s

	
	Voice Point
	Physical MAC’s

	
	Nor-west Communications
	Physical MAC’s

	
	NJames
	Physical MAC’s

	
	Able Communications
	Physical MAC’s

	
	DESA
	Physical MAC’s

	
	Goodes
	Physical MAC’s

	
	Telnet
	Physical MAC’s

	
	TAA
	Physical MAC’s

	Human Resources
	Lisa Castle and Associates
	Ergonomic assessment 

	
	Davidson Trahaire
	Employee counselling

	Applications
	The Distillery
	Software and software maintenance (NIS)

	
	Isys
	Software and software maintenance (TAPIN)

	
	Bass Software
	Apparel 21

	
	Servitor
	Satisfy 2000

	Bruce Data Centre
	Burgess Horticultural 
	Landscaping services

	
	Quad Cleaning
	Cleaning

	
	Ladysan
	Cleaning

	
	Ecowise Electrical
	Electrical maintenance

	
	Control and Electric
	Building management systems

	Quality Assurance 
	Total Metrics
	Function point counting for software development projects

	Purchasing
	APA
	Computer products

	
	SI Computer Products
	Computer products

	Software Support
	Dakin Technology
	Software for EDI


APPENDIX B

RFT Extracts Relevant To The Customs Connect Facility
The following are extracts from the Request for Tender RFT – Section 5 Supporting Information:



Mainframe Environment

Page 5-6 Paragraph 1.2.9 …..It also has:

(b) Connections to the ACS and Tradegate networks via a DCP 628 and 2xDCP55 feps.*


Midrange Environment

Page 5-11.3 Paragraph 2.1.2 …The Customs EDI gateway environment operates on Unisys U6000 Unix hosts….#

Page 5-11.3 Paragraph 2.3.2 The EDI Gateway applications provide a message switch and EDI message translation service for EDI messages which are forwarded to the mainframe applications



Data Network Environment

Page 5-38 Paragraph 5.1.20 The DCPs ** provide access to all Customs core business applications which reside on the Unisys mainframe to not only Customs Officers around Australia but also to the trading community and other agencies.  

*fep = Front End Processor

# The EDI gateway was moved from Unisys Unix servers to a SUN Unix server prior to outsourcing commencing.



**DCP = Data Control Point

The contract  includes the DCP and the EDI gateway (Schedule 1A and Schedule 1B).

Schedule 1A General Services Requirements

For Data Network, Availability is measured to the router level including all facilities such as circuits, provided that for the Unisys network availability is measured to the DCP level including communication controllers such as bridges and gateways

Schedule 1B Specific Service Requirements

The criteria and target service levels for such "background jobs" are described below.

A. Mainframe Processing:


EXI1P5 foreground transactions:



Daily target service level


= 90% < 1.34 seconds



Average processing time 


= or < 1.08 seconds



Maximum txns during day


= 18,700 


Manifest Acquittal transactions completed
=  90% < 12.65 seconds



Average processing time


=          < 10.15 seconds



Maximum volume during daytime

=  
205

B. Customs EDI Processing (Mailbox, Application to Mailbox):





Daily Target Service Level


=  90 %  <  10 minutes



Average Delivery Time


=  or       <  10 minutes



Maximum Volume Inbound


=  11,000



Maximum Volume Outbound


=  15,000

C. EDI Tradegate Customs Gateway Response Time:




At least



Target Service Level


=90%<2 minutes




Target Service Level


=100%<10 minutes

Note: Customs Gateway response time is the time taken for the Gateway service to receive a message from a member, to process it and make that message available to the recipient.  The process is complete when the acceptance response for the message is returned from the Gateway service to the sender's mailbox.

APPENDIX C

Updated Costing and Metrics

The following table sets out briefly the relevant costing information in relation to Customs IT outsourcing.

	Evaluation 5 year estimate including re-engineering (excluding separate contracts – PACE (passenger processing), QSP Financials, PeopleSoft
	EDS contract (inc risks)
	$210 million

	
	Cost of outsourcing
	$15 million

	
	Total
	$225 million

	Projected 5 year expenditure (excluding PACE)
	$260 million 

	Major Variations
	Tax reform
	$12 million

	
	Year 2000
	$9.5 million

	
	Out of scope (QSP/PeopleSoft)
	$5 million

	
	New production systems (NIS, CRIS, TAPIN2)
	$6 million

	
	Project activity, including increased application development and other functional changes
	$17.5 million net increase

	Actual expenditure 1998-99
	$46 million

	Actual expenditure 1999-00
	$46 million

	Actual expenditure 2000-01
	$56 million, excluding GST

	Metrics (2000-01)
	Unisys MIP hours
	878,000 MIP hours

	
	Midrange application servers
	20

	
	Desktop (PCs, laptops)
	Approximately 4,100 units

	
	Applications
	Approximately 27,500 days

	
	Communications
	Approximately 4,500 connected users

	Cost of outsourcing included in evaluation
	$15 million over 5 years ($6.5 million redundancy, $4.5 million contract management, $4 million accommodation)

	Actual administration costs
	1998-99
	$2 million (including year 2000, contract management was $800,000)

	
	1999-00
	$2.5 million (including year 2000, business systems, security – contract management was $1.1 million)

	
	2000-01
	$2.8 million (including, business systems, security – contract management was $1.5 million)


Notes:


5. There are differences between contract years and financial years. The contract years are from 28 March to 27 March (the Handover date was 28 March 1998, ie the date on which EDS started to provide services)

6. Expenditure is not spread evenly across years as unit prices fall over time and workload patterns alter

7. Original re-engineering estimates used pending finalisation of scope.

8. PACE (the new passenger processing system) costs are excluded from these figures

9. Increased actual expenditure in 2000-01 was due to increased CMR activity and the new platform.

APPENDIX D

Customs Connect Facility
(what it is, and what it is not)

· The Customs Connect Facility will replace two existing internal gateways that sit within Customs current IT architecture. These are:

· the Sun Unix server which hosts EDI software for import entries, air cargo automation, sea cargo automation, EXIT and EFT, and 


· the Unisys front end processor which hosts the interactive COMPILE link (and provides the access route for internal Customs staff as well as links to other agencies such as DISR, ABS, ATO).


· These two existing gateways operate now performing a range of functions that cover:

· retrieval of messages from the Tradegate network

· unbundling message interchanges

· validating users

· translation and syntax checking of incoming messages

· the storing of incoming messages

· the transmittal of messages to the Customs mainframe processor

· receipt of messages from the Customs mainframe processor

· translation and syntax checking of outgoing messages

· storing of outgoing messages

· bundling of messages

· transmittal of message interchanges to the Tradegate network


· The functions of these existing gateways do not replicate the Tradegate hub and nor has it ever been suggested by Tradegate that they do.


· The current suite of IT applications in Customs, like Air Cargo Automation, Sea Cargo Automation, COMPILE, EXIT, profiling etc are all dependent on the functions/services of the two gateways to process information and messages.


· Other than some enhanced capability (embracing new technologies) for security, interactive web functionality, data cleansing, message translation and queuing mechanisms the CCF is no different to the existing internal gateways.

Yet, there are claims that it will now replicate the Tradegate hub.


· Like the existing gateways, the CCF will:

· be a critical part of the Customs internal IT architecture, in fact its core functionality is part of access to Customs new IBM mainframe platform – not additional to it, and


· carry out all the message translation, validation, security, sequencing and queuing functions required for the new re-engineered cargo applications to work.


· Given that the CCF is integral to Customs IT applications, EDS as Customs outsourced IT provider will, under its contractual obligations, provide the gateway architecture. If Customs had not outsourced its IT services, it would have built the CCF itself. 

At the end of the outsourcing contract, CCF functionality will revert to Customs (or transfer to a replacement outsourcing services provider).


· The CCF does not replace or replicate the Tradegate Hub.


· EDS is not competing with any Value-Added-Network that will provide communication solutions to Customs – under its existing contract to Customs it is merely providing the service for Customs to receive messages. 


· The CCF incorporates best practice technological solutions allowing for open access to Customs.  The solution will provide choice and deliver lower communication costs for traders.


· The only major difference between existing gateway arrangements and those that will exist once the new IT cargo applications are developed (including the CCF) is that communicators to Customs will not be forced to send messages via the Tradegate Hub. In short, Tradegate’s exclusive access arrangements to Customs will cease.  Because Tradegate have a contract with Connect.com.au to provide its own services, Connect.com.au see the new arrangements as potentially reducing its annual revenue stream provided by the current arrangements it has with Tradegate.





















APPENDIX E

Policy Development/ Integrated Cargo System (ICS)

WORKSHOPS/SEMINARS – an example
	DATE
	MECHANISM
	TARGET AUDIENCE
	PURPOSE

	May 1999
	Gateway sessions
	Transport and cargo handling, IT software and network providers
	Follow-up responses to RFI on communication service providers.

	Apr-May 2000
	Discussions with external stakeholders
	Customs brokers
	Development of User Requirements for the Integrated Cargo System

	May-Jun 2000
	User Requirements workshops
	External stakeholders
	Identify external stakeholder requirements for the Integrated Cargo System

	Jul 2000
	Discussions with external stakeholders
	Customs brokers
	Development of User Requirements for the Integrated Cargo System

	Aug 2000
	Industry Practitioners workshop
	Representatives of key stakeholders
	A practical workshop to discuss elements of ICS

	Oct-Nov 2000
	Discussions with external stakeholders
	Customs brokers, terminal and warehouse oprerators
	Development of User Requirements for the Integrated Cargo System

	Jan-Feb 2001
	Discussions with external stakeholders
	Customs brokers
	Development of User Requirements for the Integrated Cargo System

	March 2001
	Discussions with external stakeholders
	Stevedores and port corporation
	Development of User Requirements for the Integrated Cargo System


APPENDIX F

US Customs Modernization Program

Customs Modernization: Scope 
The U.S. Customs Service is embarking on a modernization effort—the Customs Modernization Program—to improve Customs trade, enforcement, and administrative operations. The Customs Modernization Program will bring an enterprise approach to the planning, definition, development, and implementation of new business processes and the infrastructure that supports these processes. 
In recent years, trade growth and expanding law enforcement efforts have nearly overwhelmed Customs staff and resources. These demands on Customs personnel and computer resources require changes in the way Customs operates and responds to stakeholder needs. In response, the Commissioner and the Office of Information and Technology (OIT) have been planning to modernize Customs technological and operational systems to help Customs staff meet mission needs. The first Modernization project, the Automated Commercial Environment (ACE), will focus on trade.
The Modernization Program will have a positive impact on almost every aspect of U.S. and international trade and travel, Customs operations, and related federal and international government agency missions and programs. The Modernization effort will impact its many stakeholders on a day-to-day basis.
Although the Automated Commercial Environment will be the first significant accomplishment, the Modernization process is much more than ACE. The entire Modernization program will span 15 years and will cover each of Customs mission areas: Trade, Enforcement, and Administration. 
Modernization will update the systems that Customs uses to do business by:
· Reducing maintenance costs 

· Maximizing service to other government agencies and to the Trade 

· Allowing greater access by the public 

· Using technologies that are interoperable and easy to upgrade. 
Current on 4/13/01
Customs Modernization: Need 
Customs current import processing system, the Automated Commercial System (ACS), is 17 years old. ACS could not handle the increased computing requirements brought on by trade growth and started to experience service failures called brownouts. These brownouts caused import delays and increased manual processing.
ACS funding has enabled Customs to increase the mainframe computing capacity, thereby eliminating brownouts. With continued funding, Customs does not anticipate future brownouts until the maximum capabilities of the system and application software are reached. That timeframe is uncertain as trade volume continues its explosive growth.
	Modernization of Customs import processing system is critical because:
  
	In the last decade, trade has grown 132 percent 

	  
	By 2004, Customs will be processing more than 30 million commercial entries a year up from 12.3 million in 1994

	  
	New laws and regulations require enhanced functionality


To prepare for continued trade growth and address its long-term import processing needs, Customs has designated the ACS replacement, the Automated Commercial Environment (ACE), as the first Modernization project.
Statistics
Manually processing today's volume of work, the way we did at the inception of ACS in 1984, would require a growth in trade staffing to over 49,000 employees. Source: ACS Outage Report
By 2004 Customs will be processing over 30 million commercial entries a year compared to the 21.4 million only five years earlier. By 2009, that figure will climb to over 40 million. Source: Office of Strategic Trade
Current on 4/23/01
Customs Modernization: Funding 
P.L. 106-554, Consolidated Appropriations Act, was enacted on December 21, 2000, and identified approximately $130M for Customs Automated Commercial Environment (ACE). The $130M breakdown will support:
· First three Prime Contractor task orders ($25M)
- Program Management
- Enterprise Engineering 
- ACE Requirements Definition and Planning 

· Field staff travel for ACE requirements ($3M) 

· Modernization software development activities – NCAP 0.3, 0.4 (initial ACE functionality) ($35M) 

· Infrastructure for ACE deployment ($45M)
- Initial infrastructure deployment
- Increased communications bandwidth 

· OIT process improvement ($4M) 

· NCAP prototype maintenance ($3M) 

· Funding for Program Management Support Contractor ($5M) 

· Funding for FFRDC ($7M) 

· Support systems ($2M) 

· Program office ($1M) 

Current on 4/13/01
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Automated Commercial Environment 
Customs ability to process commercial trade data through automation is vital to its regulatory and enforcement mission. Customs current import system, the Automated Commercial System (ACS), will not be able to support the projected increases in trade activity in the coming years. It was designed 17 years ago and reflects outdated business practices requiring the trade to supply large volumes of data. ACS does not allow Customs to efficiently utilize its workforce and implement the requirements of the Mod Act of 1993.
The Automated Commercial Environment (ACE), the first Customs Modernization project, will replace ACS. It will provide an integrated, fully automated information system to enable the efficient collection, processing, and analysis of commercial import and export data. ACE will transform how Customs processes goods and merchandise imported into the U.S.
The cutting-edge technology in ACE will increase functionality, streamline processes, and generate billions of dollars in government and trade benefits. An ACE cost-benefit analysis identified a life-cycle benefit of $3.3 billion - a 13.7 percent return on investment. ACE will bring the Customs import system up to current world standards and simplify transactions between Customs and the trade community.
For Fiscal Year 2001, $130 million was appropriated for Customs Modernization allowing the release of the Modernization Request for Proposals (RFP) for a world-class prime integration contractor to design, build, and integrate the modernized systems. Modernization took another step towards reality on April 27, 2001, when Customs awarded the prime integration contract to the e-Customs Partnership led by IBM Global Services. With the modernization team on board, Customs will soon begin design and development of the much anticipated ACE.
An effort led by the Customs Modernization Office (CMO) in the Office of Information and Technology, ACE's implementation will create the following benefits:
· reduced data entry 

· reduced paper handling 

· reduced financial processing 

· increased access to data 

Customs is entering the definition phase of ACE, obtaining input from Customs operations and technical staff, along with members of the trade community, to define requirements for the first increment of ACE. This process is expected to take approximately six months. The first release of ACE is anticipated 9 to 12 months after requirements development is complete. The expected cost of ACE is $1.4 to $1.8 billion.
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Modernization at-a-Glance

Funding Status 
  

Committees on Appropriations released $45M to award contract and Task Orders 1, 2, & 3. 
  

In September, will request release of final $80M for initial ACE software functionality and infrastructure. 
Timeline 
  

June: Anticipate award of Task Orders 1, 2, & 3 

First Three Tasks 
  

Establishing of Prime Integration Contractor's program office 
  

Enterprise engineering for technical architecture and infrastructure 

  

Requirements definition for the 1st ACE increment 

Let's Talk! 

The Customs Modernization Office wants to hear from you! Your comments and questions are welcome through our newly developed electronic mailbox: cmo@customs.treas.gov 

Customs Chooses Modernization Partner! 
On April 27, the Customs Modernization Program accomplished a major goal¾award of the Prime Integration Contract. 
The team selected by Customs is the "e-Customs Partnership," led by IBM Corporation. Key team members include Lockheed Martin Corporation, KPMG Consulting, Computer Sciences Corporation (CSC), and Sandler & Travis Trade Advisory Services (STTAS), Inc. The team also includes Booz, Allen & Hamilton, Inc.; ITS Services, Inc.; and more than 40 small businesses. 

As Customs Modernization Partner, the Prime Integration Contractor will help design, build, and deploy new information systems. This team of top-notch companies and highly qualified professionals has successfully executed large information systems projects similar to Modernization. 
The team's name, "e-Customs Partnership," conveys a vision of Customs future as a paperless organization that uses electronic means to carry out mission responsibilities. The team offers a balance of commercial and government experience that can leverage best practices from both sectors for designing and engineering innovative solutions to Customs challenges.
IBM Global Services will lead and manage the e-Customs Partnership. Lockheed Martin Mission Systems will develop and integrate new systems and software. KPMG Consulting will contribute business transformation, knowledge management, and training expertise. CSC brings extensive experience with information security and telecommunications, and STTAS will provide global trade and Customs expertise.
Combining business and technical knowledge of the e-Customs Partnership, the operational knowledge of Customs employees, as well as input from stakeholders like the trade community, is Customs blueprint for successfully building the modernized systems that will meet mission and stakeholder needs.

	"The selection of our Modernization Partner is a significant achievement for Customs. We can now begin bringing 21st century business practices to America's borders."

—Charles W. Winwood
Acting Commissioner U.S. Customs Service 
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