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EXECUTIVE SUMMARY
The ANZ considers that the Privacy Amendment (Private Sector) Bill 2000 ("Privacy Bill") and the National Privacy Principles ("NPPs") which it applies to the private sector, provide a comprehensive scheme for the protection of personal information which will operate regardless of the technological medium by which the information is collected, stored or transmitted.

The ANZ believes that the Bill and the NPPs in their current form are sufficiently general and comprehensive to cover all issues of privacy of personal information collected, used and stored electronically.  No separate regime for e‑privacy is needed nor is any special adaptation of the NPPs required to deal with e‑privacy issues.

Technology for the electronic collection, use and storage of personal information is continually evolving and the ANZ is continually evaluating new technologies and applications.  In that process, the ANZ will ensure that its use of new technologies and applications will be such that the ANZ complies with its privacy obligations under the common law, the Privacy Act, industry Codes and, when enacted, the Privacy Bill and NPPs.

The ANZ urges the Committee not to prescribe or proscribe the use of particular technologies or applications of technology.  The ANZ is of the view that the technology‑neutral rules in the Privacy Bill and the NPPs as introduced in the House of Representatives will prove to be sufficiently general and comprehensive to cover emerging technologies and applications.

1. INTRODUCTION

The Senate Select Committee on Information Technologies ("Committee") is undertaking an inquiry into:

(a) the protection of consumer information obtained through electronic transactions, including browsing on the internet and EFTPOS transactions;

(b) the privacy and disclosure obligations of organisations that have access to consumer databases; and

(c) the access by consumers to personal information held in consumer databases.

The ANZ welcomes the opportunity to make a submission to the Committee.  This submission addresses the terms of reference and some of the following issues which were listed by the Committee as relevant to privacy in the electronic age:

· technologies for collecting consumer information on the internet (for example, cookies);

· the adequacy of the existing legal and technological regime for protecting personal information in the electronic age;

· the nature of personal information stored on consumer databases; and

· measures for minimising the collection of personal information on the internet (for example, anonymous payment systems and digital certificates).
2. MAIN POINTS OF THE SUBMISSION
2.1 The ANZ's long history of privacy protection is motivated by its need to protect its reputation and enjoy its customers confidence and by the existing array of legal privacy obligations for financial institutions.  The ANZ has long maintained a strong commitment to the privacy and security of its customers’ personal information.  The ANZ's reputation in the financial services marketplace depends upon it maintaining the privacy and security of customers' personal information.  The ANZ and its customers also have a mutual interest in preventing fraud by maintaining high standards of data security for customer information.

2.2 The ANZ is subject to numerous existing legal obligations to maintain the privacy of customer information.  For many years, banks have had a common law duty arising out of the banker‑customer relationship to keep customer information confidential
.  Part IIIA of the Privacy Act 1988 (Cth) ("Privacy Act") imposes additional stringent privacy obligations on the ANZ (as a credit provider) concerning the collection, use and disclosure of credit related information about an individual.  In addition, by subscribing to the Code of Banking Practice and the EFT Code of Conduct, the ANZ has committed to additional privacy protection obligations including compliance with the Privacy Commissioner's Credit Reporting Code of Conduct.

2.3 The ANZ has been closely involved with the development of National Privacy Principles ("NPPs") by the last Privacy Commissioner and with the development of the Privacy Amendment (Private Sector) Bill 2000 (Cth) ("Privacy Bill") which incorporates the NPPs.  The ANZ is developing and implementing systems and processes to comply with the Bill and the NPPs in the form introduced by the federal government into the House of Representatives.

2.4 The Privacy Bill and NPPs adequately cover e‑privacy issues
It is the ANZ's submission that the Committee and the Senate should consider e‑privacy issues within the context of the Senate's consideration of the Privacy (Private Sector) Amendment Bill 2000.

The Privacy Bill and the NPPs are intended to provide a scheme for the protection of personal information which will operate regardless of the technological medium by which the information is collected, stored or transmitted.  Accordingly, it is the view of the ANZ that there is no need for the creation of a separate regime for online privacy.  The ANZ believes that organisations collecting, storing and transmitting personal information by electronic means should be subject to the same privacy regulation as organisations which deal with information by traditional means.  To do otherwise would, in the ANZ's view, result in confusion for businesses and consumers and increase compliance costs for no appreciable benefit.

The Privacy Bill and the NPPs create a comprehensive scheme for the protection of personal information.  The ANZ believes that the Bill and the NPPs in their current form are sufficiently general and comprehensive to cover all issues of privacy of personal information collected, used and stored electronically.  Some of these issues are considered below in more detail.

2.5 Personal information and customer information

The Privacy Act and the Privacy Bill regulate the collection, use and disclosure of "personal information".  Personal information is defined in section 6 (in relevant part) as:

"information or an opinion … about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion." 

Most of the ANZ's existing legal obligations relate to the privacy of information about customers of the ANZ arising from their customer relationship with the ANZ (including transaction and account data such as EFTPOS data).  Some of the existing obligations relate to the privacy of customers of other financial institutions.  Most of this customer information identifies or is linked to the identity of the individual and is therefore "personal information" which will be subject to the Privacy Bill and the NPPs in addition to the existing legal obligations.

The ANZ also has online interactions with individuals, (who are not customers but may become customers) through such individuals browsing the ANZ's web sites.  The ANZ collects some information from these interactions but most of it is not "personal information" because the identity of the individual is neither apparent from nor can reasonably be ascertained from the information.  (The nature of the information collected is discussed in more detail below.)  To the limited extent that the information about non‑customers is "personal information", the collection, use and storage of this information is currently covered by the ANZ's published privacy policies (discussed below) and will be covered by the Bill and the NPPs when enacted.

2.6 Maintain technology-neutral privacy rules
Technology for the electronic collection, use and storage of personal information is continually evolving and the ANZ is continually evaluating new technologies and applications.  In that process, the ANZ will ensure that its use of new technologies and applications will be such that the ANZ complies with its privacy obligations under the common law, the Privacy Act, industry Codes and, when enacted, the Privacy Bill and NPPs.

The submission makes some reference below to new technologies.  The ANZ urges the Committee not to prescribe or proscribe the use of particular technologies or applications of technology.  These are constantly changing and technology‑specific rules can quickly become redundant or act as obstacles to the use of better technology that later becomes available.  Technology neutrality is a hallmark of modern electronic commerce law, such as the Electronic Transactions Act 1999 (Cth).  The ANZ is of the view that the technology‑neutral rules in the Privacy Bill and the NPPs as introduced in the House of Representatives will prove to be sufficiently general and comprehensive to cover emerging technologies and applications.  In any event, there should be a period of 1 to 2 years of experience with the Bill and the NPPs once enacted and in operation to determine whether any technology‑related privacy issues cannot be handled by the Bill and the NPPs.

3. DETAILED SUBMISSION ADDRESSING ASPECTS OF THE TERMS OF REFERENCE

3.1 Protection of consumer information collected through electronic transactions

The ANZ collects customer information, including personal information, through a variety of electronic channels.  In collecting, using, disclosing, securing and providing access to this information, ANZ is already required to comply with various obligations, including:

· the requirements of the existing law relating to banker/customer confidentiality;

· Part IIIA of the Privacy Act 1988 (Cth), which relates to credit reporting; and

· the privacy provisions in the Code of Banking Practice (CBP) the Privacy Commissioner's Credit Reporting Code of Conduct and the EFT Code of Conduct.

In addition, the ANZ will be subject to, and is working towards compliance with, the NPPs and the Privacy Bill generally. 

As a general proposition, it is the view of the ANZ that these existing means of privacy protection and, in particular, the comprehensive nature of the obligations imposed by the NPPs, are sufficient to protect the interests of consumers in the privacy of personal information collected in relation to them through electronic transactions or held on consumer databases by the ANZ.  

3.2 Security of personal information collected and held by the ANZ

NPP 4.1 will require the ANZ to take reasonable steps to protect the personal information it holds from misuse and loss and from unauthorised access, modification or disclosure.

The ANZ is extremely concerned to protect customer information and other personal information, both in order to instil customer confidence and to maintain the bank's reputation in the marketplace.  Protecting the ANZ and its customers against fraud is also crucial to that confidence and reputation. The use of IT security to minimise fraud also protects the privacy of personal information held by the ANZ.

The ANZ has implemented high levels of data security to protect customer and other personal information that is collected through, or relates to, electronic transactions with the bank, and continues to monitor industry standards and implement changes to its security where this is required.  As a matter of course, the bank conducts both internal and external reviews and audits of its security.  A general description of the security standards currently in place is outlined below.
The ANZ operates two firewalls, which are illustrated in the diagram below.  Between the first firewall and the second firewall is the "public demilitarised zone or "public DMZ".  Non-confidential information is stored in the public DMZ, for example, ANZ web page content.  No personally identifying information is stored in the public DMZ.

Behind the second firewall is the private demilitarised zone or "private DMZ".  This area contains the applications that obtain customer account information and run transactions on the ANZ site.  Applications initiated in this area will authenticate the customer through a Secure Sockets Layer (SSL) link and then send queries for customer information back to the ANZ mainframe/core systems.  Personally identifiable and customer confidential information is stored in the private DMZ.  As a further security measure, information about individual customers is distributed between different servers rather than being kept all together in the one location on one server.
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There are a number of logical security protections that prevent an authenticated Internet user from accessing personal information held in the private DMZ other than that relating to the person with that authenticated identity:

· Access privileges - an Internet customer needs to enter a correct user name and password to have access to their own personal information.  A customer's user name and password only permit access to that customer's personal information.

· The operating environment configuration provides a hierarchy of file access rules such that most files can only be accessed by designated classes of users, excluding the average Internet user from access to most files.

· A transaction request by an authenticated Internet user within the private DMZ triggers an application that runs within the private DMZ.  That application sends a packet to the core system/mainframe which can retrieve or store information that relates only to the authenticated Internet user's data.  In other words, because the application operates on the ANZ server and not on the user's browser, the application sets parameters on access queries to the core systems which limits the data that can be accessed to that relating to the authenticated customer.

In addition, the ANZ's private DMZ and core systems operate:

· intruder detection software which can track and stop access to and use of the systems; and

· security monitoring software to ensure that the set security parameters are not modified without authorisation.

Finally, there are physical security access measures at the ANZ's Data Centre, to prevent unauthorised access to personal information.

It is the view of the ANZ that the technologies and business processes described above are sufficient to ensure that the ANZ will comply with its obligations under the NPPs, including NPP 4.1.  Moreover, the ANZ believes that the technology-neutral language of the NPPs (and the Privacy Bill generally) is the correct approach.  The ANZ respectfully counsels the Committee against adopting any recommendation which would prescribe specific technological solutions to the issues associated with the privacy of personal information in the online and electronic environment.

3.3 Collection of information through online interactions

The ANZ operates several websites.  The principal consumer sites are at the addresses <www.anz.com>, <www.myanz.com> and <www.bizsite.com> and <www.marketplace.anz.com>.  The primary distinction between the <anz.com> and <myanz.com> websites is that the "myanz.com" website offers users a facility to personalise the home page they read, including the option to customise various aspects of the site such as the type of news, weather and other public information which the user wishes to see.  The <anz.com> website and the <myanz.com> website also provide a link to ANZ E*TRADE, an online share-broking service operated by E*TRADE. Any personal information collected through ANZ E*TRADE is collected by E*TRADE.  This information may be supplied to the ANZ by E*TRADE under the E*TRADE customer terms and conditions.
The <anz.com> website offers online applications of traditional ANZ banking products.  The <bizsite.com.au> is accessible from the <anz.com> website and offers users access to the ANZ Marketplace, where they may access the websites of merchants in a variety of listed categories.  Operators of businesses may use tools available on the <bizsite.com.au> website (for a charge and on registration) to build their own websites.  References below to the <anz.com> website are applicable to the <bizsite.com> website.

Browsing by unregistered (anonymous) users
Each of the websites referred to above allows browsing by unregistered users of an unsecured area of the site.  The  <anz.com> site contains enquiry forms which may be filled in and submitted by an unregistered user who wishes to enquire about a particular ANZ product or service.  Information collected from these forms could include name, address, contact details and the nature of the enquiry.  Such information will often be "personal information" as that term is defined in the Privacy Act.

Two types of information may be collected from anonymous browsers.  A distinction must be made between:

(a) non-identifying information which is collected routinely from all visitors to the <anz.com> and <myanz.com> sites (otherwise known as "clickstream data"); and

(b) identifying information which is volunteered by users when submitting enquiry forms or when registering for the restricted areas of any of the ANZwebsites.

Clickstream data of the kind collected from users of the <anz.com> and <myanz.com> websites is not "personal information" because, when collected it is not capable of identifying the individual who was accessing the website.  For example, if an unregistered user visits one of the ANZ websites to read, browse or download information, the ANZ's system will record the date and time of the site visit, the pages viewed and any information downloaded.  Clickstream data is used to produce aggregated site usage data which shows how many users visited which parts of the site and which links they followed.  This data is used to improve the design of the website and to provide site visit statistics.

The information referred to in paragraph (b) above is personal information.  The collection by the ANZ of this personal information and its subsequent storage, use and disclosure by the ANZ, is governed by the Terms of Use and Privacy Statement on the relevant website.  The ANZ is currently reviewing its website policy statements.  The ANZ will  ensure that the privacy obligations which it assumes under those documents comply with the ANZ's existing legal obligations and will accord with the ANZ's obligations under the Privacy Bill when it comes into force. 
For example, The Privacy Statement on the <anz.com> web site includes the following statements:

The <anz.com> web site offers a number of interactive facilities including tools such as budget planners and loan calculator as well as online application forms. 

If you [ i.e. an unregistered and therefore anonymous user] use any of the tools … the ANZ generally does not capture any personal information that you may enter when using these tools. An exception is where a tool such as a budget planner allows you to suspend your plan and retrieve the details at a later time. In that case the information is stored on the ANZ's systems so that you may recover the information when you resume the plan. Any information stored in a suspended budget planner or other similar tool is not processed by the ANZ. 

If you decide to complete an online application form, the information entered onto the online form will only be collected by the ANZ if the online application form is submitted. If at any stage you cancel your application or log out prior to submitting the application, the information entered up to that point will be automatically deleted. If you suspend your application, for example because you wish to complete it at another time, the information that has been entered will be retained in the ANZ's systems so that you may recover the information when you resume the application. Online applications that have been suspended are not processed by the ANZ. 

The <anz.com> website also contains links to the web sites of third party providers of goods and services [for example, via the <bizsite.com.au> website].  If you have accessed third party web sites through the <anz.com> web site and if those third parties collect information about you, ANZ may also collect or have access to that information as part of our arrangements with those third parties.

In respect of personal information about Internet users which the ANZ may obtain from such third parties, the ANZ will be subject to and will comply with NPP 1.5 when the Privacy Bill comes into operation.  NPP 1.5 requires an organisation that collects personal information about an individual from someone else to take reasonable steps to ensure that the individual is or has been made aware of the matters set out in NPP 1.3, including the identity of the collecting organisation, the purposes for which the information is collected and rights of access to the information.  The ANZ considers that NPP 1.5 provides adequate protection for consumers if ANZ collected their personal information from third parties.

Use of Cookies

The ANZ makes limited use of cookies on the <anz.com> and <myanz.com> websites, as follows:

(c) <anz.com> 

When a user visits the site, the ANZ sets a cookie in a temp. file on the user's computer.  The cookie does not record any information which personally identifies the user.  The cookie is recorded in the session details which remain open for 24 hours. If the user leaves the site and then visits again, the session is maintained.  When the twenty four hour period has expired, the cookie becomes redundant on the user's computer.  Most browsers will then remove the cookie from the temp. file.


The facility on the <anz.com> site which enables a user to complete an online loan or other product application uses cookies through the <anz.com> site server.  These cookies are based on a Generic User Id .  No personally identifying information is held on these cookies either.

(d) <bizsite.com.au>

Bizsite uses a temporary cookie to enable the user to conduct online shopping.  It enables customers during a session to continue purchasing more than one item at a time.  Once shopping is completed, the cookie is discarded.  Customers do however have the option to turn off cookies, which means that only one item can be purchased at a time.  Personal details are not retained.

(e) <myanz.com>

Cookies are used in relation to registered users on the <myanz.com> website for the purpose of allowing those users to customise the site.  The registered user's customisation preferences for their <myanz.com> web page display are placed in a cookie which is set in the user's browser on the user's computer.  Each time the registered user accesses the <myanz.com> site, the site retrieves the information from the cookie on the user's computer and uses it to format the web page display. Cookies may also be used by some software within the <myanz.com> website to store information regarding the registered user's preferences and other information which is specific to the registered user.  The cookie does not pass personally identifying information relating to the user to the myanz server and can only be used by the ANZ to identify the user’s browser.

While the <myanz.com> Privacy Statement quoted below has been drafted broadly enough to cover personal information collected through the use of cookies, currently ANZ does not do this.  In all cases where cookies are used, users are only identified via a user number in the cookie.  No personally identifying information is stored in the cookie.  Currently the ANZ does not make any attempt to link a user number in a cookie to any personally identifying information relating to the user and does not have any systems in place to effect such a linkage. 

If the ANZ did use cookies to collect personal information or identifying information by means of cookies, such collection and the subsequent storage, use and any disclosure of the personal information collected would be governed by the Terms of Use (including the Privacy Statement which is incorporated into the Terms of Use) of the <anz.com> and <myanz.com> web sites.  These have been drafted for broad compatibility with the NPPs in the form in which they presently exist in the Privacy Bill introduced in the House of Representatives.

The Terms of Use and Privacy Statements are clearly available to users of the web sites.  Registered users of the ANZ web sites are required to read and agree to the Terms of Use for the site or a relevant functionality (e.g. Internet banking) when registering to access the site or that particular functionality.  As an example, the Privacy Statement for the <myanz.com> web site states:

"We will use personal information that you provide to us or information generated by cookies ("cookie information") in accordance with this Privacy Statement for the purpose(s) for which we collected it as well as purposes related to ANZ’s normal business operations. Related purposes for which personal information or cookie information may be used include the following:

(a) direct marketing purposes to provide you with information about products and services that may be of interest to you, unless you have previously advised us that you do not wish to be contacted for those purposes. The first time that we contact you we will give you an express opportunity to decline further contact for those purposes. You may let us know at any time that you do not want us to contact you for direct marketing purposes;

(b) purposes connected with the operation, administration, development or enhancement of myanz; 

(c) where ANZ suspects that fraud or unlawful activity has been or is being engaged in or may be engaged in; and

(d) using your e-mail address to alert you to any changes to the myanz service which may affect our delivery of, or your ability to use, this service. 

We will only disclose personal information or cookie information:

(a) in accordance with this Privacy Statement; or

(b) where you have consented to the disclosure; or

(d) when an investigation of suspected fraud or unlawful activity has been or is being conducted by ANZ and the information is disclosed to relevant persons or authorities; or

(e) the disclosure is required or authorised by law; or

(f) we believe that the disclosure is reasonably necessary to assist a law enforcement agency or an agency responsible for national security in the performance of its functions; or

(g) for the preparation for or the conduct of legal proceedings or for the implementation of the orders of a court or tribunal."
The above statements from the <myanz.com> Terms of Use were drafted to ensure that the ANZ's use of personal information collected from users comply with the NPPs.  The ANZ has put in place business processes to ensure that it meets the obligations imposed on it by the Terms of Use.  When the Privacy Bill is ready for enactment, those processes and documents such as the Terms of Use will be reviewed to ensure that they comply with any amendments which have been made to the Privacy Bill. 
3.4 Information collected through EFTPOS transactions
EFTPOS transactions take the form of either credit card transactions or debit card transactions.  The same information is collected from users of credit cards or debit cards.

Information Not Collected

Cardholder names, addresses or details are not recorded.   PIN information is not retained once verified, even in encrypted form.  No information on the product or service purchased by the cardholder is collected.

Information Collected

Approximately 1000 bytes of transaction information are stored on the PosTransaction Log File (PTLF).  The main details stored are:

· Card information; Primary Account Number (PAN), expiration date, extended service code, CVV/CVC,

· Terminal/Merchant information; terminal ID, financial institution, merchant number (credit cards), merchant name and address description, Merchant Category Code (MCC - this identifies the merchant's line of business; it does not identify the product or service purchased)

· Transaction information; type of transaction, type of account selected, transaction date and time, posting date, response code, transaction amount, point of service condition code (eg. MOTO, unattended, cardholder not present), point of service entry mode (swipe/not swipe, PIN/no PIN), available funds

The POS STAT06 Report is produced by the retailer and delivered to the ANZ.  It contains:

· retailer/term ID, address, financial institution;

· card issuer, number, expiration date, member, transaction date and time, post date, sequence number, transaction type, account type, response code, amount, authorisation number.
Storage
PTLFs are only kept on the system for a maximum of 9 days.  PTLFs are backed up to tape daily and kept for 90 days.  These tapes are stored at a central location.

POS STAT06 reports are kept for 6 weeks online, backed up to tape for 3 - 4 years and old microfiche (no longer produced) is kept for 7 years.  These reports are not stored on readily accessible computer systems for any length of time.

Use

Information collected by the ANZ from EFTPOS transactions goes into a database with no manual intervention.  The data is aggregated and used within the bank for a variety of purposes.

For example, the aggregated data can be analysed to develop a profile of overall customer purchasing patterns, to show spending habits of age, income and geographic cohorts.

The profiles developed from the aggregated EFTPOS data is used to design new card products.  EFTPOS transaction data is not used to profile individual card holders or for direct marketing to card holders.

Were the ANZ to use the data for individual profiling in the future, ANZ would be subject to the NPPs as enacted and, in accordance with the NPPs, EFTPOS transaction data which might identify individual card holders would not be disclosed to third parties without the consent of the individual to whom the transaction data relates.  

Similarly, while the ANZ possesses the technology to create individual user profiles by combining EFTPOS and credit card transaction data with other information collected by the bank, the ANZ does not currently do so and if it were minded to do so, it would have to comply with existing laws and the NPPs when enacted (notably NPP 2) in relation to such an intended use.

Use of all data collected by the ANZ from EFTPOS and credit card transactions is governed by the terms and conditions which the card holders agree to when they obtain their credit card or debit card.  The ANZ is confident that those terms and conditions and the bank's technology and business processes adequately safeguard the privacy of personal information collected during such transactions.  The ANZ is committed to ensuring that its use of such personal information complies with the Privacy Bill when it is enacted.

The ANZ has agreements with card partners and does undertake mail outs on their behalf.  However, the ANZ does not disclose personal information relating to its card holders to those partners.

3.5 Protection of, and access to information held in consumer databases

The ANZ keeps its customer databases secure (as explained above) for both legal and reputational reasons and limits access to the information to those databases to ANZ Group members, law enforcement agencies in certain circumstances, and to customers (in respect of their own transactional information such as receipts and account balances and statements of account).  The ANZ does not currently use third parties to process its customer data with the exception of websites hosted by Multi-Emedia Pty Ltd.  The <www.bizsite.com> and <www.marketplace.anz.com> websites are hosted by Multi-Emedia Pty Ltd and that company therefore collects and holds customer data for those sites.  The agreement between the ANZ and Multi-Emedia Pty Ltd imposes strict obligations of confidentiality on Multi-Emedia Pty Ltd in relation to the data which it collects and holds on behalf of the ANZ.  Use by ANZ Group members of information held in the bank's databases complies with the legal obligations of the ANZ.  This will also include compliance with the NPPs when they come into effect.

Currently there is little demand by customers for access to the non-transactional information that the ANZ holds about them.  The ANZ would provide a customer with access to data held about them at their request.  Consistent with NPP 6.2, if the information sought was evaluative information generated in connection with a commercially sensitive decision‑making process (eg. file notes assessing a loan application), the ANZ would offer an explanation of the decision rather than direct access to the information.  The ANZ will be putting systems in place to ensure compliance with the access and correction requirements in the NPPs when the Privacy Bill is enacted.  It is the ANZ's view that the NPPs will provide sufficient protection of customer's interests in this regard. 

It should also be borne in mind that many of the bank's databases are already available to its customers to review their own transactions, such as account activity statements. Indeed, one of the main purposes of the anz.com online products is to increase the channels by which and the convenience with which customers can access their transaction information.

3.6 Privacy-enhancing and privacy-damaging technologies

The ANZ currently uses some technologies that minimise the amount of customer information provided to third parties such as merchants, for example, eGate, a secure payment mechanism which conceals the consumer's credit card numbers from online merchants.  The ANZ is also evaluating SET (a system which involves the use of digital certificates in credit card transactions) which would have the same privacy enhancing effect and Mondex, a stored value card which leaves far less of a transaction record trail than EFTPOS card transactions. 

The ANZ is constantly evaluating new technologies in its dealings with its customers.  Where new systems are being built, they will be designed to comply with the NPPs and to maximise security of transactions and of customer information, which is to the benefit of both the customers and the ANZ.  As part of this process, the ANZ will continue to evaluate all new technology offerings, including their privacy-enhancing features.



3.7 Future information collection practices and technological developments

While the ANZ is not in a position to predict what uses it may put existing information to in the future, what information might be collected in the future, how and to what uses it might be put, the ANZ will comply with all its relevant legal obligations, including the Privacy Bill and NPPs as enacted, in respect of such future practices.  Compliance with the NPPs in their current form will involve disclosure at the time of collection under NPP 1 of the uses to which the information will be put and the obtaining of consent for secondary uses under NPP 2.

It is important that the Committee not develop technology specific guidelines or encourage the development of technology specific guidelines because these will be outdated by the rapidly changing technology of the online world.  The ANZ considers that the general and comprehensive nature of the Bill and the NPPs (such as NPP 1 and 2) are sufficient to protect personal information privacy whatever uses of information or technological innovations develop in the future.

� The duty is described in Tournier v National Provincial and Union Bank of England [1924] KB 466
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