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Introduction

The Department of Employment, Workplace Relations and Small Business (DEWRSB) collects and keeps records of certain online personal and consumer information.  In this submission, DEWRSB provides some information to the Committee on how such information is dealt with by the Department in two online services for which it is responsible.  These are the Australian Job Service and the Business Entry Point.   

2.
In the development and implementation of its online services, the Department has always been mindful of its responsibilities under the Commonwealth Privacy Act 1988, (the Privacy Act). 

3.
DEWRSB informs users about our privacy and security policies so that they can make their own informed assessment about security of their information before they enter it online.    Our privacy and security policy web addresses are listed at Attachment A.

4.
The department invests considerable resources in technological measures to ensure security of all its websites.  We have our own DEWRSB Internet Gateway, separate from the additional arrangements in place with a private company (SGE Pty Limited) for the Business Entry Point initiative which are covered later in this submission.

5.
Our Internal Audit Annual Work Plan provides for audit review of systems development of the department’s intranet and internet systems to ensure appropriate standards are met. 

Australian Job Search

6.
Australian Job Search (AJS) is an example of successful provision of online employment services.  AJS demonstrates how personal and business information collected on line can be protected.

7.
AJS is an online facility that displays vacancies and labor market information for the general public Australia-wide.  In order to maximize access, the information is provided through two kinds of media: 

· a fleet of 2500 touch screens kiosks that are located in Centrelink Offices, at the sites of some Job Network members and a selection of community sites; and 

· on the internet (see Attachment A). 

8.
Both the touch screen version and internet facility enable jobseekers to search for jobs nationwide. The touch screens perform approximately 400,000 job searches per day and the internet facility performs 125,000 searches daily. 

9.
Since its launch in 1996, the AJS internet site has become Australia’s leading internet employment site and the leading government website according to the benchmark Hitwise top100 ratings. 

10.
The AJS internet version has more features than are available via the touch screens, including:

Resume Builder: An online resume facility for jobseekers that is automatically matched to the vacancy database. The site currently contains 36,000 active resumes.  The system sends approximately 4,000 e-mails a night to jobseekers.  

Resume search: A facility for employers to search the resumes database and to e-mail prospective job candidates. Personal details of individual jobseekers are not disclosed by AJS until jobseekers identify themselves, if they respond to the employer contact (see further details below).

Advertise a Job: An online vacancy lodgment service for employers. 

Jobs Outlook: Contains employment prospects information on 400 occupations including average weekly earnings, workforce demographics and skills shortages by State and Territory. 

11.
In addition, an AJS Olympics website was launched in February 2000 to assist recruitment for the Sydney Olympics and a website version of AJS for indigenous jobseekers was launched in May 2000. 

12.
As well as the standard jobsearch facilities, the indigenous website contains information about subsidies and employer incentives available to managers and small businesses that may be considering employing staff identifying in AJS resources as being indigenous. This site also gives advice to indigenous businesses on obtaining other funding assistance from the Commonwealth.

13.
AJS also features active links to important information for employers - on current wages standards and employment practices, Job Network members, government grants and business gateways.

Privacy on AJS

14.
The AJS website has a Privacy Statement tailored to its functionality, which forms part of the Terms and Conditions of use.  All registered users of AJS must accept these conditions as an integral step in being issued with a User-ID.  The AJS Privacy Statement is at Attachment B and the site address is at Attachment A.

15.
Our objective to provide best practice privacy protection of the kind of personal information collected on AJS users can be illustrated by our online management of jobseekers’ resumes.

AJS resume search facility

16.
The AJS site, in order to provide its services, necessarily collects personal information from jobseekers when they are lodging their resumes, such as the jobseeker's name, email address, physical address and phone number.  However, this information is stored in a secure database behind the department’s firewall, and is not disclosed to employers or any other person wishing to make contact with a particular jobseeker.  If an employer shortlists a resume and wishes to make contact with that jobseeker, an e-mail is sent to the jobseeker by AJS (on behalf of the employer), which then leaves the onus on the jobseeker to initiate further contact.

17.
The Internet Risk Assessment for the Resume Builder aspect of AJS imposes stringent rules on security planning.  This is another essential part of the overall protection of jobseekers’ privacy.

18.
All Employer/Jobseeker Hotline staff are trained to ensure that any AJS user's privacy is not breached.  This training includes making staff aware of the AJS conditions of use.

19.
There have been no reports of any breaches of privacy on the AJS website, nor have any been detected.
Business Entry Point Initiative

20.
The Business Entry Point (BEP) is managed by DEWRSB in cooperation with Commonwealth, State, Territory and local government agencies.  It was launched on 3 July 1998.

21.
The BEP is the online centrepiece of the Commonwealth’s undertaking to small business to cut red tape and costs and simplify compliance requirements.  The major plank of the BEP is the website (for the web site address see Attachment A).  There is alternative access via telephone hotline, at the local library or the Business Enterprise Centres for those users not connected to the Internet.  The BEP is a central access point to over 60,000 online documents provided for business by agencies at all levels of government.  The BEP is consistently in the top five government and business information web sites and also consistently ranks in the top fifty of all business web sites in Australia.

22.
Participating agencies maintain control and responsibility for the information and online transactions they make accessible through the BEP site.  In most cases information and services are held and performed on each agency’s own web site with the BEP providing the discovery mechanism and links to these services.

23.
From the earliest stages of realising the BEP concept, the need for a policy to protect privacy of users of the BEP was recognised, for which major purpose the BEP Privacy Working Group was established.  

Business Entry Point Privacy Working Group

24.
The Business Entry Point Privacy Working Group is convened by DEWRSB officers working on the Business Entry Point Management project, who also provide secretariat services for the Group's meetings.  The Group’s members are representatives experienced in privacy policy development from those Commonwealth Treasury agencies which have participated in the Business Entry Point initiative from the beginning of the project, together with privacy experts from the Office of the Federal Privacy Commissioner and the Attorney-General's Department. 

25.
An extremely valuable part of the Working Group’s methodology has been sharing information and exchanging views with the BEP technology developers at the Group’s meetings.  This covers, for example what privacy responsibilities are emerging, how the technology planning is unfolding, and discussing what is required of the technology to meet privacy responsibilities.

Charter

26.
The purposes of the Privacy Working Group are: 

· To review current privacy policy and planning for the Business Entry Point initiative and to produce a personal privacy policy and implementation guidelines for partners in the initiative ("the Personal Privacy Policy and Implementation Guidelines"). 

· To establish the credibility of the Personal Privacy Policy and Implementation Guidelines with stakeholders in the Business Entry Point initiative and other relevant authorities. 

· To assist, where required, with the implementation of the BEP Personal Privacy Policy and Implementation Guidelines. 

· To monitor and review ongoing developments of the BEP initiative and changes in the environment in which it operates that may require updating of the BEP Personal Privacy Policy and Implementation Guidelines. 

27.
Timely and wide consultations with privacy stakeholders and careful consideration of feedback by the Working Group is central to all its operations.  The draft BEP Personal Privacy Policy was published for the purposes of consultation and feedback both on the Internet and in the authoritative Australian and New Zealand journal, Privacy Law and Policy Reporter. 

28.
The BEP Personal Privacy Policy that the Working Group has developed reflects that the BEP operates in a business context and will provide online access to information and transactional capability across all Australian jurisdictions and levels of government.  The BEP Personal Privacy Policy is at Attachment C.

29.
Following an ANAO Performance Audit, the Audit Report No.18 1999-2000, Electronic Service Delivery, including Internet Use, by Commonwealth Government Agencies, states that the BEP project’s privacy policy “is a useful model for other agencies” (paragraph 4.20 at page 47 of the Report).  See Attachment A.

BEP security measures

20.
E-Privacy on any on-line facility is only as good as underpinning security.  DEWRSB takes the security of the BEP website very seriously.  Strong measures are taken to ensure the confidentiality, integrity and availability of site content, including data contained in back-end databases which is accessible through applications such as the Australian Business Register. 

21.
As indicated earlier in the submission, the BEP internet access arrangements involve both the department and a private provider, SGE Pty Limited which operates the Secure Gateway Environment (SGE).

22.
The BEP has some web servers located at SGE where the BEP site is protected in two ways.  Physical access to the BEP servers is restricted so that any person who visits the site must be signed in.  Once inside, visitors to the site are accompanied at all times by SGE staff.  In addition to the physical security measures SGE run a firewall which has been accredited to a highly protected level (although for its present needs BEP uses a part of the SGE at the protected level).  

23.
Recently the Commonwealth conducted a security review of GST related websites.  The BEP site was amongst those reviewed.  Some recommendations were made which will improve the security of the site and these are being acted on.  

24.
BEP’s recently appointed Electronic Security Manager is formalising security policy, procedures, and guidelines.  The end result will be the BEP Electronic Security Manual.  The Facilities Management Section of the manual is nearing completion, with the entire manual due for release by September 2000.  As well as clarifying standard security procedures, the manual will focus on a regime of quality assurance mechanisms including audits designed to ensure that the initial security standards adopted on the site are maintained, and strengthened where possible.

25.
The BEP Security Policy complements the BEP Personal Privacy Policy.  The BEP Security Policy is at Attachment D.

26.
The BEP provides ease of access to its security and privacy policies by hypertext links at the foot of all its website pages.  Making these policies transparent and prominently discoverable on the site allows users to make informed choices about which functions they use. 

Aim of transparency and informed choice by user

27.
To observe transparency and enable users to make informed choices as to whether they proceed to transact online via the BEP, the cross-jurisdictional nature and division of responsibility for privacy and security across the BEP initiative has been taken into account in both the BEP Personal Privacy Policy and the BEP Security Policy.

28.
For example, DEWRSB on behalf of the Commonwealth indicates to users in the BEP Personal Privacy Policy that the privacy compliance standards in the Information Privacy Principles (section 14 of the Privacy Act) cannot be imposed on the States and Territories jurisdictions, which have their own legal powers over these matters.  Rather, as our BEP policy sets out, we use our best endeavours with participating agencies from the non-Commonwealth jurisdictions to encourage provision of similar levels of protection, and also advise users to look at the privacy undertakings given on Internet sites not under the Commonwealth’s control.  Further, the BEP Personal Privacy Policy promises to take reasonable steps to inform users of the BEP web site: 

· whether they are on the Commonwealth-controlled BEP facility; and

· when they leave the BEP facility by following a link from the BEP site to another site.

29.
To further assist users to make informed choices, the BEP Personal Privacy Policy also links to the Federal Privacy Commissioner’s web site, where information about personal privacy protection in the States and Territories is set out.  The relevant web site address is at Attachment A.

BEP cookie and clickstream data

30.
The BEP has an optional cookie tool, “Personalise”, and also collects clickstream data.  Conditions of collection of the associated data are clearly stated in the BEP Personal Privacy Policy, together with the purpose and use for which this data is collected: both features are intended to improve the BEP services.

31.
We have not received any expressions of concern from users about these features.  

Access to and amendment of personal information

32.
Given the business context of the BEP, only limited amounts of personal information are collected, as when, for instance, a user establishes or operates a business in his or her own name.  At present the Freedom of Information Act 1982 (FOI) provides the mechanism and process by which users of the BEP can seek access to records containing personal information, and to have their own records changed or annotated if necessary.

33.
A key objective of the BEP is to provide a cost-free, routine transaction by the end of 2000 that enables users to change their own business details, such as address or phone number, without having to exercise their legal rights under the FOI legislation that has associated fees and charges.

BEP feedback on privacy matters

34.
Despite a standing invitation for feedback in the BEP Personal Privacy Policy and at other locations, seeking input to improve the BEP’s design and practices, DEWRSB has received remarkably little response from users.   The comments received were of a general nature.  

Registration for Australian Business Numbers and the Goods and Service Tax

35.
The BEP web site provides online access to the ATO to allow businesses to register for the Australian Business Number (ABN) and the Goods and Services Tax (GST). Over a quarter of a million of eligible business entities (11% of the estimated total) have registered online through the BEP.  Such registrations are immediately transmitted to the ATO.  The benefits include easier, efficient processing for the ATO and a faster turnaround time for business. 

The Australian Business Register

36.
For the convenience of business, all ABNs have been made available on the Australian Business Register Online (ABR).  It should be noted that the primary responsibility for the ABR lies with the Australian Taxation Office.  The address for its on-line privacy document is at Attachment A.   
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Attachment A

Relevant Web Site Addresses

Australian Business Register (ABR) privacy document, Publicly Available Information and Your Privacy, is at http://www.abr.business.gov.au/help/help_publicmaterial.asp
Australian Job Search (AJS) Internet web site is at www.jobsearch.gov.au.

AJS Privacy Statement is at 

http://www.jobsearch.gov.au/Help/hlp_terms2a.asp?help=/Default.asp
Australian National Audit Office (ANAO) web site is at http://www.anao.gov.au
Business Entry Point (BEP) Personal Privacy Policy is at www.business.gov.au/documents/dir94/doc504494.html 

BEP Security Policy is available at www.business.gov.au/documents/dir98/doc506198.html.

BEP web site is at: www.business.gov.au  

BEP Privacy Feedback e-mail address is at: privacy@business.gov.au
The Federal Privacy Commissioner’s web site is at http://www.privacy.gov.au/act/states.html
Attachment B

AJS Privacy Statement
This web site is managed and maintained by the Department of Employment, Workplace Relations & Small Business (the Department).

When you visit this web site, we record anonymous information about your visit and log the following information for statistical purposes - your server address, your top level domain name (for example .com, .gov, .au, .uk etc), the date and time of visit to the site, the pages accessed and documents downloaded, the previous site visited, and the type of browser used. This information is not specific to an individual and is used for system administration purposes, as well as statistical analysis. While anonymous information does not tell us anything about you specifically, it tells us about how you use our site.

Another type of anonymous information shared between your browser and our server is a cookie. A cookie is a small text file that a server places on your hard drive to identify that subsequent requests to a site have come from the same user. The Department uses cookies to 'remember' your browser between page visits. In this situation, the cookie identifies your browser, not you personally. The Department uses cookies on this web site to develop patterns of site usage.
No personal information is stored within the Department's cookies. For more information on cookies refer to http://home.netscape.com/security/basics/privacy.html  and 
http://www.microsoft.com/insider/internet/articles/security2.htm#cookies

No attempt is made by the Department to identify users or their browsing activities except, in the unlikely event of an investigation, where a law enforcement agency may exercise a warrant to inspect the Department's logs.

This site collects some personally identifiable information, such as your name, address or gender. This information is not displayed on the site, and your identity is protected and the onus is on you to disclose any relevant personal details. Any personal information collected by this site will not be sold or divulged to any third party without your permission. The Department will only record your e-mail address if you send us a message, or if you are required to enter an e-mail address to enable you to use the services provided by this site. This information will only be used for the purpose for which you have provided it and will not be added to a mailing list. We will not use your e-mail address for any other purpose, and will not disclose it, without your consent.

External sites that are linked to or from the Department's Internet site are not under our control and you are advised to review their privacy statement.

Attachment C

BEP Personal Privacy Policy

The Commonwealth Government's Business Entry Point (BEP) initiative is an Internet based, whole-of-government, one-stop service to business. The BEP initiative is designed to reduce red tape for business and make it easier for users to interact with all levels of Australian governments. 

The BEP initiative is managed by the Business Entry Point management team in the Commonwealth Department of Employment, Workplace Relations and Small Business. 

In this BEP Personal Privacy Policy, the term "BEP facility" covers what is under the control of the Commonwealth Government, that is the business.gov.au domain and the Commonwealth public servants and consultants ("BEP personnel") responsible for that facility. 

The BEP facility can be accessed on the Internet at http://www.business.gov.au 

Information about the BEP initiative is published at http://www.about.business.gov.au 

The primary delivery mechanism used for the BEP initiative is the Internet. Businesses or individuals without Internet access can use the service through community Internet access facilities. The BEP initiative is also supported by a telephone Hotline 
(13 28 46) which provides additional assistance such as printed copies of documents and forms, to ensure that government information is available to businesses without computer access. 

The BEP initiative operates in a business context and as such is not primarily concerned with citizens in their private capacities. However data that identifies persons in some ways may be collected by the BEP facility, but only if users of the BEP facility supply such data to obtain information from government relating to their business activity, or to conduct business with government. An example would be where a user provides personal information in the course of establishing a business in their own name. 

Benefits to be delivered by the BEP facility include:

· a secure environment

· a reliable system 

· personal privacy protection when interacting with the BEP facility.

Users should note there are inherent risks associated with transmission of information via the Internet. Therefore users should make their own assessment of the potential risks to the security of their information when making a decision as to whether or not they should utilise the BEP facility. There are alternative ways to obtain government information and transact business with governments for those users who do not wish to use public networks such as the Internet.

Most Commonwealth government agencies and their personnel are governed by the Commonwealth Privacy Act 1988 and the Commonwealth Crimes Act 1914 . Personnel who are mainly Commonwealth public servants operate the BEP facility. In addition, some private sector consultants work on the BEP facility under contracts with terms and conditions by which they agree to comply with the Information Privacy Principles in the Privacy Act relevant to their work. Consultants are also required in their contracts to acknowledge their awareness of the relevant provisions of the Crimes Act. 


As part of the BEP initiative's whole-of-government approach, the BEP facility provides access to State and Territory government agencies which do not come within the scope of the Commonwealth privacy legislation (except for the ACT Government which is subject to the Commonwealth Privacy Act). Some of these agencies are subject to State privacy legislation. The BEP facility endeavours to encourage all agencies to observe high standards of privacy protection. However the Commonwealth cannot guarantee the privacy of information once data has left the BEP facility.

The BEP personnel welcome questions and feedback in relation to the BEP facility's design and practices, which should be addressed to privacy@business.gov.au
Scope

The BEP Personal Privacy Policy addresses personal privacy matters. This Policy does not extend to commercial-in-confidence and other security matters, which are addressed by a BEP Security Policy.

The Commonwealth and ACT agencies participating in the BEP initiative are collectors and record-keepers for the purposes of the Commonwealth Privacy Act. The Department of Employment, Workplace Relations and Small Business is the Commonwealth agency that is the initial collector and record-keeper of personal information gathered by the BEP facility. 

Users seeking more information about personal privacy protection in the States and Territories are referred to http://www.privacy.gov.au/act/states.html (Australian Privacy Commissioner's Information Sheet).

The rest of this BEP Personal Privacy Policy applies to user interactions with the BEP facility. 

Accountability

The Commonwealth Privacy Act 1988 and the Commonwealth Crimes Act 1914 may provide redress mechanisms and sanctions if users of the BEP facility suffer loss or damage as a result of a breach of those Acts by the BEP facility.

Users inquiring about their rights and remedies for breaches of privacy can access detailed information at the Australian Privacy Commissioner's Website, at http://www.privacy.gov.au/rights 

Collection of Personal Information

Under the Commonwealth Privacy Act, Information Privacy Principles 1-3 regulate collection of personal information.

The main way in which the BEP facility collects information from users is through forms provided on web pages. 

The user's information is not collected by the BEP facility without the user's consent, that is, the user must click on a button provided on each web page to submit their information to the BEP facility.

At or before the time the BEP facility collects personal information, the BEP facility will take reasonable steps to inform the user of the BEP Website as follows: 

· whether they are on the BEP facility; and 

· when they leave the BEP facility by following a link from the BEP site to another site.

At or before the time the BEP facility collects personal information, the BEP facility will give notice to the user of the BEP Website as follows: 

· the purposes for which the information is collected; 

· to whom, or the types of individuals or organisations to which, the BEP facility might usually disclose information of this kind; and 

· any law that requires the particular information to be collected, and the main consequences for the user if all or part of the information is not provided.

The BEP facility, like most other web servers, collects clickstream data. This data enables us to approximate the numbers of users visiting the site, the pages accessed and documents downloaded. Our clickstream data does not in itself identify individuals, and is collected by us to improve the BEP service. 

The BEP Website provides an optional cookie tool, "Personalise", to filter information for a user during a browser session. A "cookie" resides on the user's own computer. It is a piece of information sent by a web server to the user's web browser that the browser software saves and sends back to the server whenever the browser makes additional requests from the server. The "Personalise" information collected includes the industry sector and the States or Territories the user has selected. A decision by a user not to use "Personalise" will not limit the user's access to any information, but will limit their ability to refine large lists of search results to suit the user's specific requirements.

The BEP facility will not retain information from the Personalise cookie. 

Users seeking more information about cookies in general are referred to eg W3C - The World Wide Web Consortium at http://w3c.org/. where a search on the word cookie will provide current discussions. 

Data Security

Under the Commonwealth Privacy Act, Information Privacy Principle 4 regulates storage and security of personal information.

The BEP initiative has a Security Policy which complies with Information Privacy Principle 4.

The BEP facility stores data as follows:

· completed transaction details are removed from the database upon transmission to the receiving agency, and are stored in encrypted form for 10 days; 

· incomplete transactions are stored for a maximum of 36 hours in a highly secure environment; 

· the non-personal transaction log will be retained in archival storage for up to 7 years; 

· the encrypted record will be retained in archival storage for up to 7 years; 

· voluntary site feedback will be retained in archival storage for up to 7 years; and 

· the Personalise cookie is deleted once the user exits the browser.

Access to and Alteration of Records containing Personal Information

Under the Commonwealth Privacy Act, Information Privacy Principles 6 and 7 provide for individuals' access to and alteration of records containing their personal information. 

The Commonwealth Freedom of Information Act 1982 provides the mechanism and process by which users of the BEP facility are allowed to have access to records containing their personal information, and to have their records changed or annotated if necessary.

A key objective of the BEP initiative is to provide routine transactions enabling users to access and alter their data without having to exercise their legal rights under the Freedom of Information legislation. 

Data Quality

Under the Commonwealth Privacy Act, Information Privacy Principles 7 and 8 regulate data quality.

Users should note that when they provide data to the BEP facility, including data entered by them on the Website, the BEP initiative relies on the accuracy of that data. 

Use and Disclosure of Information

Under the Commonwealth Privacy Act, Information Privacy Principles 9 and 10 regulate the use of personal information.

Under the Commonwealth Privacy Act, Information Privacy Principle 11 regulates the disclosure of personal information.

Generally the BEP facility does not itself use information, other than feedback to improve the BEP service. Instead the BEP facility passes information to other government agencies linked to the BEP facility. The information is passed by the BEP facility in accordance with the Information Privacy Principles , and normally with the user's consent (that is, the user must click on the button provided on the BEP web page), so that the transaction for which the user is on the BEP Website can proceed. 

The BEP facility will only disclose personal information in accordance with the Information Privacy Principles, for example, as required or authorised by or under law.

Attachment D

BEP Security Policy

Objective

As part of its service to business, the Business Entry Point facility deals heavily with information. It provides information to business and it processes information received from business in the course of performing transactions and giving feedback. In some instances the facility also stores information relating to transactions that have been carried out.

We take strong steps to protect the confidentiality of your information and to ensure information is uncorrupted and is available when you need it.

Scope

As the Business Entry Point facility is being developed based on a cooperative model, it relies on cooperation between government agencies. As the Commonwealth bodies currently administering the Business Entry Point initiative, we are made up of the following: 

· the Business Entry Point Management Branch located within the Commonwealth Department of Employment, Workplace Relations and Small Business; 

· the Office of AusIndustry, located within the Commonwealth Department of Industry, Science and Resources; and 

· A Commonwealth Treasury Agency Implementation Team. 

Many interactions with the Business Entry Point facility occur on systems outside our control. These systems are usually under the control of other government agencies at either Commonwealth, State/Territory or Local Government levels. Our boundaries of responsibility are defined by the following: 

· we are responsible for the security of information while it is collected by, stored on or passing through our systems; 

· participating agencies are responsible for the security of information while it is collected by, stored on or passing through systems within their control; and 

· we are responsible for the security aspects of the links from our systems to systems under the control of participating agencies. We will ensure that where you carry out a transaction through the Business Entry Point facility, it will be at least as secure as if you had carried out that transaction directly through the relevant agency's website. 

We will encourage participating agencies to apply relevant elements of this policy to systems within their control. We will also disseminate information to participating agencies to assist them in this process.

Where connection to a system outside our control compromises the objectives of this Security Policy, we will take steps to rectify the situation. Where appropriate, we may sever links to that system pending rectification.

User Awareness of Location

Given the division of responsibility for security between us and other participating agencies, we will use our best endeavours to ensure that users of the Business Entry Point be able to determine whether, at any given time, they are interacting with our systems (which are covered by this policy), other Commonwealth systems (covered by the Commonwealth Protective Security Manual) or non-Commonwealth systems.

Ownership of Information Assets

Each piece of information, which either passes through or is stored in any part of the Business Entry Point facility, will have a clearly identifiable owner.

For information owned by business (such as information entered by a user of the Business Entry Point facility in carrying out a transaction), we will determine the appropriate level of security in consultation with business. Where information is owned by a government agency, that agency will determine the appropriate level of security.

Before a document or a transaction becomes available through the Business Entry Point facility, these issues will be addressed to ensure that an appropriate level of security is provided in relation to that document or transaction.

Confidentiality of Information

Only authorised personnel and users will be permitted access to information which you provide to the Business Entry Point facility. All information collected or passing through our systems will be treated in accordance with relevant legislation or other legal requirements for the protection of the confidentiality, privacy or secrecy of that information.

We will ensure that appropriate safeguards are in place and that, as necessary, the classification of information is undertaken in accordance with identified policies. We will keep the amount of your information collected by, stored on or passing through our systems to an absolute minimum and will only use information for the purpose for which it is provided (see also the Business Entry Point Personal Privacy Policy).

Integrity of Information

We will use appropriate safeguards to prevent the unauthorised modification of any information that is collected by, stored on or passing through our systems.

Availability of the Service

We will determine the availability requirements of our systems in consultation with business users, participating agencies and service providers and will ensure that these requirements are met.

Accountability

Some transactions will provide you with a 'receipt' after you have submitted the transaction. The receipt is intended to inform you that the transaction has been successfully processed by the agency to which you have sent it. Transactions which provide receipts are clearly identified at the outset, so that you will know what kind of receipt to expect and what to do if you do not receive one.

We will undertake auditing and logging of all security related events, including the recording of all necessary information to identify the causes of an event and the person or entity which was responsible for the event. Where such an event occurs, we will take steps to minimise the risk of such an event from occurring in the future. Such steps may lead to further investigation and possible prosecution.
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