

- 19 -

[image: image1.png]Department of

Communications

g _

Information Technology

and the Arts




Submission from the

Department of Communications,

Information Technology and the Arts

Senate Select Committee on Information Technologies

Inquiry into e-Privacy - July 2000
CONTENTS

Introduction

Privacy Concerns
Policy Responses to Improve Privacy Protection
Privacy Legislation

Privacy-Related Legislation
Government Website Standards
Government Public Key Infrastructure

Government IT Security Guidelines
Private Sector Responses to Improve Privacy Protection

Opt-Out for Email Addresses
Privacy Webseals

Platform for Privacy Preferences
Anonymous Payment Systems
Private Sector Privacy Self‑Regulatory Developments
Technological Responses to Improve Privacy Protection

Anonymisers
Relay Protection

Encryption
Privacy-Supportive Measures and Consumer Awareness

Some Privacy Awareness Initiatives by Government

Some Other Initiatives
Attachment: Privacy Commissioner’s Guidelines for Federal and ACT Government World Wide Websites
INTRODUCTION

The rapid growth in Internet usage and the use of data networks as commercial platforms have introduced new challenges for privacy protection among Australian individuals and businesses. Confidence in the security of personal data is a major factor affecting the transition to an information economy.

The purpose of this submission is to describe what is being done to alleviate privacy concerns by regulatory, self-regulatory and technological means. Specifically, this submission examines:

· some national and international legislative and self‑regulatory developments;

· Commonwealth Government practices for authenticating identity and encrypting data, and the use of these technologies to protect information that is stored and exchanged electronically between government and businesses and individuals; and

· measures for minimising the unauthorised collection of personal information on the Internet (including anonymous payment systems, digital certificates and encryption).

The material for this submission has been contributed by the Office for Government Online (OGO) and the National Office for the Information Economy (NOIE), both of which are components of the Department of Communications, Information Technology and the Arts. OGO (http://www.govonline.gov.au) is the agency responsible for the Commonwealth Government’s Online strategy. It has a coordinating and facilitating role in assisting agencies to deliver service electronically by:

· providing whole-of-government strategies and enablers for the delivery of electronic services;

· fostering and trialing new whole-of-government approaches; and

· reporting on the range of online initiatives delivered by Government.

NOIE (http://www.noie.gov.au) is the Commonwealth’s lead agency for information economy issues. Its purpose is to design and implement Commonwealth Government policies to encourage the uptake of e‑commerce and the creation of an information society in Australia. It ensures an integrated and innovative approach to online policy and a minimisation of actual and perceived barriers to online transactions.

The Office of the Federal Privacy Commissioner is, of course, heavily involved in the issues covered by the inquiry. While aspects of its involvement are mentioned in passing, we understand that the Commissioner will be detailing these matters in his own submission.
PRIVACY CONCERNS

The Commonwealth’s information economy and government online policies frameworks are designed to minimise barriers and disincentives to e-commerce, such as lack of confidence by some businesses and individuals in the reliability and security of online transactions. Privacy of personal information for individuals and data protection for business information are recognised as increasingly important concerns, as more and more individuals and businesses consider undertaking government or commercial transactions electronically.

Perceptions of reduced privacy or data insecurity have heightened with the rapid development of computerised databases, which can aggregate and match data on individuals. Cookies and other data collection technologies can be used for ‘data mining,’ the practice of compiling and organising information on individual consumers and Internet users for the purpose of targeting direct marketing and other commercial activities.

Because of the diffuse nature of electronic networks such as the Internet, and the rapid pace of technological change, privacy is now a complex issue that requires a multi‑faceted response. Governments, industry and individual consumers each have a role in developing this response, which includes:

· Commonwealth Government legislation, primarily in the form of the Privacy Act 1988;

· government measures at State and Territory level;

· industry self‑regulatory initiatives;

· technological responses; and

· community and consumer awareness programs.

This submission explores Commonwealth policy responses to the issue of privacy protection, private sector and technological responses and some awareness raising initiatives.

POLICY RESPONSES TO IMPROVE PRIVACY PROTECTION

The Commonwealth Government has introduced a range of initiatives to address privacy concerns and to support more generally the development of e‑commerce in Australia.

Privacy Legislation

Since the passage of the Commonwealth Privacy Act 1988 (http://scaleplus.law.gov.au/html/pasteact/0/157/rtf/Privacy88.rtf), Commonwealth agencies have been subject to comprehensive privacy protection requirements based around the Information Privacy Principles (IPPs). The IPPs provide a framework for the manner and purpose of collection of personal information, its storage and security, access to, and alteration of, that information, and its use and disclosure.

Comparable principles for the private sector – the National Privacy Principles (NPPs) – are incorporated in the Privacy Amendment (Private Sector) Bill 2000 (http://search.aph.gov.au/search/ParlInfo.ASP?WCI=Linked&table=BILLS&ref=12040000.pdf) which is currently before the Parliament.

Privacy-Related Legislation

The Privacy Act 1988 and other Commonwealth legislation restricts personal data sharing and matching by Commonwealth agencies, including any use of Tax File Numbers for other than tax purposes (for example, the Data Matching Program (Assistance and Tax) Act 1990 and corresponding privacy and privacy auditing guidelines issued by the Privacy Commissioner). These requirements are intended to ensure the protection of personal information in transactions between individuals and government agencies. The Australian Business Number (ABN) legislation (A New Tax System (Australian Business Number) Act 1999) also strictly limits the use of information requested of businesses for inclusion in the Australian Business Register.

Part 13 of the Telecommunications Act 1997 requires telecommunications carriers, carriage service providers, number database operators, emergency call persons and their respective associates to protect the confidentiality of information relating to the content of communications and the affairs and personal particulars of people. Under the Telecommunications Act 1997, protected information may be used or disclosed only in limited circumstances, such as:

· for purposes relating to the enforcement of criminal law;

· where necessary for specified business needs of carriers and service providers, such as billing customers; and

· where information is provided in connection with a call to an emergency services number.

In addition, State and Territory criminal legislation outlaws various computing offences such as ‘cracking’ and unauthorised access to computer systems.
Government Website Standards

The Privacy Commissioner has issued privacy and data security guidelines for Government websites (set out in the attachment to this submission, and at http://www.privacy.gov.au/issues/p7_2.html). These are based on the IPPs most relevant to the online environment. Agencies have now been mandated to observe these guidelines as a result of the Government decision earlier this year to launch the Commonwealth’s Online Strategy (available on the http://www.govonline.gov.au site).

These guidelines can be summarised as follows:

1. Agency websites should incorporate a prominently displayed privacy statement, which states what information is collected, for what purpose and how this information is used, if it is disclosed and to whom, and addresses any other relevant privacy issues.

2. Agencies that solicit or collect personal information via their websites must comply with IPPs 1 to 3, which, respectively, cover the manner and purpose of collection of personal information, the solicitation of personal information from the individual concerned, and the solicitation of personal information generally. Agency website privacy statements should include a statement regarding this collection that complies with the requirements for the solicitation of personal information from the individual concerned. Where an online form is used to collect personal information, the statement should be on the same page as the form or prominently linked to it.

3. If personal information is collected via an agency website this should be done by sufficiently secure means. Individuals should be provided with alternative means of providing personal information to the agency, other than via the website. The privacy statement should address security issues where appropriate.
4. Where agencies are considering the publication of personal information regarding individuals on the web they should be sure that this complies with IPPs 1 to 3, as well as 10 and 11, which limit the use and disclosure of personal information.
Government Public Key Infrastructure

The Commonwealth Government, through the Gatekeeper Strategy, is applying public key technology to develop a fully operational Government Public Key Infrastructure (GPKI). GPKI will support secure and private transactions between government agencies and individuals and businesses receiving government services or transacting business with agencies. See generally http://www.gatekeeper.gov.au/. The Government developed Gatekeeper in response to identified needs of agencies to introduce public key technology to support authentication and identification in Government online transactions. See the publication Gatekeeper, A strategy for public key technology use in the Government (http://www.ogo.gov.au/publications/GatekeeperStrategy.pdf). A revised version of the strategy is expected later this year.
A public key infrastructure (PKI) may be defined as the set of hardware, software, people, policies and procedures needed to create, manage, store, distribute, and revoke digital signature certificates based on public key cryptography. The major components in a PKI are:

· Certification Authorities (CAs) that issue and revoke digital certificates; and 

· Registration Authorities (RAs) that vouch for the binding relationship between public keys and certificate holder identities and other attributes.

PKI is a vital enabler of secure e‑commerce because it provides for message integrity, authentication of the parties to a message, confidentiality and non‑repudiation of the message. Thus, a message recipient can be sure that the message has not been altered since it was sent, that it was sent from the person or source it claimed to have been sent from, and that the sender cannot deny sending that message. Depending upon the user’s applications and settings, PKI messages can be stored in encrypted form, providing extra data protection.
It should be noted that a digital signature is an electronic signature. A digital signature is not a digitised image of a handwritten signature. Unlike a handwritten signature, a digital signature cannot be copied. A digital signature therefore offers greater security.

Gatekeeper ensures that GPKI operates under a whole‑of‑government framework that facilitates interoperability, integrity, authenticity and trust for both agencies and their customers. It does this in two ways:

· by endorsing and applying standards for the supply of public key technology products and services to the Commonwealth Government; and
· by overseeing the accreditation of certification and registration authority service providers, such as CAs and RAs, and public key technology products.

A CA’s or RA’s Gatekeeper accreditation rests in part upon its ability to meet stringent privacy requirements. GPKI service providers are contractually bound by OGO to observe the standards in the Privacy Act 1988.

Significant private sector interest has been shown in the development of GPKI, with several industry sectors interested in adopting PKI to add security and privacy to their online transactions. Several specialist PKI service providers are seeking Gatekeeper accreditation to provide services to Commonwealth agencies. Government development and use of PKI is likely to generate confidence for this emerging sector of e‑commerce enablement.

Government IT Security Guidelines

Agencies are required to comply with the Protective Security Manual (PSM) issued by the Protective Security Coordination Centre within the Attorney-General’s Department (http://law.gov.au). Agencies are required by the PSM to devise an Information Systems Security Policy and implement plans to ensure systems are appropriately protected. The Defence Signals Directorate (http://www.dsd.gov.au/) also issues security guidelines for Australian Government IT systems, known as Australian Communications - Electronic Security Instructions 33 (ACSI 33, see http://www.dsd.gov.au/infosec/acsi33/). ACSI 33 provides guidance to all agencies in the task of protecting classified or unclassified online information and describes the steps to be taken to plan and implement the information security measures required by the PSM.
PRIVATE SECTOR RESPONSES TO IMPROVE PRIVACY PROTECTION

Opt-Out for Email Addresses

The Direct Marketing Association (DMA), the global industry body for direct marketers, including email direct marketing companies, now sponsors a global opt‑out facility known as the ‘Direct Marketing Association Email Preference Service.’ The DMA states that Internet users who are concerned about spam, or unsolicited commercial email, can register their email address in an opt‑out list. Organisations that are members of the DMA and its affiliate organisations, such as the Australian Direct Marketing Association (ADMA), will then remove that email address from their bulk email lists. This opt‑out provision does not apply to non‑DMA members, however, and many spammers are individuals who do not operate as formal businesses. See the homepages of the Direct Marketing Association (http://www.thedma.com) and the Australian Direct Marketing Association (http://www.adma.com.au).

Privacy Webseals
Another non‑technological, self‑regulatory initiative is seal programs. Privacy seal providers such as ‘TRUSTe’ (http://www.truste.com/) and ‘BBBOnline’ (http://www.bbbonline.com/) state that they can independently validate that an Internet service complies with stated minimum practices for the protection of personal data. A commercial website can include a seal in the form of a graphical link that connects to the third party seal provider. According to the seal providers, a user of that website can click on the link and confirm that the website is operated in a way that is consistent with the seal provider’s privacy statement. Some seal programs also offer complaint and dispute resolution services.

Platform for Privacy Preferences

The Platform for Privacy Preferences (P3P) is a new Internet protocol under development by the World Wide Web Consortium (W3C), which sets technical standards for the world wide web and web browser software. It encodes standards for the privacy policies of websites which may be downloaded automatically when a user connects. Users will be able to configure their browsers to determine which information they are willing to submit (for example, a name or an email address). Browsers will provide notification where there is a difference between the website’s privacy policy and the user’s chosen browser settings.

Demonstrations of P3P took place in June 2000 and some websites, such as those of Microsoft and America Online, have already adopted the standard. A final version of the client software is not yet commercially available, but the next generation of Internet browsers will probably incorporate the P3P standard. For more information, see http://www.w3.org/P3P/.

There are some who question the rigour and effectiveness of P3P. P3P assumes that users have a minimum amount of information that they are willing to share in the first instance. Users must also be aware of the scheme and have the technical ability to configure their browsers to their preferences – particularly if default browser settings provide minimum privacy protection. In addition, a situation may arise where it is not possible for users to visit particular sites without giving away excessive amounts of information.
Anonymous Payment Systems

Digital cash systems are an emerging method for making anonymous payments online. Digital cash products such as ‘eCash’ (http://www.e-cash.com/) and ‘InternetCash’ (http://www.internetcash.com/) provide for anonymous cash‑like payments over electronic networks such as the Internet and point of sale (POS) terminals. In general, providers of electronic cash services do not require consumers to register details in the same way that credit providers do. The consumer is provided with a ‘blind’ digital signature facility. Merchants do not know the identity or card number of the consumer when a payment is made. The digital signature effectively authenticates a cash value, rather than the identity of the consumer. This potentially allows consumers to transact on the Internet anonymously.

Private Sector Self-Regulatory Developments

The Privacy Amendment (Private Sector) Bill 2000 is intended to allow businesses to opt for a flexible and industry‑specific self-regulatory approach, based on codes developed and enforced by industry. These codes will have to offer equivalent or greater protection than the regulatory provisions in the legislation, and be approved by the Privacy Commissioner.

The Bill was introduced in the House of Representatives by the Attorney‑General on 12 April 2000 and has been examined by the Standing Committee on Legal and Constitutional Affairs. The Privacy Commissioner will be able to advise the Select Committee on current and likely self‑regulatory activity such as industry codes.

There are currently a number of Australian Standards in place relating to information security that assist the protection of privacy. AS/NZS 4444.1 establishes a code of practice for selecting information security controls and AS/NZS 4444.2 specifies an information security management system. AS/NZS 4360:1999 provides a generic framework for establishing the context, identification, analysis, evaluation, treatment, monitoring and communication of risk. See the Standards Australia website at http://www.standards.com.au/.
TECHNOLOGICAL RESPONSES TO IMPROVE PRIVACY PROTECTION
This section provides an overview of some strategies that Internet users have adopted to protect their privacy online. See also the website of the Office of the Federal Privacy Commissioner (www.privacy.gov.au) and the privacy homepage of the Attorney‑General’s Department (law.gov.au/privacy). For more information on technologies for protecting privacy, see http://www.epic.org/privacy/tools.html.

Anonymisers

Anonymisers are services that conceal specific details about a user or a user’s computer equipment during online activity. Types of information that a user may want to conceal are the Internet domain of the user’s computer, the Internet Protocol (IP) address of the computer, and the user’s email address.

For example, in a standard connection to a website, a computer will transmit an IP address to the web server, so that the server knows where on the network to send the resources that compose the web page. This IP address can be used to identify the Internet service provider (ISP) or organisation through which the user gets access to the Internet. If the user’s personal computer is also an Internet host with its own IP address, this can in some cases effectively identify the person making the connection to the website.

A user wishing to conceal their IP address can connect to a web anonymiser, which generally takes the form of a standard website with a form into which another web address can be typed. The anonymiser connects the user to the desired website, but substitutes its own IP address for the user’s IP address, so that the user’s location on the network cannot easily be traced. Similar services are available to anonymise email communications, so that the recipient does not know the email address of the sender, nor his or her network location.

Relay Protection

Relay protection is a well-established technology used by ISPs to prevent unsolicited email from being transmitted via their mailservers. A mailserver with an unprotected or ‘open’ relay allows third parties such as spammers to connect from remote locations and transmit an email message to a bulk list of recipients. This is attractive for spammers since as a non‑account holder they are not bound by the ISP’s terms of use. Furthermore, it allows them to conceal the origin of the email.

Relay protection prevents spammers from connecting to a mailserver and using it in this fashion. A relay can also be configured to refuse email transmissions from known unprotected mailserver relays, much as a fax machine can be programmed to refuse faxes from numbers of known direct marketers. The implementation of mailserver relay protection is widely considered to be a standard practice for ISP postmasters. ISPs that fail to protect their mailserver relays are often considered industry pirates because they are seen to be aiding an abuse of user privacy and contributing to a waste of bandwidth.

There are a number of formal and informal industry initiatives to promote the use of relay protection. One formal initiative is the inclusion of relay protection in the code of practice of the Internet Industry Association of Australia (IIA). ISPs that subscribe to the code are encouraged to install relay protection on their mailservers. Less formal initiatives are the ‘Open Relay Behaviour-modification System’ (ORBS) and the ‘Mail Abuse Prevention System’ (MAPS). These US-based organisations compile and distribute lists of ISPs that have allegedly failed to implement relay protection. The processes by which these lists are compiled, however, are not universally accepted, and it has been alleged that zealous use of these lists can disrupt legitimate email traffic.

Encryption

Encryption products (PKI for example) allow the contents of a message or transaction to be encrypted so that only the intended recipient should be able to decrypt the communication. This can secure the contents of a communication while it is in transit. Third parties attempting to intercept an encrypted email communication, for example, would be unable to decrypt the email. Unencrypted, the content of messages may be likened to an electronic postcard. Encryption allows the email to pass through the hands of third parties with content secured. ‘Pretty Good Privacy’ (PGP) is an example of a commercially available encryption product suitable for encoding email and applying encryption to many less sensitive online tasks. Of course, the security of the communication needs to be accompanied by equally secure information handling and storage practices by the recipient.

PRIVACY-SUPPORTIVE MEASURES AND CONSUMER AWARENESS

Significant numbers of individuals, including some small business proprietors, perceive that their privacy may be compromised when undertaking transactions on the Internet and other electronic data networks. A range of privacy‑supportive measures are needed if these people and businesses are to benefit from the flexibility and efficiency of dealing online.

These measures include legislated privacy requirements, which are well entrenched in the public sector and which are translated into contractual requirements for many government outsourcing firms. Legislative requirements to protect personal information are intended to be extended to the private sector by the current Privacy Amendment (Private Sector) Bill 2000. The Bill also recognises approved, comparable, industry self‑regulatory measures as an alternative. Other components of a multi-faceted approach to e-privacy protection are computer use measures and technologies that individual users can adopt.

Some Privacy Awareness Initiatives by Government

There is a need for public awareness of both challenges and solutions in relation to privacy. There is also a need for a broader appreciation by business of the commercial and social benefits of better privacy practices. A number of initiatives and awareness raising activities have been taken by the Commonwealth Government to heighten the effectiveness of privacy protection. For example:

1. In May 2000, the Minister for Financial Services and Regulation, the Hon Joe Hockey MP, released a code of conduct for Australian businesses operating over the Internet. The code is called Building Consumer Sovereignty in Electronic Commerce: A Best Practice Model for Business and is available at http://www.treasury.gov.au/ecommerce.

The Best Practice Model spells out the responsibilities of businesses that trade online. It includes provisions for the protection of personal information and encourages compliance with the National Principles for the Fair Handling of Personal Information, which were developed by the Office of the Federal Privacy Commissioner. The Principles set benchmarks for:

· the collection of personal information;

· the use and disclosure of personal information;

· data quality;

· data security;

· openness about management of personal information;

· access and correction;

· use of identifiers;

· anonymity when entering transactions;

· onward transfers of personal information; and

· highly sensitive personal information.
The Best Practice Model recommends an ‘opt‑in’ arrangement for commercial email, whereby businesses only forward email to existing customers and to those who have specifically requested it. It suggests that businesses should provide consumers with clear and easily accessible information online about the way they handle personal information. There is a requirement that businesses clearly identify themselves to match the offline environment through the provision of a physical address, phone and fax numbers and an Australian Business Number. Businesses also have to use secure payment methods and inform consumers about those methods in clear, easy to understand language.

2. A series of factsheets relating to online shopping has been published by NOIE (see http://www.noie.gov.au/projects/consumer/shopping_online). These cover many of privacy related issues, including the risks and benefits of shopping online, issues relating to personal information, and the types of information on consumer protection practices that a consumer should look for in a website.

3. Both the Australian Competition and Consumer Commission (ACCC) and Australian Securities and Investments Commission (ASIC) are involved in privacy protection from the point of view of compliance. For example, the ACCC has developed the Consumer Protection Principles in Electronic Commerce (http://www.accc.gov.au/ecom2/principles.htm), which cover privacy expectations designed to protect consumers.

ASIC’s Report on compliance with the Code of Banking Practice, Building Society Code of Practice, Credit Union Code of Practice and EFT Code of Practice (April 1998 to March 1999) includes privacy issues (see http://www.asic.gov.au/pdf00/Code_Report.pdf).
Some Other Initiatives

Private sector guidance also exists. The Australian Consumers’ Association has issued various informative documents relating to the protection of online privacy for consumers. For example, the publication Consumer Protection in Electronic Commerce: Principles and Key Issues (prepared by the National Advisory Council on Consumer Affairs) deals with privacy. Development of these principles draws on the United Nations Guidelines for Consumer Protection, and on industry experience in developing codes of practice and related standards. See the Australian Consumers’ Association website at http://www.choice.com.au/.

Industry‑specific privacy codes of conduct have been or are being developed in several sectors. These sectors include insurance, superannuation, banking, telecommunications, internet service provision, and direct marketing. The Privacy Commissioner can advise further on these developments.

ATTACHMENT

Privacy Commissioner Guidelines for 

Federal and ACT Government World Wide Websites

Introduction

The purpose of these guidelines is to assist agencies to adopt best privacy practice and comply with the Privacy Act in respect to their websites. When agencies are considering their web strategies and if personal information may be transmitted, published, solicited and collected via the Internet they need to consider the relevant privacy implications. It is the responsibility of agencies to ensure that their website implementation complies with the Privacy Act and addresses the privacy concerns of net users.

It is not possible in this document to provide advice that will cover all possible agency website implementations. If you need further advice please contact our Office at privacy@hreoc.gov.au or phone the IT Standards Section on (02) 6247 3449.

Background

Several online surveys have indicated that Privacy is a major concern of net users. These surveys indicate several concerns including a lack of transparency regarding the use and disclosure of personal information by websites, the tracking of individual’s activities at websites and concerns about the security of their information in the Internet environment. It is widely considered that the public needs to trust that their privacy will be protected before they make significant use of the Internet for services such as Internet Commerce and Electronic Service Delivery.

Openness

Privacy Statement or Policy

In response to these concerns many websites now include a Privacy Statement or Policy which states what information is collected about individuals when they visit the website, how it is used and if it is disclosed. This is now considered to be best practice.

Guideline 1

Agency websites should incorporate a prominently displayed Privacy Statement which states what information is collected, for what purpose and how this information is used, if it is disclosed and to whom and addresses any other relevant privacy issues.
Clickstream Data and Cookies
The Privacy Act defines personal information as ‘... information. about an individual whose identity is apparent, or can reasonably be ascertained, from the information or opinion.’ Some information collected by website hosts about individuals visiting the site will not in itself identify the individual. This is sometimes called ‘clickstream data’ and consists of information automatically collected and logged due to the nature of the communications protocols. The following text from the Privacy Commissioner’s website Privacy Policy sets out the click stream data collected.

Our service provider makes a record of your visit and logs the following information for statistical purposes - the user’s server address, the user’s top level domain name (eg. .com, .gov, .au, .uk etc.), the date and time of the visit to the site, the pages accessed and documents downloaded, the previous site visited and the type of browser used. No attempt will be made to identify users or their browsing activities except, in the unlikely event of an investigation, where a law enforcement agency may exercise a warrant to inspect the service provider’s logs.

Even though clickstream data may not in itself identify individuals, and so may not be personal information as defined in the Privacy Act, it is recommended, in the interests of transparency that website Privacy Statements and Policies state what clickstream data is collected.

Cookies can also be used to track individuals’ activities on websites. Like clickstream data, cookies may not conform to the Privacy Act definition of personal information, however many net users consider cookies to be intrusive. If a website uses cookies it is recommended that the Privacy Statement or Policy state that they are used and for what purpose.

Collection of Personal Information via Websites

Some agencies may collect email addresses when individuals email the agency via the website. Agencies may also use electronic forms to solicit personal information related to the agencies’ functions. This will become more widespread as agencies employ the Internet for Electronic Service Delivery. Where agencies solicit and collect personal information via their websites, they must comply with the collection Information Privacy Principles (IPPs 1-3) of the Privacy Act.

IPP 1. (1) requires the collector to only collect personal information for a lawful purpose, directly related to the function or activity of the collector and that the collection be necessary for or directly related to that purpose. IPP 1. (2) requires that personal information not be collected by unlawful or unfair means. IPP 3 makes similar requirements for when personal information is solicited by the collector. To comply with the collection principles agencies should not collect or solicit personal information via their websites which would be unlawful, unnecessary or unrelated to their functions and collection should not be unfair or unreasonably intrusive.

IPP 2 requires that agencies provide notice to individuals where any personal information is solicited from the individual concerned. The notice should cover all those matters addressed by IPP 2, namely the purpose for which the information is being collected (including if the information is to be published), the legal authority for the collection if it is authorised or required by or under law and any usual disclosures made by the agency. An example of part of a Privacy Statement for a site that collects email addresses is below.

We will only record your email address if you send us a message. It will only be used for the purpose for which you have provided it and will not be added to a mailing list. We will not use your email address for any other purpose, and will not disclose it, without your consent.

Guideline 2

Agencies that solicit or collect personal information via their websites must comply with IPPs 1-3. Agency website privacy statements should, include a statement regarding this collection which complies with IPP 2. Where an online form is used to collect personal information the statement should be on the same page as the form or prominently linked to it.

Security

IPP 4 (a) requires record-keepers to ensure that records containing personal information are protected by such security safeguards as are reasonable in the circumstances to take against loss, unauthorised access, use, modification, disclosure and other misuse. Agencies must ensure that their internal networks and databases which contain personal information are sufficiently protected from unauthorised access via their website and any Internet connection. Firewall technology is often used to protect internal networks from the web.

The Defence Signals Directorate issues guidelines and provides advice for Federal Government agencies on security. When agencies solicit or collect information from individuals using electronic forms or email they should make it clear to the individual the risks associated with using the Internet as the transmission medium and notify the individual of any other options there are for providing the information. For example, the individual may prefer to use the telephone or provide a response on paper. 

If any security measures, such as encryption, are provided information regarding these should be provided to the individual. For example, the agency may include a hyperlink to a brief statement about Internet security and, if they use encryption, to a statement about the product used and the level of protection it provides.

Guideline 3

If personal information is collected via an agency website this should be done by sufficiently secure means. Individuals should be provided with alternative means of providing personal information to the agency, other than via the website. The Privacy statement should address security issues where appropriate.

Publication

Generally Available Publications (GAP)

The definition of a record in section 6 of the Privacy Act excludes A Generally Available Publication (GAP). A GAP is defined in the Privacy Act as a ‘… publication that is or will be generally available to members of the public.’ Most websites are accessible to anyone with web access. If a website is accessible to the public then it fits the Privacy Act definition of a GAP. Some websites may be protected cryptographically and accessible only to users with a key or password (these are sometimes called extranets or virtual private networks) and other websites may exist within an agency or organisation and only be accessible to staff (sometimes called intranets). Sites such as these which are not generally available to the public are not GAPs.

While not prevented by the Privacy Act, the web publication of GAPs (not originally published on the web) can raise privacy concerns. Agencies should carefully consider the appropriateness of:

· placing GAPs which contain personal information on the web, as this information may be exposed to a much wider audience than originally intended; and

· publishing on the web, personal information which was collected for inclusion in a less widely available publication.

Agencies should also be aware that the Privacy Act applies to any disclosures or publications of personal information they hold in their records regardless of whether the same information is included elsewhere in a GAP. Therefore agencies should not disclose or publish their records of personal information on the web simply because the same information is made publicly available in another form. Another option may be to de-identify or remove personal information from the document before publishing it on the web.

Publication of Personal Information on a Website

Agencies may publish personal information if it is collected for this purpose and if the collection complies with the Privacy Act. If the personal information was not collected for inclusion in a publication, it may only be published if allowed by one of the exceptions to IPPs 10 and 11 (which, respectively limit the use and disclosure of personal information). IPP 10.1(a) allows the use of personal information for another purpose if the individual concerned has consented to the new use. IPP 11.1(b) allows disclosure of personal information where the individual concerned has consented to the disclosure. It is important, where consent for publication is sought, that it is informed consent.

The individual should be given to understand that if their personal information is published on the web then it will be accessible to millions of users from all over the world, that their information can be searched for using an identifier such as the individual’s name and that their information can be copied, and used by any web user. Most importantly, the individual should be made aware that once their personal information has been published on the web, the agency has no control over its subsequent use and disclosure.

While there are other exceptions in IPPs 10 and 11 which may allow the publication of personal information on the web these circumstances seem unlikely. Agencies should seek advice from the Office of the Privacy Commissioner if these circumstances arise.

The staff of Federal Government agencies are entitled to the same protection, afforded by the Privacy Act, as agency clients. However, IPP10.1(e) allows the publication of personal information if this is directly related to the purpose for which the information was obtained. The web publication of information about certain staff such as the agency head, senior officers and contact or media officers may be directly related to the purpose for which the information was obtained and therefore permitted by IPP10.1(e). IPP11 would permit disclosure of such details where the individual concerned is reasonably likely to have been aware, or made aware under Principle 2, that their personal information would be widely disclosed (see IPP11.1(a)). Staff in senior positions, or positions of public contact, would probably normally expect their contact details to be publicly available in some form. These staff members should be advised if their personal information is to published on the web.

Other staff, however, may not expect their personal information to be published on the web or in another form. There have been instances where agencies have published entire staff telephone lists on their websites.

It is easy to download or print an entire staff list that is made available on the web. The publication and easy accessibility of this information may place staff at risk of receiving unsolicited email (spam) and unwelcome attention from a range of people and organisations.

Publishing a staff list on the web, may place staff in a position where they are subject to scrutiny by people with whom they would not normally choose to share their personal information. The publication of information such as staff classifications may make the information even more interesting to third parties as the salary range associated with these classifications is publicly available information.

There may also be dangers to particular staff in publishing their personal information on the web. Individuals may be placed at risk of harassment particularly if their work involves contact with members of the public. For personal safety reasons individuals may not wish that their work contact details be published.

There may also be instances where personal information is incidentally or accidentally published on the web. Personal information may be included in documents which are published on the web. It is recommended that documents be carefully checked before being published on the web and any unnecessary personal information removed.

Guideline 4

Where agencies are considering the publication of personal information regarding individuals on the web they should be sure that this complies with IPPs 1-3 and 10 and 11.
� The third party URLs provided in this document are for information only. The Department of Communications, Information Technology and the Arts does not necessarily endorse the contents of these websites.





