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ATTORNEY:
GENERAL'S
DEPARTMENT





Information and
 Security Law Division


INFORMATION PAPER ON THE INTRODUCTION OF THE
PRIVACY AMENDMENT (PRIVATE SECTOR) BILL 2000

The Privacy Amendment (Private Sector) Bill 2000 was introduced into Parliament by the Attorney-General on 12 April 2000.  The Bill proposes to amend the Commonwealth Privacy Act 1988, which currently regulates the Commonwealth and ACT public sectors and private sector organisations that handle tax file numbers and credit information files.  The Bill will come into effect 12 months after it receives Royal Assent.

Policy background:

The Government recognises the importance of privacy to the community and that many people are concerned about the way their personal information is used by the private sector.  In developing a system for the fair handling of personal information in the private sector the Government’s intention is to ensure that the scheme:

· is workable, nationally consistent and cost-effective;

· provides Australian businesses with a framework which will assist them to take a leading role in the global information economy; and

· is compatible with the European Union Directive on the Protection of Individuals with Regard to the Processing of Personal Data and on the Free Movement of Such Data to remove any potential barriers to international trade.

Creating a workable scheme required consideration of many issues and interests.  The Government was committed to achieving the right balance - a balance between the protection of individual privacy interests and competing social interests such as the free flow of information to the public through the media; a balance between the interests of consumers and those of business.  

The proposed legislation was developed in consultation with many sectors of the community.  The Government is of the view that it does, as a result, strike the right balance.  It will create the right environment for the growth of the information economy and will also provide Australian businesses with certainty when trading with European Union Member States.  For the first time, Australians can be confident that information held about them by private sector organisations will be stored, used and disclosed in a fair and appropriate way.  For the first time, Australians will have a right to gain access to that information and a right to correct it if it is wrong.

Overview of the Bill:

The Bill implements the National Principles for the Fair Handling of Personal Information (the National Principles).  (http://www.privacy.gov.au/publications/index.html) These were developed by the Privacy Commissioner following extensive consultation with business and consumers.  

The National Principles have been revised to accommodate legislative language and modified in their application to health information and transborder data flows.  The modifications made to the National Principles in relation to health information are based on the Privacy Commissioner’s recommendations to the Government, following consultation with health stakeholders.  

The National Principles in the Bill
 (called the National Privacy Principles or NPPs) (http://www.law.gov.au/privacy/npp.html) are intended to provide a basis for business to develop practices to ensure that the privacy of individuals is protected.  They provide a default framework for the protection of personal information.  Private sector organisations will be bound by them, unless they have their own privacy code that has been approved by the Privacy Commissioner.  A code will only be approved by the Privacy Commissioner if it provides at least the same standard of privacy protection as the NPPs.  

Part IIIAA of the Bill sets out the matters that the Privacy Commissioner must take into account when deciding whether or not to approve a privacy code
.  Where a code sets out a procedure for making and dealing with complaints, the Privacy Commissioner must consider a range of matters, including whether the procedures meet prescribed standards.  At this stage, the Government intends to prescribe the “Benchmarks for Industry-Based Customer Dispute Resolution Schemes” published by the Consumer Affairs Division of what was then known as the Department of Industry, Science and Tourism (August 1997).  (http://www.treasury.gov.au/publications/ConsumerAffairs/IndustrySelf-RegulationPublications/pubs.asp)  
Application:

The Bill will apply to the acts and practices of “organisations”.  An “organisation” is defined to mean a body corporate, an unincorporated association, a partnership, a trust or an individual
.  

A body corporate that is related to another body corporate will be permitted to share information.  However, related bodies corporate will be required to comply with the NPPs in relation to using and handling the information
.  (http://www.law.gov.au/privacy/bcfact.html)
A similar rule exists in relation to the collection and disclosure of personal information by partnerships.  The rule will apply where one partnership dissolves and another partnership forms immediately afterwards, has at least one partner in common with the first partnership and carries on the same (or similar) business as the first partnership
.

The Bill does not cover the State and Territory public sector or State and Territory Government Business Enterprises (GBE’s) that perform substantially core government functions
. 

Extra-territorial operation of Act:

The Bill will apply to certain acts and practices of organisations which occur outside Australia.  This is to ensure that, as far as practicable, the legislation will apply in an environment where organisations operate across national boundaries and may move information overseas to use and process it.  This is also intended to ensure that the provisions of the legislation are not avoided simply by moving personal information overseas
.  (http://www.law.gov.au/privacy/otfact.html).
Interaction with State and Territory legislation:

The Bill is intended to establish a comprehensive national scheme providing for the appropriate collection, holding, use, correction, disclosure and transfer of personal information by organisations in the private sector.  State and Territory laws that make provision for the collection, holding, use, correction, disclosure or transfer of personal information will continue to operate to the extent that they are not inconsistent with the Commonwealth legislation
.

Application to health information:

The Government recognises the particular sensitivities of an individual’s health information and the Bill takes into account these sensitivities.  In May 1999, the Attorney-General asked the Privacy Commissioner to conduct public consultations on how the National Principles for the Fair Handling of Personal Information could be applied to personal health information in a sensible and workable way.  The Privacy Commissioner’s report on those consultations was of great assistance in developing the relevant provisions.

The private sector legislation and subsequent development of guidelines represent a significant step forward in the development of a nationally consistent approach to privacy protection of health information.  

The NPPs are designed to ensure an appropriate balance between privacy interests and other important public interests, such as the promotion of public health research and the effective planning and delivery of health services.

The balance between the interests of privacy and the need to facilitate medical research has been an issue that was examined closely.  The balance that has been reached will ensure that health information can only be used for the purposes of research where absolutely necessary and under strict controls
.  

The Government acknowledges that the health profession already has a strong respect for the confidentiality of health information about individuals and maintains sound privacy practices in that respect.  The Bill is not intended to interfere with those professional values and standards.

The Bill does, however, attempt to strike a balance between health professionals and consumers in relation to access by individuals to their own health information.  It is a fundamental principle of fair information handling for individuals to be able to access and correct information about themselves.  The Bill provides for access to health information except where legitimate and justifiable grounds exist for refusing access
.  Such grounds include situations where providing an individual with access to their health information would pose a serious threat to the life or health of that or any other person.  In providing this right to health consumers, the Bill supports what is already good practice among many health  professionals.  (http://www.law.gov.au/privacy/healthfact.html)
Application to the media:

The Bill includes an exemption for acts done and practices engaged in by media organisations “in the course of journalism”
.  This exemption seeks to balance the public interest in providing adequate safeguards for the handling of personal information and the public interest in allowing a free flow of information to the public through the media.  The objects clause in the Bill also highlights this need for a balanced approach.

A range of other provisions recognise the important role of the media in facilitating the free flow of information to the Australian public.  For example, as part of the process of approving a code the Privacy Commissioner will have to be satisfied that code adjudicators will be required to have due regard to such issues
.  This is consistent with the obligation imposed on the Privacy Commissioner under existing s.29(a) of the Privacy Act 1988.

In addition, the Bill provides that a journalist is not required to give information, answer a question or produce a document or record where this would tend to reveal the identity of a person who gave information to the journalist in confidence
.  (http://www.law.gov.au/privacy/mediafact.html)
Application to Employee Records:

The Government is of the view that the handling of employee records is a matter better dealt with in the workplace relations context.  An act or practice engaged in by a current or former employer of a person in relation to an employee record will be exempt from the legislation if the act or practice is directly related to the current or former employment relationship
.  The requirement of a direct link to the employment relationship has been included to ensure that employers cannot use employee records for commercial purposes unrelated to the employment context.

An employee record is defined broadly as a record relating to the employment of an employee and includes the types of records typically held by employers on personnel files.  (http://www.law.gov.au/privacy/empfact.html)
Application to Small Business:

All small businesses will be exempt from the operation of the legislation for a period of 12 months after the commencement of the legislation
.  This delayed application is designed to allow small business extra time to ensure compliance with the legislation.  After the initial period it is intended that small business be exempt from the legislation unless there is a privacy risk.  This is in accordance with Government policy to minimise compliance costs for small business.  

A small business is defined as a business with an annual turnover of $3 million or less
.  The calculation of annual turnover relies on the mechanism in A New Tax System (Goods and Services Tax) Act 1999 (the GST legislation).  

A small business will be exempt from the operation of the legislation
 unless it:

· provides a health service and holds health information; or

· discloses personal information about another individual to anyone else for benefit, service or advantage; or

· provides a benefit, service or advantage to collect personal information about another individual from anyone else; or

· is a contracted service provider for a Commonwealth contract; or

· is prescribed by regulation
.

(http://www.law.gov.au/privacy/empfact.html)
Application to political parties and political representatives:

Political parties registered under Part XI of the Commonwealth Electoral Act 1918 will be exempt from the operation of the legislation
.  Acts and practices of political representatives such as members of Parliament and local government councillors will also be exempt from the legislation provided their acts and practices relate to an election, a referendum or other participation in the political process
.  Freedom of political communication is vitally important to the democratic process in Australia.  This exemption is designed to encourage that freedom and enhance the operation of the electoral and political process in Australia.  

The acts and practices of contractors (and their sub-contractors) of registered political parties and political representatives will be exempt provided that the acts done or practices engaged in relate to an election, a referendum, or the participation of a registered political party or a political representative in the political process
.

Acts done or practices engaged in by volunteers on behalf of and with the authority of a registered political party will also be exempt from the operation of the legislation
.

Application where government services are outsourced to the private sector:

The Bill enables a contract between a Commonwealth agency and the contractor (and any subcontract) to be the primary source of a contracted service provider’s obligations in respect of the personal information collected or held for the purpose of performing the contract
.  Contractual clauses must be consistent with the privacy obligations that apply to the agency (generally, the Information Privacy Principles in the Privacy Act 1988).  Contractors will be subject to the NPPs (or to an approved code) to the extent that they are not inconsistent with the Commonwealth contract.  

A small business operator that is also a contracted service provider under a Commonwealth contract will be subject to the legislation in respect of the performance of the contract, but will be exempt in relation to its other acts and practices
.

To ensure that people are able to find out what privacy standards apply, agencies and contractors will be required to release, on request, details of privacy clauses in their contracts
.

As a safeguard, the Bill contains a provision explicitly prohibiting a contracted service provider from using or disclosing personal information collected under a Commonwealth contract for direct marketing purposes unless this is a necessary part of the contract itself
.  

Specific provisions will ensure that the complaints system works smoothly where the complaint is made about an act or practice of an organisation that is also a contracted service provider where that act or practice is in relation to a Commonwealth contract
. 

The Bill contains a provision to cover the situation where, for one of the reasons specified, a remedy cannot be obtained from a contracted service provider.  It allows the Privacy Commissioner to substitute the agency for the contracted service provider and is intended to ensure that the agency remains ultimately responsible for the acts and practices of its contracted service providers
. (http://www.law.gov.au/privacy/gcfact.html)
Organisations providing services to a State government under contract:

A specific provision will exclude acts and practices of organisations performed in relation to a contract with a State or Territory instrumentality where that contract involves handling of personal information
.  Such acts and practices will not be covered by the Commonwealth’s privacy scheme but rather the State or Territory’s own privacy standards.

For further information:

Fact sheets are available on this website that provide more detail about how the Bill applies to:

· Government contractors;  (http://www.law.gov.au/privacy/gcfact.html)
· Related bodies corporate;  (http://www.law.gov.au/privacy/bcfact.html)
· Personal information held by an organisation prior to commencement of the Bill;  (http://www.law.gov.au/privacy/personalfact.html)
· the Media;  (http://www.law.gov.au/privacy/mediafact.html)
· the Electronic environment;  (http://www.law.gov.au/privacy/electronicfact.html)
· Overseas organisations and the practice of sending information overseas;  (http://www.law.gov.au/privacy/otfact.html)
· Health information;  (http://www.law.gov.au/privacy/healthfact.html)
· Small Business and employee records;  (http://www.law.gov.au/privacy/empfact.html)
There is also a fact sheet on making a complaint under the private sector privacy scheme . (http://www.law.gov.au/privacy/Complaintfact.html)
The Bill is available at http://www.aph.gov.au/legis.htm. The Explanatory Memorandum and Second Reading Speech delivered by the Attorney-General on 12 April 2000, may be accessed through Hansard at the Parliament House website  . (http://www.aph.gov.au/hansard/hansreps.htm)

This information paper was prepared by the privacy law team in the Information Law Branch.  The team includes Carolyn Adams, Helen Daniels, Richard Glenn, Gabrielle Mackey and Allison Wood.
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� Schedule 3 Privacy Amendment (Private Sector) Bill 2000; paragraphs 306 - 372 of the Explanatory Memorandum.


� new clauses 18BA - 18BG in relation to privacy codes generally; paragraphs 159 - 174 of the Explanatory Memorandum.


� new clause 6C; paragraphs 71 - 74 of the Explanatory Memorandum.





� new clause 13B and NPP 2.3; paragraphs 126 - 130 and 340 of the Explanatory Memorandum.





� new clause 13C; paragraphs 131-132 of the Explanatory Memorandum.





� new sub-clauses 6C(1),(3) and (4); paragraphs 71 - 74 of the Explanatory Memorandum.  See also new clause 6F, which relates to prescribing State/Territory entities so that they are treated as organisations for the purposes of the Bill (paragraph 87 of the Explanatory Memorandum).





� new clause 5B; paragraphs 7 - 12 of the Explanatory Memorandum.





� clause 3; paragraph 3 of the Explanatory Memorandum.


 


� NPP 10, Schedule 3; paragraphs 365 - 372 of the Explanatory Memorandum.





� NPP 6, Schedule 3; paragraphs 351 - 357 of the Explanatory Memorandum.





� new sub-clause 7B(4); paragraphs 40 - 41 and 101 of the Explanatory Memorandum.





� item 69 (amending existing paragraph 29(a)); paragraphs 187 - 188 of the Explanatory Memorandum.





� item 106, amending existing section 66; paragraphs 244 - 245 of the Explanatory Memorandum.





� new sub-clause 7B(3); paragraphs 22 and 100 of the Explanatory Memorandum.





� new clause 16D; paragraphs 145 - 149 of the Explanatory Memorandum.





� new sub-clauses 6D(1) and (2); paragraphs 76 - 80 of the Explanatory Memorandum.





� new clause 6D; paragraphs 75 - 84 of the Explanatory Memorandum.





� new clause 6E; paragraphs 85 - 86 of the Explanatory Memorandum.





� new sub-clause 6C(1); paragraphs 48 and 72 of the Explanatory Memorandum.





� new sub-clauses 7C(1) and (6); paragraphs 104 and 109 of the Explanatory Memorandum.





� new sub-clauses 7C(2) and (3); paragraphs 105 - 106 and 109 of the Explanatory Memorandum.





� new sub-clause 7C(4); paragraphs 107 and 109 of the Explanatory Memorandum.





� for example, new sub-clauses 6A(2) and 6B(2) and clause 95B; paragraphs 63, 68 and 295 of the� Explanatory Memorandum.





� new sub-clause 7B(2); paragraphs 98 - 99 of the Explanatory Memorandum.





� new clause 95C; paragraph 296 of the Explanatory Memorandum.





� new clause 16F; paragraphs 151 - 154 of the Explanatory Memorandum.





� for example, new clause 40A; paragraph 208 of the Explanatory Memorandum.





� new clauses 50A and 53B; paragraphs 223 - 225, and 229 of the Explanatory Memorandum.





� new sub-clause 7B(5); paragraph 102 of the Explanatory Memorandum.








Robert Garran Offices, National Circuit, Barton ACT 2600 • Telephone (02) 6250 6666 • Fax (02) 6250 5985

 11
 11

[image: image1.png]