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Inquiry into e-PRIVACY
Since the development of linked databases as an international commercial vehicle for information exchange, legislation to determine the legality of the use and access to information and the rights of the individual has been left wallowing in the wake of ever advancing technology
. There is wide acceptance of the fact that very personal information concerning individual persons is being actively collected and traded for value without their knowledge or informed consent. Moreover, that personal information is used for purposes unknown to them and perhaps in ways totally unacceptable to them by parties or organisations on a global basis.

The extent of this emerging crisis in privacy in the “Information Age” can be illustrated by the revelation on the 1st December 1999 that a ‘Data Warehouse’ centre was to be established and controlled by Publishing and Broadcasting Limited (PBL) and the American information company Acxiom.  This Data Warehouse may even be in operation by the closing date for this inquiry.

The PBL Acxiom ‘Data Warehouse’ or similar data warehouses (such as Queensland’s RP Data
), contain all varieties of personal and what was once considered ‘private’ information. Warehoused data contains financial, personal, phone and residential records including digital photography referenced by the owners name, global positioning satellite [GPS] location (capable of in car navigation linkage) and even Australia Post’s digital address, revealing private details about the majority of Australians. Those details having been extracted from diverse sources such as; telephone directories, credit companies, commonwealth electoral rolls, legal judgements, state records, local councils records, Australia Post lists, car sales records, Internet Service Provider records, property purchase information, casino transactions, Frequent Flyer records – even concert ticket purchases and available medical records
.

Most, if not all of this information is currently available legally.  However, it has never been available before instantaneously, from just one source, which because of its ready accessibility, creates potential for unrestricted commercial abuse despite industry self regulation via ‘Codes of Conduct’.

At issue is the right of any one company or individual to access and collate this information for the benefit of unknown third parties and in consideration for value exchanged, without the knowledge or informed consent of the person concerned, with its storage and archival possibly located in a foreign country
.

This practice constitutes an invasion of privacy but with no laws to govern this usage, it cannot be policed, perhaps with severe consequences.  Take, for example, a possible scenario where a woman, who has taken out a Family Law ‘apprehended violence order’, changes address and becomes a ‘silent voter’. Nevertheless she is located from information obtained overtly or covertly from a data warehouse/s.  This has already happened in the United States where the perpetrator wrote, “It’s obscene what you can find out about people on the Internet” 
.

With the high level of violence in Australia already associated with family law issues, one can only speculate as to how long it will be before the same tragedy will be repeated in Australia. People who are ‘protected persons’ under our current legal system would be shocked to learn that their identity and location may be revealed through internet access to ‘on or off shore’ data warehouse/s such as RP Data, USSEARCH, Infoseekers, Docusearch, and Acxiom’s ‘InfoBase’ that already covers 95% of US households or some 330 million people
 and will almost certainly be expanded to include most Australians. 

It is clear from the rejection of the Australia Card in 1987, that Australians want their privacy preserved.

In the digital age it is easy to collect and collate personal records and/or copy transaction records and retain them on Internet servers and remotely acquire personal biometric data or unique art
 of multiple types, with or without the knowledge or informed consent of the relevant persons. 

Australians therefore face the issue of who owns their ‘unique art’ in the form of their identity and information in order to prevent mistakes
 or identity fraud.  This includes their name, date of birth (DOB), place of birth (POB), time of birth (TOB) and their personal biometric data in any form, all of which can be used to locate their file/s in a database/s. People should have the right to transact e-commerce in particular (trade or bank) without being tracked and without having their personal information gathered surreptitiously and then sold
.

Background:

The value of personal privacy is a new concept.  Prior to the industrial revolution there was little or no ‘personal privacy’ within a village or clan.  Knowledge was reciprocal and its dissemination within the community was by hearsay in a limited public arena.  Accordingly, a person’s name attached to this information, such as ‘Old Fred’ had no value in that community. With the evolution of ‘common law’ and now the ‘global village’, personal data has a real value and the question of ownership and unauthorised use associated with its collection and exploitation is now a real issue.  

Discussion:

With the advent of the ‘World Wide Web’ (www) and shared international database’s creating the ‘global village’ this situation has changed dramatically. Any person or commercial organisation in any country can collate or index the ‘personal data’ of specific (or all) individuals within the population of any country who are included within such database/s.  This has turned ‘Old Fred’ in the 15th Century into ‘TICKLE Frederick Thomas 19500101 SYD AU 0101’ of the 21st Century.  The result being the creation of a ‘file code’ that either locates specific data on an individual or is indexed against another system specific ‘number/file code’ that performs the same function.  Accordingly, the simple piece of data ‘TICKLE Frederick Thomas 19500101 SYD AU 0101’ is something of great commercial ‘value’ and therefore capable of ‘ownership’.   This has particular relevance in the emerging global village or www where control of and unrestricted access to linked data warehouses will be the biggest privacy threat the individual person has ever faced.

Now ‘Old Fred’ and his personal habits (including all known or assumed information indexed against him), can and will be collected and stored in a data warehouse/s with access to that data being obtained both ‘overtly’ and ‘covertly’.  However, whether such access is authorised or not, ‘Old Fred’ will never know “Who, When, and Why” his most personal and private details were accessed, read and/or printed out by or for an unknown third party or for what purpose.  In any event, such data warehouses and their codes of conduct (if any) will always be influenced by the pull of large amounts of money.

Such personal data indexing will in the near future, be facilitated not just by traditional identifiers such as name and DOB, but further uniquely refined by voice print, iris scan, facial recognition, hand geometry, facial thermogram, wrist thermography, skin patterns i.e. finger print, and DNA sequences or any combination of the foregoing.  Accordingly this again raises the issue of value and ownership of ‘Old Fred’s’ unique art which not only encompasses his traditional identifiers but also these new biometric identifiers which, due to technology advances, can now be collated and stored in the same way, voiceprint, iris scan, DNA sequences, etc. 

It can be demonstrated today that all of the foregoing unique art can be used to access a database/s that absolutely identifies ‘Old Fred’ and make available his data in that database/s (whether located on or off shore) to any operator or hacker. Then this unique art including the biometrics of ‘Old Fred’ also has ‘value’, and is capable of ‘ownership’. Therefore a protection mechanism should be available to ‘Old Fred’ for at least two reasons. Firstly, to prevent another person assuming ‘Old Fred’s’ identity and secondly, to differentiate him from other persons named ‘Old Fred’.

Ownership of ‘Old Fred’s’ unique art should be automatic and rest absolutely with ‘Old Fred’ because his unique art was created by him at the moment of his birth.  Such unique art is of commercial ‘value’ in the e-commerce age, and therefore capable of ownership.   With both value and ownership established of ‘Old Fred’s’ unique art, the question remains how can he protect and secure it?
Currently no commercial rationale can be established for any organisation to provide a protection mechanism for ‘Old Fred’ and his unique art because it is to their advantage to exploit the collection and collation of his unique art, especially if he has no knowledge and they can avoid any payment to him for doing so. This in all probability will be done via linked third parties data warehouse/s residing ‘off shore’, as this will avoid future restrictive privacy legislation and any payment to the ‘unique art’s’ owner for its exploitation.  Similarly, prior to this inquiry Australian Governments appear to have had no desire to provide a privacy choice to the electorate.

However, there are organisations that could protect ‘Old Fred’s’ unique art initially using existing Copyright © legislation such as e-PRIVACY bank
. Such an e-PRIVACY bank would allow like-minded people to restrict commercial exploitation of their respective unique art.  While allowing subscribing commercial organisation access to their supplied data only after their identity has been striped away or morphed to a ‘Also Known As’ (aka) by the e-PRIVACY bank who ensures it will remain unique to that organisation only and facilitates contact and Secure e-Commerce between both parties.

Such an e-PRIVACY bank once established would protect ‘Old Fred’s’ and other member’s identity from commercial exploitation without informed consent and payment (shared with ‘Old Fred) for confirming ‘‘Old Fred’s identity to them without revealing it”.   

Further the e-PRIVACY bank can also become ‘Old Fred’s’ digital signature ‘Certification Organisation’ which would be in an encrypted format on/in a sealed forge proof ‘card or token’ issued against ‘Old Fred’s’ unique art thus eliminating digital identity fraud that could otherwise be attributed to ‘Old Fred’.   Accordingly, ‘Old Fred’ could then participate in a now totally secure E-commerce environment utilising the www by including the reciprocal issue of digital signatures to subscribing organisations’ authorised officers in like manner.   Therefore each future transaction irrevocably links any person who accesses ‘Old Fred’s’ or his ‘aka’ data with that transaction with an audit trail for ‘Old Fred’.

By the simple function of providing industry with a mechanism whereby they can conduct business with ‘Old Fred’ without knowing his actual identity (but rather an aka unique to them) e-commerce can be facilitated without privacy risk where a secure intermediary such as  ‘Old Fred’s’ e-PRIVACY bank is involved.  Subscribing organisations would be required to pay a fee on commercial terms to the e-PRIVACY bank to conduct business with their members and that fee shared with the respective member.  Accordingly ‘Old Fred’s’ privacy is protected while simultaneously allowing him to receive the benefits of shared data with commercial organisations that could customise ‘offers specifically for him’ without knowing who he is or where he physically lives.

 Thus, ‘Old Fred’ not only absolutely protects his privacy, he also receives a financial return on the use of his ‘morphed identity’ (or unique art) from any commercial enterprise that wishes to conduct business with him. An irrevocable audit trail as to who and why any person accessed his data is also assured.

Such an e-PRIVACY bank can immediately provide Police under ‘warrant’ with the exact identity and address of ‘Old Fred’ should he commit a criminal offence against any subscribing commercial organisation.  Further because the e-PRIVACY bank holds on each members behalf the Copyright © of their respective unique art including their multiple biometrics persons of criminal intent would not join the e-PRIVACY bank.  Making the e-PRIVACY bank very commercially attractive to commercial subscribers as any need to provide Internet insurance is eliminated
.

Such an e-PRIVACY bank is essential to ‘Old Fred’ now because identity fraud is the growth industry in Credit, Banking, Immigration & E-Commerce circles and without it ‘Old Fred’ can find that a First Instant Warrant in his Name DOB exists that he must defend.   Successful defence is not guaranteed and could involve ‘Old Fred’ in considerable expense and inconvenience that could be repeated again and again at great inconvenience to ‘Old Fred’ because the warrant remains bearing his name and DOB.

‘Old Fred’ may think he does not need to join such an e-PRIVACY bank as “he has nothing to hide”, he is “honest” and “never missed a payment on any debt”.   This could not be further from the truth because persons intent on ‘identity fraud’ need to assume the identity of exactly the type of person with ‘nothing to hide’ because any conventional background/credit check will be OK.  However, after ‘Old Fred’s’ identity has been used and discarded after the commission of a fraud, ‘Old Fred’s’ good name is now in tatters, and he is left at considerable expense, to clear his good name if possible.

Accordingly ownership of ‘Old Fred’s’ unique art (including his biometrics) should be absolute to ‘Old Fred’.  Because it provides him with the only mechanism that can differentiate him from another person who duplicates his Birth details and uses them for criminal or other purpose/s, while simultaneously ensuring accountability for its use.

Finally we note the announcement on 27 July 2000 of the Federal Member for Health that the Federal Government has committed $400 million to create a national health data base. Although medical practitioners concerns in respect to lack of privacy have been raised extensively through the media, Dr Wooldridge stated that privacy is not a concern as membership in this system will be voluntary. We would contend that any citizen who would voluntarily join such a system without the protection of the concept of an e-PRIVACY bank would be accepting an unreasonable privacy risk.

Conclusion:

The pace of the development of new Information Technology (IT) systems and linked databases can adversely impact all Australians. It is ongoing and appears unstoppable.  But it must be urgently addressed and controlled in such a way as to simultaneously protect and benefit all Australians, by the absolute protection of their e-PRIVACY and providing a sanctioned method that Australians can employ to eliminate another person using their identity for fraudulent purposes. All in an accountable method and apparatus that will protect all Australians e-PRIVACY should they choose to do so.
Recommendation:
That the Senate Select Committee consider the points made in this submission with a view to the Committee recommending to Government that the Parliament legislate for the right of individuals to own their own unique personal identifiers or unique art and further the right for them to control use of that personal property with informed consent in the emerging E-Commerce industry. A concept akin to an e-PRIVACY bank should be encouraged and:

(a) allow new security solutions and techniques to be developed in response to new legislation to protect information that could be obtained from electronic transactions made by its members including browsing on the Internet and EFTPOS transactions;

(b) allow such solutions and techniques to protect the privacy and disclosure obligations of its members information to organisations that have been granted access to its members e-PRIVACY Box (or personal database); and

(c) Encourage the creation of methods such as an e-PRIVACY bank to deny unauthorised consumer databases access to personal information of e-commerce users without their informed consent by facilitating a voluntary disclosure method where via membership of an e-PRIVACY bank or otherwise, members could morph their personal information yet still transact business over the internet.

Legislation that allows prosecution for abuse of the use of such personal information is critical not only to the protection of basic human privacy, but to enable e-commerce to grow without threatening people’s rights and abusing access to their personal information without their informed consent.
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� “Issue” material includes extracts* from The Daily Telegraph’s Editorial, Wednesday 1st December 1999, Page 10.


� “Council Denies Fault Over Data” from Northern News, Thursday 16th December 1999, Page 2.


� ‘Someone to Watch Over You’ by Tim Treadgold from the Business Review Weekly, 29th March 1999, Page 37


� ‘Someone to watch over you’ by Stephen Romei from Weekend Australian of Sat.-Sun , 4-5th Dec. 1999, Page 19.


� ‘NET FIRMS LED KILLER TO VICTIM’, Weekend Australian of Sat.-Sun., 4 - 5th December 1999, Page 17.


� ‘Someone to Watch Over YOU’ Weekend Australian of Sat.-Sun., 4 - 5th December 1999, Page 19, 22 & 23.


� Biometric Data or unique art, being defined as a measurement of what a person is i.e. any measurable attribute such as an ‘Iris Print’, “Facial Geometry’, Voice Print’ etc., or a  


� ‘Hey, Belinda Meet Belinda’ Courier Mail 1996.  Mistaken identity in databases between two girls having the same Name and DOB including medical records.


� ‘PUSH FOR ONLINE SHOPPING PRIVACY’ by Stephen Romei Courier Mail 22nd December 1999, Page 22.


� A e-PRIVACY Bank would need a ‘critical mass’ of approximately two (2) million members, each subscribing $100.00. This working capital would fund Legal Protection of members ‘unique art’ & Prosecution of any, unlawful exploitation of any members ‘unique art’, & sufficient funds to build the Electronic Infrastructure for their Secure e-PRIVACY Platform that industry could not afford to ignore.   Accordingly industry would pay the e-PRIVACY Bank to access members preferences without knowing their identity or physical address but rather their aka unique to each organisation from their respective Secure e-PRIVACY Bank Box.   


Note:  Member specific e -Adds sent by subscribing commercial organisations to their respective Privacy e-PRIVACY Banks e-PRIVACY Box as allocated to them would attract a minimum fee say 45 cents which would be shared with the respective member if he/she reads it.  Accordingly if a member read four (4) such e -Adds / week the member would receive a return from his Privacy e-PRIVACY Bank of $46.80 / year.  The Privacy e-PRIVACY Bank would have received $93.6 million for technology upgrades and substantial Charity support of say Cancer Medical ‘Trials’ by Australian Institutions.  


� “Internet security concerns deliver a cover first” Courier Mail, Tuesday 25th January 2000,  page 21.






