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The Secretary

Senate Select Committee on Information Technologies

S1.30.1

Parliament House

CANBERRA ACT 2600

Friday, 28 July 2000

RE:
Inquiry into e-Privacy

Dear Ms Griffiths:

The following submission is being provided by the Australian Retailers Association, whose membership comprises over 11,000 retail businesses transacting an estimated $105 billion pa (75% of the nation’s retail sales) and employing approximately three quarters of the retail workforce.

ARA members operate about 40,000 retail outlets across the nation.  Approximately 10,000, or around 95%, of the association’s members are small businesses (i.e. employ less than 20 staff) operating only in one state, while the balance are either retailers larger than that but still operating in one state or ‘national retailers’ which are defined as retailers operating in two or more states.  Some 140 members of ARA fall into the ‘national retailer’ category.  It is estimated that these ‘national retailers’ transact close to 50% of Australia’s retail sales.

ARA’s membership profile and numbers make it one of the largest and most comprehensively representative industry associations in the nation.  Importantly, the ARA’s membership profile generally reflects the profile of the retail industry.

With the rapid emergence and expansion of on-line retailing, the ARA is conscious of the need to protect the privacy of both retailers and consumers.  As the major growth area of the Internet is currently in the B2B (Business-2-Business) area, the security of on-line transacting, customer databases, interactions with other businesses, etc are high on the priority list for retailers.  Retailers understand that in order to remain competitive they must venture into the on-line world in some way, as well as become on-line consumers themselves (eg in dealing with their suppliers, peers, etc).

It is important to stress again that issues of e-Privacy extend equally to business as they do consumers.

The ARA believes that although the mediums have changed, the volumes of information that can be gathered in a short space of time has increased, and the tools for utilising this information are more accessible, primarily the issues are the same as they were in the past.  The issues of Internet based credit card payments on line (and the accompanying perception of insecurity) are an education issue as much as they are an infrastructure issue.  A consumer, for example, may not wish to shop on-line for fear of their credit card number being discovered, however the same person may have no problem in giving their number over the (much less secure) phone to a total stranger.  There is little thought from the consumer about what happens to those details once they hang up the phone.

This is largely the issue with e-commerce transactions.  Where does the transaction go?  How does the sale get processed?  Where do the details get stored?

We can see potential problems in the “pseudo e-Commerce” environment, where web based transactions are mere data capture facilities, which merely store or transmit data back to the merchant, who then processes the information manually.  This creates another layer of potential data integrity failure (eg double typing numbers in, etc), as well as issues of data storage.

Consumers and businesses, however, are becoming more educated about doing business and managing their daily lives, and have higher expectations than ever.  In research conducted in the USA by Deloittes, it has been suggested that customers judge retailers by both their best and worst shopping experience, regardless of the medium.  For example, if a customer has a great experience of service and product delivery from a bricks and mortar store, they expect an equal level of experience on line from that business, and if they don’t get it, then the customer’s perception of that business is soured as a whole (ie they’ll stop coming into the store as well).

Similarly, customers now expect their on-line experience to provide them with disclosure from the merchant about how their transactions are processed, as well as how much information is being gathered about them while they shop or when they purchase.  This level of expectation drives business to the merchants who fulfil those expectations.

These market forces are in play, and will go a long way to ensuring that on-line business is conducted fairly, and equal to consumers’ expectations.

We believe that consumers have always exercised their rights to “vote with their feet”.  It is no different in cyberspace, except they can vote much quicker than they did before.  For this reason, we believe that on-line retailing works best with an “opt-in”, or “opt-out” model, where they are given a choice in how their information is used.  Privacy statements, etc on sites are important marketing tools as well as legal ones, and properly followed, implemented and managed can benefit both consumers and retailers alike.

There are many tools available to those who wish to remain more anonymous.  Personal firewalls, cookie sorters, IP spoofers, etc are all freely available and enable people to move about the Internet with relative anonymity.  E-mail addresses are the most common forms of identification, and also the most freely given up by consumers.  It is when they do not read the fine print that they end up receiving information they did not ask for.  

We do not believe, for example, that on-line shoppers, etc can be forced to read such statements before they enter sites.  This only creates barriers to entry, and would cause consumers to simply go elsewhere, or blindly agree to conditions they may not need to agree to.  Customers should however, be able to choose whether or not they receive promotional material, whether their information is shared with third parties and whom those third parties may be.

It is vital that any legislation does not form a barrier to retail business.  Data collected by retailers is primarily used to the benefit of their customers (eg offers, special events, customising of product).  There are also instances where the internal structure of a retailer may require customer information to be shared between registered entities.

Aside from internal needs to utilise customer data, there are also issues of supply-chain integration, etc, which are becoming ever more essential for retailers (both on-line and bricks n’ mortar) to remain competitive.

The area of competitiveness is critical in consideration of Government policy.  Any laws which prevent retailers from delivering to consumers what they are already receiving from overseas entities, severely disadvantages Australian businesses, not only locally, but on the global stage.  CRM (Customer Relationship Management) models such as Broadvision, Oracle, etc, are what is driving customers back to sites, and there is an expectation of a personalised shopping experience.  This cannot be achieved without some level of captured data.

Security of data storage, encryption levels, etc are of concern to the ARA.  The main reason, we believe, for issues of perceived lack of privacy, is there is a major lack of understanding about how security works in the on-line world.  Issues such as port scanning, flaming, phreaking, nukes, DDOS attacks etc, as well as the glaring security holes in most of the standard packages that are available to (particularly) small businesses and consumers, make knowledge of how to protect data essential.  The great irony is, that this information is freely available and vast in scope.  For example, it does not matter if your site uses 40bit SSL security to capture data or 128bit SSL, if the data is stored insecurely at the end, in a lonely file on a computer freely accessible by staff (or potential hackers).

Privacy and electronic transacting is an educational issue as much as a moral, ethical and legal one.  Those who conduct business on-line and those who shop on-line need to both be educated and educate themselves about what they are doing.  Those businesses who are pro-active about disclosure and provide their customers / business partners with the ability to control their level of exposure will be the successful ones, as it will become an expected part of doing business.

Associations such as the ARA can play a pivotal role in this process.  The ARA has the ability to reach retailers and educate them in the methodology of the on-line world, as well as liaising with and “keeping the service providers honest”.  Retailers know that the Internet is all about relationships.  One key role the ARA sees itself playing in this new economy, is making sure these relationships are the right ones, and to assist retailers to make the right choices.

Enquiries regarding this submission can be directed to

Chad Gates

Director IT Operations

Australian Retailers Association

(03) 9326 5022

Fax (03) 9329 7814

0412 677 560

chad@ara.com.au
www.ara.com.au
Formerly The Retail Traders Association

Floor 2 104 Franklin Street Melbourne 3000 ( Phone 03 9326 5022 ( Fax 03 9329 7814
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