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Introduction

I welcome the opportunity to make a submission to the Senate Select Committee on Information Technologies Inquiry into e-Privacy.  This is a wide debate with many aspects to it.  My submission will provide a discussion of some of the key issues and a framework for possible responses.  
The last decade or so has seen a further acceleration in the development of information and communication technologies.  The opportunities offered by these technologies are now being realised and the business world is increasingly moving to an online environment.  Governments too are seeing clear advantages in providing services and information to the community online.  We are now at a stage where both sectors are actively encouraging the community to embrace these new ways of doing business.  

At the same time however, a strong desire runs through this to be able to maintain our dignity as individuals, including our privacy.  Privacy is a fundamental human right that must be respected in a modern democracy like Australia.  A key element in maintaining privacy is having some control over personal information.  In practice this will depend on how personal information is collected, how securely it is held, how it is used and disclosed, and if the individual concerned can access it and correct errors.  The starting point in the discussion about e-privacy should be that the community has as much right to privacy in the e-world as it has elsewhere.  We are not yet at a point where we can say with confidence that this is the case.  

While there are issues to resolve in both the government and private sectors, for example ensuring the security of online transactions, the focus of much of the debate in the recent past has been on the business sector.  The fact that business has been leading the way in pioneering the use of e-commerce and interacting with consumers at a more personal level than before, has exposed more starkly the issues that need to be addressed. 

The number of privacy related stories about online practices that are appearing in our media make it increasingly apparent that there is significant level of public concern about the protection of personal information in the online world.  For example records kept by my Office indicate that in the period from March to May 1999, there were 79 privacy-related stories in the mainstream Australian press, and in the same period this year there were 169.  E-privacy stories are appearing not only in the special IT or communications sections of the press but also increasingly in the news and opinion pages.
A growing number of surveys also show that there is little evidence yet of the consumer trust and confidence that are crucial to the growth of e-business.  A number of these are quoted in an article on 13 April in The Australian Financial Review headed “Is the party over for e-tailers?” which noted that “Predictions for Internet shopping appear to be even gloomier in Australia…… Australians would spend less than 2c in the dollar excluding travel services in online shopping by 2005”.  (References to a range of these surveys are set out at page 8 of Attachment 1).  

The data in these surveys is valuable but it is not always definitive.  Variations in survey methods and context mean it is difficult to know the detail of privacy and security concerns, apart from consistent indications that there is an unwillingness to surrender personal information.  However, the general trend of evidence suggests that uncertainty about how our personal information is being used, and by whom, seems to be limiting our willingness to embrace the new technologies and to take advantage of the opportunities that arise.

As Privacy Commissioner my interest in online issues is in having the right privacy architecture in place so that people can take advantage of the new economy if they wish, confident that their privacy will be respected, and where relevant be able to obtain suitable redress for breaches of privacy. 

There is a range of possible responses that can help to protect privacy in the new economy ranging from legislation, co-regulatory schemes, self-regulatory schemes, extended use of contract or other common law arrangements, technological responses, consumer awareness and empowerment, and assisting business to develop practical privacy solutions.  There are encouraging developments in all these areas including the introduction of the Privacy Amendment (Private Sector) Bill 2000 in April of this year.  I welcome all these developments, as in my view no one type of response on its own is adequate.  Rather I believe we need a multifaceted approach that includes a combination of all these to engender an online culture that respects e-privacy.  

This submission reviews some of the online privacy issues.  It then discusses the essential complementary aspects of a multifaceted approach to e-privacy protection and why this approach offers the best range of safeguards for all Australians.  The submission focuses on issues of security and privacy of personal information in relation to the increasing use of the Internet, as this is having the most immediate impact on our daily lives at present.  Similar privacy issues will also arise in other online environments.

ONLINE PRIVACY ISSUES

In the online environment there are two major factors which seem to be influencing consumer behaviour.  These are that:

· personal data is being collected and used in new ways with some of the more invasive yet least obvious methods causing most concern; and 
· there are often inadequate security safeguards and controls employed in the online environment.
Collection of Personal Information 

There is a tendency for online companies to try and collect as much personal information as possible from registrations, purchases, browsing patterns and other transactions.  Much of this information is collected by non-obvious means and without warning to the individual to whom it relates.  Some examples of these trends are noted below.

Requests for web pages during an Internet session generate clickstream data.  This data can include the Internet address, the date and time of visit to the site, the pages accessed and documents downloaded, the previous site visited, and the type of browser used.  

Websites may legitimately require transaction tracking information to provide a service to the consumer, for example to keep track of items in a ‘shopping trolley’ when purchases are made online.  Cookies are often used for this purpose.  Unless users take measures to detect them, the operation of cookies is not obvious.  The information collected can be put to a number of unexpected uses that will be discussed below.  Many users have found these practices unacceptable and have responded by declining to undertake online transactions or by providing false information.

Cookies, however, are not an isolated example.  More recently, web bugs and other often more powerful techniques have been developed, which again can collect a lot of personal information from web users without their knowledge.  Currently the use of web bugs is very difficult for users to detect.

Use of personal information

Information collected by these means can be used to assemble databases containing personal user profiles that in turn can be used for a wide range of activities, some of which are discussed below.  A number of factors have made these databases larger and subject to sophisticated manipulation and searching techniques.  These factors include cheaper and larger storage media, increasing processing power and advanced data management and data mining technology.  

This combination makes such databases considerable commercial assets. 

Dr. Ann Cavoukian, the Information and Privacy Commissioner of Ontario has pointed out that there is a growing recognition of the commodity value of personal information, which can be traded or sold in return for goods and services.  (21st International Conference on Privacy and Personal Data Protection Hong Kong SAR China September 1999).  We can expect the building and use of increasingly large databases to continue.  

The activities for which these databases can be used include tailoring advertising to consumers interests, sending unsolicited advertising (spam), or other unsolicited communications.  Many people are not expecting and do not approve of a number of these activities and have responded strongly when they have come to light.  An example of this is the strong reaction to the activities of Doubleclick.com which led to an investigation by the United States Federal Trade Commission (FTC) and a very significant drop in the share market valuation of the company.

Similarly, aggregation of data from different sources has led to new business practices such as the re-publication of personal information gathered from a wide range of publicly available sources, on the World Wide Web.  This can expose the individuals concerned to unwanted attention and also to identity theft, which is when someone appropriates another person’s identity, usually by sourcing information about the person from such websites.  There are a number of remarkable cases, for example in the United States, which have led to serious concerns.
Security

The Internet is not secure, reflecting in part the very nature of its design.  There have been many widely reported instances of unauthorised access to personal information due to inadequate security controls and protections.  Hacking and the spread of viruses has highlighted the need for business systems administrators to introduce privacy enhancing safeguard standards into their operational plans, such as compliance with Australian Standards or other accreditation regimes.  

Another issue relating to security of systems is authentication of the identity of consumers sometimes in order to purchase products and services via the Internet, and sometimes to access their own personal information and amend it if necessary.

REGULATORY RESPONSES

Australia currently has an effectively self-regulatory approach to privacy on the Internet.  There is some related legislation, for example in credit, telecommunications and trade practices areas.  Some codes of conduct have been approved by particular regulators, for example the ACCC’s approval of the Direct Marketing Code of Conduct, and in the Internet, insurance and banking industries.  However the Bill currently before Parliament will be, if passed, the first overall privacy framework.  While there are difficulties with regulating the Internet, discussed below, it is worth noting the recent United States experience with self-regulation.

The FTC has taken a deep interest in online privacy over recent years.  It initially advocated self-regulation and was very influential in convincing websites to adopt privacy statements and policies.  More recently it has advised Congress and the United States Government that legislation is required because self-regulation was not proving effective.  In May this year the FTC released its report to Congress entitled “Privacy Online: Fair Information Practices in the Electronic Marketplace” www.ftc.gov/os/2000/05/index.htm - 22  

The report recommends that  “While there will continue to be a major role for industry self-regulation on its own in the future, the Commission recommends that Congress enact legislation, that in conjunction with the continuing self-regulatory programs will ensure adequate protection of consumer privacy online.”  There have also been negotiations between the United States and the European Union on a “Safe Harbor” arrangement for exporters of European citizens personal information.  These developments have been followed by a number of attempts to legislate, as reported by newsbytes.com  www.newsbytes.com/pubNews/00/15273.html 

The online environment is a complex and difficult one to regulate because of two key characteristics.  These are:

· its rapidly changing nature; and

· the fact that it operates across national boundaries.  

The nature of the Internet and other technological developments means that not all of the possible regulatory responses – that range from a prescriptive approach that may involve heavy penalties through co-regulation to some safeguards in an essentially self-regulated market – will work well. 

Prescriptive legislation is often characterised by specific and detailed requirements for particular circumstances.  In the online environment the more detailed legislation is, particularly if it focuses on a particular technology, the more quickly it is likely to be outdated.  Dr J Borking, of the Dutch Data Protection Authority notes that “technological change is 30 times faster than the speed that the law can be changed: PC product lifetimes are about 9-24 months, Internet product lifetimes are about 4-7 months while law making can take 7-12 years”  (21st International Conference on Privacy and Personal Data Protection Hong Kong SAR China September 1999).

The time lags in amending or repealing ineffective online legislation also suggest that the cost of complying with such legislation may be borne by the community long after there is any benefit.  Extreme care is also needed to ensure that regulation does not stifle innovation or lock us into yesterday’s technology.  

The Parliament is currently considering the Privacy Amendment (Private Sector) Bill 2000 (the Bill).  In my view the fundamental approach presented in the Bill is sound.  In particular, the “light touch” approach of the Bill should provide the flexibility and responsiveness needed in the Internet environment while providing consumers with effective remedies within the reach of the law.  The Bill includes baseline privacy standards, the National Privacy Principles (NPPs) that are intended to be technology neutral (a reference to the NPPs and a brief discussion of their application in online environments is set out at Attachment 2).  The NPPs and a right for individuals to complain to the Privacy Commissioner about a possible breach of privacy by an  organisation forms the default framework for the regime.  However the overall approach is to encourage co-regulation.  Organisations or groups of organisations may then choose to develop their own privacy codes which, if they agree to be bound by the code and it is approved by the Privacy Commissioner, will apply instead of the default framework. 

Although I have stated some concerns about the range of exemptions to the Bill, there is great value in soon being able to implement a regulatory framework that extends coverage across the private sector for the first time.  The House of Representatives Standing Committee on Legal and Constitutional Affairs has recently completed a public inquiry into the Bill and the Government is now considering its recommendations.  A copy of my submission to the House of Representatives Inquiry is available at www.privacy.gov.au/publications/hor.doc .

The submission to the Committee suggested some improvements, and indicated other areas that need clarification.  In particular there are exemptions which have significant e-privacy implications.  These are the media exemption (page 5) and the small business exemption (page 7).  It is possible that in their current form, these exemptions would exclude many online businesses and websites from the operation of the Act.  This is contrary to one of the stated objectives of the Bill, which is to ensure that individuals can participate in the information economy confident that their personal information will not be misused.  The political exemption, if retained, would also significantly reduce the moral pressure on organisations and businesses to do the right thing in protecting individuals’ personal information. 

The European Union (EU) in its submission to the House of Representatives Inquiry raised a similar issue in relation to the difficulties that offshore companies would face in trying to recognise regulatory coverage of Australian companies because of these exemptions.  

It is important to note that the Attorney-General has announced that he will ask the Privacy Commissioner to review the operations of the Bill after it has been in effect for two years.  This reflects the dynamic nature of the information and communication technologies environment.

However, the global nature of the Internet means that an Australian privacy law alone will not deal with all online privacy issues.  Many online services originate offshore, and regulators worldwide are grappling with complex questions relating to extra-territoriality and the possibility of complementary regimes.  

The Organisation for Economic Cooperation and Development (OECD) has written on the merits of the many different privacy mechanisms and regulatory models available.  It has published The Guidelines for Consumer Protection in the Context of Electronic Commerce released in March 2000. 

http://electrade.gfi.fr/cgi-bin/OECDBookShop.storefront/EN/product932000023P1   

It has also developed other resources including a draft report on the use of contracts to accommodate some of the differences between countries and allow a degree of flexibility in administering legislative regimes that have similar overall objectives (see references at Attachment 3). 

In summary, while privacy legislation for the private sector is essential for promoting confidence and trust in online activity, on its own it cannot provide a complete solution.  The Internet Policy Centre has produced a useful paper that discusses in detail a variety of solutions.  (References for this paper and a collection of recent articles covering issues in this submission are set out at Attachment 3).  The next two parts of the submission cover some of the complementary mechanisms that will support the legislative approach.

TECHNOLOGICAL RESPONSES

A wide range of software and hardware based technological responses have been developed by business and government to deal with various aspects of privacy and security as new ways of using the electronic economic infrastructure are emerging.  Many of these are reactive, have been developed in isolation, and are not necessarily based on a uniform set of underlying privacy principles.  While a range of technology based privacy protection mechanisms or privacy enhancing technologies (PETS) are available, many casual or new users of the Internet may not have access to, or be aware of them.  However there appears to be a growing market for PETS as consumers seek to protect their privacy.  Some of the current technologies are: 

· Cryptography and Public Key Infrastructure (PKI).  Advances in cryptography have made available tools that can protect the confidentiality and security of online communications as well as provide online authentication of transactions.  Public key cryptography and infrastructures are being introduced mainly to provide authentication in online transactions.  Locally, Project Gatekeeper is an example of a Public Key Infrastructure designed to authenticate online transactions. 

· P3P (Platform for Privacy Preferences) is a technical standard developed by the  Worldwide Web Consortium (W3C) designed to allow users to set privacy preferences in their browser.  The browser will prevent access to sites that do not accord with the user’s preferences or will present pop up windows describing the discrepancies between the site’s practices & the user’s preferences.  P3P was launched recently in the USA with some fanfare.  It is obviously worth assessing seriously but it is too early to say whether it will have a major impact.  For example, P3P is said to be difficult to configure and may only ever have a very small user base.  

· SET and other anonymous and pseudo-anonymous payment systems.  The technology for digital cash and other anonymous and pseudo anonymous online payment systems has been available for some years, but has not been widely implemented.  While there may be other factors to account for this, one factor may be that existing online credit card payment systems also provide the vendor a rich source of personal information about the purchaser.  Secure Electronic Transactions (SET), a system that verifies a credit card payment without divulging personal information to the vendor, is starting to be adopted.
· Other systems that protect privacy - Anonymous Remailers, Hushmail, Freenet, Zero Knowledge.  The lack of online privacy and security has prompted the genesis of an industry based on developing technological means to protect online privacy and security.  These responses usually involve cryptographic techniques. 

Another lesson is emerging from the attempts to ‘retro-fit’ privacy into an inherently open system like the Internet.  The lesson is that many of the threats to privacy are built into the basic architecture of the technology, either by design or unintentionally.  ‘Retro-fit’ solutions by their very nature mean that they are particularly vulnerable to being circumvented.  In the future, greater focus on privacy issues will be needed at the basic architecture levels.  Both market forces and possibly regulation will drive developments at this level.

CONSUMER AWARENESS AND BUSINESS EDUCATION 

Information and Education

In the as yet largely unregulated online environment, both consumers and businesses need to develop an awareness of the threats to privacy and how they might respond.  There has been considerable work done in this area in the last few years.  

Governments, consumer and privacy advocates and others have prepared guides and information to assist consumers to protect their privacy and also to encourage online businesses to be aware of privacy and security issues.  
Australia’s whole-of-government approach to the online economy has also resulted in the development of privacy related information products such as Building Consumer Sovereignty in Electronic Commerce – A Best Practice Model for Business launched by the Minister for Financial Services and Regulation in May this year.  My Office has also been consulted by various other agencies for input to online advisory guides such as the Shopping on the Internet fact sheets developed by the National Office of the Information Economy (NOIE) which are available at www.dcita.gov.au/shoponline .  

We have also produced the Guidelines for Federal and ACT Government World Wide Websites  www.privacy.gov.au/issues/p7_2.html . Although these were written specifically for government agencies, they are recommended for private sector and other organisations to assist in the development of good privacy practice in respect of their websites.  

This Office also has a role to play in the area of consumer awareness and business education.  Its Strategic Plan has as key priorities assisting business to develop practical privacy solutions and raising community awareness of the new legislation.  The Strategic Plan is at  www.privacy.gov.au/news/sp.html . 

There is evidence that business is taking a positive approach in responding to consumer e-privacy concerns.  For example, some sections of the direct marketing industry are recognising that an opt-in approach, (where consumers have to positively indicate they want material), may be more attractive than current practice that requires opt-out decisions, (where consumers will receive material or spam unless they specifically ask not to). 

Privacy Policies and Webseals
Another way that consumers can exercise choice and assess the privacy practices of a website is to look for privacy policies.  Online direct marketers are seeing the competitive advantages of privacy policies and personal information collection statements and there is a gradual move towards recognising the benefits of providing consumers with a range of pro-active choices (opt-in/opt-out) and developments such as permission marketing, in relation to how much of their personal information they are prepared to reveal.  Many will want to take advantage of personalised advertising services and filter out unwanted or inappropriate material. 

However, consumers then need to be confident that organisations will stick to their policies.  In this vein, webseals such as TRUSTe www.truste.com and BBBOnline www.bbbonline.com have emerged.  These are schemes in which the seal company assists websites with a privacy quality assurance regime and if the website meets the appropriate standards then it can display the relevant webseal.  The purpose of these is to be open and transparent about the activities of the website that relate to the collection, use and disclosure of personal information and to reassure the consumer including by providing some redress of complaints.  Accreditation regimes such as webseals are complementary to regulation and have developed dramatically over the past few years.

Consumers need to be empowered to take business elsewhere if privacy practices are not adhered to, be encouraged to complain, ask providers about their access, amendment and information collection practices and be able to activate any available privacy enhancing technology.

LOOKING AHEAD

It is clear that the online future is one of growth, including growth in the number of users, the number of products and services and the range of technologies.  Certainly the expansion into wireless and mobile devices, broadband access and interactive TV will dramatically expand the user base.  More importantly, if not designed properly they will generate significantly greater power for businesses and other organisations to collect even more intimate detail of our daily lives and behaviour in even less obvious ways.  A significant proportion of new users may not be aware of how to take measures to protect their privacy.

A current example arises from the use of mobile phones to deliver personalised marketing offers to consumers, such as being offered discounted tickets to football games while passing the football stadium, which was described in The Sydney Morning Herald earlier this year. 

 www.it.fairfax.com.au/hardware/20000215/A18081-2000Feb14.html.  

Many of these developments will also present complex problems for privacy.

CONCLUSION 

It is encouraging that the government and online businesses are now taking steps to address online privacy. 

The Bill is an important plank in the array of protections but regulation on its own is not sufficient.  Further, although the basic framework of the new legislation appears sound, the rate of change in information and communication technologies demands constant vigilance and frequent review.  The review foreshadowed by the Attorney-General in his second reading speech when introducing the Bill, will clearly be very significant.  After the new provisions have been in operation for two years this will be a most appropriate opportunity to assess if indeed the Bill has provided the level of privacy protection we all expect in the online as well as the old economy.

Overall the solution to the e-privacy challenge is not easy or simple.  Almost certainly the best approach at present is a multi-faceted one which combines: 

· Legislation

· Co-regulation

· Self-regulation

· Use of common law arrangements such as contracts

· Seals and standards

· Privacy enhancing technologies

· Proactive and informed online consumers and businesses.
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Attachment 2

The National Privacy Principles (NPPs) and Online Privacy

The National Privacy Principles (the NPPs) were developed following consultation with business and consumers.  They were originally prepared as a set of voluntary best practice guidelines but are now included as the standard in the Privacy Amendment (Private Sector) Bill 2000 (the Bill).  

The NPPs set out the access, use and disclosure obligations of organisations that collect personal information and should ensure that personal information collected by electronic means has the same level of protection in the online environment.  The NPPs are available at  www.law.gov.au/privacy/npp.html  

Below is a discussion of those NPPs that have a particular bearing on online privacy.  To the extent that the media and small business exemptions in the Privacy Act Amendment Bill do not exempt websites and online businesses, all the principles will apply where appropriate.  The NPPs that do not have a particular bearing on online privacy or which would apply in the same way in the online and offline environments are not addressed here.

Principle 1 – Collection

NPPs 1.1 and 1.2 place restrictions on the collection of personal information, requiring that it be necessary, lawful, fair and not unreasonable intrusive.  NPP 1.3 requires that the collector take reasonable steps to ensure that the individual is aware of the identity of the organisation and how to contact it, to allow the individual access to their information, any usual disclosures, any law that requires the particular information to be collected and consequences of not providing this information.

In the online environment this would require organisations to restrict the amount of personal information they collect to that which is necessary for its activities, and also to provide notice in the form of a privacy policy or statement of their contact details and collection, access and usual disclosure practices.

NPP 1.4 requires that if it is reasonable or practicable an organisation must collect personal information from the individual concerned.  This means organisations will need to review collection practices such as collecting personal information (particularly e-mail addresses) from third party sources on the Internet such as websites and bulletin boards.

Principle 2 – Use and disclosure

NPP 2 states that an organisation must not use and disclosure personal information for a secondary purpose (that is a purpose other than the primary purpose) unless one of the listed exceptions applies.  NPP 2.1 (c) relates to the secondary use of personal information for direct marketing purposes and requires that individuals be able to opt-out of subsequent direct marketing after initial contact.  This principle will apply to the sending of unsolicited e-mails (spam). 

Principle 4 – Data Security

NPP 4.1 requires organisations to take reasonable steps to protect personal information it holds from misuse, loss, unauthorised access, modification or disclosure.  This would require online organisations to take reasonable steps to protect any personal information that they store from online attacks and computer ‘hackers’ and accidental disclosure.

Principle 5 - Openness

NPP 5.1 requires that an organisation set out in a document a clearly expressed policy on its management of personal information.  In the online environment, this would translate, for example, into the need for a clearly expressed privacy policy and a personal information collection statement to be displayed in a prominent position on a web site. 

Principle 6 – Access and Correction
NPP 6 requires an organisation that holds personal information about an individual to provide the individual with access and correction rights subject to various exceptions.  The ability of organisations to provide an individual with online access and correction rights may prove difficult.  

Due to the current lack of a wide spread security and authentication infrastructure on the Internet, organisations may not be able to satisfy themselves as to the identity of someone seeking access and correction online.  There is the risk of providing personal information to a person other than to which it relates.  This of course does not prevent online businesses from providing access and correction rights to individuals via offline channels where they may be able to more effectively satisfy themselves that they are providing access to the right person.

Principle 8 – Anonymity

NPP 8 requires that wherever it is lawful and practicable individuals must have the option of not identifying themselves in transactions with organisations.  This is an important principle for online privacy and e-commerce.  Surveys indicate that consumers want to be able to conduct anonymous transactions online as they can in the real world, however few online businesses currently provide anonymous or pseudo-anonymous payment systems despite the fact that these technologies are available. 
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