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1.0
Introduction

The submission outlines how Centrelink protects customer privacy in the operation of the government one stop shop concept in a complex and sophisticated electronic environment.  To assist the Inquiry this submission has been constructed using subject headings for each topic. Refer to Attachment 1 for the terms of reference of the Inquiry.

2.0
Centrelink size
Centrelink is a large organisation, located throughout Australia and is a substantial user of technology to deliver services to a significant number of Australians. The sections below summarise the size of Centrelink.

2.1
Centrelink Customer Service Network
.

Services to 6.1 million customers nationally.

.

1000 service outlets.

.

292 customer service outlets.

.

34 specialist centres.

.

400 visiting services.

.

300 Rural Agents.

.

25 Call Centres. 

.

22,000 staff using PCs connected to midrange and mainframe systems.

2.2
Centrelink Customer Services and Contacts

.

70 different products and services.

.

232 million payments.

.

100 million letters.

.

116,000 home visit reviews.

.

6.5 million booked appointments.

.

20 million incoming calls.

.

28.9 million hits on website.

2.3
Purchaser - Provider Model 

In dollar terms the Centrelink recurrent budget is $1.7 billion and $46 billion is distributed in government outlays on behalf of our 11 client Departments.  Centrelink is in the top one hundred Australian organisations in terms of size and turnover.  

3.0
Legislation

The Commonwealth Service Delivery Agency Act, 1997 established Centrelink as a statutory authority.  Centrelink provides services to Australian citizens on behalf of 11 other client government departments.   The legislation sets a framework which is further enhanced by Business Partnership Agreements between Centrelink and its client departments.  This framework embraces privacy, confidentiality and security of customer information.
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Other legislation impacting on operational activities includes the Privacy Act 1988 (applying the Information Privacy Principles), Freedom of Information Act 1982, Auditor-General Act 1997, Archives Act 1983, Data-Matching Program (assistance and tax) Act 1990, Financial Management and Accountability Act 1997.  The Crimes Act 1914, provides the punitive recourse.

Additionally, Centrelink has to comply with the Australian Communications - Electronic Security Instructions 33 (ACSI 33) issued by the Defence Signals Directorate (DSD) and the Protective Security Manual (PSM) issued by the Attorney-General’s Department.

In general terms the above requirements provide the starting point for all government departments and agencies including Centrelink.  

4.0
Data Matching 

Centrelink conducts data matching in accordance with the Data-Matching Program (assistance and tax) Act 1990, sets a framework of comprehensive and strict privacy safeguards covering the collection, storage, use and disclosure of personal information.  The main safeguards associated with the Program ensure that:

.
source agency data are not held by the Data-Matching Agency for any longer than is necessary;

.
source agencies cannot link or merge the information used in the Program to create a new, separate, permanent database of information;

.
the source agency data that are used are as up-to-date as possible;

.
the data received and generated by the Data-Matching Agency are protected by strict physical and system security arrangements;

.
source agencies must establish reasonable procedures for confirming the validity of results;

.
customers have been advised of the existence of the Program and the use of their information in it;

.
customers are contacted when a discrepancy cannot be explained following an examination of their record; and

.
information no longer required is destroyed.

Each year officers of the Privacy Commissioner visit a number of Centrelink sites to ensure that staff are adhering to the principles and procedures outlined in the Act.  The Privacy Commissioner has been satisfied to date with Centrelink’s treatment of privacy under the Program.  Since the inception of the Program in 1991, there has been only one formal complaint about the handling of personal information.

5.0
Protecting Electronic Data

Centrelink is the custodian of personal information it collects to deliver services to Australian citizens on behalf of the 11 client government departments.  Centrelink stores this information in electronic databases to effectively administer and deliver services.
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Centrelink is responsible for ensuring the security and privacy of this personal information.  Centrelink takes this responsibility seriously and the best privacy practices are adopted to ensure this is achieved. 

The following section outlines some of the approaches Centrelink has adopted to protect data in the electronic environment.

There are many key aspects in ensuring the privacy of customer data held in corporate databases.  The following sections outline how Centrelink has approached the issues.


5.1
People
Centrelink has a strong privacy culture.  Our staff, procedures and practices combine to safeguard the personal information holdings of our customers and staff.  The foundation of our privacy culture is based on our legal obligation to comply with the Privacy Act and the various confidentiality provisions contained in the legislation we administer.

Centrelink has a Privacy Officer and an FOI Officer in each of its 15 Area Offices.  These officers provide privacy training to the network ensuring that all existing staff, as well as new staff, receive privacy training.  To enhance staff awareness of privacy obligations, a suite of privacy products are available including, manuals, training modules, videos, screen savers and posters. 

Customers are provided with information about their right to privacy and if they have any concerns about their privacy, these concerns are investigated by the Privacy Officer.

5.2
Security Architecture

From a technical perspective, Centrelink has in place a sophisticated IT Security Architecture. It covers all of our corporate applications which support and enhance the delivery of  services to customers and client agencies in a  secure environment.  This provides data privacy, integrity, availability and confidentiality. It also provides a deterrent to unauthorised data access.

Key elements of the security architecture are outlined below.



5.2.1

Accessing Centrelink Data

The Customer Records Access Monitor (CRAM) report facility has been in use since February 1994.  Since this date all accesses made via a computer terminal by Centrelink officers to Centrelink’s Income Security Integrated System (ISIS) have been logged.  The purpose of this log is to provide an audit base detailing access to customer records.  Only authorised employees can request CRAM reports which identify the date and time of accesses, the employee accessing the record, the customer record accessed and the specific screen which was viewed.
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5.2.2
Accessing Systems
On commencing work with Centrelink all employees are required to sign a Declaration of Confidentiality.  The Declaration is included in a booklet which outlines the rules for handling personal/protected information.  Contractors and other Commonwealth Officers who have access to protected information are bound by strict privacy and confidentiality clauses in their contracts or through Service Level Agreements.

The Security Access Management System (SAMS) provides an online request and approval system for position based access to Centrelink's computing resources. Employee’s name and position details are provided to SAMS by Infolink HR, allowing access to be allocated automatically according to the position being occupied. Positional access (including existing, outstanding and historical access) can be monitored by employees with SAMS access.  The link from our HR system also enables new employees to be automatically added to the system and separated employees to be deleted. Additional functionality includes the administration of Accesslink smartcards, the resetting of passwords and the ability to change staff access to network servers.
5.2.3
AccessLink

Staff use a one time password facility called AccessLink which for most corporate applications also works as single sign on. The one time password facility provides a high level of security.  Passwords can no longer be guessed, shared or written down.

5.2.5 
Physical IT equipment security

Most medium to large organisations have recognised and addressed the need for adequate security of mainframes, servers and communications equipment.  Centrelink has in place strong general access control to anage sites containing equipment.  The Protective Security Manual (PSM) Volume C  Information Security and Electronic Security Instructions 33 (ACSI 33) issued by the Defence Signals Directorate (DSD) covers computer security. 
5.3
Reporting

Centrelink has in place systems to record and monitor privacy incidents and reports these to the Board and in the Annual Report.  There are also two lines of communication with the Privacy Commissioner.  The first is, informal notification of a breach and  the second, formal notification which involves reporting and an outline of future strategies to mitigate against the event occurring in the future.
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6.0
Connecting with other organisations

To satisfy its service requirements Centrelink exchanges customer data with client departments to ensure accuracy and currency of this data. The exchange requires 

Centrelink to link its computer system to other organisations in order to undertake the exchange. This is an extremely complex task and is monitored by the Privacy Commissioner and in accordance with ASCI 33.

7.0
Outsourcing
Centrelink is in the market place at the moment with one of the largest and most complex tenders for IT infrastructure in Australia. In response to a Senate Community Affairs Legislation Committee, Supplementary Additional Estimates Hearing, 2 May 2000, Family & Community Services Question 3, Centrelink responded as follows:

‘Should Centrelink IT infrastructure be outsourced, Centrelink will continue to be responsible for maintaining customer’s privacy and confidentiality.  Centrelink will maintain control over access to and storage of Centrelink databases.  The draft services agreement for outsourcing does not permit any changes without Centrelink’s prior agreement.  Agreement to proposed changes would only be given if they complied with the privacy and confidentiality obligations.’
8.0
Future
Centrelink has an initial online presence including a public website. It has over 1,000 pages which provide a variety of information to customers on assistance options, eligibility rules, payment rates, etc. The user-friendly style provides a gateway to the range of services offered by Centrelink. 

There are also some interactive online services as the Centrelink website has subscription, messaging, feedback and some customer-specific services at a basic level, such as simple enquiries. Customers can and do contact through our website. Centrelink receives over 1000 messages a week from customers via the Internet which are forwarded to two of our call centres and handled as "call backs". 

Centrelink regards the level of trust placed in the organisation and the high level of privacy accorded to managing information as key strengths.  The public can be assured that their information is only ever used within the legislative framework set by the government.   These points are crucial in the movement forward to electronic service provision for the public.  Data integrity, customer confidentiality, privacy and trust are key to managing the electronic future. 

9.0
Conclusion
Centrelink has considerable experience over a long period of time in the field of collection and storage of customer information.  This business has always been under the scrutiny of client departments, other agencies empowered by legislation and community groups.   Today Centrelink is well respected in the community as an organisation that can be trusted with a citizen’s personal and private information.  This trust is viewed by Centrelink as a key strategic strength of an organisation offering services to other organisations and the community.
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Attachment 1

Terms  of  Reference

The Inquiry terms of reference are:

.
technologies for collecting consumer information on the Internet (for example cookies);

.
measures for minimising the collection of personal information on the Internet (for example, anonymous payment systems and digital certificates;

.
the adequacy of the existing legal and technological regime for protecting personal information in the electronic age;

.
the nature of personal information stored on consumer databases;

.
standards for encryption and its effectiveness in protecting information that is stored electronically and transmitted over the Internet;

.
time and cost involved when consumers access personal information stored on consumer databases; and

.
a comparison with related international standards.
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