Inquiry into e-Privacy

Senate Committee on Information

Technologies

Version: 1.0

Date: July 28, 2000

Prepared By: Australian Information Industry Association.
 Table of Contents

1 Introduction ......................................................................................................................... 2

2 Information Obtained Electronically .......................................................................................………………………. 3

2.1 Collecting Customer Information.......................…………….............................................................. 3

2.2 Customer Sovereignty ............................................................………………....................................... 3

2.3 Protecting Customer Information .....................................…………………………................................................ 4

3 Consumer Databases …….................................................................................................................. 6

4 Access to Personal Information...……............................................................................................. 7

4.1 Outsourcers …….................................................................................................................. 7

4.2 Time and Cost......................................................................................................... 7.
1 Introduction

AIIA represents over 75% of the information industry to maximise the potential of

the Australian economy. Our 350+ member companies generate combined revenues

of more than $30 billion, employ over 100,000 Australians and have exports that

exceed $2 billion per annum.

Privacy and consumer issues are an issue of central interest to the information

industry. The information industry, as with many other industries, maintain customer

databases as part of conducting their business. However, more generally, the

information industry is a major provider of technology and related services to other

businesses to assist them in becoming e-businesses.

Privacy and consumer issues are a key focus area for AIIA in the forthcoming year.

A taskforce is being established to coordinate AIIA’s involvement, bringing together

representatives from a wide range of member companies, with expertise and interests

in a broad range of privacy and consumer related issues.

In this submission, AIIA makes general comments only and does not intend to

address the more detailed issues surrounding particular technologies. However, we

would be pleased to arrange to provide expert advice on specific technologies, if

required..
2 Information Obtained Electronically

The protection of consumer information obtained through electronic transactions, including browsing

on the Internet and EFTPOS transactions.

2.1 Collecting Customer Information

The amount of customer information that can be collected is increasing dramatically,

as a result of technological advancements and the uptake of those technologies by

consumers.

Customer information can be collected at various points throughout a person’s day

to day activities, ranging from ATM transactions, electronic purchasing, loyalty

program use, telephone records, Internet and e-mail use. The ways in which

customer information can be collected is only likely to increase, with the

development of new technologies and new uses of existing technology, such as

WAP, Internet broadcasting, biometric identification systems, car mapping systems

etc., thereby providing more opportunities for the collection of customer

information and the collection of different forms of information.

At the same time, customer adoption of technologies that allow the collection of

information is increasing daily. Generally, costs are decreasing and educational levels

increasing, providing greater customer access to such technologies. At the same time,

businesses are increasingly offering online information, goods and services options to

their customers.

However, more important than the ways in which customer information can be

collected is the question of what customer information is collected and how that is

used. AIIA is of the view these issues are central to the protection of customer

information and building of customer trust in on-line use.

2.2 Customer Sovereignty

AIIA fully supports the principle of “customer sovereignty”. In particular, AIIA is of

the view that customers should be provided with clear and accessible information on:

the nature of information being collected from (or about) them, if any.

Information should not be collected without a customer’s knowledge and

consent;

if information is being collected, how it will be used;

an option not to provide any information if the customer elects not to proceed

with the transaction;

security mechanisms for the transfer of information.

AIIA does not support limitations on the development or use of technology by

which information may be collected. Provided that such technology is used

responsibly, the technology can assist in providing customers with greater choice,

service and efficiencies..
2.3 Protecting Customer Information

AIIA is of the view that there are several possible means of protecting customer

information. However, in order to do so, it is first necessary to consider the possible

threats to protection of customer information. In AIIA’s view, there are a wide of

possible threats to the protection of such information, including technological and

behavioral threats:

corruption during transmission (or non transmission);

interception during transmission;

unauthorized access to or corruption of database by third party eg. hacking;

unauthorized access to or corruption of database by member of database owner

(intentional or negligent use);

use of information that is out of date for an permitted purpose;

corruption or interception during authorized transfer of data from database

owner to a third party, and so on.

In AIIA’s view, these and other threats to the effective protection of customer

information can be minimized through the cooperation of customers, industry and

government.

Customers can take steps to protect information on themselves. In many instances,

customers can refuse to provide information by (a) limiting information provided to

only that required to perform the transaction (b) using anonymous forms of payment

eg. cash (c) taking the time to review conditions of use and electing not to participate

in transactions that require consent to use of their personal information in ways in

which they do not agree (d) using technological mechanisms to restrict the amount

of personal information that may be collected (e) seeking information on information

held on them and requiring deletion or correction.

AIIA is of the view that the information industry plays an important role in

encouraging customer sovereignty by developing appropriate security, secure

payment and technological protection mechanisms.

In addition to enabling customers and other businesses, the information industry can

also play an important role in its dealings with its own customers. Already, many

businesses in the information industry recognize the importance of the protection of

customer information and have implemented internal privacy and information

handling policies.

AIIA’s Taskforce on privacy and consumer issues will address these issues, with the

objective of educating the information industry and assisting them implement

appropriate information practices.

The government also plays a important role in protecting customer information. As

the custodian of vast and comprehensive databases of information acquired

compulsorily as part of its tax, health, electoral functions etc., government has a

responsibility and role as a leader in information handling practices.. 

Recent issues involving the transfer of certain customer information to private

entities adversely impacts the public confidence in dealing with any organisation on-line.

The government also play key roles in (i) facilitating education for service providers

and information handlers regarding their rights and responsibilities and (ii)

establishing an appropriate framework for the protection of customer information

online.

AIIA supports a self regulatory approach, with the government:

ensuring that “light touch” legislation meets international standards, so as to

encourage international confidence in Australia’s privacy and consumer

practices, with resultant trade benefits

encouraging the development and implementation of appropriate technologies

through innovation funding and financial incentives

supporting customer education initiatives

providing a framework for effective dispute resolution to the extent that other

mechanisms have been exhausted..
3 Consumer Databases

The privacy and disclosure obligations of organisations that have access to consumer databases.

The privacy and disclosure obligations of information industry organisations that

have access to consumer databases are many and varied.

First, there are a wide range of customer databases maintained by those in the

information industry, from a business card files and personal digital assistant lists to

comprehensive customer listings such as those maintained by telecommunications

companies. Similarly the nature (and currency) of the customer information and its

use may also vary from an e-mail address to comprehensive details on buying and

financial practices.

Companies providing outsourcing services may also have some responsibility for

detailed customer databases compiled by other organisations.

At present, the nature of the obligations applicable to these organisations will also

vary considerably. Their obligations may be set out in any (or a combination) of the

following:

internal policies/guidelines;

“industry” specific regulation eg. telecommunications, health, NSW

Government;

jurisdiction specific regulation eg. Health Records (Privacy and Access) Act 1997

(ACT);

contractual obligations eg. Outsourcing;

other relevant laws such as fraud, computer crimes, defamation.

The myriad of possible obligations has been criticized as being complex by both

customers and database holders. However, AIIA is of the view that specific

regulation may be warranted for specific situations and “one size does not fit all”.

Organisations that operate in a particular business environment should be able to

identify and manage their obligations. Internal policies can be modified and

contractual obligations negotiated (or varied) where necessary.

Customers, dealing with businesses in a range of industries and locations, will be

faced with a variety of policies. However, AIIA is of the view that, provided that

certain minimum standards are maintained (eg. NPPs) and any other obligations are

clearly set out prior to entering the transaction, this is acceptable, and permits

particular issues in particular transactions to be handled more appropriately..
4 Access to Personal Information

Access by consumers to personal information held in consumer databases

Generally, AIIA supports National Privacy Principle 6 in relation to access and

correction of personal information held in customer databases. The right to access

enhances consumer confidence in the fair handling of their personal information, as

well as assisting business ensure that their databases are up to date and accurate.

4.1 Outsourcers

However, AIIA is concerned this Principle should be modified in its application to

contracted service providers. An outsourcing company should not be required to

provide access to personal information to a concerned individual where it is a data

processor, rather than a data controller. To do so may breach the contract between

the database owner and the outsourcer. In this instance, access should be addressed

by means of a “mutually agreed intermediary” ie. the database owner.

4.2 Time and Cost

The cost of providing access to personal information will vary according to a range

of factors, including:

size of the company;

size of the database(s);

number of databases;

extent to which databases are centralized;

way in which database(s) is maintained eg. paper based or electronic;

internal access to database ie. personnel with requisite level of access and skills.

In companies with good records keeping practices, access may be a relatively simple

process, however, there will be time and cost in processing the request, which may

include defining the information required, assessing whether there is any reason that

access should be denied or limited, retrieving the information and providing the

requisite extract.

Anecdotal evidence suggests that a significant number of companies will have to

dedicate significant resources to ensuring compliance with access requirements. For

example, larger companies may have numerous databases, kept in various formats in

various areas of the company. These may or may not overlap. It is conceivable that,

to comply with a request, a company must search each of its databases, current and

obsolete, print and electronic, for relevant personal information. Whilst the

introduction of privacy legislation for the private sector will encourage more effective

records keeping practices, there are likely to be significant transitional issues, which

will require substantial time and resources..
Many companies are likely to consider the appointment of a full or part time privacy

compliance officer and many others will, at least in the short term, require external

legal and/or consultancy assistance in assessing their legal and business compliance

issues.

For these reasons, AIIA is of the view that the following are required:

suitable transitional phase, particularly in relation to existing databases;

right to seek clarification on access required by individual to assist in providing

timely access to information sought;

right to charge for providing access, being reasonable in the context of the

request;

compliance incentives eg. funding or tax incentives for approved

educational/compliance programs
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