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Introduction

The Australian Consumers’ Association (ACA) is a not-for-profit, non-party-political organization established in 1959 to provide consumers with information and advice on goods, services, health and personal finances, and to help maintain and enhance the quality of life for consumers.  The ACA is funded primarily through subscriptions to its magazines, fee-for-service testing and related other expert services.  Independent from government and industry, it lobbies and campaigns on behalf of consumers to advance their interests.

Trust is the Key

The major question about convincing consumers to get on line has been - do they trust the medium sufficiently to transact?  The ABS figures suggest that perhaps they don’t. 65% of Australians use a PC, 43% use the Net, however only 5% do consumer transactions
.  Whether they should is another matter.

On the other hand, ABS statistics show 480,000 adults used Internet in the year to February 1999 to make 1.9 million purchases
.  It should be noted that roughly two thirds of Australian Internet traffic goes overseas
. The implications of that are explored later.  These customers are parting with significant sums of money.

But are they customers happy?   A recent statistic from an A.C. Neilsen study quoted in the Bulletin; nearly 70% of ‘real-world’ shoppers don’t actually like shopping
.  They are called ‘reluctant customers’.   Consumers don’t always want to buy.   Studies quoted from New York Times indicating that between 33% and 66% bail out of transactions before they are complete
. E-commerce may be gaining it’s own class of reluctant customers.

What sort of experiences might create reluctant e-customers?  Consumers International has completed the first global e-commerce shopping exercise last year.   Overall 150 products were purchased using sites from 17 different countries.

There is room for some key highlights only here. The key conclusion from the study was:

The results of this study show that regulators and retailers have much work still to do before the Internet can offer a reliable environment in which consumers can shop with confidence.

The findings examined the four stages of the shopping process, during which the consumer searches for the item, orders it, receives and then (in a worst case scenario) returns it for a refund.

1. Search / navigation.  At the time of the study, choice was still severely limited in many product areas.  Researchers found that it can be difficult to find sites to buy from.  The global shopping mall was still a long way off!

2. Selecting and ordering.   Many problems were encountered with lack of information on key issues such as; delivery charges, order progress, privacy policy, returns policy.   24% of sites purchased from were unclear about total price.   This was mainly due to an absence of clear explanation about delivery charges, which for overseas orders can be very substantial.   73% of traders failed to give crucial contract terms like guarantees and warranties, or exchange and refund information.  These terms were not necessarily included with the delivery of the product either.

3. Fulfilment - delivery and dispatch. In an unacceptable number of cases goods were very late (46% didn’t arrive by target, or didn't arrive at all (8%).

4. Returns and credits. In too many cases consumer weren't given information about terms and conditions, which might cover jurisdiction issue.  Information about complaints procedures can also be missing.  On top of that, the identity of company may be unclear, and contact other than by email difficult.  All in all information about how to gain redress can be very difficult to obtain.   90% of sites did not mention which country’s law applied to the transaction.   Only 32% gave information on how to complain if there was a problem.
Privacy is basic
Privacy matters because it is essential to trust.  Trust matters because it underpins commerce.  Trust is a necessity for consumer acceptance of products and technologies.  

The collective trust of our society has been referred to as a dimension of our “social capital”, an often undervalued and hard to quantify notion that the sum of our society and culture is worth something, just as the sum of our physical assets can be valued.

Francis Fukuyama in his book Trust : The Social Virtues and the Creation of Prosperity maintains, neoclassical economics is 80 percent correct, but ignores the role of social capital ("reciprocity, moral obligation, duty toward community, and trust" ) in facilitating the "stability and prosperity of post industrial societies."
 High-trust societies like Japan, Germany,  the USA and Australia develop the kind of flexible organisations that the global economy demands far more easily than do low-trust societies or "familistic" nations like China, France, Italy, and South Korea.

The present currency of the social capital idea derives from a small but significant study by Robert Putnam et al of civic cultures in modern Italy
.  This study of political cultures and structures suggests that it is a dense level of civic engagement that benefits economic growth, the functions of government and quality of life. This proposal, that social capital was intrinsic to the functions of the economy presented an alternative to the dominant model of market predominance as distributor of resources.

Adrian McCullagh in a paper at the Australian Computer Science Conference 1998, ‘E-Commerce - A Matter of Trust’ moves the argument into the e-domain, “The trust concept takes on new importance in relation to global electronic commerce, particularly where it is performed on the Internet.”
 .   He too references Fukuyama with regard to the high trust cultures that include the Japanese society, the USA and the UK. He suggests:

The benefit of such cultures is the development of multinational organisations where the ownership and the management of corporations have effectively been separated. That is, the shareholders of publicly listed corporation have placed their trust in third parties (the directors of the corporation) whom they do not personally know. ... This establishes belief trust based upon the information provided. In support of this trust there is usually some statutory body that has enforcement functions to make sure that the information is accurate, true, and complete.

This conjunction of high trust (well developed social capital) with economic development related to successful evolution and use of advanced financial forms is highly relevant to the capacity of societies to transition to the next level of economic growth and complexity - global electronic commerce.  McCullagh suggests “The difficult issue is whether people in low trust societies will engage in electronic commerce with people or organizations situated in high trust societies.”
  And vice versa.   It is arguable that low trust societies will have a more limited capacity to engage in high-level economics, that our development as an advanced economy owes a great deal to our legacy of social capital.   Things that erode and debilitate trust in society threaten our capacity to transition to the demands of electronic commerce.

McCullagh also discusses the necessity of trust in consumer acceptance of products and technologies.  He notes, “A fundamental basis of trust has usually been market forces with the assistance of legislative mechanisms”.  He nominates four phases of development for a product or service to reach the highest level of acceptance.  These phases are:

1. Trust

2. Confidence

3. Reliance

4. Dependence

Our society has become dependent on such products as the motor vehicle, electricity, and telecommunications.  

E-Commerce and information technology is at the first steps on the ladder, with pressure to move up. It is interesting to note the aspiration of the Information Technology industry as stated by Scott McNealy CEO of Sun Microsystems.  He said in a strategy outline for his company, “Tomorrow’s IT architecture will look more like today’s telecom model – easy-to-use services that are always available”
  It is to be hoped that the digital revolution does this and does not in fact take the consumers expectations of telephony and broadcast and make them look like  today’s IT model – fragmented, hard to use, and unreliable. 

Whether e-commerce proceeds to the next rungs depends on how it manages the trust equation for consumers.   The signs are it is not doing this very well in critical areas.

Trust is critical to relationships. In the current marketplace, business constantly wants to have relationships with customers. Consumer benefits promised revolve around focussed ads and content.  This is benign view and fine as far as it goes.
There is much buzz in marketing circles about Customer Relationships Management (CRM), and as observed, the Web has the potential to deliver one-to-one marketing opportunities.  Here privacy, consumer control of their personal information, their personal intellectual property if you will, is of key significance.

The consumer is relying on the business to know them well, act in their interest and be an honest broker with their data.  You have to trust them. With the growing emphasis on identifying and cultivating high value customers, using one-to-one relationships, this cannot be taken for granted by the average consumer.

The consumer perspective challenges the assumptions that e-commerce is:

· Inevitable

· Desirable once the novelty wears off

· Broadly applicable (that is not a niche)

This is something business will have to work at and get right.  Time and again even the most promising technologies fail in the marketplace, because they fail to persuade consumers of their value.

In our estimation the heat going out of e-Commerce somewhat, especially Business to Consumer (B2C) because of two countervailing trends:

1. E- is so important it is diffusing into the general economy. All business is getting an e in front, soon no more electronic commerce than telephonic commerce – becoming a basic enabler, used when appropriate – not even a competitive advantage in itself (always able to do it better or worse) – more a competitive necessity.

2. The dot.com crash has concentrated the mind. While e- may be important, not all commerce will migrate to the Net.  There have been recent indications of limits to the Internet as a shopping platform.  Henry Blodget (Merrill Lynch top Internet analyst made his name betting on Amazon
) end game forecast that Internet commerce would end up 2 to 3 times size of US catalogue industry – 10 – 15 percent of overall US retailing – a major niche.

The Right to: Basic consumers rights in e-Commerce

A useful ruler to run over the consumer issues in e-commerce is the list of eight fundamental consumer rights developed by consumer groups around the world, endorsed by UN and promoted by Consumers International.    In this context, it is important that privacy on electronic commerce not be somehow seen as different to privacy in the ‘real’ world.  Technological neutrality, while a term abused from time to time, is a concept articulating the need and principle by which consumers can receive the same sort of protection irrespective of the technology used to obtain, store or communicate their information.  In addition any system of privacy protection must be able to grow and evolve as further technological challenges arise.   We comment further on in the submission on the importance of consumers getting a consistent experience of redress, and the potential evolution of what might be termed ‘privacy silos’.   

It is also important that the international dimension be observed in the development of privacy protection in e-commerce, and that national differences in consumer protection in cyberspace are minimised.  It is commonplace to observe the lack of borders in cyber-space.  It is somewhat less common to see solutions proposed to the issues of consumer protection and consistent treatment of issues like privacy.  Nations should not retreat from the e-commerce frontier because it poses challenges and problems, since this will deny consumers the undoubted benefits that can flow from an Internet which meets their needs and concerns. There are no magic solutions.  Countries need to try to encourage best practice within their own borders, reach bi-lateral agreements with other countries when appropriate and encourage multi-lateral agreements to address these issues.

Satisfaction of basic needs

Access to goods and services is fundamental to fulfilment of this right.  Consumers must not be denied goods and service because they won’t part with unnecessary information, because they cannot or do not wish to transact electronically, because of where they may live, or what they may appear to be or not to be. 

Redlining is the insidious practice, first identified in the finance and insurance industries, of denying services to specific geographic areas based solely on overall ethnicity or perceived poor financial risk.  Call Number Display (CND) technology married to databases in call centres brings red lining in-house, allowing business to discriminate in favour of high value customers, weeding out the bozos (below zero return customers).  Is it any wonder phone rage is a growing problem, when you have a legitimate suspicion you are waiting longer in the queue because you are worth less. 

Today, computers can assign ranks your past behaviour as a customer. Weblining is an Information Age version of that nasty old practice of redlining. It will be like CND on steroids, with far more information to work with. Reams of personal details are flooding into thousands of databases across the Web.  With the oceans of information available on the Net, plus ever faster computers and software, companies can maintain the equivalent of profit-and-loss statements on every customer. They will be able to sort people into more categories and, in some cases, predict how they will behave.

This could be great for companies: The more finely they can dissect your data profile, the more closely they can tally what you are likely to cost them against the profits you bring--and cut you off if you don't add up nicely.  But this micro-segmentation raises serious questions.  The practice could well limit consumer choices in products or services, or force them to pay premium prices.  But in a logical conclusion weblining could permanently close doors to them.  All because the firm has got to know them – not all relationships are happy ones.  If you are a bozo, they might even want to divorce you! 

It is essential that consumers not be robbed of the ability to make anonymous transactions, using mechanisms that mimic the use of cash in the real world.  These enable consumers to deal on a level playing field with the business.  They should have access to methods of non-attributable dealing, which also provide solid protection for the integrity of the transaction. 

Safety

The security of consumer personal data in the Internet environment cannot be taken for granted. There has been a long list of security breaches and incidents, which indicate systemic problems with the computer environment that e-commerce would call home. 

As noted above E-commerce and the Internet are fast becoming an important part of our commercial and communications infrastructure.  One of the characteristics of infrastructure is that people depend on it.  Depend on it to monitor investments, to make a living, perhaps even to save lives.  To deserve this reliance and to truly serve as infrastructure, the system must be trusted, and trustworthy.

Unfortunately, it seems that the current generation of information technology and Internet is not secure enough to support the weight of dependence it is being asked to bear, let alone the expectations for future growth and use which are being thrust upon it by eager Web entrepreneurs. People do not trust information technology completely, and to be blunt, nor they should.  All too often when relied upon it, it collapses in spectacular fashion.

Examples include:

· The embarrassing security hole in Hotmail in August 1999 that allowed browser access to private email on the service
;

· Revelations in September 1999 that RSA 512-bit encryption codes were breakable using current technology
;

· Denial of service attacks in February 2000 that left sites such as Internet brokerage site E*Trade, information company Ziff-Davis, Amazon.com, auction site eBay, retailer Buy.com, CNN Interactive, and the portal Yahoo!, unreachable to the public for hours and flooded with junk data
;

· A string of damaging email based computer viruses – Melissa (March 1999), Chernobyl (April 1999), Bubbleboy (November 1999) and of course The Love Bug (May 2000)

The most recent example was Australian, the GST web site that was compromised by release of bank account details by an intruder
.  Not every attack breaches personal data security, but confidence that such data can be adequately protected is placed in serious doubt – trust is diminished. Each breakdown is patched up or worked around, but sure enough, another emerges.  There are bound to be more, since the system we are using was never designed to be secure. 

The enormous promise of the World Wide Web is that it is open and accessible – world wide.  It can also be hacked, cracked, spoofed, and snooped – worldwide. The main thing stopping these things happening is that by and large they aren’t worthwhile.   But as increasingly large financial transactions are attempted electronically on a widespread basis that will change.  When the resources of organised crime are focused on electronic opportunities, we had better hope our digital security house is in order.

The Love Bug was very easy to make.  It had its deadly effect not because it was particularly technically sophisticated, but because it preyed on the trust people have developed in email from people they know. Trust is integral to our entire advanced economy. Yet we are actively working to transfer substantial amounts of our economic activity online, into an environment where security cannot be taken for granted, let alone guaranteed.  A key question is where will the consumer be left in this transition?  

Most transactions on the Web are paid by credit card.  In these transactions, risk generally lies with the merchant. There is business dissatisfaction with this allocation of risk on the Internet, and as the ostensible security of alternative means and methods of e-commerce emerge, there will be pressure to transfer more and more of the residual risk to consumers. It will be argued they have to be responsible and look after their financial tools.  What will be quite unacceptable, and probably a major barrier to the adoption of the innovation of electronic commerce, is any attempt to shift the burden of risk and uncertainty onto the consumer.

Be informed

Consumers must be well aware of what information is collected, how it is to be used for, and why is it is necessary to collect it at all.   Data must not be collected covertly.  There is a real opportunity for online technology to do this, and therefore threats exist for consumers. Numerous examples of this have emerged.
· RealNetworks Inc. acknowledged in 1999 that information from its free RealJukebox software -- used by more than 12 million people
 -- was sent over the Internet to its headquarters.   

· Double click and its collection of consumer information on the Internet using browser cookies has caused widespread alarm
· Software devices called Trojan Horses have been found loaded surreptitiously on consumer computers.  A recent story in Salon online magazine documented the author’s experience of what he termed ‘Software that can spy on you’. He asked “Why did Mattel include technology that can encrypt and send data to and from your PC in its children's CD-ROMs?”
  He noted:
It’s pretty easy to see how such technology could cause problems. If it wanted, the company could scan your hard drive for competing products, then flood you with offers to purchase its own similar products, or even just use that info for competitive research. Once this kind of capability is introduced, it could also be misused by a rogue employee to retrieve your financial records or credit-card numbers ... Meanwhile, the ubiquitous Internet connectivity afforded by cable modems and DSL will make it harder and harder for us to know when these sorts of programs are active. 
· Web Bugs (also known as single‑pixel gifs) have recently caused a stir as an adjunct to surreptitious data collection.  They are computer code, in Web pages nearly identical in structure to the code for a picture or a banner ad. Except they are invisible. Using web bugs companies can track people on pages without banner ads
.  
Privacy policies need to be easy to locate, easy to read, and cover all the information collection practices of the site and associated companies. Consumers must be informed if data is going to be used for different purposes, or if data is going to be sold or transferred to another entity. They have a right to know what information has been collected and know where and how it is stored – databases, smart cards.

Choose

Consumers should have the ability to say ‘No’ both at point of original collection and when additional usage or transfer is proposed. In this context, the Privacy Bill currently before Parliament should apply the National Privacy Principles 2 (Use and Disclosure) and 6 (Access and Correction) to existing data collections. It is important that consumers can choose to reveal only information essential to the transaction.  The software registration requirements for some companies violate this by requesting extraneous data before the customer can access the program they have actually already paid for.
Opt-in essential for marketing programs is essential.  This is recognised by Best Practice Model for Business in Electronic Commerce recently released by the Government, but not in the Privacy Bill.  
Companies will need to engage in active permission management, to keep track of what consumers have actually consented to in their business relationships with them.  This will need to track in a sophisticated way who agreed to what, when.  There may well be multiple permissions over which version control will be necessary.

The ACA has concerns about wide definition of organizations in proposed in the Privacy Bill for information disclosure. An umbrella is created which is impossibly large for effective protection of consumers’ rights to opt-out of information sharing.  We also notes that presumably the broad definition cuts two ways, and an opt-out request will be need to be honoured throughout large corporate webs.
We also feel consumers should have the ability to have data destroyed on request. Therefore the Privacy Bill implementation of National Privacy Principles 4 Data security should be amended to ensure that an organisation must take reasonable steps to destroy or permanently de-identify personal information if it is no longer needed for the primary purpose for which it was collected or on the request of the individual to whom that personal information relates.   In our opinion industry best practice would follow this.

To be able to choose effectively consumers must be able to distinguish advertising material from content.  They should be distinct whereas on the Internet they can be quite blurred. In a recent case in Britain, a banner ad with progress bar and Cancel button that took you to an advertisers site posted by the LineOne ISP was found to breach UK advertising standards.
 
Be heard

We have noted with concern the United States Uniform Computer Information Transaction Act legislation that seeks to harmonise state laws.  One facet of this Act is that it enables software vendors to repossess software by disabling it remotely.  This potential for remote manipulation of things that people have bought and paid for illustrates the potential for the electronic world to reinforce rather than redress the classic imbalance of power between the corporation and the consumer.  Technology makes possible the micro penetration of control with consequent threats or impacts on consumer privacy and control of their lives.

The boundaries between personal information, hardware settings, software, services, content are blurring, and history suggests that consumers are not guaranteed the benefit of the change. Who does the box belong to?  Set Top Boxes are set to be updated by broadcasters, PCs are increasingly update, sometime automatically over the Net while carriers could reprogram digital phones if they wish.

There is a state of almost panic in business about the fate of intellectual property in the digital world.   It is almost as if Scott McNealy had declared in his famous statement “You already have zero copyright. Get over it’; whereas what he actually said was, “You have zero privacy. Get over it.”
  An important part the antidote commercial intellectual property holders have for the fear of copying is an attachment to the personal details of their users.   

An example of this is the statement from Oliver Freeman, Vice President of the Australian Publishers Association quoted in The Sydney Morning Herald, 

“Far from being a threat to authors’ copyright, the Internet opens up possible new revenue models …  Anything which can take an electronic charge ... can communicate vital information about the transactions of which it is part – where it is, who the user is, whether it is being copied and so on.”

What he is foreshadowing is a regime of intrusive rights management systems that could monitor people’s use of information, possibly on a worldwide basis.   As an example, we can consider the case of RealNetworks Inc
 who made software that ‘phoned home’ regularly with details of the music consumers played using its jukebox software.  As the boundaries blur and information transparency grows, consumers increasingly need the protection of privacy rules.
An interesting thing happens when companies go broke.  They stop listening, because the consumer is not a customer anymore.  Self-regulation and self interest quickly part company here!  Already familiar with the abrupt transition from valued customer to unsecured creditor, consumers will need to get used to a whole new set of transitions.  Such as the so-called lifetime email addresses, which are no longer available because the company sold the domain name, and the buyer doesn’t do free email.

Another transition recently illustrated is from preciously guarded relationship to corporate asset for disposal to the highest bidder.  Toysmart.com (no doubt reluctantly) recently illustrated the potential for consumer personal information to be sold on as a company asset in bankruptcy proceedings
 

This has been held up subject to the terms of their privacy seal contract with Trustee.   In the cookie and web-bug examples vendors rely on their contractual relations with DoubleClick to deflect criticism of their privacy intrusive data gathering activities.   However, relying on contractual protection is, in our estimation, a poor mechanism for consumer protection – the failure and unfairness of relying on contracts epitomises the imbalance of power between consumers and business.  Amongst other problems, consumers lack the ability to meaningfully negotiate terms. It was precisely this poverty of protection in contract that led to the evolution of consumer protection laws and regulations in the off-line world.  Their analogue will be required on-line.

A regulatory environment for e-commerce is obviously needed.  At a national level, Australia needs a system of enforcement to monitor and police the self-regulatory model that is emerging for management of e-commerce.  Adequate consumer protection security standards should be mandatory for all commercial sites.  Australia needs a Privacy Authority to do a similar job for the protection of the personal information of consumers in the face of numerous digital threats.   Intellectual property laws need to guarantee consumer access to information in the digital domain in the face of technological and contractual threats.  The legal situation must be clarified to ensure that as payment and contract-forming processes become digital, the balance of liability is not shifted so that the consumer becomes solely responsible for mischief or mischance in the operation of the system.   International parallels for these initiatives need to be pursued by the Australian government. 

Consumers will not be able to engage the world e-commerce until there exists a legal, technological, regulatory and business culture that protects the consumer from the risks inherent in electronic commerce.  This culture will be apparent when:

· Consumers have access to end-to-end security guaranteed software/hardware combinations at affordable prices with which to transact electronically;

· There is a credible system to monitor and enforce standards for on-line business methods and protection of consumer privacy;

· Consumers are absolutely guarded against having the risk of forgery, fraud and misrepresentation in electronic transactions thrust upon them;

Redress

Having complaints heard and compensation specified is one level for consumer protection to operate at.  In the LineOne example cited above
 the offence was agreed and remedied.  The defence was that there had been 1,480,000 impressions of ad that had yielded only 1 complaint.  Besides the question of the average consumer knowing who to complain to, the offender has just wasted several minutes of your life, how many more do you want to waste driving a complaint through a resistant system, with a moot point as to how meaningful an outcome you will get. 

Applying a few assumptions to the example, say 1 minute wasted by each surfer who was impressed with the banner ad, gives 25,000 hours wasted, at  $50 an hour this equates to 1.2 million dollars. The poverty of complaints only systems of regulation is that systemic issues which matter can be ignored or minimised.  This was illustrated by the ABA inquiry into the 2UE cash for comment affair, where trust had been abused at a number of levels.  This was only revealed in the forensic light of cross-examination before a quasi-judicial inquiry.   Anything short of that would probably have produced an orgy of self- regulatory self-congratulation. It illustrated that a strong regulatory backstop is required, and illustrated it almost by accident.

It is important that consumers have a consistent experience of redress.   One of the key concerns ACA has with the regime proposed by the current Privacy Bill is that different Code Authorities will treat the multiple aspects of the Bill will involve interpretation of what is reasonable, impracticable, practicable, serious and imminent, frivolous, excessive, related etc in different ways.  This will in all likelihood evolve what might be termed ‘privacy silos’, where the experience of privacy protection for a consumer will vary from sector to sector, and even within sectors as different industry associations create Privacy Codes.   In this context, it is important that

Consumer education 

Consumer expectations are an important part of forming a market. To judge best practice consumers must know best practice.  This is where for instance the e-Commerce Code drafted and released by Government recently needs to be extensively published and promoted. Privacy rights must be promoted, people must expect to see privacy policies and expect to see them honoured.  
Consumers should understand the value of their personal data, others do.

It is imperative not to lose sight of the idea of privacy as a human right, the inalienable right to refuse to part with information about yourself and to expect confidentiality.  But net entrepreneurs have enthusiastically declared that personal data is the new currency of the Web.  People are just as enthusiastically trading with that currency online.   We must not allow this “currency” to be debased. 

There can be useful insights derived from looking at privacy in terms of personal intellectual property rights.  It is important to bear in mind that it is information is tradeable, not the privacy rights.  From consumer view there is a distinct contrast in the disparity between the quite low value many people apparently place on their personal information and much more savvy valuation arrived at by corporations and entrepreneurs.  Consumers need to be aware of the buy cheap, sell dear, ‘arbitrage’, opportunities this market imperfection opens up. 

A healthy environment

Digital TV is a development in domestic consumer to business interactivity that will make the current Internet pale by comparison.  As one group observing the development put it:

Every move you make, for an average of four hours a day, will go into a file with your name on it. Who gets use of that file? Large companies, government ... the highest bidder. What control do you have? None.

One of the most powerful influences in our communities is television. More people rely on TV than newspapers, radio, and the Internet combined. TV is about to become more powerful than ever in a new digital era.

The potential invasion of privacy will be massive. This was discussed in a recent report by the Consumer Federation of America, entitled A Consumer Perspective On Economic, Social And Public Policy Issues In The Transition To Digital Television
.
It posed the question, to what extent can society allow communications companies and media providers to gather information about consumer viewing habits, purchase patterns and life style and use or resell that information for targeted marketing?  It is important to start on the answer to these questions while we are in the comparatively safe waters of the current Internet, before we embark on the massive challenges of the future.

The opportunity and implications for abuse in the future electronic and biological context means that the importance of privacy cannot be underestimated.   In the view of the ACA, we require an Australian Privacy Authority to provide that backstop authority for privacy in Australia.  

An opportunity exists for Australia to become a centre of best practice gravity rather than an aspirant lowest common denominator player.   In our opinion, the USA will flip on privacy, from being a player committed to weak self-regulation to one which has embraced a sensible level of legislated privacy protection.

Bob Evans Editor-in-Chief of US Information Technology publication InformationWeek documented the effect of weak self-regulation in the US in the following comment from an editorial this year:

For years, we in the business technology world have said, "We don't need to have our use of databases and data mining and their applications regulated because we know best and we would never abuse the rights and privacy of our private consumers or businesses." Leave us alone, we told the eager beavers in D.C., and we'll work it all out 

He continued:

DoubleClick-sets a lot of progress back by years ... I think we've screwed up royally here, folks, and while I greatly fear the entry of governmental overseers into the vigorous world of E-business ... I think we've collectively gone too far on this one. ... If I were in Congress, I'd jump on this privacy horse and ride it full-tilt all the way to a new amendment to the Constitution. We have met the enemy and it is us, as the philosopher Pogo so sagely intoned.

Forrester Research suggests this is just what is going to happen in their report entitled  "The Internet's Privacy Migraine"

Rising consumer concern, technological advances, and business pressures will make privacy one of the hottest areas of Internet policy debate in the next several years. The combination of consumers' feelings of irritation and violation, combined with the findings of this week's FTC report and the politics of an election year will put the privacy issue at center stage." 

...

Momentum for a new privacy bill will finally crest in late 2005. Congress will pass sweeping legislation establishing unified privacy principles that apply to the Internet, financial institutions, and medical providers. This legislation will also pre-empt state privacy laws. 

Conclusion

Consumers worldwide are crying out for a quality experience on the Internet.

Australian companies can get a competitive advantage by establishing themselves early as high trust players.  We need to adopt privacy best practice early; it will become competitive necessity soon.  Best practice can be self-rewarding.  Australia can be a centre of gravity for excellence rather than a lowest common denominator also-ran.
We need to get privacy right now. Drivers for the future are:

· Moore’s law whereby computer power doubles every 18 months means cheap chips will deliver effectively free computer processing power.

· Bandwidth advances that are faster than Moore’s law will deliver unlimited communications capacity.

· Miniaturisation will make cheap audio-visual capture and recording device ubiquitous.

· Digital TV will connect lounge rooms to company databases

· Wireless technology can make available location information that would irresistibly alluring for e-commerce.

· Biometrics may become commonplace for authentication. 

Our society is accelerating towards information transparency.  We could be looking at an ideal convergent world where all data / content travels on one single virtual pipe carried by infrastructure suitable to the application, location and choice of the consumer. Or we could be heading for a counter-intuitive converged future, where instead of watching the TV, the digital TV is watching you; instead of deciding when to answer the phone, you have to decide when to be unavailable to the network; instead of you driving your computer, pervasive computing is all around you, pushing your buttons. We are all in it together and it is our choice.
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