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EXECUTIVE SUMMARY

Electronic media are rapidly emerging as a powerful engine of economic growth in the increasingly integrated world of direct marketing, known to some as distance selling or even home shopping. Thus, e-commerce represents the latest stage in the evolution of direct marketing.

Ultimately it will be up to the private sector to demonstrate to consumers that online business can be conducted in a safe and secure manner. A degree of flexibility will be needed to ensure that: (i) appropriate sectoral standards of practice have time to evolve, (ii) economic development opportunities are not lost, and (iii) consumers are not disadvantaged by precipitous regulatory action, restricting their access to goods and services via electronic distribution channels.

E-commerce standards in ADMA’s revised Code of Practice, based on the OECD Guidelines for Electronic Commerce, deal with a variety of consumer protection issues in the online environment such as privacy in online data collection, security and complaints handling. An over-arching principle is that consumers be provided the same level of protection available in other (off-line) direct marketing channels. 

ADMA was pleased to note that the principle of technological neutrality is a cornerstone of the Government’s Electronic Transactions Act. It will be important that this policy be adopted consistently across government as development of the information economy proceeds. In this context the Internet should be seen as simply another medium by which organisations in various industry sectors communicate with their customers. The focus of regulation ought to be on issues arising from organisational use of the medium, not the medium itself.

The current explosion of data-driven technology has been largely consumer-driven. Organisations are increasingly called upon to differentiate themselves in the marketplace according to the quality of their customer service. Effective profiling of customer preferences and purchase behaviour is essential to the task. Thus, many businesses now find themselves pulled between the competing issues of privacy protection and customer service.

Compliance with legislated privacy standards will be a major undertaking for many organisations and ought to be a major focus of government assistance to the private sector in the information age. ADMA believes government and the private sector need to work together on a global level to increase public trust in organisations involved in electronic commerce. The task of business and consumer education will require a coordinated approach and represents a significant opportunity for government, the private sector and consumer groups to work together in the public interest.

ADMA BACKGROUND

ADMA represents over 500 organisations involved in information-based marketing including financial institutions, publishers, catalogue and mail-order traders, Internet-based marketers and service providers, airlines and travel services, charities and fundraisers, call centres and telecommunications service providers, direct response agencies and consultants, list and database specialists, printers, mail houses and fulfilment services and a host of other users and suppliers of direct marketing services. Direct marketing advertising spending exceeded $13.8 billion in 1999 and is currently growing at an annual rate of 15.6 per cent. ADMA members include such prominent organisations as:

	
	

	
	

	
	

	
	


	ACP Publishing

Acxiom

American Express Int.

Ansett Australia

ANZ Bank

AOL Bertelsmann

AT&T Easylink Services

Austar Entertainment

Australia Post

AVIS

BBC Worldwide

Berger Software

Carr Clark Rapp Collins

Cellarmaster Wines

Citibank

Clemenger Direct

Cohn & Wells

Coles Myer

Colonial Limited

Commonwealth Bank

Compaq

Damart Thermolactyl

Deloitte Touche Tomatsu

Doubleday Australia

Fairfax Publications

FOXTEL Management

Fuju Xerox

GE Capital Finance

George Patterson Bates

Grolier Australia

Harlequin Enterprises

IBM

ING Direct

Integral Energy

International Masters Publishers

John Fairfax Publications

Loyalty Pacific

MasterCard International

Morgan & Banks

National Australia Bank

National Geographic Society

News Interactive

NRMA

Optus Communications

Ozemail

Pacific Micromarketing

RACV

RAMS Home Loans

Reader’s Digest

Salmat

SAS Institute

Simon Richards Group

St George Bank

Star City Casino

Streetfile

Subaru

Suncorp Metway

Telstra 

The Bradford Exchange

Time Inc. Magazines

Time Life

Viking Office Products

Volvo

Westpac Banking Corporation

www.consult

Zurich Australia


	


ADMA welcomes the opportunity to comment on the Senate Select Committee on Information Technologies’ inquiry into e-privacy.  Members have a significant interest in the ongoing use of marketing databases in the provision of goods and services to consumers and businesses via direct response print, telecommunications and electronic media. In our “time-poor” society, these organisations bring consumers the convenience of purchasing goods and services or making charitable donations from their home or place of business. 

DIRECT MARKETING IN AUSTRALIA – SNAPSHOT

Direct marketers currently spend over $13.8 billion on advertising media. 

(Source: CEASA)

Direct marketing is growing at a rate of 15.6% a year. (Source: CEASA)

By 2000, marketers will be spending $100 million on advertising via the Internet. 

This figure will rise to $210 million by 2001. (Source: www.consult)

Among Australians aged 14-17, 66 percent had accessed the Internet in the past four weeks. (Source: AC Nielsen)

The number of online purchases grew 183% from 286,000 in Nov. 1998 to 803,00 in Nov. 1999 yet represent only 13% of Australian adults accessing the Internet. (Source: NOIE)

Telemarketing is currently growing at a rate of 25% a year. (Source: ACA)

Direct marketers and their suppliers employ over 650,000 Australians. 

(Source: CEASA)

Privacy-related complaints against direct marketing have declined steadily in the last three years from 428 (1997) to 312 (1998) to 205 (1999). Direct marketing-related complaints represent just 2.3 percent of complaints received by the Federal Privacy Commissioner.    (Source: Privacy Commissioner’s Annual Reports)

Over 25,000 Australians are registered for the ADMA Do Not Mail/Do Not Call service. This free service enables consumers to have their names removed from marketing lists held by ADMA member organisations.

DIRECT MARKETING SELF-GOVERNANCE

ADMA has a long record of developing and enforcing standards of practice for organisations involved in using databases to reach consumers through a variety of direct response media. It has administered a Code of Practice (see attachment 1) for the direct marketing community since 1966. 

In its current form, the fair trading elements of the Code embody the Direct Marketing Model Code of Practice endorsed by the federal and state Ministerial Council of Consumer Affairs. The telemarketing provisions are drawn from the Austel Privacy Advisory Committee report entitled “Telemarketing and the Protection of the Privacy of Individuals”. The data protection section is taken from the National Principles for the Fair Handling of Personal Information. All these published standards have been the subject of extensive public consultation.
The ADMA Code of Practice also for the first time codifies behaviour in the rapidly evolving field of electronic commerce. These standards are based on the OECD Guidelines for Electronic Communications. They deal with a variety of consumer protection issues in the online environment such as privacy in online data collection, essential online information, contracts, complaints handling, and security and authentication. An over-arching principle is that consumers be provided the same level of protection available in other direct marketing channels. In summary, ADMA members must:

· provide the same level of protection to customers for electronic commerce as for other methods of commerce.

· provide clear, complete and current information on-line about their business and the goods/services offered.

· ensure acceptance of an offer is informed and unambiguously expressed by the customer in a format that allows the parties to maintain a record of the contract. 

· provide adequate information and procedures for handling complaints, offering redress and managing dispute resolution on-line.

· ensure conduct is in accordance with the consumer data protection principles in the ADMA Code. This includes providing customers with an opportunity to decline further offers via email. 

· have adequate security and authentication mechanisms in place.

In 1998, application was made under Section 88.1 of the Trade Practices Act for authorisation of the revised Code by the Australian Competition and Consumer Commission. After an extensive period of public consultation, the authorisation was granted on 16 August, 1999. This significantly strengthens the Association’s powers to enforce its Code of Practice, including privacy provisions, through an independent Code Authority. 

The Code Authority, chaired by a consumer representative and with equal representation from industry and consumer sector, has the power to investigate unresolved consumer complaints against ADMA members. Its sanctions could result in the public expulsion of an offending member from the Association. Such action carries a considerable marketplace penalty.

E-COMMERCE 

ADMA has been an active partner with the Commonwealth Government in the development of a suitable framework for electronic commerce, having participated in consultations on OECD Guidelines for E-commerce. ADMA was also a member of the Reference Group that developed a Model Code for E-commerce in Australia. 
Through its E-Commerce Council, ADMA has developed a comprehensive set of Online Marketing Guidelines to give practical expression to the principles set down in the Association’s Code of Practice (see attachment #2). They address in considerable detail issues such as online notice and opt-out, unsolicited marketing e-mail, online data collection, and marketing to children.

In drafting the Guidelines, ADMA has taken note of developments overseas and endeavoured to be as consistent as possible with emerging world best practice.

Need for technological neutrality

Self-regulation as administered by ADMA seeks to curb behaviour by members that may be inconsistent with widely accepted best practices in direct marketing. This approach has been applied consistently across all direct marketing media and across all sectors of direct marketing activity.

It is the Association’s view that technological or media-specific legislation is ineffective as a means of regulating commerce. New technologies soon overtake prescriptive measures, rendering them obsolete.  

A strong parallel can be drawn between electronic commerce and the emergence in the late 1980’s of the telephone as an important marketing medium. At that time ADMA resisted calls for government to legislate to control telemarketing. It amended its Code of Practice to address certain issues associated with the use of this medium and telemarketing has since become a powerful economic engine employing 241,000 people throughout Australia. It has also been widely accepted by business and consumers alike. 

Notably, in its report on Telemarketing and the Protection of the Privacy of Individuals, the AUSTEL Privacy Advisory Committee stated: “The PAC considers that it would not be appropriate to implement a mandatory code of practice under the Telecommunications Act 1991 (Cth)  (‘the Telecommunications Act’) for the reason that a technology specific solution would result with the focus being on the telecommunications network.” 

ADMA was pleased to note that the principle of technological neutrality is a cornerstone of the Government’s Electronic Transactions Act. It will be important that this policy be adopted consistently across government as development of the information economy proceeds. In this context the Internet should be seen as simply another medium by which organisations in various industry sectors communicate with their customers. The focus of regulation ought to be on issues arising from organisational use of the medium, not the medium itself.

From a business perspective, an appropriate policy framework must be broad enough to embrace organisations engaged in the use of interactive telephony, e-mail marketing, kiosks and other computer-based, information-driven services. Indeed, with the rapid convergence of telephone, television and computer-based media, it will be more important than ever to focus on the content of the message rather than the technology used to deliver it.  Moreover, most online transactions are not online from start to end but include offline elements as well. It is therefore important that rules for online trading harmonise with offline commerce as much as possible.

DIRECT MARKETING AND PRIVACY

Consumer privacy has been at the centre of ADMA’s charter for over 15 years. In 1986 ADMA launched a consumer preference service now known as the Do Not Mail/Do Not Call service to enhance consumer control over the volume of marketing communications coming to the home via direct response channels such as mail and telephone. Recently, a global e-mail preference service was added to extend the principle of consumer choice and control to the online environment.

ADMA members feel strongly that consumers have the right to control their personal information. That is why ADMA became the first industry association to make the National Principles for Fair Handling of Personal Information, in their entirety, an integral part of its Code of Practice and make adherence to them a condition of membership in the Association. 

ADMA was part of the Government’s Core Consultative Group in the development of private sector privacy legislation, now before Parliament, and has consistently supported a light-touch legislative framework in the interest of creating a level playing field among private sector organisations that handle personal data. This in turn will promote consumer confidence in transacting at a distance.

SUPPORT FOR LIGHT TOUCH PRIVACY LEGISLATION

ADMA welcomed the Commonwealth Government’s December 1998 announcement of “light touch” privacy legislation covering the private sector and pledged to support a legislative approach that would ensure a single, national standard based on the National Privacy Principles which the Association had only a month previously built into its own Code of Practice.

Support for this approach was based on the understanding that it would be workable, cost-effective and consistent with international standards. From ADMA’s point of view, it was very important that the Government’s response to the issue was in balance with the scope of the problem. The best measurement of that is complaints. 

However, neither the Government’s nor ADMA’s own complaints handling programs have found evidence of widespread market failure in respect of personal information handling practices in the private sector. Indeed, despite considerable media attention to the issue over the past three years, consumer enquiries related to privacy have been in sharp decline for as long as the Privacy Commissioner’s Office has been compiling and publishing statistics.
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(Source: Privacy Commissioner’s Annual Reports)

Privacy complaints concerning direct marketing

Privacy-related enquiries against direct marketing have followed the general trend, declining steadily in the last three years from 428 (1997) to 312 (1998) to 205 (1999). Direct marketing-related complaints represent just 2.3 percent of complaints received by the Federal Privacy Commissioner.    
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(Source: Privacy Commissioner’s Annual Reports)

Against this background, it would not be unreasonable to infer that Australians are becoming more knowledgeable about public and private sector use of personal information and less likely to complain about its abuse. These figures also seem to point to improvements in information handling practices among public and private sector organisations, leading to fewer complaints.

This is not to suggest there is not a problem, however it is important to keep it in perspective. It is equally important to understand that privacy means different things to different people. For example, ADMA receives approximately 12,000 registrations each year for its Do Not Mail/Do Not Call program, a free consumer service that enables individuals to have their name and contact details suppressed from marketing campaigns. Many who feel moved to register for this service express their annoyance with unwanted telephone calls or mail in terms of compromising their privacy. This is by far the largest segment of the community that objects to direct marketing.

A much smaller group includes those who are concerned about who has their personal information (ie name and contact details) and how they got it. ADMA members sympathise with the legitimate concerns of these individuals around control of their personal information. Indeed, the NPPs provide considerable comfort in this area, since they create an obligation on the part of private sector organisations to be open about their information gathering practices and to obtain consent before transferring personal information to other organisations. The ADMA Code of Practice raises the industry benchmark in this area by requiring members to disclose, on request, the source of information used to contact consumers.

Issues of “annoyance” and “control” are not insignificant matters in relation to privacy, however they are relatively easy to address and have been effectively dealt with in the NPPs as well as the industry’s Code of Practice. 

Much more difficult are human rights issues around surveillance, abuse or economic disadvantage arising from inaccurate credit information, and exploitation resulting from unauthorised release of sensitive information. The privacy debate in Australia has been largely driven by individuals with profound concerns around issues of human rights. Serious issues of confidentiality (secrecy), surveillance, identity theft or access to information underlie demands for tougher legislative protection. 

There is undoubtedly serious potential for harm to individuals where inadequate access to information bars them from identifying and correcting, for example, inaccurate credit information on file in the private sector. There is also the potential for discrimination where confidential information related to an individual’s political opinions, religious beliefs or sexual preferences or practices is concerned. Fortunately, there are few instances of systemic failure in the private sector giving rise to these kinds of abuses in Australia. The Privacy Legislation makes such abuse even less likely to occur in the future. 

REGIME FOR PROTECTING PERSONAL INFORMATION IN THE ELECTRONIC AGE

Privacy legislation now before Parliament incorporates the Privacy Commissioner’s National Principles for the Fair Handling of Personal Information, which are already contained in the ADMA Code of Practice. 

Under the legislation the use or disclosure of personal information is prohibited for any purpose other than the primary purpose for which it was collected. The exceptions to this are:

1. where the consumer has consented to the use or disclosure;

2. the use or disclosure is related to the primary purpose of collection and the consumer would reasonably expect the organisation to use or disclose the information in that way; or 

3. in the case of using information for direct marketing purposes, the consumer is given an “opt-out” opportunity to not receive further offers. 

Existing databases (ie data collected before the legislation commences) must be accurate, complete and securely held. If an organisation proposes to transfer outside Australia personal information that was collected before the commencement of the Bill, it will first have to ensure that comparable privacy safeguards apply to overseas organisations. As soon as information held on an existing database is updated, all aspects of the legislation must be complied with.

Database administrators will have to ensure that offers are not made to consumers who have indicated they do not wish to receive offers, and that any offers being presented to prospective customers contain an “opt-out” from further contact. They will also have to ensure that “opt-out” requests are properly recorded.

Website operators who handle personal information will have to address issues of data security. They will also have to protect people from unauthorised access and disclosure of personal information they hold. The legislation will also allow people to access their records and to correct any that are wrong.

Organisations are not able to rely on the direct marketing clause (NPP 2.1 (c)) if the information they hold is “sensitive information”. This information may only be used for direct marketing if such use falls within the other exceptions in NPP 2 (for example, where there is express consent from the individual).

HOW ADMA’S CODE WILL EXCEED THE LEGISLATIVE BENCHMARK

· In addition to meeting the standards for information collection, use and transfer set out in the NPPs, ADMA members are obliged to remove from their marketing campaigns those individuals who have registered for the Do Not Mail/Do Not Call and E-mail Preference Services.

· All members who handle customer personal information will be obliged to develop and maintain compliance systems in respect of privacy principles.

· All members will be obliged to designate an individual within their organisation who is responsible for the organisation’s compliance with the ADMA Code of Practice including privacy principles.

Disclosure obligations of organisations

· Members will be obliged, on request, to disclose the source of personal information used in direct marketing campaigns. This will enable consumers to exert better control over the transfer of personal data among private sector organisations.

The Compliance Challenge

The database is the “driver” of information-based marketing by all media, as well as the various fulfilment services involved in delivering goods and services to consumers. 

In its latest regional forecast, market research group IDC has said the Australian IT and disk storage systems market would grow from $369.2 million in 1999 to $954 million in 2004, a compound growth rate of 20.9 per cent. Internationally, EMC Corp recently reported quarterly growth of 43 per cent in storage revenue ($AUS 3.3 billion). 

Importantly, much of this growth has been consumer-driven. Organisations are increasingly called upon to differentiate themselves in the marketplace according to the quality of their customer service. Effective profiling of customer preferences and purchase behaviour is essential to the task. 

At the same time, with the explosion of database technology, a significant gap has emerged in some organisations between the power of databases and the customer management skills of the people receiving the data. Particular organisations, such as DoubleClick in the United States, have paid a huge price for failing to understand the implications of their flawed data-handling practices.

Thus at one extreme, poor data management practice is condemned for potentially breaching privacy, and at the other it is seen as poor customer service. Many businesses now find themselves pulled between the competing issues of privacy protection and customer service.

Compliance with legislated privacy standards will be a major undertaking for many organisations and ought to be a major focus of government assistance to the private sector in the information age. ADMA has been engaged in compliance training with its members in respect of privacy and fair trading for the past two years. Over 300 members have participated in workshops (see attachment #3) and the Association expects to have a continuing role in education and compliance monitoring. ADMA would welcome government initiatives in support of this work.

- End of Submission -
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