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About the author

The author has 9 years experience in the area of computer crime and IT Security. After originally graduating as a Computer Engineer, the author spent a number of years investigating computer-related crimes for law enforcement.  He then joined Westpac Banking Corporation as an IT Audit Manager and then an Information Security manager.  He is currently the Architecture Director for Unisys's IT Security consulting practice (Australia).  He advises a number of industry and government committees on information security and cyber-terrorism.  He is enrolled as a PhD candidate with the University of Technology, Sydney's Law Faculty and his thesis is entitled: Crime and commerce in cyberspace - an interdisciplinary study of law, practice and technology.

Relevant committees/forums include:

· Standards Australia committee IT/12/4 – Security Techniques;

· The Attorney-General’s committee for the Protection of the National Information Infrastructure (Industry Forum);

· Formerly represented the Australian Banker’s Association on forums relating to e-commerce and IT security.

He can be contacted by e-mail ajoy.ghosh@unisys.com or at Unisys Australia, 213 Miller Street, North Sydney, NSW 2060.

Introduction

This submission focuses on the technology of gathering and protecting information in cyberspace. I make no comment on the legal or moral issues. I am making this submission to ensure that technical issues are appropriately considered by the inquiry. It is not intended to be a complete paper on the issues, but rather assist the inquiry to identify areas that may need further investigation.

During the course of my career and researching for my thesis, I have found that issues relating to the protection of information in cyberspace
 are not well understood by most and sometimes purposely badly explained by those who do understand it.  Also, that persons advising in the area of privacy do not necessarily understand technical security.

Collection mechanisms

This section describes some of the mechanisms used by website operators to collect information.  Advertisers, e-tailers, corporations and government agencies have used these techniques to collect information about visitors. It can be matched with other information to develop detailed profiles about an individual’s cyberspace activity.

Corporate security, law enforcement, intelligence agencies and others also use them to track targeted individuals through cyberspace.

Publicly searchable information

Vast amounts of information can be found in cyberspace if the searcher is prepared to spend some time understanding how.  Whilst much of this information is available if other forms, it’s new searchability makes it easy to match previously unconnected information.

· Public databases: such as newspapers, legal and medical databases and others are easily searched using common search engines;

· Newsgroups and e-mail lists: can be searched using common search engines. Special search engines, such as Deja News can be customized to find information contained 

· Cached information: is information that someone else has viewed and that is stored temporarily by Internet access providers to enhance the performance of their network. Such information may include a recently completed form containing personal information;

· Delivery details: is information such as the recipient and sender of an e-mail. Whilst not normally categorized as “personal information” tracking a persons correspondents can provide an interesting insight into a persons dealings.

Search Engines

Search engines can be used to search public databases, newsgroups and e-mail lists, cached information and delivery details.

Some search engines (or directories) operate on an “opt-in” basis, including websites that have been submitted for consideration, not necessarily by the website owner.

Other search engines operate on an “opt-out” basis. Website owners can configure special meta-tags or files (e.g. robots.txt) that cause a search engine to ignore it.

By carefully crafting the parameters of a search, some search engines can be used to search information that would not usually be available.

Search “bots”

Search “bots” are the personal equivalent of search engines. They are configured by a user to search through the Internet and find specified information. “Bots” are generally more powerful than search engines, since they are constrained only by the ingenuity of their creator
. Further, “bots” can be made to replicate and perform the search simultaneously across many networks.

“Bots” are used by Australian regulatory, law enforcement and intelligence agencies to gather information. They are also used by information-brokers, corporations and individuals.

Information co-operatives

As the quantity of information in cyberspace has exploded, various information co-operatives have evolved to assist their members with searches.  Information co-operatives work through bulletin boards, newsgroups and e-mail lists. A member submits a request for particular information and others with that information are encouraged to respond.

Members of one such co-operative allegedly respond to such requests by hacking into computer systems that may contain the necessary information.

Information collected secretly by websites

Cookies

Much has already been written about cookies in the mainstream media, so I will not elaborate.  Suffice to provide the reference site www.peacefire.org/security/iecookies as a demonstration of the ease with which cookies can be collected and used by unintended parties.

Web Bugs

So-called “web-bugs” are hidden programs that collect information from a users computer and passes it to a website.

Web-bugs are popular with online advertisers and are often called “1-1 pixels”, “clear GIFs” or “invisible GIFs”.  Advertisers commonly use web-bugs embedded on a homepage or in an e-mail to track customers. Web-bugs are more powerful than cookies since they can send information to a central website for collation.

Although not common practice, web-bugs can also be used to collect other information, such as the identifiers (described later in paper) or any file. Web-bugs are also used by corporate security, law enforcement and intelligence agencies to collect information from Internet connected computers.

Traffic Analysis

Traffic analysis involves collecting information about the source and destination of Internet traffic. In the case of websites, it involves recording the source IP address of visitors.  In itself, traffic analysis does not reveal personal information, but when collated with other data is a powerful tool for tracking individuals in cyberspace.

The collection of e-mail delivery details provides interesting insights into individual’s or organization’s correspondents.

Many ISP’s and corporate e-mail providers retain the delivery details of e-mails passing though their systems.  This information is sometimes intentionally or accidentally made publicly accessible. The information is also collected and sold by information-brokers.

Computer Identifiers

There are a number of identifiers that can be collated to determine the identity of a person in cyberspace.  Whilst username (or handle), e-mail and IP addresses are obvious, there are often ‘hidden’ identifiers.  Four well know identifiers are briefly described.

Computername

When a Windows computer is installed, the system administrator (or home user, or hacker), configures a computername.  When the computer joins a network (including the Internet) the computername is broadcast over the connection.

The computername is useful to match a PC with a username.  It is also useful for linking documents created on the same computer, since many software packages include the computername in the files they create.

MAC Address

The MAC address is another identifier unique to a PC.  The MAC address is encoded onto the network card by the manufacturer and is unique for each.  The MAC address can be used to match other identifiers in documents to the originating PC and/or user.

Websites and ISPs can record the MAC address of users as they connect from the Internet and build an inventory that can be matched to other identifiers.

Software is available which will change the MAC address.  Unfortunately, many organisational networks require the proper MAC address thus prevent their users from exploiting these tools.

Global User Identifiers

Global user identifiers are embedded by software packages into the files they create.  Whilst the “Microsoft Global Identifier” has received much media attention, most other major software packages have similar identifiers.

There have been numerous reports that both governments and cyber-vigilante groups have been collecting global identifiers to catalogue Internet users.

Pentium 3 serial number

The Pentium 3 serial number is the latest attempt by Intel Corporation to create yet another identifier.  Whilst for websites and advertisers, it may be only as useful as those previously described privacy advocates have already released software to randomly change it during Internet sessions.

Circumventing Protective Measures

Personal information collected by websites is often stored on the websites themselves.  This section demonstrates some to the techniques that can be used by unauthorised parties to access that information.

Eliciting responses from websites

Badly configured systems

Badly configured websites allow users to access any information contained on that system. A study performed by a major consulting organization found that almost 80% of websites contained configuration flaws that could be used to access sensitive information.

Many “hacker” tools
 are available that probe websites for such flaws. One website the author is familiar with records hundreds of such probes each day. Hackers are sharing the results of such probes. One such co-operative Internet mapping exercise contains the results of over 2,000,000 probes, included over 100,000 in the “.au” domain. 

List-servers

Many list servers will provide the profile of their subscribers when queried using appropriate commands imbedded in e-mail.

Queries performed on the e-mail servers of 5 e-mail advertisers retrieved the e-mail addressed of their marketing targets.

Crafting URL’s

The recently reported flaw in the GST-Assist website allowing access to confidential information provide a graphic demonstration of the use of carefully crafted URLs. Little is left to say about the effectiveness of carefully crafted URLs. 

Hacking websites

Hacker toolkits

There are hundreds, if not thousands of websites on the Internet that offer the tools and techniques necessary to “hack” computer systems.  A 1996 study of 1,700 websites performed by Farmer, revealed that well over a half of them were easily compromised using readily available toolkits.  The results are particularly worrying when you consider the type of websites studied:

Type of Site
Number of

hosts scanned
% successfully

attacked

Banks
660
68

Credit Unions
274
52

US Federal
47
62

Newspapers
312
70

Sex
451
66

Circumventing encryption

Encryption is commonly used by websites to prevent unauthorised parties from intercepting communications when personal information is provided.

A study performed by the author revealed that over one third of the almost 400 “secure servers” (i.e. those using SSL encryption) studied failed to enforce encrypted communication, or provided some information unencrypted. Of the remaining secure servers, the communications of more than half could be intercepted by inserting a commercial Internet proxy into the path.

Conclusion

The protection of personal information in cyberspace cannot be assured, until such time that there is sufficient consumer and/or regulatory pressure placed upon them to implement and maintain “best-practice” security safeguards as specified by Australian (e.g. AS/NZS 4444) and international standards.

The owners of websites collect a vast amount of identifying information in cyberspace.  Some sites collect it with the knowledge of the user (e.g. survey) and others collect it secretly (e.g. cookies and microdots).

The capability necessary to access inappropriately protected information is becoming readily available. Whilst previously limited to so-called “hackers” it is now available to the general public who can find the tools and techniques on the Internet.









































































� For the purposes of this paper, cyberspace can be equated to “the Internet”.


� One “bot” examined by the author will perform simple “hacking” techniques when confronted by a website requiring a password.


� These are commonly called “scanners”.
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