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25 July, 2000

Secretary 

Senate Select Committee on Information Technologies

S1.30.1

Parliament House

Canberra  ACT 2600

Dear Madam/Sir

Thank you for the opportunity to contribute to the Select Committee on Information Technologies

Inquiry into e-Privacy.

Health Communication Network (HCN) recognises that the capacity of information technology to capture and transfer information electronically has heightened community concerns about privacy in relation to the handling of personal health information.  

The health care provider, rather than the consumer, is the usual custodian of personal health information.  Efforts to improve the integration and co-ordination of health care service delivery have focussed on improving communication between health care providers and this has increasingly included sharing of personal health information about consumers.  Usually the referring doctor, as the custodian of a consumer’s personal health information, determines alone, or occasionally, in partnership with the consumer, which other service providers may have access to that information and for what purpose.  Legislation covering consumer access to that information currently varies between states and many consumers have concerns about the implications for them if certain health information is discovered.  The secure transfer, storage and disposal of personal health information are paramount to protecting and maintaining privacy.  

HCN recognises that the rigorous safeguards applied to protect personal health information could be used as a guide to inform the development of obligations for organisations in the collection, use, access to and storage of other personal information for other non-health related purposes.

HCN recommends a co-ordinated approach to developing obligations for organisations to safeguard privacy of personal information.  This should take into account existing guidelines such as the National Privacy Principles and the policy guidelines, Consumer Protection in Electronic Commerce, developed by the Strategic Policy Unit, Consumer Affairs Division under the auspices of the Minister for Financial Services and Regulation, Mr Joe Hockey.  Global traders should be encouraged to access, in addition, relevant international guidelines and to participate in international harmonisation activities.   Moreover, a co-ordinated, systematic approach to identifying and addressing areas of vulnerability in transaction chains and processes for the collection, use storage and tracking of personal information is required.  This should include identification of who has access to information, for what purpose, what is done with that information, how it is safeguarded, how it is stored and for how long it is retained.  Quality improvement should be central to such an approach.

Consistent with the National Privacy Principles, personal information should only be collected for the stated purpose and the minimum amount of information should be collected.  Consumers should be advised in advance if it is intended that tracking technologies will be used in the collection of personal information and which organisations have access to that information. Consumers should also be easily able to “opt out” of participating in activities where their personal information may be tracked.  At all times, consumers should be able to view, review and erase any personal information collected.

HCN supports the widespread adoption of the Internet as the preferred environment for secure, rapid and reliable communication and of encryption techniques using public key infrastructure (PKI) and digital signatures to electronically link consumers and the suppliers of goods and services. HCN also supports the development, implementation and maintenance of standards in secure messaging. Firewalls, when used appropriately, intrusion detection and other network security management technologies can also provide additional levels of protection to further enhance consumer confidence.

HCN is concerned that the existing legal, enforcement and technological frameworks are inadequate to ensure the protection of personal information in the longer term.  As the number of consumers accessing the Internet to globally purchase goods and services rises, the incidence of criminal activity on the Internet (such as theft, fraud and extortion) is also likely to rise.  A global and standardised approach to resourcing innovation in the prevention, early detection, investigation of, and in determining effective deterrents from criminal activity of this nature is required.  Measures should also be implemented to better protect consumers and organisations against vandalism caused through the deliberate transmission of computer viruses.

Further information about HCN and its activities is attached.

For further information about this submission, please contact Char Weeks, Relationship Development Manager at char.weeks@hcn.com.au or 0416 002 725..

Yours sincerely

Health Communication Network

[image: image1.png]H--C--N

HEALTH*COMMUNICATION
NETWORK




[image: image2.png]



Michael Gregg

Managing Director
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