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Terms of reference.

a.
the protection of consumer information obtained through electronic transactions including browsing on the Internet and ‘EFTPOS’ transactions.

Internet Transactions

Credit card payments conducted on the Internet with current Secure Sockets Layer (SSL) technology provide no protection of a consumer’s privacy.   The consumer’s privacy and payment transactions (between the merchant and consumer) are not guaranteed by their own banks and Internet emailing is not secure.

“Survey data consistently reveals that there are lingering barriers to greater use of online shopping.  This includes concerns some consumers have about the security of personal information involved in transactions, uncertainty about vendor integrity, logistical bottlenecks, consumer protection….”.  Source: “E-commerce beyond 2000” report, DOCITA, 1999, pg 3.

In France, Cyber-Comm reports that:

· “34% of potential buyers prefer not to buy over the internet due to the absence of secure payment systems.”

· “18% of them are reluctant because it is impossible to validate the identity of the merchant”.

· “Sales over the Internet using credit cards account for less than 2% of the aggregate card sales worldwide.  But this 2% is responsible for 50% of complaints”.

“In the UK, VISA and its issuing banks are planning to migrate to the use of a smart card across a base of 83 million cards (35 million holders) and 200,000 terminals over a period of five years.  This is driven by a (disclosed) level of bad debt of $215 million and fraud of $200 million per annum.  The use of chip cards will…  … reduce fraud by up to 45%”.  Source: “Smart cards as national infrastructure, Results and Recommendations of an Inter-Governmental Review, Final Report – September 1997, Government Technology and Telecommunications Committee”.

For further insight into the increasing problem of Internet fraud both domestically and internationally, please refer to “A web of crime”, published in the IT section of The Age Newspaper, Tuesday July 11.  Due to its size, this article could not be sent electronically.

Banks or card issuing organizations in Australia and Asia-Pacific do not disclose any figures relating to the level of Internet fraud.

Current Technology – No Privacy Protection

Current SSL technology ensures that the information transmitted is confidential.

However, SSL:

· Does not protect the merchant and the bank against false or true credit card numbers.

· Does not protect the customer against local amount modification by the merchant.

· Does not ensure the non-repudiation of the transaction.

· Does not allow the bank to guarantee payments to merchants and to protect consumers.

With SSL Internet Browser based payments, consumers are required to enter their credit card numbers for transmission via the PC and Internet to the bank and/or merchant site.  Therefore, the consumer’s private banking details are exposed to the following risks:

· Hacker attack via the unsecured PC environment.

· Virus (e.g. Trojan Horse Viruses) attack via the unsecured PC environment.

· The consumer must trust the merchant to store their credit card numbers securely from hacker and virus attack.

Current SSL technology does not authenticate the consumer, the consumer’s issuing bank, the merchant or the merchant’s acquiring bank in real time at the time of the transaction.  As a result, neither the consumer, the merchant nor the banks have any way of knowing that they are dealing with “trusted” parties at the time of the transaction.  Presently, consumers transmit their private credit card details via the Internet to merchants and banks they have no way of authenticating as “trusted” or “untrusted”.

Please keep in mind that a security system is only as strong as its weakest link.

Covadis* – The Bank Guaranteed Internet Payments Solution with Full Privacy Protection.

For Cyber-Comm in France, Covadis S.A. (Geneva, Switzerland) provides key technology which enables the French Government and Banks to guarantee Internet payments of up to FRF21 million (approx. A$5 million) in ‘one-shot’.

Bank guaranteed Internet Payments are secured by a combination of the following:

1. The Covadis Caroline Secured Wallet Device (SWD, which is a secured smart card payment terminal), which provides a secure environment for Internet Payments,

2. The SET protocol, which is the most secure protocol for payments on the Internet, and

3. The Smart Card, which is the most secure tool regarding payment security.

The SET protocol (based on the exchange of digital certificates), when combined with Smartcard’s and the Covadis system prevents:

· Fraudulent use of payment card numbers, and

· Interception of confidential information by third parties during transmission.

Bank Level Security

· All cryptography is conducted within the device.

· Encryption signature (digital certificate) is generated within the device.

· PIN is authenticated within the device to insure privacy.

· International protection with the SET Protocol to avoid third party interception.

· The Transaction is signed by the device to insure physical and logical authentication between all parties.

· Issuer is able to authenticate remotely the device.

· Issuer has insurance of the security level.

The Covadis Bank Guaranteed Internet Payments solution provides the four cornerstones required to protect the privacy of the consumer when conducting Internet Transactions:

Confidentiality: The consumer’s private banking information and PIN is protected at all times during the transaction.  The Covadis Caroline SWD serves as a ‘veritable lock’, allowing secure authentication of the consumer’s secret and private code on the chip away from the unsecured PC environment.  Importantly, no transmission of the consumer’s private banking information occurs at any stage of the transmission.
Authentication: Real time authentication of the terminal, smart card, consumer (cardholder via PIN), the consumer’s issuing bank, the merchant and the merchant’s acquiring bank at the time of the transaction.  Therefore, the consumer, the merchants and the bank/s know at the time of the transaction that they are dealing with either “trusted” or “untrusted” parties.

Data Integrity: Data integrity is insured by:

· The SET protocol, which prevents fraudulent use of credit card numbers, third party interception during transmission and local amount modification.

· The highest level of encryption available: Euro RSA up to 2048 bits** in less than 7 seconds.

· Free from hacker and virus attack due to secure tunneling and the Caroline SWD’s secure screen and secure keypad.

· Self-generation of unique digital certificates at the time of the transaction.

Non-repudiation: Non-repudiation of the transaction is insured by:

· Real time authentication of card and the consumer (cardholder via PIN).

· Secure tunneling and Caroline SWD’s secure screen and keyboard.

· Virtual Payment Technology.

· SET protocol and the exchange of digital certificates at the time of the transaction.

Generation of Unique Digital Certificates per transaction at the time of the transaction

The Covadis Caroline Secure Wallet Device (SWD) generates its own digital certificates (digital signatures) at the time of the transaction.  This is a revolutionary approach to Internet security and privacy as each digital certificate generated is unique to the transaction.  Current digital certificates are stored either on the smart card or on the PC’s hard drive.  In either case they are static in their composition and therefore will not be unique for each transaction.  Digital certificates stored on a PC’s hard drive provide no privacy protection as they can be copied (via hacker or virus attack) and used for fraudulent purchases and other activities.  This technology will also provide substantial cost savings to any organization wishing to install a secure Internet payment system based on PKI principles such as the Covadis solution as digital certificates normally have to be purchased at considerable cost.

Digital Signal Processor (DSP) Technology

The security required by the banks and guaranteed by the Covadis system and terminals is made possible thanks to their mastery of DSP technology.  DSP’s allow high levels of encryption to be calculated quickly and downloading of all applications and parameters online.

Virtual Payment Technology (VPT)

VPT allows downloading of the following vital security related information to the Caroline SWD at the time of the transaction, as follows:

· The operating system of the card

· The operating system of the wallet

· The payment application/s

Importantly, after the transaction is completed, all information is deleted from the Caroline SWD.  This insures that no residual information can be subject to fraud.

VPT and DSP technology also ensures that Secure Access Modules (SAM’s are necessary for authentication of the Smartcard) do not have to be resident in the terminal where they may be subject to fraud when in unprotected environments such as the home or business office.

Communication Management System (CMS) - End to End Security

Underpinning the Covadis solution is their Communication Management System, which manages the complete End (chip) to End (Settlement) security chain providing bank level security and a complete audit for payments in unprotected environments.  Other smart card payment systems do not manage the complete end to end chain of security.

Security is accomplished thanks to real-time authentication of the terminals at the time of the transaction, which is mandatory for payments in unprotected environments.

The CMS also controls, in real time, the robustness of the network vis-à-vis potential crackers.  The CMS can ‘tattoo’ suspect transactions, which can be followed back to the source of the hacker.

Lost and Stolen Card ‘Burn out’.

Reported lost or stolen Caroline SWD’s and smart cards can be remotely ‘burned out” by the CMS when next used by an untrusted party.  Therefore, the privacy of the consumer’s private banking details can be protected like never before.

EFTPOS Transactions – Magnetic Stripe Technology versus Smart Card Technology

Please refer to the following paragraphs from “Electronic Payment Systems”, O’Mahony, Peirce and Tewari, 1997, pages 51 and 55, which compares the security of smart cards to that of magnetic stripe cards.

“Magnetic Stripe cards

This type of card most resembles the credit card of today.  It has a magnetic stripe at the back of the card that holds the details about the user, such as name, the card number, and so forth.  Anyone with an appropriate card reader can read the information on the card.”

“Security (chip cards)

There are two types of security associated with a chip card, logical security and physical security.

Logical security: The chip card is designed such that no single function or a combination of functions can result in disclosure of sensitive data except as allowed by the security procedures implemented in the card.  This can be achieved by internal monitoring of all operations performed by the card user and by imposing an upper limit on the number of function calls that can be made within a time period.

Physical security: Chips cards incorporate not only logical but physical security features as well.  Special layers of oxide over the chip protect against analysis of the contents of the memory.  Even if the protective layers were removed and the silicon exposed, further difficulties make analysis virtually impossible.  Another barrier protecting the contents of the memory against unauthorized reading results from the fact that electrical charges at the memory gates of an EEPROM (electronically erasable programmable read-only memory on the chip) are very small.  This means that they are lost if a probe is put to close to them, thus making any attempt to probe the memory contents impossible.  Although it is theoretically possible to analyze the memory contents of a secure chip, the enormous effort involved is out of proportion to any possible advantage to be gained.”

Magnetic stripe card readers can be easily purchased at low cost.  Rumours circulating within the industry allude to “skimming” of magnetic stripe credit card details as a major problem in Asia and a growing problem in Australia.  However, figures regarding the exact levels of fraud are not available from either Australian or Asia-Pacific Banks or card issuing organizations (Visa, MasterCard etc).

Fortunately, some European figures are available.  For instance in France, since the replacement of magnetic strip technology with the introduction of smart cards the ratio of fraudulent transactions compared to the total number of credit card payments in local stores has fallen from 0.162 in 1989 to 0.018 in 1998 (Source: Cyber-Comm).

For the above reasons, smart (chip) cards are a more secure payment device than magnetic stripe credit cards for EFTPOS transactions.

b. the privacy and disclosure obligations of organizations that have access to consumer databases

By virtue of our membership, ACS Smartcard Technologies P/L is bound by Asia Pacific Smart Card Forum “Smart Card Industry Code of Conduct”.  This code of conduct has very strict privacy clauses in regards to information collection and quality, it’s security, use and disclosure.  Organizations consulted in the compiling of the code included the Attorney General’s Department, the Privacy Commissioner, the NSW Privacy Commissioner, the ACCC and the Human Rights and Equal Opportunity Commission.

For further details, please call APSCF on (02) 6247 4655.

c. the access by consumers to personal information held in consumer databases.

Please refer to above response for part b.

* NB: ACS Smartcard Technologies P/L is the Australian and Asia-Pacific licencee for Covadis S.A.’s secure payment products.

**e-Business 512k bit encryption cracked last year.

The 512 bit encryption key code was successfully cracked last year by a six-nation team.  The 512 bit key is believed to protect 95% of e-Commerce.  Strong RSA 2048 bit encryption provided by Covadis is required to ensure defense level security for Internet transactions.  Please refer to attached PDF article file “Key e-business code cracked”, which appeared in The Australian IT section, August 31 1999.

