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Background

The Coalition Against Unsolicited Bulk Email is an all-volunteer grassroots organisation dedicated to representing consumers on the issue of Unsolicited Bulk Email (UBE), also known as “email spam”, or simply “spam”. CAUBE.AU is closely affiliated with the Coalition Against Unsolicited Commercial Email (CAUCE), the equivalent organisation in the United States.

The CAUBE.AU web site is the most comprehensive source of information on spam available in Australia, and is the most comprehensive source of business oriented educational material on spam in the world.

Having undertaken almost no publicity campaign to date, CAUBE.AU currently has approximately 600 confirmed members.

Introduction

In Australia, the Government’s approach to the information economy has generally been guided by a policy of “electronic equivalence”. That is, the government has a general policy of applying identical rules to online activities to the rules they apply to offline activities. There is a clear need to re-evaluate this policy of automatic equivalence. Where such equivalence is appropriate, it needs to be demonstrated that it is so, and where differences exist, these need to be recognised and dealt with in an appropriate manner.

The importance of ensuring that individuals have control over their own privacy cannot be overstated. In modern western democracy, we value individual freedom above all else. Historically, that freedom has meant freedom from government intrusion, as governments were seen as the greatest threat to individual freedom.

It is important, then, to define what we mean by “freedom.” Perhaps the best and simplest explanation for this term was given by Judge William O. Douglas, Justice of the United States Supreme Court, who wrote in 1952 “The right to be let alone is indeed the beginning of all freedom.” A similar statement was made by Louis Brandeis, another United States Supreme Court Justice, who said 1928, "...the right to be let alone--the most comprehensive of rights and the right most valued by civilized men." 

In “Privacy and Computers”
, Seumas Miller, PhD, of Charles Sturt University, states “…privacy consists of being in some condition of not being interfered with or having some power to exclude…” Interestingly, this is similar to Brandeis’ and Douglas’ definitions of freedom.

In fact, Brandeis considered the concepts of “privacy” and “freedom” to be practically inseparable. In a Harvard Law Review article
 he co-authored with S.D.Warren, Warren and Brandeis also describe privacy as “the right to be let alone”.

In “Privacy Protection for Internet E-mail in Australia”
, an article in the Australian and New Zealand Computers and Law Journal, Kent Davey wrote “Australians … rank the confidentiality of personal information second only to education when considering important social issues.” He goes further to say “Many people think that computers have made it easier for confidential personal information to fall into the wrong hands.”

Davey goes on to state that “It is recognised that privacy is a fundamental human right which every individual may reasonably expect. It supports human dignity and other key values such as freedom of speech and association.”

The Universal Declaration of Human Rights is also clear in stating that privacy is an inalienable right of individuals. In article 12 it states “No one shall be subjected to arbitrary interference with his privacy, family, home or correspondence ... Everyone has the right to the protection of the law against such interference or attacks.”
The wording of the declaration is that all people have the right to the “protection of the law” – most notably not “protection from the law.” It is clear from this wording that the intention is that government has a duty to protect its people from violations of their privacy, no matter what the source.

I western democratic tradition, we only tolerate an interference with freedom and privacy if it is in order to give protection to a much greater freedom and privacy. This is the foundation on which all western democracies are built.

In the past, it has been government that has been seen as the threat to privacy. A century ago, almost all business was small business, with limited power to create a privacy threat. Today, monolithic corporations have in themselves an enormous capacity to violate the privacy of individuals, and the Internet and Electronic Commerce have given an enormous amount of power to even tiny enterprises to violate the privacy of individuals.

Australia’s Privacy Commissioner in 1995, Kevin O’Connor, undertook a study
, “Consumer Attitudes to Privacy,” to determine the values of Australians in the area of privacy. The commissioner concluded that:

· Computers are seen as a major threat to privacy. When asked about computers, more than 70 per cent feel that they are reducing the level of privacy in Australia.

· However there is a reasonably high level of trust in a number of government agencies, and in doctors and hospitals.

· Six in ten believe they have lost control over how personal information is used by companies, and who it is passed to.

· Least trusted with our personal information are organisations trying to sell us something, such as mail order companies, retail stores, insurance companies and credit agencies.

The study also makes a much clearer statement about violation of privacy by corporations:

“When it comes to using our personal information responsibly, commercial organisations arouse our suspicion more than government….”

It is clear from this study that Australians regard corporations as a far greater threat to their privacy – and hence to their freedom – than the government itself. This awareness has only increased since then, and the fear of privacy violations by corporations is easily justified – corporations are guided by financial interest, and this is often entirely incompatible with the protection of the privacy of consumers.

CAUBE.AU is concerned primarily with a single aspect of privacy – unsolicited bulk electronic mail, also known as “spam”. While there are many other significant areas of privacy, for the remainder of this document we will consider only this aspect. It is an aspect that is critical to the concept of privacy – it is central to the right to be let alone.

Additionally, in this document we will consider only the privacy aspects of spam. There are cost issues involved as well, as detailed in our submission to Second Round Consultation for “Electronic Commerce – A Model for Business” in February, which we are including by way of a separate exhibit.

The History of Spam

In the early 80s, when the architects of the Internet were designing text messaging systems, they saw fit to design two systems. One was electronic mail, or e-mail, designed ostensibly for person to person communications. The other was USENET, designed for open public discussion and broadcast communications. Electronic mail was designed to be efficient for person to person communications, and USENET was designed to be efficient for broadcast communications.

The architecture of USENET includes the capability to divide messages into groups called “newsgroups”, each of which has a specific topic area. People reading USENET can decide what they want to read by deciding which newsgroups they want to read. Today, there are over 30,000 newsgroups available – providing a vast array of topic areas and incredible control by the individual over the choice of which types of broadcast messages they will read. Some of these newsgroups permit advertisements, and others do not.

If the more than 30,000 available newsgroups do not include a newsgroup with a suitable purpose for an advertiser, it is even possible to arrange for the creation of new newsgroups. Unfortunately, certain bad actors find this path unattractive, because nobody is under any obligation to subscribe to their new newsgroups – they perceive the need to force people against their will to listen to the advertiser’s message.

The first hints of the spam problem arose in 1995 when two United States lawyers, named Canter and Seigel, decided to advertise on USENET. Rather than respecting the choices of people reading USENET – that is, posting their advertisement only to those newsgroups which were relevent and accepted advertising, Canter & Seigel posted their advertisement to every single newsgroup. It is important to note that this action is inherently a conscious and unconscionable attempt to disregard and disrespect the choices of people reading USENET.

Soon after this, Canter and Seigel wrote a book encouraging others to spam USENET, and went further to encourage others to spam electronic mail. Now not only were they encouraging people to disregard and disrespect the choices of people reading USENET, they were extending this behaviour to disregard the choices of people who chose not to read USENET at all – that is, people who had already chosen not to receive any broadcast messages at all.

Immediately prior to Canter and Seigel it was universally accepted doctrine that the choices of individuals were to be respected – that is, that it was inappropriate to advertise by bulk email, and it was inappropriate to post messages to USENET newsgroups where those messages were not within the “charter” or topic area of those newsgroups.

It is important when considering the issue of unsolicited bulk email to realise that this is a new phenomenon, and that spam is an action that is intrinsically done in bad faith, and which inherently seeks to disregard the choices of individuals. It deliberately flouts long established rules of consentual communication.

Accordingly, the push for laws against unsolicited bulk email is not as some have characterised it – a push to take something away from commercial interests – but a push to add a legal requirement for those advertisers to abide by the long established rules that predate the spam problem.

A legislative ban on unsolicited bulk email in fact takes nothing legitimately acquired away from commercial interests, and takes nothing away from them that they had before 1995. Commercial interests had been doing well enough without sending unsolicited bulk email for hundred of years before electronic mail was even invented. As such, a ban on unsolicited bulk email will not be the disaster to commerce that some like to claim.

The Problem of Spam

Spam is often described simply as “electronic junk mail”, and those who use it like to claim that it is “the same as” paper junk mail – that there is no difference at all. A simple challenge can put this claim to rest – ask those who claim this why they do not simply use paper direct mail for their advertising. The answer is – spam is much cheaper. This fact, and this fact alone, is the source of the problem. It is as cheap to send one million email messages as it is to send one, and it is that cheap to any person who decides they want to use this method of advertising.

It is worth describing what the specific problem area that we call spam is. Various documents have referred to spam as:

· Unsolicited Email;

· Commercial Email;

· Unsolicited Commercial Email; and

· Bulk Email

The root of the problem is in none of these things, and CAUBE.AU does not seek to ban the things listed above. The problem is in “Unsolicited Bulk Email.” That is, if it is solicited, it is not part of the problem, and if it is not bulk, it is not part of the problem. Both attributes “unsolicited” and “bulk” must be present for the mailing to fall into the category of “spam”.

Specifically, CAUBE.AU is not arguing to ban the following:

· Single, person to person, unsolicited email, whether of a commercial nature or otherwise; or

· Bulk email in cases where the recipients have knowingly requested to be added to a list.

The activity that CAUBE.AU is arguing to ban is electronic mail transmitted in bulk to recipients who have not requested those messages.

While a ban on spam in Australia will not solve the problem of spam originating elsewhere, it is the responsibility of each country to do what is necessary to ensure responsible behaviour – to prevent their country from being a part of the problem. With concurrent efforts in the United States, Europe and India, Australia would not be alone in moving to legislate against spam, and this pattern of global cooperation on an issue with global effect will make good progress in resolving this issue.

Why Spam Creates Problems That Direct Mail Does Not

The unique problems of spam are centered around the fact that spam costs a negligible amount to send. A spammer typically obtains an account at an Internet Service Provider (ISP) for under $30.00, and then sends millions of spams through that account at no additional cost before the ISP closes that account down. Millions is not an exaggeration – a Melbourne man recently pleaded guilty to charges relating to stock market manipulation involving a single spam run of four million messages. At $30.00 for the entire spam campaign, the cost per recipient is less than one thousandth of a cent.

A direct mail campaign using paper mail costs far more then this, with costs ranging from twenty cents to several dollars per recipient, depending on the exact method used to send the mail, and the contents of the mail. Even at twenty cents per recipient, the cost of paper mail is more than twenty five thousand times the cost of spam.

The costs of direct mail mean that vendors who choose to use it need to be sure of a good return on their mailings – they need to make a profit on resulting sales that exceeds the cost of the mailings themselves, otherwise there will be no business reason to undertake those mailings. Vendors know that the more direct mail people get, the less responsive they will be to each mailing. This decrease in responsiveness means fewer sales, and less profit, so we have an equilibrium situation. An increase in direct mail results in a decrease in responsiveness, which results in direct mail becoming less attractive, and results in a decrease in direct mail. This feedback mechanism keeps direct mail at manageable levels.

On the other hand, the cost of spam is so small that spammers typically make a profit if just one of their four million recipients responds. Even if no recipient responds, the value lost on a particular spam run is negligible. The result is that the feedback mechanism that keeps direct mail at manageable levels is simply not present in the case of spam.

In simple terms, the lack of a cost barrier for spam means that the potential for use of spam for advertising is for all practical purposes unlimited. The volume of spam can be and often is much greater than and much more intrusive than the volume of direct postal mail, and as such it creates a much greater threat to individual privacy, and the right to be let alone.

Why Spam is Unacceptable

To find out why spam is unacceptable behaviour, we first need to consider what would happen if spam were acceptable behaviour. If spam were acceptable behaviour, we need to consider how many vendors would use spam.

To begin our estimates, we need to count the number of vendors available to select from. A good starting point for this is by counting the number of listings in the Sydney Yellow Pages – both volumes. Then continue with the Melbourne Yellow Pages, and the same publications in every capital city. When the Yellow Pages from all the capital cities has been counted, count the entries in the Yellow Pages from other regions throughout Australia.

Counting the entries in the Yellow Pages can give us a good idea of how many commercial organisations might want to use spam if it were acceptable, but individuals advertise to sell things too. To take this into account, we need to start counting classified advertisements too. Starting with the Sydney Morning Herald and the Age, count all the classified advertisements in the Saturday morning edition. Then add the broadsheets for the other capital cities.

As if this were insufficient, spam is a global problem, with each country’s spam output affecting other countries around the world. Not only do Australian spammers spam other Australians, they contribute to a global problem of mammoth proportions.

The number of potential advertisers here is enormous. Now, given the assumption that spam is acceptable behaviour, we need to estimate how many would use it. The answer is, of course, approximately every single one of them. Given that it costs close to nothing to send, and requires such a small response rate to be profitable, if spam were acceptable we would expect everybody to use it – it would be insane not to.

To take the ludiculously conservative approach, we will assume that only 1% of these advertisers decide to use spam to advertise. Even if they only send out one spam each year, the effect on the recipients’ mail boxes would be devastating – thousands of spams a day, with no reliable way to find important email amongst the marketing pitches.

How Spam is a Violation of Individual Privacy

We have already seen that privacy and freedom are both frequently defined as “the right to be let alone.” Spam takes a message, and inflicts it on millions of unwilling recipients. It inflicts it on the electronic mail box of each recipient, displacing communications that the recipient wants and disrupting the legitimate purpose of the mail box. Fundamentally, it denies the recipient the opportunity to be let alone. Even a single spam violates this fundamental right – and a flood of spam violates it even more.

Additionally, when an advertiser spams millions of recipients, the advertiser has robbed the recipients of the choice of how their electronic mail box is to be used. The electronic mail box, in fact, belongs to the recipient, and if the recipient does not wish to receive any bulk advertising material, they are entitled to expect that they will not be made to receive such material against their will.

Any attempt to defend spamming in fact defends the practice of denying individuals their rightful discretion over how their electronic mail box will be used. Quite literally, those who defend the practice are claiming that in fact the spammers have a superior claim to the mailbox to that of the owner – that they have a superior right to decide how the recipient’s mail box will be used. This is a claim that is clearly absurd, yet pro-spam lobbyists implicitly make this claim every time they make an argument.

Solutions That Cannot Work

A number of complete non-solutions have been proposed by spammers as “solutions” to the problems of spam. None of these are workable. They all require that the individual tolerate some spam in their mail box without any recourse.  Even one spam is a violation of individual privacy – the right to be let alone. Many of these unworkable proposals also require accepting artificial restrictions on behaviour – and one even requires people to give up privacy in one area in order to attempt to achieve privacy in another.

Ignore It – aka “Just Hit Delete”

This argument is perhaps the most dismissive of the right of the individual to be let alone. It also has severe practical limitations.

This approach – telling people to “just hit delete” – seeks explicitly to deny recipients the right to decide how their electronic mail box is to be used. In fact, no doubt people will “hit delete” – in fact they have to as every email has to be deleted at some point. This is in a sense a form of forced labour – as soon as the spammer sends their advertisement to four million people, the spammer forces them at some point to “hit delete”. That is, the spammer forces millions of people to undertake a particular action, with the recipient having no choice in the matter whatsoever.

In reality, though, given the number of potential advertisers, “just hit delete” can mean a lot of time spent deleting spam. “Just hit delete” is the equivalent of manually crossing out a classified advertisement in a newspaper, or an entry in the Yellow Pages, and takes the same amount of time. Even doing this with a small fraction of the possible advertisers using spam, it would be impossible for any individual to delete all of the spam they would be receiving, and it would still be impossible to find legitimate email amongst the spam.

Even with small volumes of spam, when you delete the spam, you run a very real risk of accidentally deleting an important message – in fact this happens regularly to people who receive even relatively small volumes of spam.

Avoiding Email Address Exposure

This approach requires people to hide in order to avoid being spammed. That is, people are expected to keep their electronic mail address a closely guarded secret.

Keeping an email address secret can be a lot more difficult than it sounds. There is very little you can do on the Internet without occasionally giving out your email address, and any time you do give it out, there is a risk that it will leak onto spammers’ lists.

Spammers get addresses from a wide variety of sources, including from contact addresses given on web pages, from public discussion fora, and from email they have received that has been copied to others, or that has been forwarded from others.

Even somebody who tries hard to keep their address secret cannot avoid friends and acquaintances putting their email address on a web page in a “people I know” section, nor can they avoid businesses they deal with blundering in a mailing to customers and sending their entire customer email address list out in the email.

Not content with spamming those whose email addresses they can obtain publicly, spammers have recently developed what they call “email append services”. With these services, they take mailing lists generated without electronic mail addresses, and attempt to determine the electronic mail addresses of the people on that list. Now even a perfect attempt to prevent email address exposure can be doomed to failure because of these services trying likely combinations of addresses to see if they work.

Another version of these services attempts to gain email addresses by trying every possible combination – for example, logs have shown spammers using a dictionary of surnames, and trying all 26 initials, and common first names, with every surname at any given site.

Even if avoiding exposure of an email address were practical, in order to attempt this properly it requires avoiding participation in public discussion on the Internet. The Internet has been frequently described as a great democratic equaliser – enabling anybody to have a voice. When people limit their participation in public discussions due to fear of being spammed, the principles of democracy themselves suffer, and society is worse off for it.

Technical Solutions

When people speak of technical solutions, they are speaking of filtering technology. Quite simply, there is no filtering technology which can filter out all of the spam without also filtering out ligitimate messages. In fact, to filter out all spam you would have to simply refuse every single message you received.

Spam filtering comes in a variety of forms, all of which have their drawbacks.

Unknown Sender Filtering

This type of filter simply rejects any message coming from a source that the recipient doesn’t know. In this case, the solution can be as bad as the problem. This type of filtering prevents the user from receiving messages from anybody they have not dealt with previously – that is, any unsolicited message at all. The value of being able to receive person to person messages from previously unknown sources who might have information of value is in itself significant.

Additionally, spammers have now taken to using the address of the recipient as the originating address of spam – this tactic is deliberately intended to bypass unknown recipient filters.

A variation of this technique is to use unknown sender filtering with a challenge response. Unknown senders get a message back telling them to utter a secret password to be able to send their message through. Few people appreciate being made to jump through such hoops – this “solution” in reality exacerbates the problem, pushing the burden on to legitimate communications. Additionally, if the original message was likely to be of more value to the recipient than the sender – such as if the sender was giving the solution to a problem that the recipient had asked about – the sender is unlikely to bother jumping through the hoops, and the user of this filter loses out.

Keyword Filtering

Keyword filtering attempts to identify certain keywords likely to appear in spam. Unfortunately, this kind of filtering will always both discard some useful messages, and let some spam through. This type of filtering fundamentally cannot work.

Tagged Subject Filtering

This type of filtering mandates a tag in the subject heading, usually “ADV”, which the user can take advantage of to filter out spam. Tag filtering in theory improves the most visible part of the problems of spam by a small amount in some ways. Unfortunately, it adds significantly to the cost burden as described in our submission on the best practice model (provided as a separate exhibit). The impact of these additional expenses on society is an unacceptable cost.

Volume Detection Filtering

Large ISPs have used filters designed to detect large volumes of mail from the same sender, or with the same content, to detect spam. Unfortunately, these filters also filter out legitimate mailing lists that the ISP’s customers have subscribed to
. Spammers have also started including individual modifications in each copy of a message and sending their messages via multiple third party mail servers to bypass these filters.

Trigger Network Filtering

Trigger networks make use of a large number of email accounts which are seeded into spam mail lists. When a spam is received at one of the trigger network addresses, the trigger network records details of that spam so that subscribers can block that spam if they receive it. The best known trigger network filtering system is “Bright Light”.

Trigger networks are expensive to operate, and as such subscribers have to pay a fee in most circumstances (Bright Light offers a limited number of free subscriptions, but after a fixed number at any one ISP will deny further free subscriptions to customers of that ISP). Effective use of trigger networks also means deliberately delaying all mail until the trigger network is likely to have caught, analysed and recorded any spam, and trigger networks do not detect all spam. Additionally, spammers are now adding essentially random garbage to the subject header, sender information and the body of spams in order to defeat these filters.

Enforcement by ISPs

Enforcement by ISPs is currently the front-line in spam “prevention”. Unfortunately, the enforcement capabilities of ISPs are limited to disconnecting service after a spam run. By this time, the spammer has usually made their sales, and is more than happy to let the $30 ISP account go.

Today, enforcement by ISPs has become even less effective. Between 25% and 50% of spam is now completely untraceable, with the only real contact details being a telephone number or post office box. When it is impossible to trace the spam back to its source on the Internet, there is simply no opportunity for the ISPs to get in on the enforcement act.

Enforcement by ISPs is a holding action which is unfortunately completely ineffective against bad actors.

Self Regulation and Industry Codes

The effectiveness of self regulation and industry codes is based on the need of an industry to protect a significant investment from more formal restrictions by government. The key factor in this is the “significant investment”.

Unfortunately, in the case of spam there is no significant investment to be protected, and there are far too many potential spammers to attempt to get them to sign on to any industry code or program of self regulation. With the cost of a spamming run being as low as $30.00, there is and never could be any motivation for the spammers to sign on to such codes.

To date nobody who has proposed allowing industry to self regulate on this issue has proposed any solution to this problem, and until a solution is proposed that will ensure that every potential spammer will participate in self regulatory activity, it cannot be ragarded as a serious candidate solution of any kind.

Opt-Out Lists

The very concept of an “opt-out list” is entirely incompatible with privacy. The concept of this list is that you give some organisation some of your personal details, and that organisation then shares that information other organisations to tell them that these are the people who would rather maintain their privacy.

It is little wonder that the ADMA’s “Do Not Mail” and “Do Not Call” lists have a mere 40,000 people registered on them, yet according to “Consumer Attitudes To Privacy”, “About one third were very concerned to stop unsolicited mail and telephone calls.” If we are to consider any ADMA operated lists to be adequate to the task of protecting consumers from unwanted marketing intrusions – that is, protecting them from one of the most direct privacy violations in existence – the list must contain a significant proportion of people who do not want to experience such intrusions. These figures make it painfully clear that the ADMA is not trusted sufficiently to maintain such a list, and as such their “Do Not Mail” and “Do Not Call” lists cannot be considered a solution of any kind.

In the inquiry into the Privacy Ammendment (Private Sector) Bill 2000 by the House Legal And Constitutional Affairs Committee, during testimony by Rob Edwards, CEO of the ADMA, the following exchange took place regarding the ADMA’s “do not mail” and “do not call” list:

Ms ROXON – Would you be in the odd position, in maintaining that database, in keeping information with which you are trying to respect people’s privacy, that the handling of that material – presumably informing your affiliate organisations – will in any way breach the provisions?

Mr Edwards – No, because they are opting in to the service.

Ms ROXON – They are opting in to opt out.

Mr Edwards – Yes, it is like that.

Ms ROXON – So they are giving you permission by doing that – to pass it on to your affiliate companies and say, ‘Keep us off.’

Mr Edwards – It is very clear.

It is, in fact, very clear – use of the opt-out lists actually requires that the individual sacrifice their privacy in order to attempt to enjoy some privacy. This is a bizarre and perverse state of affairs.

The opt-out list for spam advocated by the ADMA is in fact a list operated by the Direct Marketing Association in the United States. It is even less likely that Australians will trust a list operated by a marketing advocacy organisation that does not even come under the jurisdiction of Australian law. Of course spam is a global problem, and as such any such list would of necessity involve taking any personal information out of Australia, where it will not be subject to Australian law.

The history of global opt-out lists for spam has been marked with startling failure. The original global opt-out list, run by the Internet E-Mail Marketing Council (IEMMC) turned out to be a farce, with some of its key spammer sponsors flagrantly ignoring it, and with numerous allegations that brand-new addresses that were only used to opt-out on that list were subsequently spammed. The IEMMC opt-out list was discontinued when the Internet Service Provider sponsor of the list came to the realisation that the IEMMC was ineffective, and pulled the plug on the IEMMC and on its spammer sponsors.

Global opt-out lists have two fundamental problems – to be effective, there has to be exactly one such list, and consumers have to trust the list. There have been scores of global opt-out lists offered, with over a dozen available at any one time. Only one of these has shown any promise of being trusted by consumers.

In October 1998, in response to instructions from Congress to make further attempts to use non-legislative means to deal with the problems of spam, one spam fighter produced a new opt-out list called SAFEeps. SAFEeps was designed to overcome the problems of previous opt-out lists. It was operated by somebody who was trusted by both sides. It was operated in such a way that it could not be used as a fresh source of addresses. It had the endorsement of major Internet Service Providers and opponents of spamming.

Rodney Joffe, a long time member of the DMA, the former owner of Internet Service Provider “Genuity”, and a trusted participant in the anti-spam community, created SAFEeps. Prior to starting SAFEeps, Joffe had been operating SAFEmps and SAFEtps – computerised services for cleaning lists against the DMA’s mail preference service and telemarketing preference service databases. These services were popular with the direct marketing community because they were the least expensive of all of the list cleaning services. Joffe had therefore already established the trust of the direct marketing industry. This was the first time a global opt-out list was created by somebody with established credibility in the direct marketing industry.

Supporters of SAFEeps at the time of its announcement included the major email service provider Hotmail and spamming software company Extractor Marketing. Hotmail was represented at the press conference announcing SAFEeps, endorsing SAFEeps as the best possible opportunity for a global opt-out database.

SAFEeps also had the conditional acceptance of groups opposed to spam. Joffe consulted with CAUCE and other anti-spam activists, and J.D. Falk, a board member of CAUCE said “We're not sure this will work. But if any such scheme does work, it will probably be this one. If it doesn't, at least it will prove that something like this will not work.”

The newest of the global opt-out lists is the e-MPS, the DMA site launched on the 10th of January 2000. The DMA originally announced that they would be introducing a global opt-out list for spam in July 1997
. In December 1998, when the the DMA opt-out list was still not operational, a group of activists opposed to spam met with the DMA in Washington, DC to discuss the spam issue with the DMA. One of the activists present was Rodney Joffe, owner of SAFEeps.

As a result of that meeting, the activists proposed restructuring SAFEeps as a cooperative, with a board composed of representatives of the Internet Service Provider industry, the direct marketing industry, and consumer representatives. In addition, the activists prepared a proposed bill that would have enforced the use of that list, based on an understanding from the December meeting that the DMA would support such a bill.

On February 2nd, 1999, the DMA wrote to the activists stating that:

“We are concerned about the nationwide list proposed in the Draft. A legislatively mandated single national database could be aministratively and legally burdensome, expensive, and ineffective. The approach in the Torricelli Bill that does not mandate a single uniform database is preferable to The DMA….

“Additionally, The DMA does not support legislatively mandating adherence to "opt-out" lists.”
In effect, the DMA has stated that they prefer to have multiple databases, and that they oppose any legal requirement to use them. In this context then, the DMA’s opt-out list is worthless, since the only people who might use them are DMA members, and the DMA membership is generally aware that spamming is bad business, and are avoiding the practice entirely. So why did the DMA produce an opt-out list at all?

In fact, the DMA appear to have expended a great deal of effort avoiding creating an opt-out list. The SAFEeps opt-out system, a superior system in all respects, with a far more professional web site, was operational within 3 months of the first discussions proposing it. The DMA took 30 months – 10 times as long – to produce their service. Even by the most generous possible analysis, this can only indicate two possibilities – the first being that the DMA have the most incompetent staff imaginable, and the second being that they were deliberately delaying the service for use at the 11th hour in a desperate attempt to appear to be doing something constructive.

Additionally, the DMA opt-out list does not pass the minimum requirements for such a list. The DMA is not trusted by consumers, they do not have the support of any section of the ISP industry, and they do not have any support from anti-spam groups. They do not even have the support of the direct marketing industry, with many players in the industry actively deriding the service. In fact, organisations deriding the DMA’s efforts include the Internet Service Provider Consortium (ISPC), CAUCE, the Forum for Responsible and Ethical Email (FREE), JunkBusters, the Mail Abuse Protection System (MAPS), and most damning of all, DM News, the magazine of the direct marketing industry, whose feedback page
 on their web site directs people with enquiries about direct marketing to contact the DMA.

In the end, unless a single list is globally mandated, there is no such thing as a global opt-out list. Furthermore, given that such a list would itself have an intrinsic value if it were used in an inappropriate manner, it would have to be managed by an organisation that is trusted by consumers and by consumer representative groups. The DMA is not a trusted organisation.

The concept of a global opt-out list lacks support from both consumer organisations and lacks real commitment from the DMA. Consumer organisations have no faith in such lists, and consumers are unlikely to trust the DMA list. The DMA does not endorse a mandated single global list, and thereby makes it clear that their own e-mps is not intended to be in any respects a global list, but merely is intended to be one more of the many – strictly optional – lists available.

Individual Opt-Out

Individual opt-out is favoured by many spammers. In this scenario every advertiser is allowed one shot at every individual’s mail box, and the individual has to tell them “no more”.

Unfortunately, opt-out means having no option at all. Firstly, this form of opt-out requires recipients to reply to a spammer after being spammed. At this point, the recipient’s right to decide how their electronic mail box will be used has already been violated. Further, with the potential volume of spammers, given an assumption of legitimacy, the number of new spammers hitting an individual’s mail box every day would result in mail boxes still being useless for their intended purpose.

The effort taken to reply and request removal far exceeds even the “just hit delete” approach. As such, this opt-out approach is the exact opposite of a solution to the spam problem – it is a proposal which, if adopted as the standard for electronic mail, would seek to increase the burden of the problem.

This kind of opt-out has another problem with spam – the addresses of people who opt-out are frequently resold as lists of people who read their email. Such addresses are considered more valuable by spammers. By opting out, people may actually be inviting even more spam.

The Real Solution – Opt-In

The only solution to spam that genuinely gives the individual the right to be let alone is “opt-in.” Anything else gives the individual no choice at all.

It is not surprising that pro spam lobbyists oppose this – they are unwilling to offer individuals a genuine choice. Even people who do sign on to the ADMA’s “Do Not Call” and “Do Not Mail” lists drop off those lists after two years. While the ADMA claims this is because “17% of people move every year”, the approach of allowing people to simply “drop off” without attempting to confirm if they have in fact moved demonstrates a distinct disregard for the active choice of the individual.

In its “Advisory Report on the Privacy Amendment (Private Sector) Bill 2000”, the House Legal And Constitutional Affairs (LACA) Committee stated that for direct marketing:

An opt-in standard is desirable. However, the Committee was advised that business generally has not reached the stage in its information handling techniques to adequately administer an opt-in regime.

This invites the question “and why should they bother developing such techniques if opt-in is not legislatively mandated?” If opt-in is desirable, as the LACA committee stated, the only way such supporting techniques will be adopted is if legislation mandates this approach. Until such time, pro spam lobbyists will continue to say “It’s too hard.” In fact, CAUBE.AU and its foreign partners have been leaders in the development of such techniques, and CAUBE.AU documents such techniques in the “Information for Businesses” section of the CAUBE web site. The techniques are not difficult – in fact it is trivial not only to get the individual’s consent, but also to know that the individual made a conscious decision.

The LACA committee goes on to state:

While the Committee encourages businesses to voluntarily adopt an opt-in approach, for the purposes of creating a legislative standard to apply across the private sector generally, opt-out is the more appropriate benchmark.

It is, unfortunately, not entirely clear what their reasons for this are. It appears to be based only on the “it’s too hard” argument they have been given by the pro spam lobbyists. That argument is in itself of questionable veracity, however by stating that “An opt-in standard is desirable,” but “opt-out is the more appropriate benchmark,” the committee appears to be asserting that the commercial interests of businesses outweigh the privacy interests of individuals that they have just confirmed.

This prioritisation of commercial interests over individual interests seems to have little justification – after all, commerce exists ultimately to serve all people as individuals. It is also out of step with the findings of “Consumer Attitudes for Privacy” – which found that Australians rate privacy second only to education on their list of concerns – most notably, privacy comes ahead of the economy.

Conclusion

The right to privacy and the right to freedom are tightly intertwined – both have been defined generally as “the right to be let alone.” Unsolicited Bulk Email (UBE) is in many respects a privacy issue, because it is in part about the right of an individual to be free of unwanted marketing intrusions. We believe it is reasonably clear that UBE is in fact a significant and intrusive violation of the privacy of individuals, and the LACA committee appears to agree with this in principle. The only remaining questions are:

1. To what extent do the commercial interests of advertisers outweight the privacy interests of individuals; and

2. What approach is to be taken to dealing with the problems.

In any real sense, since commerce exists ultimately to serve individuals and provide them with an improved lifestyle, commercial interests must of necessity come behind individual rights, otherwise the ultimate purpose of commerce is in part defeated.

In any event, restricting commercial interests from using UBE for advertising is unlikely to cause significant damage to commerce – capitalist commerce has survived for a few centuries now without the need to advertise by electronic mail. In fact, any legislation which states that opt-out is OK would in fact be granting a new right to businesses, as UBE is currently defined by community standards to be unethical behaviour. This new right would be granted to businesses at the expense of the privacy rights of individuals – an expense that should never be borne for the sake of a few dollars in the pockets of the unethical businesses that would choose to use UBE.

Generally, numerous approaches have been proposed to deal with the problems of spam. The direct marketing industry is supporting opt-out. While the DMA operates a “global” opt-out list, consumers do not trust either the ADMA or the DMA with their details, so only a tiny percentage of the people who want to avoid other types of direct marketing have signed on to the ADMA’s existing lists. Further the owner of that e-mail preference list, the United States DMA, is on record as being opposed to having that list or any other mandated in legislation, so the ADMA is in fact supporting individual opt-out, and approach that is far worse than nothing at all.

The only workable approach to the problems of spam is a legislatively mandated opt-in requirement for all bulk communications via electronic mail. 
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