27 May 2004

Andrew Buckeridge

| ama resident of the Curtin electorate and a director of BGC (Australia) Pty Ltd
Government policy can have serious inplications for software devel opnent and use. The
two concerns | have relate to the Free Trade Agreenent intellectual property provisions
and compul sory use of proprietary software (3rd party forcing).

Li ke nany organisations in Australia BGC depends on the use of conputers to do its
busi ness. Perhaps unlike other organisations we |ike to be able to choose nore secure
and reliabl e standards based systens rather than being forced to use the proprietary
M crosoft W ndows system

BGC has on a nunber of occasions attenpted to nove fromthe dom nant proprietary system
only to have those attenpts thwarted by obfuscation formats and corruption of conputing
standards that were originally intended to ensure interoperability. (Technica
standards 10 and 11 define Internet conmunication protocols and the HTM. format that
shoul d be used for WAW)

What concerns nme now is that Mcrosoft who already has close to total domination will
be given even nore protection against the remaining free software conpetition by
changes to Australian intellectual property |aws.

Australia/US free trade agreenent patent and copyright extension

The anti circunvention nmeasures of the copyright act punishes those who provide a neans
of view ng obfuscated content even though that nmeans may be used to view content that
the user is entitled to view

BGC is frequently sent PDFs which nust be viewed with Xpdf (12) free software on a non
M crosoft environment. (The non free Adobe acrobat reader did not work on Linux and
now no | onger works on Sun Solaris. As this is non free there is no way we coul d
repair the software. Al so BGC nay sinply to choose free software because it can be
repaired and there is no place to hide back door code.)

Dmitry Skylarov was a victimof the US Digital MIIennium Copyright Act. Wuld
devel opers of software to crack obfuscated formats in Australia or visiting Australia
al so becone victins of the Digital Agenda part of the Australian Copyright Act?

Anot her exanple is DVDs which have obfuscation as part of the technol ogy agreenent

whi ch Australia should have nothing to do with if we want conpetition and freedom of
choice in software. Even though standards based Sol aris and free Linux both have MPEG
pl ayers they can not play DVDs because this would require circunvention of the
obfuscation which is currently illegal. | paid for my DVDs, but | can't play them on
Sol aris or Linux!

The anti circunvention nmeasures don't sit well with copyright, but copyright should
prevent published work from being stolen. Though copyright prevents plagiarismit
all ows for independent works that may be sinilar

Software is |ike mathematics in that all discoveries depend on previous work and |ike
mat hemati cs there woul d be serious inplications if these were | ater patented.

One problemwith patents is that they grant exclusive rights even if other simlar work
has been i ndependently di scovered.



Software patents inpose practical problenms which free software does not have the
resources to address. Software by its nature is conplex and to revi ew proposed code
agai nst existing patents would be an inpossible burden to devel opers and would stifle
free software devel oprent.

The problemwi th patents trunping i ndependent di scoveries is nade worse when patent
of fices operate in a sem -commercial manner and it is not in their interest to | ook too
hard for prior art during the exam nation process.

Due to the conplexity of software it is necessary that work on software is docunented
on the Internet and not in 'learned journals' thus any exam nation for prior art would
requi re powerful searching of the Internet.

ATO EClI 3rd party forcing

This not directly related directly to FTA, but denonstrates the degree of power that
M crosoft already has and that it has used Sun's Java code without pernission and has
effectively got away with it. Australia should not give Mcrosoft any further
protection by way software patents or ant-circunvention nmeasures. The |ine between
obfuscati on and corruption of standards that can only be unravelled by reverse

engi neering is not clear.

In the ATO s correspondence with devel opers and users they said "the ATOw Il al so be
devel opi ng Appl e and Uni x conpati bl e versions of the ATO ECl software application”.
Thi s has not happened. (See 1.)

The Appl e version can not work with recent nachines as it depends on Mcrosoft MRJ and
I nternet Explorer which are no | onger supported by Apple. Current Apple nmachi nes run
MacOS 10 with Java (6) and the Safari HTM. (11) browser.

This leaves BGC with Mcrosoft Wndows as the only choice. This has caused probl ens
for BGC in mgrating fromthe proprietary Mcrosoft desktop to the standards based Sun
desktop which is secure and interoperates with other standards based environments such
as Apple's MacOS 10, IBMs Al X and al so free software such as Li nux and BSD.

Nei ther a Java (6) nor a POSIX/UNI X (7,8 and 9) version have been devel oped. Had a Java
versi on been devel oped it could be ported to popular platforns including M5 W ndows,
Appl e and Linux. Had a PCSI X version been devel oped it could have been built for
practically all free software and UNI X systens for any hardware architecture and for
current Apple and M crosoft.

I nstead the ATO devel oped for MSJVM whi ch though based on Java code was not Java

(6) and the Java code was not used with perm ssion of the owner. By corrupting the
Java code M crosoft had | ocked MSJVM applications such as the ATOs ECl to their own
system

One governnment software initiative that was success in ternms of openness was the EVACS
system (2) which is freely available for review thus there is no where that back door
code can be hidden. Such requirenments should be mandatory where public funds or the
denocratic process is involved. The ATO should follow this | ead and ensure that the
ECl software is available and works.
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