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There are several key issues that need to be addressed in relation o the proposed
Access Card to make it aceeptable fo the Australian com: munity. Unibrtmwiew, the
Access Card initiative has been rushed through and many of the community's
concerns have been left unaddressed.

Iy reality, only a fraction of population ai large is aware of the proposul, with few
realizing exactly *\almz the propesal entails and. as the initiative s discussed
throughout the cammunity, further concermns arc forthcoming.

Some of these concerns inchude

The Govermment has no mandate for this proposal

o The Access Card will inevitably become an D card

s The functionality of the card will inerease

s Costs will blow out, and the anticipated benefits may not miater jalise; and as a
consequence the intiative will not vield the benefits the government expects

£

s There will be breaches of privacy
s Australians should be given a genuine “opt out” capability

f No mandate for the proposal

The Access Card inifiative was proposed atter the last cleciion, and was not
forpshadowed i the Government's policy announcements in the lead-up to the 2004

slection. As such the Government has no mndate Tor this mitiative,
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Worse still, many in the conmmunity believed that the Government’s position in 1988,
when the Coalition opposed a similar initiative, remained current,

Given the significance of this inittative and the concems from many in the
community, the initiative should be deferred at fcast anti! after the next election when
+ randate can be secured. Such  defirral would also give the comnumity tinse to
discuss and analyse in detail what is invelved in the proposal,

Reconymendation

s ‘That further work on the Access card be deferred until after the next
election when the Government has a mandate for the programme and
greater community consultation has oceurred.

2 The aecess card will inevitably become an 1D card

The Government constantly ¢laims that the access card is not o be used as 113 1D card.
If that is the case. why there is a need for a photograph on the card?

1¥the card is simply to be used for acoessing government benefits, a digitised
photograph, which is embedded m the chip, would be suflicient for identification
purposes when the card is presented 10 appropriate authoritics, eg Centrelink, at a
doctor’s surgery, or at a pharmacy, as cach would have a scanner. Removal of the
photograph from the surface ol the card would have no fmpact on the declared
funciionality of the card, but woukd ensure that the card could not morph into an
rentity card.

The problem with the Access Card in its current form is that, once implemented, the
in{rastructure is in place for the curd to become an 1D card. All that would be
requiired 1s a small change legislation, which. ne doubt will be introduced by a

future Government.

Finally, the reassurances often cited that legislation would make it illegal for a third
party to ask 1o see the Access Card sound hellow. Currently, it is ifiegal in several
States for third parties to ask 10 see a driver’s licence, yel post offices, chibs and
aivlines all demand (o view drivers” Heences on a regular basis,

The only way to stop an Access Card being used in a similar way 8 o remove the
chotograph from the face of the card.

Recommendation

e 1t is recommended that the photograph be removed from the surface of
the card to ensure the Access Caurd cannot morph in to an identity card.




3 The functionality of the card wifl increase
Experience shows that finking of databases increases aver Lme — 1t does not decrease.

Ore of the major concerns is that the functionality of this card will increase over ime.
[ these citcumstances, the card ceases Lo be optional - it will be mandatory.
Worryingly, the Office of the Access Card has indicated that there will be no increase
in functionality “at this point in time”. Translated this means that the Office of the
Access Card docs have plans for a future fncrement in the card’s functionahty,

There is a huge number of Goveormment prograniies that could be mcorporated into
the Access Card mcluding:

e First ome owners” schome

s Regeipt of government grants - ¢g pavinents under the Water plan to farmers;
Export Market Development Grants;

# Drrought gssigtance paymenis

e Bushbire reliel payments

e Isolated Children’s Allowance payments

Tuxation infonmalion.

Mamry of these programmes particularly impact on the Farming community and on our

regional areas.

The hotiom line is simply (hat once the infrastructure is in place, Govenunents wili be
sorely tempied to increase functionahiy, bringing together all aspects of an
individual's life under one identity number, It will be practically impossible to live in

Australin without a card,

F Costs will biow out

The proposed Access Card has been justified prinarily on the grounds that the
reduced levels of fracd jusiify the costs associated with its intreduction. A full cost-
benefit analysis has not been released by the Governiment {including sensitivity
testing). vet it is clear that a relatively swall increase in the costs or a reduction n
anticipated benefits, will result in the praject ceasing to be cest effective. Indeed the
Giovernment has refused to release the PriceWaterhouseCoopers report on the Access
Card. which covers some of these issues, despite FOI requests.

Flistory has shown that large-scale government information technology purchases

always:

s cost much more than originally promised;
e invariably run years late;
» have large scale transitional implementation problems; and vlimately
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s cause political difficulties at least at the tme of mtroduction.

The current Government experienced exactly these problems with the contracting oul
of Commonweaith Government TT services from 1996 - eventually culminating in the
Humphries Review.

The Customns 1T system is another example ol a ten- told blowout in costs. When the
systern was finally introduced it caused a crisis on the docks, a serious disruption to
trade, large compensation costs against the Commonw calth and some border sccurity

lapses.

The State Governments also have a siring of such i aifures. One conlemporary one is
the proposed public transpornt smar teard in NSW. This has been delayed again
recently by the Premier. Many other States have experienced the same problems.

i addition, the claimed savings from reducing welfare fraud are not considered 1o be
robust, There are already significant anti-fraud systems in place in the
Commonwealth welfare system. For example, few people Ubjcd to data matchiag
hetween the Tax Office and Centrelink concerming weltare fraud. Accordingly, this
practice has massively expanded over the past 20 vears as computer systems have
hecome more 50 phzsmdicd This practice has already cut down on a lot of weifare
and taxation fraud. 1t is a cliché, but nonetheless true that you canmot make the same

saving twice.

The mmccm is that once the process is conunenced, the sunk cosis of the {mw.mmmt
become so high that it cannot afford to pull vut, lesta acandal develops in relation to

the waste of resources
Recommendation
e Further subsiantive work on the Access Card be deferred untdl the

government can be assured costs will not blow eut and the initiative will
he cost-effective.

5 Breaches of privacy
Fven if all of the other problems did not oxist (and they arc very real), in the end
privacy and protection of the public interest always rely on the Um grnment

emplovees doing the right thing,

Whilst the overwhelming majority of public servants are highly ethical, hard working,
law abiding people - there are abways going to be people who do the wrong thing,

And there are countless examples of where this has happened (see Attachments 1 & 2)

Just recently, several public servants at Centrelink were caught misusing confidential
personal information. Some 5?‘35 staff were sanctioned for privacy violations, 19 staft
were dismissed and 92 had resigned {(sce attached media report sbout one such

ncidont).
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But the problems are much deeper than this. In the Child Support Agency some 405
breaches of privacy were discovered. including 09 cases where sensitive information
wag given 1o former spouses.

fn Medicare Australin, there have been 21 cases of privacy breaches i recent times.
Five staff were counsetled, two demoted. eight have resigned and six were terminated.

There are probably countless other privacy bre: ches which have not found their way
to the public domain. Storing & huge amount of data about a person will also increase
the risk of identity theft - either through the card being stolen and the data being
accessed or through hacking of the central databases which store all of the backup
information.

What needs (o he recognised here is that creating more databases with mare
information and greater centrabisation will inevitably increase the risk of misuse of the
dara. And 1t will happen.

There are two issues here, First, what compensation does the Government propose
should be paid to those people who have been forced to provide infonmation t©
Government as part of the Access Card program, and having done so in good faith
find that their personal information has been compromised? If there is a policy ofno
compensation, that matier should be expressed admitied by the Government ad be
allowed to be publicly debated. What about the situation where someone comes 10
ysical or other harm due to the disclosure of private information, including an

s5. where someone Is trving to avoid dotection by a third party, eg an cstranged

sponse?

And secondiv, does the Government intend to notity jndividuals when there has been
a breach and their persoral information disclosed?  1f'sv, what details will be made
avaitable, will the relevant officer whe committed the breach be accountable 1o the

citizen oo

6 Opting ol

There are many in the conununily whe are genuinely concerned aboul the Access
Card and many of these would be raditional Coalition volers who supported the
Coalition’s position in 1988, They are worried about some or all of the above fuclors
including that the Access Card will become an 1Y cardd, the demonstrable lack of
privacy in government databases. and general potential mususe of the database by
govermment agencies and the facilitation of big government through the usc of the
Access Card, They are concerned that the use of the Card could exiend over ime 1o
state and local services eg. public transport passes. public dental services, community
childeare services and Hibrary services.

Many Australian simply want to be able to opt out of this identification system, and

that as detaited knowledge of the Access Card proposal progressively grows itis
fikely that many more will wani an opt-out aption.




The philosophy behind the opt-out option 15 straightforward,
Those Anstralian tax payers who pay the Medicare levy (which i3 a national health
insurance system’, and who do not wish to draw w clfare benefits or be involved in the

nuge inter-linked data system should be able to opt cut. As such these Australians
would ot be able to claim the Medicare rebate or other rebates through the Access
Card system. In return these Australian citizens should be entitled o income tax
deductibility on the additional personal medical expenses that they incur. Under this

approach the Govertment would still be fi sancially better off than providing the
direct benefit but those opting out of the National Identification System, would be
entitied to some taxation benc xpected to fully fund all the costs

of thoir medical care,

s and wouid not be e

Recommendation
s (Citizens to be entitled to “opt-out” of the Access Card system and be
entitled to income tax deductibility for alt Government services subsidies

that they consequently forfeit.

I would be pleased to further elaborate on the above submission, should vou wish,

Yours sincerely

&
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Prying staff cast doubt
on smartcard security

Privacy advicates have senous
concerns about the federal
government's proposed smartcard
after Centrelink staff were caught
inappropriately accessing client
records.

Using sophisticated spyware
ograms, 600 Centrelink stalf were

of friends, femily, neighbours and
ex-lovers without authorisation.

Nineteen Centrelink stafl were
sacked and 92 resigned after
790 cases of inappropriate access
were utigovered.

The head of a privacy taskforce
looking into the government's
proposed health and welfare
smartcard, Allan Fels, said he was
deeply concerned about the
implications for Australisns,

The smarteard will link medical,
tax, welfare and other personal detalls
on at least 17 million Australians.

“The Centrelink revelations are
deeply disturbing,” Professor Fels
told ABC radio vesterday.

the woltare records

“*itake some comfort from the
fact that the government has caught
them and punished them, but there
is still & huge weight now onthe
government to provide full, proper
fagal and techuical protection of
privacy with the access card,”

Centrelink said five cases had
been referred to the Australian
Federal Police and more than 300

“The Cenfrelink
revelations are
deeply disturbing.”

staff faced salary deductions or
fines. Another 46 were
reprimanded, and the remainder
dergoted or warned.

‘The Labor Party said the breaches
demonstrated the government’s
adiministrative incompetence and
that the privacy commissioner
should investigate.
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Eyemg Big Brother

Pan

: iuv 4 5e, tiw g: varpment's share of our nformation is expioding:
5, heaith informaetion, the census, criminal
dge& am} fat tiy da_ tails, unempioyment banefits, traffic
¢ s st of some of our most

5..IE{F“ THF

GEGOE

B aeb; biggar by the day. The jatast privacy breaches
- of government records raise
o sarvants, bownd by codes of conduct and threstenad with the Ci'irr‘»w pew gquestions about plang

1 sporacy provisions, are the Keepers of the fi ns of thousands of for & national smart card for
servants have accass to dotabases with information about you and me. 2008, PAUL MALONE reports
I'v ai wo Dofance Depariment alene there more than 10,000 staff who are

~ertified users of the parsonnal-management sysiom that held the records of

all Defenco stalf.

Australia - where records
£t af{r‘u, any one of

Taxation Office and Madica:
g the potentist for abuse

5 such as Centrelink, the Austrafian
that thes

[ttt s by 2
o the vast o

3,

TCiEs
ajority of Austratians are held -

v wanctioned Tor privacy viclatinns, that 19 had been

atlaniion.

sation this wm“ that 58% Centralink ma;f hat

The 1 =
result trougin the ssue o the public’

saer and 92 had resigned

digm
RBui the Centraiink ©
discoverad 49 "5 bire
SPOUDES.

1 it was revealed that the Child Support Agency bad
sithve information was given to former

5 are not unigue, Carlier his ya
aches of privacy, including 69 ¢ s where sens

m “«%lew susiraiia, where 5400 staff are employed, over the past three years & total of 21 cases of privacy
unautherised socess or raud have been entilad, Fve stalf ware farmally counseiled, two :%umated
ad and st were terminated.

A further 13 cases are under invastigation.
23

convicted in tha ACT Magistrates Towt

Hal

Argd o November [2st year an Lﬂ‘ams{}raum E'\e‘.g"}ar et employes wi

oft 18 chargas of unauthorised scce

"l h-' agencies with L'm biggest potential for invasion of privacy are the tax office and the big two in the Human
rvices portfolle, Centrelink and Medicare,

In confirming the breaches of pr at {'“rwtn:” nk, the chief axecutive, Jeff Whalan, presented the bast
possibie spin, saying s organisation Had boosted pr wwacy proteciion. The general ‘m:ldgns of Centraiink, Hank
lgrgen, was keen to smphasise thet Centrelink had injbated the investigation,

i Rowlings, abserved that if they had caught one or twa
shig.”

2ur the chief exeoutive of Civil Liberties Austratia, B
people you would say, "OK, some rody's dong the

But ciose o 800 was another matter altagether,

fand the overwhelming majority performed their duties
rardly be proud of the fact that one in 50 broke the

i a highly -‘.;‘th:t-ci} angd o ;Jf\m ®TIANNer,

FLHES.

One of expianations for the refatively high incidence of breachas in Centrelink s that it is only in the past two
years that the agency has employed spyware technology 1o track staff transactions and browsing. Madicare is
undersiand to have had such systems in place for years,

The Child Support Agency breaches - relatively ag high as Centrebink's - are aven more distur irng, with the
ity that a leak could enable a former spouse to physically harm a Former partner,

}'5?{5‘\:53(; Commissianer Karen Curiis says i s unacgeplable Lo have any breach, Bub it is good news that
frafink has caught the violator

St i goor that they ve found tege ard they've done secicus things ke [having staff] demoted and

it Heanherea wnnronide cem andrrinterBriendivBace aenlotary 1t SOSNG T TAAVIIONT
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cimmissed,” she gays

g reaily hard, You'te always going to find there are some bad eggs and you have to put in plage processes (o
stop thnse bad eggs.”

- she hay hesn impressed with the ammmt of resources Centralink
seen monitoring operations for over a year and had warned staff
R atth Government's orotection Lf poaple's records s at @
smart card, or access card. Potentlally the capd
Arity card. or the revival of the aberted Austraita

Sirce taking the 3«:}3 as Privacy ComMmiss:

ng directed towards privacy, Centrelink has
thiat it was doing the audit. Interest in the ¢
neak af presert because of the .smpﬁ&ed
could be issuad to 17milllon Australians.
Card.

- to ba introduced in phases from 2008 ~ will replace 17 bealth and social-service

card and the velerang ¢

i iy groposed that the
cards, including the Medics

s for the card rasty
dpnort Agenoy

The Government believes iLowill iy : reicas to many Australians, Carmag
with the Department of Human Servicas, which aiso has responsibitity for Centrelink, the Chile

ang Medicara.

st s ntroduction will ot maan the consolidation of the
unammployed in Centrelink

s ol widely understoad aboul the vard 35 th
sos of Hie varicus agencies, Nor wil & mesn that an officer working with the
sdicare data.

i

SN
Jdur pf{iaen‘ a=-zar“:m;e}mer‘\ts dgen \; siips are
approval, Centrelink ¢ ais and do check informa

is proud to preclaim {hat f‘a“c sitos” will be mainiained. {kven
liv seated. Under the strictest controls and with legislative
on on income and tax with the tax office.}

it

i effect provide users wilh @ kKey Lo et
for example - tha staft at Medic

inte ench and every agen (:y Rather than have a numbsar
¢ at the Departmant of Velerans'

The card wil
of cards - Medicara and veisr
5, wili recognise the access cared.

care,

The card will have standard information - the user’s name, photegraph, digital signature, agdress, ang the
gceess to banefits, To atlay fears about privagy, the Government has established the Agcess Card Consumer
Srid Privacy. Tat;t Far% chaired by former Austratian Consumer and Tompetition Commissien head Profemqr

Al Fels

apr the card should be iept to a minimum,

This waek Fele said the Centreliak scandal R

reling revelations were disturiing but he look some comfort from the Fact that the Goven nrent

He said the Cent
hag caught the bragebes.

£ : i Lj‘wkl{}r“_‘ Igmes Kelaher, agrees with Fels that the
5 E’W b zw are some iarge groups, senrs,
"No information
rhe;e a spactrum

An gxpert in the field, the form
minimum emount of information shou
for ax mrm[{ﬂ who i oF [rlay W
c! d .«; HE ma dm caxd L.F.:?C" He a'

-mec,h. g rml vmy mrusch on the card,

ne taskforce, Curtis guestions whether the card hes to have a photograph. 5he says a

ton the card only 'f H'lr' imchividust wants

I her submission 1o
photograph should be printed

age and having a printed photograph on s fare would be

by shr savs,

A ocard with near-universal adut poj
in appearance to & national ickaedhi

A prstograph of the face 18 not nocessary T For vthe card fo nteract with an electronic readar and for the persen’s
letankity to b rablishied when he of "f}e winils G govern u.nnt agency. Curtis wants legistation to limil the use

of the card, To prevent unauthorised acd seinsure and prevent rouing data matching.

Kelaher says the card s part of a whole new sy

he easigr for people Lo use and
i place the system would be mors

repface an antigquabed paper-haged system b
r for peopie o keep their own information up to da.h,
epcure than that used by the banks for internet banking,

ractivity, At the lowast level U\e:e i hrowsing -
is gething

Curtis distinguishes between different lavels of Improg
ungecapiable bub without the impact on the ingd ‘f}fim} that otiter actions might have. Then thers

information to use for non-sanchioned purg

sdulent avtivities punishable by

AL the highest end therg are ariminal acts such as elfening reco oros and {
disraissal and charges.
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hotes that the cotture in an organisation is an important factor 1y discouraging breaches of privacy. Staff
. he educeted and made aware of their sbligations and the imitations on their sutharity,

Curtd
ot

IF the compleints to the Privacy Commission are ¢ measure, Commonwealth Government activitigs are not 2
major privecy area of concern, Curlls says she recelve w1 L2040 and 1300 complaints a year and ondy 10
to 13 per cent of them relata Lo the way Commonwealth de-zparim ants anvd agancies cperate But compialnts go
fo the commission only if they are not resolvad internally. The relatively low number of compiaints aboul
goversimant potivity might therefore indicate that agendies are better 8t resolving complainis themselves,

Lo

g staft who do the ug Gl building the technojogy properly and putting in
i ams that can track and l"‘”z?i\u. tsmm‘ uar cos the chances that slatf will do the right thing. A
vear 20 the audit office reported that the Re i management systers, which noids the records of

coula be accessed hy §0,000 stalf the department told The Canberra Times t was

v
Ui poopte c‘ ay
red multiple tayers of seourity existed o prevent ppan access.

£2,000 - but inst

At that time the system, known as PI‘-&KQy' 4id not zutornatically log & recort of these who viewed staff
detaits e free access could enable entity teft, This waeak Qei—:nce spokesman said all PMKeyS operaiors
WD W iavy time they accossed the systam that thay ware subject [0 the provisions of the Privacy Act
and Defence Security Protocels,

Access to personal information was contre ed by profies such as "supervisor” or "person ﬂe% officer”. These
profites provided the restrictions on transachion ang access. The system created audit ards far transactinns
wihere data was croated or changed, induding identifying who did the change, the cm% and what was changed,

The system was indeoand auditors had stated that the PMESYS a0oos

franagement systent

cartis said she understood that since last year Defence had troduced betler procedures to audit and moniter
woid shuitd of the system. She understood Defence had

conduct, But to get a browsing audit tral
unger i to oo thot.

%{eep ng data in silos, giving users Lght profiles and having a high-tech
ic security. But an \; system that can be bullt can be cracked. In thé end,
- oy guarantze of sacurity. h )
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Scandal highlights privacy shortfalls

have been caught inappropriately accessing cient
are falling well shott of aaequate

v hundreds of Centrelink
iar that government depar
JACY protecton.

EREVELATION this we £
soorde 1§ another worrying rens
standards of admirdsiration and pr

s computer datahase, which contains the records of aff welfare redpients i
were widespread and alarming. A two-year !
ad actessed customer records on hundreds of
nds, family and ex-spouses, OF those who were
ined ar haa their salary mdm_u 19 were dismissed, and 92 resigned when

i s have heen referred to the Australisn Federal Police.

The b es of Centralink’
Australia as well a5 people’s work ana living
audil using spyware compuier \,hf‘moc Y ‘hﬁwt’{i that
GCCASIONS ith many b F neigh
eaught, more than 300 w
challengad about the bread

Contrefink clatms that the numbers of those cauyht in the sweep comprise only 2 per cent of the department’s
sorkforce and that oo information found B8 way e the public domain. Centrelink's manager, Hank Jongar,
instals that his agency has a pabcy of zera tolerance when it comes Lo bhreaches of privacy, but can the public

wpt this assurancs that sensiove mformation cannst fail into the wrong hands?

Trowas only in june that ars nternat audit commissioned by the Child Support Agency found 405 instandes of

privacy breaches, aif within 2 nine-month period. Some 64 of those tases invoived information being given Lo
£ ; [hat such security fapses have been revealed 1o an &gency deating with highly sensitive issues is
o

hat such brosches many i others ol yet brovght to fight™,

i the cormment of the auditors

aid he's satisfled wilh the action being taken by
ain, but non ’t*‘ge'f«saf the public has grounds for
sure that the Public Sarvice upholds the highest

Thie mimister v charge of both agenaes, log Hocikey, ha
Cantrefindk and the CX

CSA to ensure suclh lapses do nm QUL &
b ‘h{‘-vmg that nerhaps govornment is not dolrg enough 1o ¢
L skandarl {.h

1

43

THIS nEwWsREner “v:,m':'%'eé ¥ ay that Medicars Austratia plans to investigete and strengthen its privacy
tion area rwomemu, and while there is no suggestion L has expertenced the winds of problams unaarthed
‘: frer auwn(m‘» and departrents bother & gromote their efforts or reassure the public that
3 prevent sensitive s ﬁom* stion being sceessed by unauthorised personnel,

nout the geperat integrity of the Fu blic Service, s
on its promuse of a safe and secure aUcRss card for
another of Hotkey's

ink and the O5A raises guestions a
@ FL)& srnmant’s abilily Lo delbve
ts. Imiplermns an of the card, schedu e for 2008

n the wake of the Centretink revelations, the chairman of the Government's task force on the Jmcarz card,
professor Allan Fels, said the st had Lo refocus it efforts to ensure the card contained aif the

measures necessary Lo protect people’s privacy.

is doubts echo those of the pravicus chaleman of the ta: s force. James Kelahber, who resigned in May after
iscred his cancerns abaul privacy and the way the :md was heing implermanted, Kelaher felt that the
L, and the administration of tha card, should b depe dent of the Department of Human Services or al
- outside the purvigw of Centrefink and M re - the Lwo agencies that deliver the bulk of weifare and

; bo advise the Governaent on privacy orotection.

5 He oiso wanied a panel of external experts
Fufed oub any new approach, Saying the Government could satisfy people's privagy concerns

@l Advicn,

(e Government appear confident that emerging tec nnciogy will detiver a card thal will not ooly

,\}, extremaly sensitive Dipmetric data, a digik photograph and a <hip with an ancrypted identification
sumber, but wilf enable access to ail dats stores now beld separately by government departméents - all thig
without the risk that any unauthorised thicd partgs © ouid fraudulently gain sccess o that information thro ugh
identity theft or computer phishing, But no maltter how technoingically sophisticated a card might be, there are
saund, historlcal reason for belleving that crimingl or rogue elements wili guickly bridge that gap.

pgst peeple would accept thal g Tamper-prool aicess card = o proctical impossibility, just as ey know there
witl always be one or two public servant tempte to fraudulently ohitain information tuz vrofit or curiosity. But if
the public loses confidance in the abiity of government to do alf it can te protact puup%es privacy, they will be
reluctant buyers of any a o).
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PS aots to track privacy snocps

Faul Mo

Medicare Australia will be nvastigated for privacy braaches afrer hundreds of Centrelink staff were found to
ave boen llizgaily spying on the raecords of welfare recipients.

s records of diverced couples - will aiso come untet

The Child Support Agency - witich belds the highly sensi
frnmigration are overhauling their computer

renewed examination, And the departments of Defence and
gystems (o track data snecps.

s catied !

o gquestion Lhe secunty of the pn;posc_d trealith and soctal-servicas
arvices cards, including the Madicore card, health-care

Hw wholesale breaches have &
5 card, which would replace 1L
;ae.mssﬁ aszd veleran cards,

heaith and saoia

sned for code-of-canduct vioiet ons {Jﬁapdi“m"er\t figard
and gnothar 92 had resignad wnen chalienged

velink dragnet resylfted in 585 staff being s
ﬂ“maian aaid vesterday that 19 staff had been dism
¥
nout breaches of privacy.

Mere than 300 had heen fined or had thelr salary reduced with the bulic of the rest receiving demotions,

a2

reprimands o warninigs.

The Centrelink incidents follow similar instances abd the Child Support Agency where earller this yea 405
& uncaverad, Of th . 69 involved sens 1*,\«'&5 nformation baing glven 1o 2x-spouses.

breachas wes

~

the rontrol of the Minister for Human Services,

. ,"1'{!‘@ dntk, the Chidd Support Agenoy and Madicare all fail wnd
! regions yesterday and was nof available for

mkey M Hockey was wisiting Indiganous peapie @ UEY
c{nume:m.

L

i Hm kw G?%ﬂ Madicaie Austraiia was ooking at what Cenkralink had done in memtosmg
.#u:% iT was her undersianding that the sort of issues that came L i T

y with consultants

howwfﬁn npcayse of the skrong stang Mr Hockey mad taken on privacy, Medicare was wi
tod at how it cowid strenagthen privacy protection,

ant review of its operations, The raview found the potential fo
m 1o find and harm former partners and

Zartier this vear (5A undertook an indeper
ads‘ inv Uwﬂ_; ;wop @ aair'mg <'cm wr icm], which minht enable the

wendations had been adopted and ware
s i adedressing the privacy

baing e SR A o TELNE A [sl { raking strong ac
problem and this was now
sip had zero tolerance whan it came 1 staff inappropifately BLassing customer information and supportes &
rough line agatnst people doing the wrong thing. :

ssue in Mr Hockey's portfolio as he is responsitie for the introduction of the health and

Privacy is a major s
social-services access card,

dn Thompson, said the Centreb !k and CSA Dreaches were
o naying with thelr privacy.

The shadow mirister for public accoun pabifity, Kahv
cle

40 evidence that Mr Hockey was neglacting his departivees nt and Australians werg

e

s tume e Privacy Cominission stopped in to sort gut Hockay's mess," he said.

oL the privacy of 17 million
ographs and

concerps about the smartcard ¢ rotect that would aff

The news alse ratsed privac
sustralians. The smart- rm;ﬁ wouid hold extremaly sensiive gata such as Dometrc ph

sitna ey,
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Prving statf cast doubt
on smartcard security

Privacy advocates have seTious
concerns about the federal
government’s proposed smaricard
after Centrelink staff were caught
inappropriately accessing client
records,

sing sophisticated spyware
_programs, 600 Centrelink staft were

< canght Browsing the welfare records

“of frisnds, family, neighbouts and
ex-lovers without authorisation.

Nineteen Centrelink staff were
sacked and 92 resigned after
790 cuses of inappropriate access
were uncovered.

The head of a privacy taskforce
looking into the government's
proposed health and welfate
smartcard, Allan Fels, said he was
deeply concerned about the
implications for Australians.

The smartcard will link medical,
tax, welfare and other personal details
on at least 17 million Australians.

“The Centrelink revelations are
deeply disturbing,”” Professor Fels
told ABC radio yesterday.

“§ tuke some comfort from the
fact that the government has caught
them and punished them, but there
is still & huge weight now on the
government to provide full, proper
{egal and technical protection of
privacy with the access card.”

Centretink said five cases had
been referred to the Austealian
Pederal Police and more than 300

“The Centrelink
revelations are
deeply disturbing.”

staff faced salary deductions of
fines. Another 46 were
reprimanded, and the remainder
demoted or warned.

The Labor Party said the breaches
demonstrated the government’s
administrative incompetence and
that the privacy commissioner
should investigate.
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