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The Australian Government’s Submission is seriously misieading to the Senate

The Australian Government’s submission to this Senate Inquiry is seriously misleading in the
particulars following. [ submit that the Government should be required to withdraw and
correct the document, and should be required to explain to the Senate Finance and Public
Administration Committee why it has provided such misteading information about the Bili.
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On pl7 the Government claims that there are “offences prohibiting persons from
copying the card number, photograph and signature’. The expression “the card’ in
the Bill includes both the card surface and the chip in the card. The statement is
wrong and misleading, because $37 only deals with such information on the
surface of the card. and not the same information on the chip. This is a vital
omission in the card’s protections, as explained in my article accompanying my
submission.

This misinformation is reiterated on p30 which says ‘Clause 37 is intended to
prevent persons from copying or recording certain information on a person’s
access card ({ie a person’s access card number, photograph and signature).” This is
wrong and misleading as explained above. [t savs further on p30 *The clause is
intended to cover all forms of copying, including photocopying, scanning and
photographing.” While the particular examples may be correct, the expression “all
forms of copying” is seriously misleading because s57 does not prevent any form
of electronic copying. The misinformation is repeated yet again on p81.

The examples given in relation to s57 on p50 seem to be intended to mislead
because they are carefully limited to examples of private sector breaches
{pharmacies and banks). while failing to admit that s37 has no application to
breaches by Commonwealth or State government officers because they are
immune from prosecution. If' the importance of exempting Governments from
prosccutions for abuse of ID cards is not obvious, it is discussed further in my
article.

The discussion of “safeguards’ on p34, states that “IPP 11 provides. in addition to
a number of Hmited exceptions set out in the IPP, that DHS must not disclose
personal information on the Register about an individual to another person, body
or agency unless the individual: has consented to the disclosure; or is reasonably
likely to have been aware, or was aware under IPP 2, that DHS usually passes that
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information to that other person, body or agency.” There is no further discussion
of other exceptions. By including it under ‘a number of limited exceptions’, the
Government has disingenuously avoided any specific mention of exception
11.1{d} “the disclosure is required or authorised by or under law’. This is the
exception that is capable of driving a pick-up truck through the Register, but the
Government has tried to hide it. For a non-exhaustive sct of examples of where
disclosures from the Register could be authorised by law because of the demand
powers of other agencies, see the Administrative Review Council Draft Report -
Govermment Agency Coercive Information-gathering Powers
<http://www.ag.gov.aw/agd/ WWW/arcHome.nsf/Page/Home>, Appendix B of
which lists the nformation demand powers of agencies {including ACCC, ATO
and Centrelink) which can be exercised against ‘any person’. Why cannot such
powers be exercised against the Secretary in relation to the content of the
Register? As pointed out in my article, this is probably the major weakness in any
attempt to rely on the Privacy Act 1988 as adequate protection for the privacy of
information in the Register.

o

The Government then exacerbates this misinformation by pretending that such
disclosures by DHS could result in determinations being made by the Privacy
Commissioner {p54). Even if the “authorised by law’ exception was not so wide,
this 1gnores the fact that in nearly 20 years of the Privacy Act 1988, successive
Commissioners simply have not made determinations against Commonwealth
agencies. Section 32 is a dead letter, it 1s not even used in ferrorem. One reason
for this, never acknowledged by Government, is that there is ne appeal to a Court
against the decisions {or non-decisions) of the Privacy Commissioner. As
discussed i my article, this Bill not only fails to define what will constitute
unlawtul disclosures [rom the Register (so as to preserve the open wound in it
caused by the ‘authorised by law™ exception), it also fails to give cardholders any
rights to seek compensation in a Court for any breaches of its provisions. This is a
Bil to protect both Government and business against cardholders protecting
themselves through the courts.

LAY

6 The Government submission on p71 gives the impression that the Government
intends that ‘POI documents or copies of them are not kept once they are no
longer required for verification or fraud purposes’. This is a nice idea, but the only
problem is that there is no mention here of ¢i 17 item 12 of the Bill, which gives
the Secretary unlimited and unreviewable power to include any Proof of Identity
documents on all Australians in the Register. The Taskforce castigated the
inclusion of ¢l 17 item 12 as, in effect, a breach of a Ministerial undertaking. The
danger of this inclusion have been raised by many others, and is discussed in my
article. Why has the Bill included this power if the policy is going in the exact
opposite direction?

7 In light of the above, how accurate is the statement on p82 “The Secretary of the
Department of Human Services does not have the power to add personal
information to the Register’? What are POl documents if not personal
information? Perhaps the Secretary does not have the power to add ‘new clusses
of personal information to the Register”.

The Government’s submission is economical with the truth, in keeping with its campaign
slogan “this is not an 1D card’.
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ABSTRACT

in 2006 the Australian government began to debate its ideas for the possible domestic
card’. Apparently mindful

i

introduction of what it called a health and social services access

of the demise of original propossls in the 1980s for an ‘Austraila Cerd’ that was firmly

ta

rejected by the people of Augtralia at the rime, the government has strongly denied that

the present debate is really about & new national 1D card for Australia. This paper looks
into the history of this discussion and suggests that, call it what you will, the ID card issue

is now very ciearly back on the agends,

i 2007 Graham Greenleaf Published by Llsevier Ltd. A¥ rights reserved.

)

1. Introduction - the second coming?

Almost 20 years ago, Australia rejected the atlemnpts of the
ke Labor Government to infroduce a national 1D card sys-
tem, the ‘Australia Card’. Its ignominious defeat {Greenleaf,

Hlave

1988} ensured that Australian politicians ever gince then
have hastened to ensure the public that any new surveillance
scheme they are proposing to introduce is net another Aus-
tralia Card’

Ausgtralia in 2006 has been debating the proposed introduc-
tion of what the conservative Howard government calls
& ‘health and social services Access Card’. It lacks a catchy
narne thiz tme, though the Minister for Human Services has
floated ‘the Feople’s Card’. Whatever it is called, the govern-
ment has insisted, since its announcerment in May 2006, that
it is not a national I card. Prime Minister Howard insists
that Cabinet debated that alternative and rejected it, Minister
for Human Services, Joe Hockey states that new lepislation
will state i is ‘Mot a national identity card' (Hockey, 2006}
The ‘Consumer and Privacy Taskforce’ ("Taskforce?), the gov-
ernment-appointed watchdog of the propesal, in its first Re-
port (Taskforee, 2006b) states that

Sinca the tdea of having o national identity card has been clearly
ruted out by the Governmient and according o public opinion polls

07E7-364%% — see front matter
GoL10.1016/ clsr 2007.01.002

s not supported by the Australian public either, it becomes im-
portant to ensure thal the health ond social services Access
Card does not becorne, now or in the future, a national identity
card by any other name.

therefore contrasts with the
United Kingdom, where it is accepted that an unprecedented
infreduction of an ID card and system supporting it is

The Australian situation
underway,

1.1. Is @ new national ID card proposed?

Itis possible to argue at length shout what constellation of fac-
tors constitutes a ‘national ID card’, The answer in a federation
like Australia may differ somewhat from a country like the
UK. The Taskforce, despite its rhetoric above, has not been
very useful in clarifying exactly what would constitute the
‘nationalidentity card’ we are all agreed that we wish to avoid.
In both its discussion paper (Tsskforce, 20062} and more
recent report (Taskiorce, 2006bj it put forward a straw man;

A national ideatity card system would include the aspects of its
being compulsory, producible on demand by certain authorities,
it

a requirement for people to carry it at all times, its linkage with

¢ 2007 Graham Greenleal Published by Elsevier Ltd. All rights reserved.
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a unigue identifying number and the fact that it is the sole form of
identification recognised by Government puthorities.

Few II2 card systemns anywhere in the world are this drace-
rfan. On these criteria, the Australin Card would not have
been a national 1D card, a proposition which few Australians
would accept. Why do all government authorities have to rec-
ognise only one D document? Js what the private sector re-
quires for identification irrelevant? Why does there have to
be ‘a requirement for people to carry it at all tdmes’? For exam-
pie, Hong Kong obviously has an 1D card {Greenleaf, 2008a),
but some government agencies will accept other D docu-
ments for some purposes, it is not required that the ID card
be cavried at all thmes (though the government does have
powers to reguire this);, and the Privacy Comumissioner’s
Code dealing with the ID card attempts to limit the uses the

privaie sector makes of it The constellation of factors makin
)

g
up what can reasonably be called a 'naticnal ID system’ is
clearly complex. In this article T am not geing to attempt o
propose some trans-national set of necessary or sufficient
conditions,
However, it is

‘Austraia Card’ proposal as an ID Card (and 1D system), and
rejected it as unacceptable (Greenleaf, 1988). it is therefore in-
formative to compare the current proposal with that of 20

3

i

vears ago. No matter what the government prefers to call it
it has a sufficient ‘family resemblance’ to the one ‘1D card’
and 1D system that we knew - and most people loathed

then it is one. The purpose of this paper is principally to ex-
was a nationsl 1D

card scherne, then is the 2006 ‘Access Card propoesal also
cne according to the same criteria?

plore that issue: if the "Australia Card’

Such & comparison is alse 3 useful way to explain what is
proposed in the "Access Card’ proposals, by providing a com-
parison with what was technically feasible 20 vears ago, com-
pared with the significant changes in the new smart-card
based proposal.

1.2 Basis of comparison

Although over six months have elapsed since the 'Access
Card’ proposals were announced, the Australian government
has still released very few details of its proposals. In my opin-
ion it is intentionally releasing as little as possible about its
plans, 5o as o present as small a target as pessible to potential
critics. There are only a few pages of details in the federal Bud-
get {9 May 2006} documents despite inclusion of $1B to fund
the Card scheme, and only a page or so from the Govern.
ment's announcement of the proposal a forinight before {see
Muman Services Home page}. A month after the Budget, the
Covernment finally released a heavily edited version of the
KPMG ‘Business Case’ for the scheme (KPMG, 2008). The Pri-
vacy Impact Assessmnent {(PIA} carrded oul in ¢onjunction
with the KPMG study has not been released despite numerous

requests. The Taskforce members are Prof. Alan Fels, former
competition tegulator, a former NSW Privacy Commissioney
{Chris Puplick) and a former deputy defence ombudsman
John Wood). The Taskforce has no statutory basis or detaited
terins of reference, and must report to the Minister (not the
publich. The Taskforce's Discussion Paper {2008a) and first

Report (Taskiorce, 2006b), the Covernment’s response [Aus-
tralian Government, 2008}, and the Minister's Press Club
speach (Hockey, 2008), add few significant details to what
was known ot assumed from the KPMG report, but often con-
firm matters assumed. In a few significant cases they contra-
dict them. As a result, my analysis of six months ago remains
largely unchanged {Greenleaf, 20060). This comparison below
is therefore necessarily tentative, but is made on the best in-
formation available,

Editor’s note
Cr 13 Decernber 2006 the Minister for Humaon Services, the Hon

Joe Hockey MP released an exposure draft of the Human Services

‘Enhanced Service Delivery) Bill 2007 for the access card. The dead-
E 4

iine for public comment closed just one month later on 12 January

2007,

Details of the 1986-1987 Australia Card proposal are taken
principally from the most detailed published analysis of the
legisiative and technical structure of that proposal (Greenleaf,
19871, supplemented by other sources {Caslon Analytics,
2005). Other studies detall the dangers and fate of the Aus-
tralia Card {Clarke, 1988; Greenleaf, 1988). For case of reading
the Australia Card will sometimes be referred to in the present
tense, a8 if it currenty existed, and as if its enabling legislation
had been passed. References to clauses in the Tables following
are to the Ausiralia Card Bill 1986 {not enacted ).

1.3 A more important comparison: dangers to privacy

[rraspective of questions of labeling as an 1D card or ID system,
the more important questions are ‘whai dangers to privacy
does this smartcard-based scheme pose? — and how do they
compare with the dangers of the Australia Card?' In the final
column of the Tables below, T have made a subjective assess-
ment of whether the dangers to privacy of the new proposal
are 'worse’, ‘less’ or {the) 'same’ as the Australia Card. Readers
are mvited o decide whether their assessmaent differs from
raine, Where this assessment depends on details yer to be
rovealad, ‘undisclosed is indicated. [ should stress that an as-
sessment of privacy dangers s not a cost/benefit analysis:
there is always a level of risks or dangers to privacy which
may be justified by cother social benefits to be obtained. This
analysis is simplv a comparison of risks between the current
and earlier proposals.

2. A universal, compulscry ID Card

The Access Card will be compulsory and near-universal for
acults in exactly the same way as was the Australis Card: it
is not as a rational and practical matter possible to do without
a Medicare Card in Australia in 2006, just as it was not rational
or practical in 1987 to pay the top marginal rate of tax on all
transactions and do without a Medicare Card. In both cases
the supposed voluntary nature of Card possession can better
be described as ‘pseudo-voluntary’. The Taskforce (2006h)
“recognises that, at some stage, almost every Australian is
likely to need an Access Card and as such to become a persan
registered in the Secure Customer Registration Service” {the
back-end database).
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were te have an Australla Card from birth,
whey tails will be entered on their parent{sy

cards, The privacy dangers may be somewhat less than each

Children

s now their

child having their own carc

Neither card is reguired to be carried al all thmes, but pro-
duction is reguired by law for some transactions, For the Ac-
cess Card

production requirements are fo be limited o
health and social security purpoeses’ {Australian Government,
2008), which will cover federal government agencies,
may include some State agencies, and may inciude production
Lo private par For the Australia Card pro-
duction was to be required only to three agencies also (though

the Taxation CGffice was one of themy}, and a different range of

three

tles such as doctors

private sectar bodies,

A compulsory uses of children’s details bevond a nydlmg
envigaged for the Australia Card, namely ‘bundving in’ to
pre-school, has been floated by a government Minister (ABC
r, ABC Radio AM transori

=

Fadio AM, Brough intervie !
v {Z006) and 5t HI0G), but seems o be contradicted
by later statements that the
health and secial securily purposes,

In grder to obtain a card a person must produce other iden-
tty documents to a governiment agency and prove their iden-
tity in order to be registered. The exact proof of identity (PO
requirements are unspecified. The basis on which an Australia

Card could be confiscated by
though protection against confiscation when voluntarily pro-
duced to anyone else was guetenteed by law. It is proposed
that the Access Card will be the property of the card-subject
(Taskioree, 2006p; Recommendation 8, accepied by Australian

Card can only be demanded for

authorities was uncertain,

Point of comparison ‘Austral

a Card’ proposal 1986_'--1987 N

Covernment, 2006}, Exactly what a property rightin an i card
will achieve is uncertain and has been described as a reductio
ad absurdum of ‘privacy as property’ (G aaf, 20060), but it
should provide some legal protection against an ID card being

retained or confiscated by anyene, because of risk of this con-

211

stituting an offence larceny or the basis of an action such as
for detinue (but with what damages?}. Neither scheme guar-
antees against the validity of 3 Card being cancelled, which
(o be a more important consideration.

In summoary, there seems to distinguish the
schemes in terms of compulsion, coverage, and carviage of
the Card, except perhaps in relation te children {Table 1).

would ssem

Iie o

3. The card, chip and card readers

The Australia Card was primitive compared with its 2istcentury
successor. It did not have any storage of data not visible on the
card face, whereas the 2006 smart card, the Access Card, will
bave a ¢hip storage capacity of at least 84 KB, The Australia

-ard hiad a magnetic stripe to record the ID numbeyr and perhaps
a ?:my amount of other text, to make it machine-readable.

The data on the face of the Access Card is much the same
for the Australia card: name: photograph (both on the card
front}; a2 unique, universal, compilsory national 1D number,
signature and card expiry date {on the card back). These
card face features are, in my view, enough to make them
both ‘national ID cards™ a near-universal relatively high integ-
rity photo-ID card of ‘Blometric guality’, with Qig,na*me and
unique number. Australla doss not at present have any

A. cess Card pmposai 20(}6 Privacy dangers.

Adult roveruge Fvery adult
Children Card from birth

Compulsery? Faeudo-voluntary’ - top marginal
vate of tax payable unles
Pf"“a‘?}i(‘& for tis i}%atfl()f“l 0

acqess to social security or health

surance benefits

Na legel compulsion {cl 8) - exc
when reguired to producs {very ¢

Carriage?

» Megal o confizcate | ruroc’ucea
voluntarily {c1 17G{1)

e Uncertain - (_("E.ubcdt-dl'! ‘T‘i’ Qﬂd
cause’ on compilsory pm{iuf:‘tioa}

Compscation?

Attend govemment affice

Registration reguirements
) © o prove identity -

Preventing {ssue of tration requirerments

Sfranghilent s

ST [Drcertain]

Loat/stolen cards [Undettain} .

Fvery }‘.‘.@dl{?i?.]’(:% racl pmnt, plus others Same

Mo card until 18 Less
Listed on parents’ cards

‘Paeudo- Jlmzmr\, - 110 Same
Medicare benefits or other

govemment benefits unless produced

Moy 10gai corapulsion = except Same

e 10 p“oduco {very of tmi}

“Owrershi 1p of card moynwd

Utirertain = e protections
agathst con isontion -

Attend government office to prove identity Sarne

-4 Ixdocuments ecessary, with
" copids th ba re—zta‘i-:‘led anding in SCRS

I\E’WRQJ:]GT? 14"!511]1’(]1"1“ rs and Same
comparison of photograph templates

{Cas udy - Fraud; Fact Sheet - Technology),

dpiiihents freserited 6 be checked

against new Docliment Verification Service (DVS)

7 Yeurs; new phioto required Same
QLred

[Uncertain] Fes 10 ro-issue Same
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universal phaoto-1D, or universal D number. Driver's BTHOES
are State-based and not universal

The compulsory data on the chip in the 2006 Access Card
will include all the card face data, but will also include more
extensive and sensitive data. This will include an up-to-date
address, date of birth, details of children and other depen-
dants, and the Tegal name’ of any person whose allas appears
or: the cavd face (Hockey, 2006}, On current policy, ‘permanent

on status’, indicating age, will only be included on the

COTICESS
chip, not the card face, though this is not 58l under debate
(Taskioree, 2006h). The Australia Card had noe capacity to con-
win anything bul the card face dats, so all of this compulsory
information on the chip goes beyond what the Australia Card
attemnpted. All of these additicnal items are potentially sensi-
tive personal information. it appears that this compulsory
data o the chip will e included in what Minister Hockey calls
‘the locked zone' (Hockey, 2006}, which may refer to encryp-
tion of data but no details are given.

The Access Card number will be an unigue personal D
number for each and every Australisn adult. This is unprece-
dented in Australian history. The current Medicare number,
the most extensive current numbering systen, is not unigue
and is shared between family members on Medicare cards
{though there are unigue individual numbers in the Medicare
database: Taskiorce, 20060} The Access Card number may be
created by extending the Medicare number to make it unique
(KPMG), and may therefore also indirectly indicate a marital
relationship. The number will be on the card back, the chip
and the back-end (SCRS) database {Taskforce, 2006k} The
Taskforce, after lengthy discussion, recommended against
any visible inclusion of the 1D number on the Card, or alterna-
dvely that its visibie inclusion by optlenal {Taskiorce, 2006k,
R18}, butthe Covernmentrefected this (Australian Government,
20406). However, the head of the Taskforce has stated that the
Minister has satd he will ‘think about’ the option of a new ID
number being assigned whenever a Card is lost (ABC Radio

National Breakfast, 2006}

mnclusion of a signature on the card will atso be unprece-
dented in Australia. There is no single document at present
that everyone must sign. A digitised copy of the signature
will e on the Card back, and on the back-end (SRS database,
but is not mentionead by KPMG or the Taskforce as being in-
chuded in the chip. This is not a ‘digital signatare’, which is
a number used for purposes of encrypiion and decryption.
The Taskforce recommended that the signature should not
be included on the Card or database, stating that it is not
aware of any robust argument which has been advanced for
Taskforce, 2006h; R15), but the Government

simply alleging that it ‘provides greater utility

s inclusion” {Tas

rejected thi

v Crovernment,

and security for the card-holder’ {Australi
206y and will ‘'make it easier to cross-check signatures’ on pa-

ce, PD0GY.

The Access Card chip may also contaln extensive optional
data including medical information, but the ronge of potential
optional data has not been defined yet. Minister Hockey likens
the Acvcess Oard to a ‘'mini-iPod, where you can download Hm-
ited amounts of information on to the microchip and carry it
around in your wallel or purse’ (Hockey, 2006}, He refers to
a ‘Customer Contrelled’ part of the chip, apparently referring
o PIN-numnber access, where ‘owners’

per forms’ {Ho

SOl R

will be able to customise your card with the addition of persona
information like emergency contact details, next-of-kin, allergies,
argan donor status and health alerts. You will be able to add
other information that you wish to chide,

The potential storage of any information, whether compul-
sory or voluntary, depends on the chip size. KPMG, 2006; p. 37}
proposed a 64 KB chip ‘subject to detailed design information’,
but claims that the ‘inital functionality’ will only need 22-
23 KB. "This could be scaled up to 128 KB if desired. ., it said.
The Taskferce {2006b} considers that the current propesed
uses will only use 75% of a 64 KB chip. The government has
not vel made any commmitment as to whether chip size will
be 54 KB or larger {Australian Government, Z006).

An extraordinary inclusion is that emergency payments
{'smart benefits) ‘'would go direct to the smart card’ (KFMG,
2006, pp. 67 and 45), which means either that the card will
have to have ‘electronic purse’ capacity or that it can be
used at an ATM to obtain a cash payment to the card-holder.
The government is committed to go shead with this function
(Austy
no information as to how this would work (Taskforce,
2008D), In relation to 2 more general e-purse capacity, the
Taskforce says it understands that the Minister ‘has clearly
ruled gut this proposed use for the Access Card in its current
iteration’, but notes that an e-purse function has ‘wide sup-
port in a number of quarters’ (Taskforce, 20060}, presumably

ian Governiment, €008), but the Taskforce says it has

the financial seclor.

2006h) that the Access Card
smail card requires contact with a card reader for the chip to
be read, though KPMG does not specify and the Taskforce is
not sure, The dangers to privacy of unauthorized access to
data on the Access Card, or use of the card itself, are obviously
greater than with the Australia Card, whether the Access Card
iz contact-required or contact-less, A contact-less card would

fr is assumned by the Taskforn

greatly increase privacy dangers.

The role that both encryption and PIN access will play in
controlliing access to data contalned on different zones on
the chip is stil! quite obscure. When the role of data encryp-
tion is clarified, it will also be necessary to define who will
be entitled to have 'authorised’ card readers (ie. those which
have the necessary decryption capacity), and what penaliies
will apply to anvone who attempts to decrypt encrypied
card data without authority. It seems a reasonable assump-
tion that the compulsory data on the Card will be protected
by encryption, so thal it ¢an only be read by ‘authorised’
cared readers. Whether the card-holder will also need to pro-
vide a PIN once they present thelr Card to someone with an
autheorised card reader is unknown. These are fundamental
questions about any smart card system, but they are not
addressed in the publicly-released parts of the KPMG report,
nor in the Taskforce's publications.

According to KPME, for security purposes the data on the
chip will be segmented into Tublic’ (no PIN needed) or ‘Cloged’
{PIN access required) zones, but apparentty only into those
two zones, Minister Hockey may have renamed the ‘Public’
zone as the locked’ zone, and the ‘closed’ zone as the ‘Cus-
tomer Controlled’ zone (Heckey, 2008}, but it is uncertain
whether he is referring to a different and perhaps overlapping
distinction. He refers to anyone being able to use the Access
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Card to access government services online by the purchase of
an ASZ5 card reader, so this is obviously not a reference o an
authorised card reader. There are privacy dangers involved in
allowing enline transactions ostensibly by a person to take
place on the basis of poss n of their Card and a PIN num-
ber, and these are dangers which may not have hag eguiva-
lznts with the Australia Card.

Al least some optional data placed on the chip will be pro-
rected by a PIN, and it seems reasonable to assume that it can
otherwise be read by any card reader. It seems that other op-
tional data can be placed on the chip but without any require-
rent of PIN access. However, thisis speculation. According to
EPMG card-holder has to choose whether to put their {op-
tional) medical information etc. into the public or closed
zone (KPMG p45). If in the public zone, any ambulance or hos-
pital with a reader can access the data whether or not the pa-
tient is able to tell them his PIN. But so can anyone eise with
a card reader, However, if they protect their privacy aganst
access by non-medical personnel by pulting thelr personal

4

data into the closed zone, emergency madical staff will not
be able to access it unless they are consclous and can advise
of their PIN. This dilernma is inherent in a card with both med-
ical and non-medical functions,

Other than for the fact that beth cards will have much the
same visible data on the card face, every aspect of the stored
5 accessibility and security, presents
x Card.

content of the card, ©
greater dangers than 4id the Austral

4. The national registration database and
access to it

As with all 1D systerns, the card is only the visible part. The
back-end computer systems, particularly including any cen-
tral register, the card-readers, and the communications net-
work to enable card-readers, central registry, and other
computers in the network to communicate, are each just as
important., KEPMG has proposed that there may be private
ownership of both the communications network and the
card readers for the Access Card (KPMG p41), and Australian
[inancial institutions are reported to be enthusiastically pro-
meting the possibility of their running a network that cold
support both fnancial smart cards {which have not yet got
off the ground in Austraiia) and the Access Card. The Australia
Card network was to remain in government hands. The pri-
vacy dangers of & partly privatised national 1D system would
seem 10 be somewhat greater than one in government hands.
The Health Insurance Cornmission (MIC) was to run the Aus-
tralia Card system. Medicare, successor to the HIC, is also
within the Department of Human Services, whose ‘Access
Card Office’ will run the Access Card system.

4.1, Card reader access to the chip content

Questions of availability of card readers did not figure in the
Australia Card debates as there was nothing 1o read on the
Arst
cussed earlier, with the Access Card issues of availability of

1

ia Card that was not visible on the card face, As dis-

i

card readers, what they can read, and penalties for misuse,
are far more complex and central fo the privacy dangers of

the systemn. Most key questions are as yet unanswered. How-
ever, it is clear that many thousands of peeple across Australia
{perhaps hundreds of thousands} will have authorised access
to card readers, including emplovees in any offices of the
agencies of Human Services {DHS), including social security
and health insurance {MIC), and Veteran’s Affairs (DVA), and
workers in health and ailied professions including in every
doctor’s surgery. Unless all providers of medical and related
services have card readers, the option to add this data to the
card will be pointless. If every person who buys a A$25 card
reader can potentially aceess some information on cards, an-
other layer of complexity is introduced. The possibility of card
readers being available in pre-schools, ATMs, etc, increases
complexity further. The privacy risks dwarf anything contem-
plated in relation to the Australia Card.

4.2, Central register content

Both ID systems depend on a central register or ‘back end
database” the Australia Card Register and the Access Card's
Secure Customer Registration Service’ {SCRS). Both registers
were to contain names (legal’ and aliases), addresses (curent
and recent), ID numbers, digitised photos and digitised signa-
tures. The Australta Card register was to contain little more
than this, though that collection of data would in #tself be un-
precedented, as it still is in 2006 with the Access Card, In nei-
ther system would date from different agencies be aggregated.
In beth cases the function of the central register is more in the
nature of a switchboard, enabling identity details to be ini-
tiatly verified so as to enable a Card to be issued, and then to
keep those identity details, and information about Card sta-
fus, up-to-date with the assistance of the participating
agencies.

However, the SCRS s far more than the Australia Card reg-
ister was ever proposed to be, in relation to three aspects of
what it will store: i} sensitive personal information, both op-
tional data and compulsory data about concessions; (i} proof
of identity (POI} data; and (ili) photo templates as well as the
photos themselves.

The SCRS was proposed by KPMG to contain a copy of all
the emergency contact, medical and other optional informa-
fion {see Table 2) that a person chooses to store on their ID
card {(KPMG p42). This is ostensibly “to allow lost cards to be
replaced’, presumably without need for re-capture of such
data, However, the register will also be an attractive source
of otherwise unobtainable intimate data, attractive to police,
security and other mvestigators. KPMG, nevertheless, makes
the extracrdinary <laim that the SCRS "will not contain any
sensitive personal information’ {p, 39). The Minister now sug-
gests that this data may be backed up on ‘a separate database
chosen by the individual” (Hockey, 2008), but without suggest-
ing whether this is the SCRS or something else.

The SCRS will also contain details of a person's concession
status for DVA, age pension and seniors (permanent conces-
siong) and for MRS, FBS, RPBS and safety net eligibility (tempo-
rary concessions) (KPMG p42. This concession information
can lead to very sensitive inferences about a person and their
conduct, and it s again extreordinary that KPMG would not
regard this as 'sensitive personal information’.
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Point of comparison

‘Australiz Card’ proposal 19861987

ﬁi_:.cess Card ﬁz'nposal 2006

Privacy dangers
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Y
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‘J‘(!"l (3] l""’}('!ﬂ{’ﬁ( '-‘.f%’ﬂ)
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encryption of card ' o
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|
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date {on back)

) Pos@lbl\, coneession data

e Magnetc StHE .. . ' C Worze
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» Blust support all Table 4 uses

e [Ty pumber; name Sarne -

{fo‘mﬁu‘{soty data {KPMG o 37) Worse
« All card face data above except
signature, plus the following,
o e address fio be keptiup-to-date: Case
CStudy - ?mer;:cmf Retiefy
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dt?}:'n'emc'.iam:; fidenyifier,
names and DOBY,
s concession and safety ne
flags and expiry dates; - -
o EMETEENOY PEYIMEnts |
{E{PMG DBF}' gy dtion'urzf:cz‘;?aiﬂ'

t stalus

{Eg?tmm datn {.xPMb b3 %7 and case studies) . : Worse
s Emergency contact details; )
e ‘allergies, health alerts, chronic
ilinesses, Hnrnmu‘;drwn information
arid orgun dorior status”,
® *ﬁu: ity of carer; or of carer status
e other identified HETsOT;
+ other optional data, no limits.

& Enerypted PIN mumber (KPMG). Worse

Secret Queslm?s and Ar 1.=w015

for use'in remote communities
PN PRy
» ‘Tigital certificate’ (KPMG p2

"o [Agsumed] cantact Tequired for Sama -

vrd rekdar

A Worse'
s ‘Public’ oy ‘<_ d’ ’PiN fa(_t_t_\*.\ :
zones oflyl

e DVA; HIC and L:»;S-'made_m only

write-enabled readers,

t

- » Encryption of data Unkhown

One 0’w the potentially most dangerous KPMG recommen-
dations is that the 5CRS will also contain digitised coples of
all PO 'focumcnm used by the card-holder (o register {(KPMG
»4%), such as passpert, birth certificate and driver’s
These documents will contain sensitive personal information
not atherwise found on SCRS, and not found tegether in svs-
ternatic form anywhere else, so they increase the privacy dan-

gers subslantially, An example is mother’s maiden name,
found on a birth certificate, and commonly used for pagsword
reminder and other purposes. Avallability in a central register

5 licencea.

like this 15 a major security risk to individuals. The Taskforce
recommended that POI decuments should not be ‘scanned
copled or kept once verified’ (Taskioree, 2008b; R20). The Gov-
ernment’s response was that it 'partially supports’ this, mean-
ing they ‘will explore relevant legislation and business
procedures with a view {or implementing this recommenda-
thon'. In other words ‘we will tell you later which data we
world ke to keep forever, but we might not keep everything'.
So the extent of privacy threat posed by this 'POI database’ re-
maing uncertain.
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The SCRS will also contain a facial hiometric template gen-
erated fram the card-holder's photograph {KPMG p21), which
fs te be ‘capable of one to many matching (KPMG pls) s
algo proposed thal SRCS will contain a copy of the digital
photo of each person, in addition to the ternplate, of sufficient
juality to generate such templates. The Taskiorce (20060}
states that the addition to SCRS of what it calls ‘the first na-
tional photographic database of (virtually} all adult Austra-
lians' 'changes its nature qualitatively and fmdamentally’
It points out that while a number of European nations have
national photographic databnses,

)

julz

with the exception of The Netherlands and Belgium, these daia-

bases appear not to contain Mometric quality photographs ond
L4 4 Vi

50 carmot be used in the same way as is proposed for Australi,

The SCRS will use this capacity in order to try to identfy in-
dividuais who are appiicants for multiple cards (KPMG p49),
the potential other uses must be considered. SCRS will be
the most comprehensive photo repository of Australians, by
some orders of magnitude, and the photos will be ‘blometric
guality’ in addition. Given that the photos are explicitly ‘capa-
ble of one to many matching’, this will be an enormous attrac-
tion to Police, national security and other investigators who
wish to ry o identify a person of whom they have a photo-
graph or even a set of facial parameters approximating a tem-
slate. The Victorian Privacy Commissioner has warned of the
dangers of the joint Australian governments [COAG) develop-
ment of 2 nattonal framework for Closed Cirouit TV (CCTV)
(Chadwick, 2006). The potential interconnection of a national
government COTV framework and a comprehensive national
nhoto database with one-fo-many matching capabilizy should
not he ignored. DHS officers responsible for the ID card have
admitted it is under considerstion (Senate Estimates Commit-
oe, 25/5/06, question by Senator Steti-Despova fo Mr. Brad-
ford]. The Taskforce notes that such use Is ‘certainly
possible” and notes other potential uses such as racial profil-

I

ing and medical diagnostics (Taskforce, 2006b),
4.3. Network access to the central register and other
computers

There is going to be a very high level of network traffic in the
stem. Every time a person visits a GP or phar-

Access Card sy
racist their card will be used to check with the SCRS their s1a-
tus in relation o temporary concessions (KPMG p42), Each
participating agency will advise SCRS whenever g concession
threshold is reached (KPMG p43), so the SCRS will also have to
contain & flag about pension status, Wherevey a person no-
tifies & change of address, participating agencies will be noti-
fied by SCRS (KPMG p6&S5). The Australia Card Register was 1o
play a similar 'switchboard” function, except inclusion of con-

T

cession data was not proposed.

Whereas the Australia Card register was to be linked Lo
a proposed new national Births Deaths and Marriages system
not subsequently implemented), linkage between the SCRS
and the Document Verification System {DVS) to be operated
by the Commonwealth Attorney-General's Department
(EPMG p50) will play a very similar role.

Despite the government’s rhetoric of consumer service de-
fivery, the one service they refuse to deliveris to enable online
checking of whether a card-holder has rezched the Medicare
safety net thresheold, Although it is very difficult for the maost
disadvantaged members of the communiiy to calculate this,
the government has excluded this capacity because it might
cause over-servicing (KPMG p43)

This level of networked access and surveillance inrelation to
the use by benefit agencies is much the same as what was pro-
posedinthe Austrahia Card scheme. Access from doctor's offices
and the like may well be greater, but may net have any signifi-
cant effect on privacy. However, the danger of privacy-infring-
ing access — both authorised and unauthorised - to all three of
the additional forms of data discussed above is likely to be far
greater than was the case with the Australia Card Register.

To sum up, on most criteria relating to the national regis-
tration database and access to i, the Access Card proposal
presents greater dangers to privacy than the Australia Card,
though the underlving architecture is In many respects the
game (Table 3},

5. Few restrictions on uses of the Card and
iD number

Itis proposed that use of the Access Card will only be required
inrelation to transactions involving claims for health or sacial
security or ancillary benefits. Legistation will prohibit the Card
being demanded in other circumstances {Australian Govern-
ment, 2066}, However, the required uses of any 1D card and
number are only part of what must be considerad in assessing
its dangers and whether it amounts to a ‘national Iy card’ sys-
tem. Other likely current uses, and the possibility of future re-
auired uses, must both also be considered. As the Taskforce
puts i, fin between the poles of express usage and express
prohibition les a grey zene’ (Taskforee, 20060).

First, whether non-required uses of either the card or num-
berare prohibiled, allowed or encouraged, must be considered.
Only if other uses are prohibited can the claimed purpose of an
D system be accepted as its real purpose. For example, any
uses of Austrzlia’s Tax File Number (TFN), other than those re-
quired by law, are prohibited. Second, the technical and fegal
impediments to later expansion of required uses must also
be considered as major factors, because the ‘function creep’
of ID systems 15 one of thelr most common characteristces,

5.1 Pseudo-voluntary uses of the Card

The Australia Card was characterized by quite limited re-
guired uses within the Commonwealih public seclor fno
broader than proposed for the Access Card}, and production
was required in a range of finance-relaied transactions. It
woutd have been illegal to demand production of the card out-
side these contexts. Similar requirements for production and
prohibitions on demands for production are proposed Tor the
Access Card. Much of the oppesition to the Australia Card
resultad from the well-founded perception that, despite these
astensible mits, it was Intended that the Card would in
fact be presented rontinely as a phote 1D card, and that orga-
nizations would come fn expect this: ‘pseudo-voluntary’
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“Access Card proposal 2006

Paint of comparizon ‘Austratia Car jDTGp’) ak 1985}»198] Privacy
. dangers
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terminals (Case Study — Emergencies),
» Supermarkets, in EFTPOS registers
. {Hockey, media interview).
¢ {Uricttaing Pressihools, so infants
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Liviked computer » ATO, DES & HIC only to have online access; > [Unkﬁ@wﬂ Number of Enkod systRms Warse
" systems/aceesy ©online dcooss allowed {cl 58} flll_(}Vu}’E!]ght Sl ('z’*etv'mrl confige aration deﬂeterj from '
1o Register body could Humit wrminal numbers feles). - EPMG, 20065, .
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nen-vitizens {of 180); agencies of address changes ete
» Updating data to fow continusugly to (KFMG pas);
{hat riot from) Reglster from & other & Agancies will advise SCRS when
agencies (ol 14); concession thresholds reached;
» links to BR&M source docuinents: e SORS link to Document Verification
¢ Register can require ATO, DISS & HIC 1o inform Sérvice (V) to vatidats POI documents
of changes re clignis (cf 29). ond can be (EPMEG pEO);
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< inforgm Police {ol 174);. A ‘mccessing real-tirhe concesgiong]
= Mo other actess vid card readers known © gtats’ ?FT"VF{“ 3{1).
{any readers could only ren o mwmw k*\lf‘m;, S r o
Crwmershin of 'uo\fg{_nmu!.t e May b@ prw'iw WSS 111p of L Werse

etwork and veaders

nebwm}’ nnd veaders (KPMG pd1}

vroduction {(Greenleaf, 1987, Clarke, 1283). Turthermore, the
use of the Australia Card ID number {(whether voluntary or re-

quired) was not proposed to be resivicted, provided it was not,

accompanied by & demand for the card for verification.

The Access Card proposal, on what is known at present, is
at least equally dangerous. The governrent has not proposed
to make any non-required uses of either the card or number
llegal. In fact, it explicitly states that the card may be used
as POI to other Commoenwealth agencies and State agencies
(RPMG pab), and in the pdvate sector. Uses are envisaged

“such ag accessing a transport concession, joining a registerad
chub, applying for a passport, or obtaining un}me tickets™
(KPMG p17). Elsewhere they comment that “there is no reason
why the card could not be used by a consumer as for POL pur-
poses Lo access services from other Commonwealth agencies
in the initial roll-out of the card” {(KPMG p4%). The Minister
states (Hockey, 2006) that:

The card may be used by vou, at your chocsing, as an identification

tool in the broader community .. Our proposed legisiation will
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prevent the card being required by a bank or other organisation as

the only allowable form of identification. People may, however,

chonse to use the Access Card to nssist in Proof of Identity.

This is exactly the same ag for the Australia Card. Banks
and other organizations will still be able to set their own POI
requirements so that production of an Access Card is 80 over-
whelmingly mere convenient than any other form of ientif-
cation that it will become a de facto universal 1D card, provided
they keep open the theoretical possibility that some much
inconveniant combinaiim of identifiers can alsc be
they can set thelr own rules about this, it

e
used. So long as
can best be descnoed as ‘pseudo-voluntary’ production, as it
was with the Australia Card. This applies equally o the

Commonwealth public sectors, State and Territary public sec-
tors and the private sector. It is very unlikely that the ‘vollec-
tion principles’ of an infermation privacy laws which apply to
those sectors would prevent such ‘pseudo-voluntary’ produc-

tion of Access Cards as 11, The result is likely to be a nationad
ID caxd in practice.

5.2. Uses of the number

Incontrast, the collection and use of the Access Card ID number

by private sector organizations will be limited by National Pri-
acy Principle 7 in the Privacy Act 1988 (Cth), which restricts

the use of Commonwealth government identifiers by private
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sector badies. Although the Privacy Adt also has manyexceptions
{#.g smallbusinesses, employmentuses), this will probably stop
the Access Card 1D mumber becoming a universal identifier in
the private sector. The collection and use of the ID number
would not be similarly restricted for Commonwealth agencies
or State ana Tervitory agencies, unless it could be argued that
its collection was unnecessary or unduly intrusive under the
collection principles inrelevantlews. Thisisan argumentwhich
is plausible but as yet untested. Many such agencies will also of-
ten be able to rely on explicit powers to demand information
which may override any limitations in cellection principles.
Ausiralia's information privacy laws are more extensive than
they were at the time of the Australia Card (when no such en-
forceable laws existed or were proposed), so in relation to the
IDnumberbecoming a universal numbering system within Aus-
tralia, the extentof dangers are less in the private sector and de-
pend on untested protections in the public sectors, In addition,
thereis nothing to stop any Australian government from chang-
ing existing laws and requiring or aflowing more use of the
D number.

in summary, usage of the Access Card as a general purpose
national 1D card and number s even more likely than it was
with the Australia Card scheme. In relation to the ID number
it 1s difficult to make an assessment in relation to the public
sectors, but likely that the dangers are lower in relation to

the private sector {Table 4).

5.3. Technical and legal capacity for expanded uses

The Australia Card system’s technical capacity to expand uses
it could support depended on the expandable capacity of the
central register, not that of the Card itself. With a smart
card, the technical capacily to expand the required or encour-
aged uses depends on the storage capacity of the card as much
as the expandability of the back-end capacity. As explained,
the additional capacity of the chip (beyond the original list
of required functions} is not vet clear, but even on the mini-
tum size of 64 KB apparently under conternplation there
seems to be significant capacity for expansion of functions.

While it is not possible to prevent future Parliaments
changing the uses that can be made of an 1D card or sys-
tem, or the data that can be added to a card, the Ausfralia
Card Bill did require new legislation before the data on the
card could be changed, before the card could be required to
be produced in new situations, of new accesses allowed to
the register. Although the Australian government has de-
cided to legisiate to legitimate the new ID system, it does
not make any commitment that the legislation will control
these matters (Australian Goverriment, 2006). The Taskforce
suggested that they should be covered, though it did not
make a formal recommendation to this effect (Taskforee,
2006h).

6. The Card-holder’s rights

The card-holder's rights to access and correct their own infor-
mation seern much the same {for both the Access Card and the
Australia Card, though it is possible that the privacy legisla-
tion to accompany the Australia Card might not have been
even as strong as the Privacy Act 1988. it will probably be easiar
for users to access and change their details on the 2006 card,
but this is offset by the fact that there is more to access and
to be concerned about its accuracy, There may be some addi-
tional fraud prevention features, but the opportunities for
fraud are also correspondingly greater.

However, until more details ave available of the legislation
to control the Access Card, it will not be possible to assess
whetherit matches the Australio Card Bill's modest restrictions
on expanding content and functions of the card or its use {as
discussed above). The overall protection of card-holder’s
rights will remain uncertain until then (Table 5},

7. Conclusions

When I see g bird that walks like g duck and swims ke q duck
and guacks like a duck, I coll that bird a duck. ~ James Whit-
Wikipedin entry.
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From the preceding analysis, and the comparative Tables,
it is clear that almost all the features present in the Australia
Card system are present in the Access Card proposal. The re-
semblances are often striking Because of the chip, the 2006
stnart card also has features that the "dumb’ card of 20 years
ago did not have In most respects the privacy dangers of
the new ID system are worse than those of the Australia
Card. On the majority of features relevant to privacy that are
identified, the privacy dangers are worse or the same as the
Australia Card. Only in an insignificant number of features is
this system less dangerous Lo privacy.

If it walks like a duck and quacks like a duck, it is & duck’,

as the saying almost goes. Six months into its life, the Access
Card still quacks like the Australia Card. That ID card system
ended up a dead duck, 20 year ago. Whether this one takes
flight remains o be sean.

Graham Greenleaf, (graham@austliiedu.au), Repori Correspon-
dent, Co-Director, Cyberspuce Law & Policy Centre, Faculty of Law,
LINSW, Australia.
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