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INTRODUCTION

Although the means of outsourcing has traditionally been followed among enterprises in the private sector, the extensive use of such a mechanism to produce and deliver services in the public sector is a relatively new phenomenon reinforced by contemporary market-led transition in the overall mode of public governance.  Under this new businesslike mode of governance characterized by market-driven structural reforms and policy changes—including privatization, deregulation, liberalization, streamlining, subsidy cut, use fee, etc.—outsourcing of service delivery has expanded in most OECD countries.  It is being used for diverse public sector activities and services, including managerial functions, personnel matters (hiring and training), accounting, utilities, and more recently information technology, especially the development and maintenance of software and management of network and web-sites.  The main rationale behind outsourcing in the public sector is to enhance cost-effectiveness, reinforce customer-orientation, reduce bureaucratic layers, and ensure value-for-money.


In the case of information technology (IT), the main justification of outsourcing is that it allows the public sector to benefit from the best IT skills and expertise available in the private sector, to cope with the rapidly changing IT operations, to enhance flexibility, to save time or increase speed, accelerate innovations, and ensure cost-effectiveness.  In fact, most public agencies may not have skilled human resources, technologies, and expertise to venture into complex IT systems.  Despite all these potential advantages of and reasons for outsourcing IT, there are serious questions regarding whether such a measure is conducive or detrimental to the realization of public accountability in the public sector.

IMPLICATIONS FOR PUBLIC ACCOUNTABILITY

The outsourcing of IT may have certain positive implications for public accountability in terms of providing better and faster information services and responses to citizens, saving public money by reducing cost, and guaranteeing better expertise and Support services. The use of IT, in general, is said to benefit citizens in terms of easier, faster, cheaper, and wider access to services.  However, the IT outsourcing may pose the following challenges to public accountability:

1. Threats to Parliamentary & Ministerial Accountability

In general, public service provision through outsourcing weakens the established tradition of parliamentary and ministerial accountability for the following reasons: 

(a) Enormous number of contracts or agreements with a huge number of private vendors or contractors makes it almost impossible for parliamentarians and ministers to grasp the overall picture and to have through scrutiny of such a multitude of contracts.

(b) Most parliamentarians and ministers are not experts in such technologically complex issue like IT.  Without understanding the procedures, requirements, and languages of IT, the generalist political representatives may have to rely on technical experts who, in turn, may have linkages with the IT contractors in the private sector.  Thus, a thorough, rigorous, and objective evaluation of the IT outsourcing by elected representatives is relatively difficult.

(c) Even the public servants are often incapable of assessing the feasibility, validity, and reliability of IT projects.  They are often trained by private sector experts interested to maximize the use of their own products and services.

2. Diminishing Control Over Service Providers

The realization of public accountability requires open and easy access to information by both the public and their political representatives.  But in the case of outsourcing, such information has become constrained because:

(a) Political representatives can exercise some direct supervision over public agencies.  But they do not have effective control over private sector vendors or contractors.  

(b) Often relevant information/data stored by these private contractors is inaccessible to political representatives and public servants under the façade of commercial confidentiality.  As a result, the scrutiny of progress and performance made by contractors becomes less effective.

(c) In fact, the private sector may know more about the internal affairs of public agencies due to the fact that many of the retrenched or inadequately-paid public sector experts have joined the private sector. Information and linkage brought by such former public employees are of great importance to the private sector, although it puts the public sector in a disadvantageous position.

3. More Potential for Wrongdoing

(a) In many instances of outsourcing, it is observed that very often a private vendor or contractor may underperform but claim full payment.  Without a close watchdog, there could be serious abuse of public fund.

(b) The vendors may deviate from original agreements, revise the terms of agreements in their own favor, ask for unnecessary contract extensions, and so on.  These certainly represent a challenge to the proper use public sector resources.

(c) Without strict measure of property right or copyright, a contractor can make use of the software program or expertise developed through public sector contracts, and transfer it to some private firms for more profits.

4. Violation of Confidentiality and Security

Although accountability requires transparency, in many cases (including IT), it also necessitates the protection of confidentiality and security related to sensitive public sector information and citizens’ privacy.  The IT outsourcing may pose a threat to such a prerequisite in the following ways:

(a) Confidential government information may become accessible to and be misused by private vendors associated with outsourcing.  The alleged gains in cost-saving and flexibility brought about by outsourcing, may be achieved at the expense of endangering the minimal confidentiality and security needed in the public sector.  This is specially true for the information-sensitive IT outsourcing in which the external service providers have unlimited access to the government information system.

(b) In addition, the privacy of citizens can be endangered due to the access of private vendors to correspondence or information exchange between public agencies and citizens over the internet system.  It is the obligation of public agencies to protect this citizen’s privacy.

(c) Another security threat to public sector services over the internet is posed by hackers who could be associated with disgruntled private vendors.  It is possible to outsource this security system itself to private contractors who would ensure the IT security on behalf of government.  But, once again, this would make government’s information security vulnerable due to the increased access of such private contractors to confidential information.  In other words, private vendors hired/contracted to guarantee information security, may themselves become a threat to such security.

RECOMMENDATIONS

1. Questioning IT as a Panacea for Governance

Before making decision regarding the IT outsourcing, a more pertinent ontological question should be raised in relation to whether the excessive use of IT in public governance is that crucial in the first place.  It is because, more recently, there is a growing concern among OECD countries (see PUMA Policy Brief No.8, March 2001) that most governments are in trouble in implementing IT projects, and that e-governance is increasingly in danger.  E-governance should be cautiously used as merely a means to facilitate service delivery rather than an end in itself.  It is wise to be cautious and critical that the IT fetish does not become so addictive that it replaces the original mission of government to serve the public (with or without IT).

2. Deciding Whether to Adopt Outsourcing Measure for IT

Once a rational decision (as opposed to ideological advocacy) about the extent of IT in governance is determined through adequate debate and discussion, the next crucial question should be regarding the means of establishing, managing, and upgrading such IT system—the major choice, of course, is between the state-managed option and the use of outsourcing.  

In determining the form, extent, and domain of IT outsourcing, there should be sufficient debate on the actual costs and benefits of such a measure.  In opposition to the alleged benefits of IT outsourcing claimed by private IT experts, there are many critical factors to be seriously considered.  In fact, the IT outsourcing has the following disadvantages:

(a) A long-term contract with a particular private vendor may reduce flexibility, constrain alternative options when needed, and create unnecessary dependence of government on this already-agreed-upon but obsolete vendor.  In other words, the claimed advantage of flexibility is questionable.

(b) Although the most primary rationale for outsourcing is cost-effectiveness, it has many transaction costs that should be taken into account—including the costs of organizing tenders, signing contracts, determining legal matters (e.g. ownership and copyright), monitoring projects, evaluating outcomes, continuous liaison with contractors, and maintaining transparency.  

(c) There is also potential costs of violating or abusing contracts by private vendors.  Furthermore, there are hidden cost of outsourcing IT—especially the erosion of IT skill among public servants, and the loss of public sector’s IT experts to the private sector.  If all the above costs are carefully considered, there could be a second thought regarding the outsourcing option, or at least regarding the extent to which it should be introduced.

3. Examining Unique Nature of IT Outsourcing

There are many public sector services and activities that have been outsourced in various countries.  However, outsourcing IT is unique due to the abovementioned features and adverse consequences of such a policy.  Unlike other sectors, the IT outsourcing involves the very core of governance, which is the storing, use, maintenance, and dissemination of sensitive government information and records.  Given the globalized, all-pervasive, and vulnerable nature of information networks, there should be additional consideration (e.g. confidentiality, security, privacy, accountability) while making decision regarding the IT outsourcing.  A more discursive, critical, and cautious (incremental) approach should be taken in this regard.

4. Critical Crucial Factors in Outsourcing IT

Once the above issues—the scope, mode, extent, and nature of IT outsourcing—are settled, the following critical factors should be seriously taken into account in order to make IT outsourcing a success:

(a) Open, adequate, and transparent tendering of IT outsourcing.  There should be maximum competition among contractors in order to get an optimum deal.

(b) Careful scrutiny of the trackrecords and reputations of vendors.  Beyond reputations, one critical issue is the vendors’ countries of origin, because foreign companies may not often be subject to local rules.  

(c) It is not a bad idea to disaggregate or unbundle the IT project and give its various components to diverse contractors in order to reduce the monopoly of these contractors and minimize government dependence on them.

(d) It is essential to maintain a pool of well trained and skilled IT experts in public agencies to deal with the IT-smart private vendors or contractors—especially to understand, adopt, and implement contracts, and monitor and assess the activities and performance of these contractors.

(e) It is a must to have clear, specific, and if possible, measurable criteria of contractors’ performance standards, the time schedules of project completion, and list of redress measures in case there is underperformance.

(f)  Regular feedback and reporting to representative bodies (parliamentarians and ministers) regarding the progress and problems in IT projects.

(g) Specific and clear legal guidelines with regard to the intellectual property right or copyright of public agencies over the IT programs and networks.

(h) Strict legal guidelines regarding the security and confidentiality of government information and records and citizen’s privacy.

(i) Continuous monitoring of violation of contractual obligation, confidentiality, and security by private contractors.

(j) There should be frequent surveys and opinion polls regarding the IT outsourcing in order to get valuable feedback from citizens.  In this regard, institutions such as public complaint bureau or ombuds office should be created or strengthened.  In the public sector, after all, it is ultimately the public whose satisfaction or dissatisfaction with an IT-based governance should determine its success or failure.

