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Background

The Australian Federal Police (AFP) is making this submission to set out its principal concerns in relation to the outsourcing of law enforcement information technology (IT) systems and services.  The AFP had undertaken some outsourcing and cost saving activity before the Office of Asset Sales and IT Outsourcing (OASITO) process began, and had continued to address the issues discussed below in the context of the process being conducted by OASITO.  Following Government’s consideration of the Humphry Review, and the subsequent return of responsibility for any decisions on outsourcing of IT to agency CEOs, the AFP continues to consider and review the risks and benefits presented by outsourcing.

The AFP’s pre-OASITO initiatives had involved contracting out the provision of mainframe services (since superseded) in 1996, and integrating voice and data services.  The AFP has also pursued a policy of competitive tendering and contracting in relation to some IT services, where this could be done in a manner that was consistent with maintenance of appropriate levels of security.  The desktop environment and servers are now leased.  Since the Humphry Review, the AFP has continued its involvement with the other agencies that had been party to the OASITO-led Group 10, and will continue to do so to the extent that such action will result in efficiencies.

The AFP’s real interest in this Inquiry is in addressing Term of Reference (a) (iii), (b) and (c).

Matters relating directly to the Committee’s Terms of Reference.

(a) (iii) The need for adequate safeguards for privacy protection and security

The AFP’s principal operational application, the Police Real-time On-Line Management and Investigation System (PROMIS) was commissioned by the AFP progressively from 1996 in response to a demonstrated need for such a system.  PROMIS was designed, built and is supported in-house, with tight verification of value for money at all stages of the process.  It is a sophisticated intelligence, case management and performance reporting system, available to all investigators and managers.  The AFP’s finance and HR systems are supported by SAP software and there is a high level of linkage between the operational, finance and personnel management systems.

The AFP’s principal concerns about a whole-of-Government approach to outsourcing related to security, real and perceived.  PROMIS contains significant holdings from overseas law enforcement agencies including Interpol (often provided on condition that it 

is not disclosed to other entities) and from national security agencies such as ASIO and elements of the Department of Defence.  The trust implicit in these transactions is fundamental to the cooperative nature of effective law enforcement.  A significant and increasing proportion of AFP investigations involve matters which are sensitive special references, such as leak enquiries, political matters and national security issues.  The AFP is also used to investigate breaches within national security agencies.

The AFP is Australia’s representative for Interpol and, in 1999, signed a Memorandum of Understanding with Interpol accepting responsibility for certain technical provision to Interpol Member States in the South Pacific.  Interpol has expressed a clear preference that the IT systems of member agencies not be outsourced.

A breach in the structure of trust, whether real or perceived, would have a detrimental impact on the relationships maintained by and thus the business activities of the AFP.  In the shorter term, it would lead to higher business costs for the AFP, and in the longer term would degrade the success of national law enforcement.

PROMIS also incorporates AFP telecommunications interception (TI) and surveillance product.  The information gathered via these methods is extremely sensitive, not only because of its invasive nature but because the investigations it supports often relate to sophisticated criminal networks or have national security implications.  It is therefore imperative that TI information is managed appropriately by the agencies receiving it.

TI is an investigative tool of significant importance to the AFP’s business.  The Telecommunications Interception Act (1979) gives limited permission for an officer or staff member to communicate TI information for a permitted purpose.  Personnel in the AFP apply for and execute warrants to intercept telecommunications.  Advice provided by the Attorney-General’s Department suggests that outsourcing of services in a way which involved access to TI product would not be lawful.

Private sector involvement in the management or handling of TI information through outsourcing would reduce the current level of protection for this information and increase the risk of its compromise.  The delivery of this material places a very high duty of care on the AFP to ensure that it is not accessed by unauthorised personnel.  The only technical assistance that can be delivered under the Telecommunications Act is that concerned with actual interception, not with the maintenance and provision of service to equipment where this information may be viewed.  Giving an outsourced service provider access which may be difficult and costly to monitor is a long way from the trust that is vested in the AFP by the legislature to protect this sensitive information with the utmost care.

The consequences of aggregated and evaluated data from multiple and sensitive sources being inadvertently released are severe.  There would be an immediate loss in confidence in the AFP’s ability to protect its sources and a probable reluctance for other agencies dealing in sensitive material to allow the AFP to hold such material in the future.  This would result in reduced ability to fulfil the law enforcement role.  By any reasonable test, this risk is unacceptable.  There is also potential for embarrassment to government should sensitive material be released.

It should be noted that the AFP’s (SAP) human resources and financial systems are integrated into PROMIS, and cannot be prudently separated.  This is because access to those systems could be used to identify individuals and resources devoted to particular investigations.

It is not feasible to use stand-alone data bases for the AFP’s holdings of sensitive information.  The essence of the intelligence and operational processes of the organisation relies upon integration of and access to all data which may be relevant to a particular investigation or investigations.

Similar considerations would apply to the NCA and DPP.  The former uses the PROMIS system.  The latter is often involved from an early stage in investigations in providing advice to investigators, and is the recipient of electronic briefs of evidence from the AFP and the NCA.

Government’s intelligence and security agencies were exempted from IT outsourcing for national security reasons.  The issues outlined above in relation to the AFP carry a level of risk to the Government’s interest comparable to that presented for those exempt agencies.

The AFP was concerned that the outsourcing model adopted by OASITO – that outsourcing should proceed ‘unless there (was) a compelling business case for not doing so” – afforded limited opportunity for individual agencies to bring to Government risks and concerns derived from the particular functions and operations of those agencies.  The position taken by Government since the Humprhy Review makes it possible for costs, benefits and risks to be adequately assessed in examining the merits of IT outsourcing for the AFP

(b)  The potential impact on the capacity of organisations to conduct their business.

The AFP is a knowledge driven organisation, which leverages the information of its systems and people to produce effective crime fighting strategies.  These strategies are in a large part dependant on the knowledge capital of its employees.  The AFP has been described by the Department of Finance and Administrations as a ‘strong performer’ in market testing its corporate support areas.  The AFP is, however, resistant to outsourcing 

where this would constitute a risk to the integrity of its information and intelligence holdings and consequently, to the security of its operations.

As outlined in part (a) (iii) above, the majority of the AFP’s business is in information.  Much of it, including information obtained through telecommunications interception and other forms of electronic surveillance, is highly sensitive.  A breakdown in the security of that information would have serious consequences for the AFP.  These include compromise of investigations, a loss of faith in the organisation by the public, and by partner and client agencies, loss of evidence, and threats to the safety of AFP members and victims of or witnesses to crimes.

Apart from these risks, another potential impact is loss of flexibility.  Flexibility is a key aspect that characterises the operations of IT in the AFP.  Rapid responses are fundamental to dealing with crime for the protection of persons against violence.  On occasions LAN segments and operations centres have been boosted in capability at very short notice, for example, the establishment of LANs at 24 hours notice in relation to the recent East Timor situation.  These incidents have a wide scope.  In a commercial sense, these matters can be planned in principle and a degree of readiness can be specified.  But the downside is the cost and the lack of integrated teamwork, both of which are essential to produce rapid results.  To have the ability to call on staff at short notice and have them work virtually non-stop until the task is delivered is not a normal mode of operation in outsourced IT, but is very much a characteristic of law enforcement, where this reaction is expected, and can well affect the safety of life, particularly in protection work, and the integrity of operations.

(c) Savings expected and achieved from IT initiatives.

The AFP outsourced the provision of mainframe services in 1996 of its own initiative.  Recurrent savings were in the order of $1.2m.  Voice and data was integrated in 1996/97 at a further saving of $7-800,000.  These combined savings, however, were required to be redirected to AFP base funding reductions following the then government’s decision that savings should be found through integration of the AFP’s and NCA’s IT and other corporate services.  The AFP’s base funding was reduced by $0.5m in 1995 and a further $2.0m in 1995-96, although no savings through integration of IT services with the NCA proved possible.  In the context of the OASITO process, the AFP was assessed as being able to achieve a further $1.5m p.a. in savings in IT, regardless of the fact that most opportunity for savings had already been realised in 1996/97.  Accordingly, the AFP’s base allocation was further cut by this amount from the 1999/2000 financial year, although the OASITO process has not by then been able to offer any actual cost savings.
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