SUBMISSION NO 19

INQUIRY INTO IT OUTSOURCING

SENATE FINANCE AND PUBLIC ADMINISTRATION COMMITTEE

28 February 2001

[image: image1.jpg]OFFICE OF THE





Senate Finance and Public Administration References Committee

Inquiry into the Government’s Information Technology Outsourcing Initiative

SUBMISSION FROM THE FEDERAL PRIVACY COMMISSIONER

February 2001

Table of Contents

31
Introduction


32
The importance of protecting privacy when government agencies outsource services


43
The Privacy Amendment (Private Sector) Act 2000 as it relates to Commonwealth contractors


43.1
Impact on personal information held or accessed by contractors


53.2
Relationship with other information privacy obligations


54
Privacy protection under the legal framework prior to 21 December 2001


54.1
Legislative situation


64.2
Available privacy protections


74.3
Effectiveness of the current arrangements


85
Managing the privacy risks associated with contracting out


85.1
Monitoring the control environment


95.2
Monitoring the implementation of privacy controls


96
Conclusions





1 Introduction

IT outsourcing is a practice that can have significant privacy implications that need to be carefully assessed, especially because outsourcing currently bears on the Privacy Commissioner’s statutory functions.

Outsourcing impacts on the Commissioner’s existing role in relation to the Information Privacy Principles (IPPs) in s.14 of the Privacy Act, which apply to Commonwealth agencies and cover the collection, storage, use and disclosure of personal information.  The Commissioner’s functions include:

· to investigate acts of agencies that might breach an IPP (s.27(1)(a)); 

· to conduct audits of personal information kept by Commonwealth agencies to ensure that it is handled in accordance with the IPPs (s.27(1)(h)); and

· to inform the Attorney-General of action that, in the Commissioner’s opinion, needs to be taken by an agency in order to achieve compliance with the IPPs (s.27(1)(j)).

Under the Act as currently in force, the use of outsourcing has affected the boundaries of the Privacy Commissioner’s jurisdiction and, therefore, the way in which these functions can be performed.  Successive federal Privacy Commissioners have been concerned about the privacy impact of IT outsourcing since at least 1992.  Indeed, the first Commissioner then asked the Privacy Advisory Committee to develop advice to agencies on the privacy implications of outsourcing IT functions.  

It is important to note that from 21 December 2001, the legal framework currently applying to outsourcing by Commonwealth agencies will change with the commencement of the Privacy Amendment (Private Sector) Act 2000.  This will bring complaints against Commonwealth contractors within the Privacy Commissioner’s complaint handling function set out in s.27(1)(ab) of the Privacy Act 1988.
2 The importance of protecting privacy when government agencies outsource services

One dimension of quality for any service that involves the handling of personal information by the provider is the way in which the provider will deal with that information.  In particular, individuals expect that governments will respect the privacy of their personal information to the same high standard, regardless of how it is processed.  Indeed, this is the original rationale for the Privacy Act.  The contracting out of IT functions by public sector agencies clearly has the potential to affect the quality of service provided to clients.

Like poor privacy practice by Commonwealth agencies, poor practice by contractors may have a number of undesirable effects.  Of these, the most important are:

· Individuals may be more reluctant to provide information, or to provide accurate information, if they suspect that it will be accessible to private firms as well as the agency with which they are primarily dealing.  

· Individuals may be directly disadvantaged by having their information improperly used, stored or disclosed.  

· Under the existing legal situation (prior to 21 December 2001), those who have suffered such disadvantage may not have access to means of redress as effective as those available if the information had been handled directly by a Commonwealth agency.  

3 The Privacy Amendment (Private Sector) Act 2000 as it relates to Commonwealth contractors

The Privacy Amendment (Private Sector) Act 2000 commences on 21 December 2001 and includes provisions that will make contractors working for Commonwealth agencies subject to nearly all of the information privacy obligations that apply to the agencies themselves.

The new legislation should therefore address the concerns that have been raised in the past over the protection of personal information handled by contractors under outsourcing.  The new legislation is briefly described here for completeness.

3.1 Impact on personal information held or accessed by contractors

In summary, the relevant provisions of the Privacy Amendment (Private Sector) Act operate in this way:

· any Commonwealth agency contracting out services must include in the contract clauses that prohibit the contractor from breaching the IPPs (s.95B Privacy Act);

· if the contractor breaches such a clause, it is deemed to have committed an ‘interference with privacy’, just as an agency is if it breaches an IPP (s.13A(1)(c));

· affected individuals can complain about the contractor direct to the Privacy Commissioner (s.36(1));

· the Privacy Commissioner has the same powers to investigate complaints against Commonwealth contractors as against Commonwealth agencies (Part V); and

· even if no complaint has been received, the Commissioner has the power to investigate potential breaches of s.95B clauses under s.40(2), which allows him or her to investigate an act or practice if it ‘may be an interference with the privacy of an individual’ and he or she ‘thinks it is desirable that the act or practice be investigated’.

A further specialised protection is afforded by s.16F that provides that a Commonwealth contractor that collects personal information under the contract must not use or disclose the information for direct marketing purposes unless it is necessary to do so in order to meet an obligation under the contract.  (The text of relevant provisions is attached for the Committee’s reference.)

3.2 Relationship with other information privacy obligations

A number of provisions seek to avoid overlap between the privacy rules applying to organisations engaged on Commonwealth contractors and other sets of rules:

· if the contractor is subject to the National Privacy Principles when not engaged on a Commonwealth contract, when the contractor is engaged on a Commonwealth contract, the NPPs do not apply (s.6A(2)); and 

· similarly, if the contractor is subject to an approved privacy code when not engaged on a Commonwealth contract, when the contractor is engaged on a Commonwealth contract, the NPPs do not apply (s.6B(2)).

4 Privacy protection under the legal framework prior to 21 December 2001

4.1 Legislative situation

From 21 December 2001, complaints against Commonwealth contractors will be brought within the Privacy Commissioner’s complaint handling function set out in s.27(1)(ab) of the Privacy Act 1988.  Under the existing Privacy Act, however, this is not the case.

Section 8(1) of the Privacy Act states:

For the purposes of this Act:

(a)
an act done by or practice engaged in by, or information disclosed to, a person employed by, or in the service of, an agency, file number recipient, credit reporting agency or credit provider in the performance of the duties of the person’s employment shall be treated as having done or engaged in by, or disclosed to, the agency, recipient, credit reporting agency or credit provider.

This section has the effect of limiting the obligations imposed by the Act to employees or other persons directly in the service of, i.e. under the control of, the agency.  Obligations under the IPPs do not extend to independent contractors engaged by an agency.  

However, a measure of indirect protection is provided by IPP 4(b) which states: 

Principle 4.
A record-keeper [i.e.  a Commonwealth agency] who has possession or control of a record that contains personal information shall ensure: …

(b)
that if it is necessary for the record to be given to a person in connection with the provision of a service to the record-keeper, everything reasonably within the power of the record-keeper is done to prevent unauthorised use or unauthorised use or disclosure of information contained in the record.

This obligation rests on the agency, not the contractor, so if a contractor is alleged to have mishandled personal information, the only action the Privacy Commissioner can take is to investigate whether the agency has done everything ‘reasonably within its power’ to protect the information.  The Privacy Commissioner cannot investigate the contractor’s actions directly.  

4.2 Available privacy protections 

4.2.1 Privacy clauses in contracts

One way of addressing the current lack of direct statutory protection for personal information handled by Commonwealth contractors is by including confidentiality clauses in relevant contracts.

In August 1994 the Privacy Commissioner issued Outsourcing and Privacy, a paper presenting advice, prepared by the Privacy Advisory Committee, for Commonwealth agencies considering outsourcing IT and other functions.  The paper contains model privacy clauses for inclusion in contracts for IT and other services.  The paper is available at www.privacy.gov.au/publications/pg1pubs.html#3.1.

4.2.2 Privacy undertakings by contractors’ employees

The Privacy Commissioner’s model clauses include a requirement that the contracting firm oblige its employees to sign undertakings to abide by appropriate restrictions on access, use and disclosure of personal information – as well as undergoing security vetting and clearances as appropriate.  

4.2.3 Complaints procedures under the current law

Under IPP 4(b) (section 4.1 above), liability for any compensation ordered under the Privacy Act to an individual whose personal information has been improperly handled by the contractor remains with the contracting agency.  The agency may then seek to recover from the contractor any compensation it has been obliged to pay.  The contractor may then take action against the employee who was responsible for the improper handling.  

The following points set out the complaints mechanism currently available under contractual clauses where a contractor breaches a person’s privacy.

· Where the agency receives a complaint alleging interference with the privacy of an individual by a contractor, contractor’s employee or subcontractor it should immediately notify the contractor, but only of those details necessary to minimise that breach or other breaches.

· Where the contractor receives the complaint, it should tell the agency but should only include the individual’s personal information with his or her consent.

· Individuals are unable to assert against a contractor any rights under the Privacy Act.  Neither can an agency formally stand in a contractor’s place for the purpose of an investigation or determination by the Privacy Commissioner.  

· The model contractual clauses issued in 1994 include a clause obliging the contractor to ensure that any employee or subcontractor requiring access to any personal information held in connection with the contract makes an undertaking in writing not to access, use, disclose or retain personal information except in performing their duties of employment and is informed that failure to comply with this undertaking may be a criminal offence and may also lead the contractor to take disciplinary action against the employee.  

· Where a contractor has interfered with a person’s privacy, the agency may (but is not obliged to) agree to pay compensation to him or her as though the breach had been committed by the agency and recover the amount from the contractor.  

4.3 Effectiveness of the current arrangements

4.3.1 Clauses in contracts

While these clauses go as far as they can in extending to contracting firms and their employees the obligations that apply to Commonwealth agencies under the Privacy Act, this approach has the inherent limitation that the only formal mechanism available to enforce the clauses is legal action for breach of contract.  While employees responsible for privacy breaches may be held accountable by means of disciplinary action by the contracting firm, the effectiveness of such action may vary considerably from case to case.  

Some agencies have indicated that where the clauses have been incorporated in contracts they have functioned effectively.  In some cases they have been welcomed by contract managers as making explicit contractors’ responsibilities in regard to privacy.  The Office of the Federal Privacy Commissioner has also received positive feedback about the scope of the clauses, which address contractor obligations in regard to the collection and storage of information as well as its disclosure.  

4.3.2 Privacy undertakings by employees

The monitoring activities undertaken by the Office of the Federal Privacy Commissioner  (see section 5 below) have not revealed any privacy breaches by employees of contractors so far.  

Nevertheless, the use of privacy undertakings by employees has some inherent vulnerabilities.  The undertakings are incorporated in a contract between employee and contractor, so that the contractor must undertake enforcement through the employment contract.  Where a long standing employee is involved or where the firm has a commercial interest in maintaining an ongoing relationship with the agency, such provisions are likely to be enforced; where those conditions do not hold, they are less likely to.

4.3.3 Complaints procedures

In practice, feedback received from outsourcing agencies and contractors suggests that few, if any, complaints have yet arisen in relation to privacy breaches associated with IT outsourcing contracts, nor have any reports appeared in the media to suggest that privacy problems have emerged.  The Office of the Federal Privacy Commissioner has received no complaints about the handling of personal information by contractors under IT outsourcing.  

In theory, however, the existing complaints mechanism is less than optimal.  The accountability chain between the data subject and the errant employee is long: while the data subject may be compensated for disadvantage suffered, it is less likely that the burden of that compensation will fall on the person responsible for the disadvantage.

5 Managing the privacy risks associated with contracting out

Under the Act as currently constituted, privacy monitoring of IT outsourcing arrangements falls into two stages: 

· assessing the privacy control environment, particularly by ensuring that outsourcing arrangements are governed by contracts that contain appropriate privacy clauses; and 

· monitoring the actual implementation of the controls, particularly by monitoring compliance with the contractual clauses.

5.1 Monitoring the control environment

The Office of Asset Sales and IT Outsourcing has regularly consulted the Privacy Commissioner about appropriate privacy provisions for inclusion in request for tender documents and, subsequently, in the Services Agreement between the contractor and the agency.  This office has found the provisions to be in line with the Privacy Commissioner’s recommended approach in Outsourcing and Privacy.

The Office of the Federal Privacy Commissioner conducts a compliance audit program that involves inspecting the information systems of Commonwealth agencies to assess whether the controls they have in place are sufficient to ensure compliance with the IPPs in the Privacy Act.  In all such audits, the Office scrutinises contracts with all external service providers who may have access to personal information.  The results in relation to IT contracts have been encouraging.  Since 1994, when the model privacy clauses were first issued, auditors from the office have scrutinised IT outsourcing contracts entered into by a number of agencies that now participate in one of the five clusters for which contracts have so far been let.  All have contained clauses in line with the model clauses.

5.2 Monitoring the implementation of privacy controls

With regard to the second stage, the Office has applied its standard risk assessment and risk management criteria.  Given that the OFPC is not the only accountability body with an interest in the area, this has involved focussing on significant privacy risk areas and coordinating work with other bodies.  For example, the Privacy Commissioner’s activity in this area has been complemented by two ANAO performance audits focussing on IT outsourcing, both of which deal explicitly with information privacy issues: 

· Management of IT Outsourcing (in the Department of Veterans Affairs), Report No. 21, tabled in December 1996; and 

· Implementation of Whole-of-Government Information Technology and Infrastructure Consolidation and Outsourcing Initiative (across agencies), Report No. 9, tabled in September 2000.

The Office has held discussions with a number of Commonwealth agencies that have outsourced aspects of their IT operations as part of the Government’s initiative.  In all cases, there was close liaison between the agency and the contractor and all privacy issues that arose were to be reported to and dealt with, in the first instance at least, by the agency.  Awareness of privacy issues appeared satisfactory.

The Office has received no complaints about, or reports of, privacy breaches associated with the IT outsourcing initiative.  

6 Conclusions

The conclusions of this paper may be summarised as follows.  

(1) Personal information is a basic tool of government operations and Australians provide large amounts of often sensitive information to governments at all levels with a legitimate expectation that it will be accorded a high level of privacy protection.  

(2) The Privacy Amendment (Private Sector) Act 2000, which commences on 21 December 2001, should significantly improve the level of protection afforded to personal information held by Commonwealth contractors.

(3) Under the existing legislative framework, use of contracting out has made it more difficult to guarantee that people’s information will receive appropriate protection.  

(4) Nevertheless, a measure of protection has been available through the use of appropriate clauses in contracts; in 1994 the then Privacy Commissioner issued guidelines setting out model clauses that Commonwealth agencies have been incorporating in their contracts.  

(5) Experience to date suggests that few information privacy issues have arisen in connection with the Commonwealth IT outsourcing initiative.  

ATTACHMENT

PROVISIONS OF THE PRIVACY AMENDMENT (PRIVATE SECTOR) ACT 2000 RELATING TO CONTRACTING OUT BY COMMONWEALTH AGENCIES

Section 95B:
        (1)     This section requires an agency entering into a Commonwealth contract to take contractual measures to ensure that a contracted service provider for the contract does not do an act, or engage in a practice, that would breach an Information Privacy Principle if done or engaged in by the agency.
        (2)     The agency must ensure that the Commonwealth contract does not authorise a contracted service provider for the contract to do or engage in such an act or practice.
        (3)     The agency must also ensure that the Commonwealth contract contains provisions to ensure that such an act or practice is not authorised by a subcontract.
        (4)     For the purposes of subsection (3), a subcontract is a contract under which a contracted service provider for the Commonwealth contract is engaged to provide services to:
        (a)     another contracted service provider for the Commonwealth contract; or 
        (b)     any agency; 

for the purposes (whether direct or indirect) of the Commonwealth contract.  
        (5)     This section applies whether the agency is entering into the Commonwealth contract on behalf of the Commonwealth or in the agency’s own right.
Section 95C: 

If a person asks a party to a Commonwealth contract to be informed of the content of provisions (if any) of the contract that are inconsistent with an approved privacy code binding a party to the contract or with a National Privacy Principle, the party requested must inform the person in writing of that content (if any).
Section 6A:

        (2)     An act or practice does not breach a National Privacy Principle if:

(a) the act is done, or the practice is engaged in:
(i)     by an organisation that is a contracted service provider for a Commonwealth contract (whether or not the organisation is a party to the contract); and
(ii)    for the purposes of meeting (directly or indirectly) an obligation under the contract; and 

(b)     the act or practice is authorised by a provision of the contract that is inconsistent with the Principle.  
Section 40A: 
        (1)     This section applies if: 

(a)     a complaint is made to an adjudicator for an approved privacy code; and   

(b)     the adjudicator forms the view that the complaint is about an act done or practice engaged in: 

        (i)     by an organisation that is a contracted service provider for a Commonwealth contract; and 

        (ii)    for the purposes of meeting (directly or indirectly) an obligation under the contract.  
        (2)     Despite the code, the adjudicator must: 

        (a)     stop investigating the complaint under the code (without making a determination under the code about the complaint); and
        (b)     refer the complaint to the Commissioner under subsection 40(1B) for investigation under this Part.

        (3)     The Commissioner must accept the complaint under subsection 40(1B).  
Section 13A: 

(1)     For the purposes of this Act, an act or practice of an organisation is an interference with the privacy of an individual if: …
(c)     all of the following apply: 

        (i)     the act or practice relates to personal information that relates to the individual;

        (ii)    the organisation is a contracted service provider for a Commonwealth contract (whether or not the organisation is a party to the contract);
        (iii)   because of a provision of the contract that is inconsistent with an approved privacy code or a National Privacy Principle that applies to the organisation in relation to the personal information, the act or practice does not breach the code or Principle (see subsections 6A(2) and 6B(2));
        (iv)    the act is done, or the practice is engaged in, in a manner contrary to, or inconsistent with, that provision; or
        (d)     the act or practice involves the organisation in a contravention of section 16F (which limits direct marketing using information collected under a Commonwealth contract) involving personal information that relates to the individual.

Section 16F:

(1)
This section limits the use and disclosure of personal information collected:

(a)
for the purpose of meeting (directly or indirectly) an obligation under a Commonwealth contract; and

(b)
by an organisation that is a contracted service provider for the contract.

Note:
An organisation may be a contracted service provider for a Commonwealth contract whether or not the organisation is a party to the contract.

(2)
An organisation that is a contracted service provider for the contract must not use or disclose the personal information for direct marketing, unless the use or disclosure is necessary to meet (directly or indirectly) an obligation under the contract.

(3)
Subsection (2) has effect despite:

(a)
an approved privacy code (if any) binding the organisation in relation to the personal information; and

(b)
the National Privacy Principles.
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