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Appendix A

Criteria for determining genuine commercial sensitivity

In the absence of any comprehensive material to assist agencies in determining whether contractual provisions should be treated as confidential, the Australian National Audit Office (ANAO) has developed a set of criteria. A decision on the inherent quality of the information—rather than the circumstances surrounding the provision of the information—should be made before the information is accepted or handed over.

The committee supports the use of the following criteria to identify whether it is appropriate to agree to protect, as confidential, information in Commonwealth contracts. The committee notes that much commercial information has quite a short sensitivity period, say two or three months, but some can remain sensitive for many years.

The information to be protected must be able to be identified in specific rather than global terms. 

· Particular clauses or parts of clauses within a contract or particular information, should be identified, rather than protecting the contract as a whole, or all of the information. 

· A confidentiality claim should not be made or accepted in relation to innocuous material. 

Information has the necessary quality of confidentiality 

· The information in question must not be something that is trivial or within the public domain (for example, details may already appear in the client charter, published business plan or annual report). 

· The information must have continuing sensitivity for the entity whose information has been confided. It is not sufficient that the ‘confider’ merely wishes to protect the communication. 

· The information must have a commercial value to the business or its competitors (for example, trade secrets), and it is likely that detriment will be caused to the ‘confider’ should it be disclosed.

· At the time when confidentiality is claimed, the information must be known only by a limited number of parties. The nature of some of the items of information may be such that they enter the public domain over time as circumstances change (for example, where otherwise confidential information has been tendered in court proceedings, or where a contract has been awarded following a tendering process). 

Detriment to the ‘confider’ of the information
Detriment to a ‘confider’ resulting from the disclosure of information is generally a necessary element to a court making a finding that disclosure would amount to a breach of confidence. However, where the information is about spending taxpayers’ money and the government seeks to enforce a confidence, the courts have held that detriment must be established by reference to the relevant public interests that would be damaged upon disclosure. Unlike a private party seeking to enforce a confidence against the Commonwealth, the Commonwealth is obliged to act in the broader public interest. Public discussion and criticism of government actions or embarrassment do not amount to sufficient detriment to warrant a confidentiality claim.

Circumstances in which information is provided 
The information above has been provided to assist with the making of an assessment about the nature of the information that is being provided or accepted.

The circumstances in which the information is provided or accepted are also important. If the information is provided or accepted where it is clear that the provider’s position is that the information should not be disclosed, this is an important factor to consider when making an assessment about whether to classify the information as confidential. The Senate order passed in June 2001 for the production of departmental and agency contracts requires the reasons to be made public for agencies agreeing to any confidentiality clauses and for these to be audited by the Auditor-General.

It is absolutely necessary for the private contracting party to be informed of the different accountability obligations that arise from contracting with the Commonwealth as these may impact on them in the future. In addition to disclosure to the public under the FOI Act, their information may be required to be disclosed by law, for example under court subpoena, parliamentary order or as part of discovery during legal proceedings. For example, while a contract may identify as confidential information about contract performance, a Senate committee examining budget estimates may require such information to be provided as evidence that the contract is an effective and efficient use of public funds. The contract clauses would not protect against this disclosure – and, while other committees may agree to receive information in camera, information provided as part of estimates hearings is automatically made public.

� 	See clause 2.42 of this report.





