Part 11

Risk and defence procurement

Defence organisations face particular and significant challenges in managing the
procurement and sustainment of their major capital equipment. For decades they have
been seeking ways through risk management to improve their performance in
particular to contain costs, keep to schedule and achieve a technological advantage.

The Australian defence organisation confronts the same problems as those worldwide.
Its major capital equipment acquisition projects are expensive, large and complex,
span many years and strive to be at the forefront of technology. While Defence
recognises these difficulties, it accepts that to provide leading edge capability, it must
accept a high level of procurement risk. Too often this has meant increased process
and decreased decision making by informed individuals who have been advised by
subject matter experts. This strategy has failed to ensure the availability and effective
employment of suitably qualified/experienced people and a system to ensure that their
views are heard.

Many witnesses, including the Department of Finance and Deregulation, agree that
risk is inherent to defence procurement but that a key consideration is to balance the
need to meet unique or specific capability requirements against the likely increase in
project risk. Dr Brabin-Smith also noted that the key for Defence is to be able to judge
the best balance between strategic and technical risk. He acknowledged that Defence
must accept and manage this risk by having a robust risk management strategy to
undergird its acceptance of risk.

In Part Il of the report, the committee examines the implementation of Defence's risk
management strategies against recognised best practice. It compares Defence's stated
policy on risk management and the advice or direction contained in its relevant guides
on procurement with practice and actions. The committee's purpose in drawing these
connections is to better locate the source of Defence's acquisition problems.
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Chapter 5

Risk management and good governance

51 For many years, risk management has been recognised as an integral part of
good governance and central to an organisation's management processes. Its aim is to
improve organisational efficiency and effectiveness and to limit the potential for
surprises.’ Risk management involves the actions taken to ensure 'an organisation is
conscious of the risks it faces, makes informed decisions in managing these risks, and
identifies and harnesses potential opportunities'.? It is especially important for an
organisation such as Defence whose acquisition program already faces external forces
that create complexity and uncertainty. Indeed, Mr Derek Woolner observed that any
engineering or construction project is 'about managing risk, whether it be in Defence
or in private companies'.®

52 In this chapter, the committee examines risk management in Defence
organisations and its role in improving performance in procurement, especially
decision-making. The committee considers Defence's policy on, and the principles
that underpin, its risk management.

Risk management in defence organisations overseas

5.3 Because the acquisition of major defence assets is a high risk activity, defence
organisations recognise that sound management practices can reduce the potential for
poor results. Countries, including the US, Canada and the United Kingdom (UK) have
recently implemented reform programs to improve their defence procurement
performances. Notably, they have singled out risk management as one of the areas
needing greater attention. According to the US Government Accountability Office
(GAO):

1 Standards Australia/Standards New Zealand, AS/NZS 1SO 31000:2009, Risk management—
Principles and guidelines, 2009, paragraph A3.5. The literature on risk management as a
discipline and 'a core area of business' is extensive. See for example: Economist Intelligence
Unit, Best practice in risk management: A function comes of age, A report from the Economist
Intelligence Unit sponsored by ACE, IBM and KPMG, 2007; Economist Intelligence Unit,
Closing the gap: The link between project management excellence and long-term success, A
report from the Economist Intelligence Unit, sponsored by Oracle, October 2009; and
Economist Intelligence Unit, Better information, better decisions: The risk and compliance
challenge for financial institutions, A report from the Economist Intelligence Unit, sponsored
by SAP, December 2010.

2 Comcover, Better Practice Guide, Risk Management, Commonwealth of Australia, June 2008,
p. 5.

3 Derek Woolner, 'Why Australia’s defence procurement is lacking military precision’, The
Conversation, 5 July 2011, https://theconversation.edu.au/why-australias-defence-procurement-
is-lacking-military-precision-2136 (accessed 2 July 2012).
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...it is only through the thoughtful management of risks throughout all
phases of the acquisition process that successful outcomes can be
achieved.’

5.4 The US Department of Defense (DoD) has put in place policies and practices
designed to mitigate the key risks associated with acquisition. It wants to do so by
ensuring a 'more rigorous assessment of alternatives, competitive prototyping, more
frequent and effective program reviews, the prevention of requirements creep,
independent assessment of “technology readiness,” and better methods of testing and
evaluation'.”> For example, the US Quadrennial Defense Review Report stated:

To reduce technical risk, we will conduct a comprehensive design review,
including independent reviews, to certify that the technologies involved are
sufficiently mature before any program can progress to the costly final
phase—engineering and manufacturing development.®

55 In 2010, the Auditor-General of Canada highlighted the need to recognise that
the acquisition of complex equipment 'brings with it unique risks and challenges that
need to be properly identified and managed using an appropriate procurement
strategy’.” As one of the solutions to Canada's defence procurement problems, the
Standing Committee on National Defence recommended that procurement strategies
must not only identify risk, but also adopt strategies that inherently minimize risk. The
government agreed with the recommendation. While suggesting that it would continue
to improve its risk management, the government indicated that it was implementing a
new policy on the management of projects including the requirement to consider
project risk and the capacity to manage it.

5.6 The UK Ministry of Defence (MoD) recently acknowledged that to improve
its overall capability it would, among other things, 'explore how to make further
improvements to its project and programme management, including risk management'.

Risk management—best practice

5.7 Risk management policies, practices and tools continue to evolve and, over
the years, international and country specific standards have established guiding
principles to achieve best practice in this area. While the literature on this subject is

4 Paul Francis, Michael Golden and William Woods, Statement before the Subcommittee on
Defense, Committee on Appropriations, House of Representatives, 'Defense Acquisitions:
Managing Risk to Achieve Better Outcomes, 20 January 2010, p. 1.

5 United States of America, Department of Defense, Quadrennial Defense Review Report,
February 2010, p. 93.

6 United States of America, Department of Defense, Quadrennial Defense Review Report,
February 2010.

7 Office of the Auditor General of Canada, Report of the Auditor General of Canada to the
House of Commons, Chapter 6 Acquisition of Military Helicopters, 2010, p. 25.
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extensive,® it demonstrates a broad consensus regarding the main steps and activities
of a sound and effective generic risk management process.’ For example, the
Commonwealth Procurement Guidelines indicate that risk should be 'built into an
agency's procurement processes. ' It states further that risk management involves ‘the

systematic identification, analysis, treatment and allocation of risk'.**

5.8 Because of the wealth of literature on risk management and the general
agreement on the fundamental principles that underpin an effective risk management
regime, the committee saw no need to give detailed consideration to best practice in
this area. It should be noted, however, that many witnesses highlighted the need for
Defence to give close attention to identifying and mitigating risk during the early
stages of the procurement process, especially during capability definition. In their
experience, the consequence of any failure at this stage of the procurement has the
potentiallzto surface later in the acquisition process and to cause serious disruption to a
project.

59 Based on international and Australian literature, and with a particular focus on
defence procurement, the committee notes that to be effective, risk management
should or must be:

8 See for example, Tzvi Raz and David Hillson 'A Comparative Review of Risk Management
Standards', Risk Management: An International Journal 2005, vol 7, no. 4; Department of
Defence, Defence Science and Technology Organisation, Svetoslav Gaidow and Seng Boey,
Australian Defence Risk Management Framework: A Comparative Study, Commonwealth of
Australia, 2005.

9 See for example, Tzvi Raz and David Hillson 'A Comparative Review of Risk Management
Standards', Risk Management: An International Journal 2005, vol 7, no. 4.

10  Attorney-General's Department, Commonwealth Procurement Guidelines, Commonwealth of
Australia, December 2008, paragraph 6.8.

11 Attorney-General's Department, Commonwealth Procurement Guidelines, Commonwealth of
Australia, December 2008, paragraph 6.7.

12 Committee Hansard, in camera. See also, Australian Industry Group Defence Council who
indicated that although fundamental structures were about right, further attention needed to be
given to earlier identification of risk associated with complex acquisitions. It recommended that
Defence invest in Research and Development (R&D) early in the Capability Development
process, with the Defence Science and Technology Organisation (DSTO) and industry working
fully in partnership to realise the benefits. Submission 10, pp. 4-5. The ANAO found that
'Inadequate execution of the capability definition and planning phase unduly exposes Defence
to the possibility of cost increases, capability reduction and schedule slippage'. Submission 22,
paragraph 16.
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considered from the outset or formative stage of a project when critical
decisions are made that have significant implications for the overall success of
an acquisition and its through-life support;*

an iterative process throughout the acquisition and sustainment of capital
equipment involving the identification, analysis, mitigation planning,
mitigation implementation and tracking and reporting of risk—consulting and
communicating with all stakeholders on risk and risk management is
important;**

comprehensive, systematic and applied consistently across the entire
organisation at the enterprise, business and operational level;

broad-based ensuring that all the various factors associated with a defence
procurement are assessed for risk—'even those considered as obvious need to
be identified and treated'—budget, schedule, technical requirements,
workforce, environmental, infrastructure, contract and stakeholder relations;

fully integrated and embedded in an organisation's culture so that risk
management policy and practice is part of management thinking and actions
and permeates all levels of the organisation— enterprise level, function level
or business unit level—senior managers in particular must show leadership
and commitment and managers at all levels must take responsibility;* and

part of a continuous improvement system where experiences in risk inform
revised risk assessment and management strategies—this means that lessons

13

14

15

For example see lan McPhee, Deputy Auditor-General for Australia, 'Risk Management and
Governance', Speech, National Institute for Governance, Canberra, 16 October 2002, p. 2;
Department of Defence, DSTO, Svetoslav Gaidow and Seng Boey, Australian Defence Risk
Management Framework: A Comparative Study, Commonwealth of Australia, 2005;
Economist Intelligence Unit, Closing the gap: The link between project management excellence
and long-term success, A report from the Economist Intelligence Unit, sponsored by Oracle,
October 2009; Department of Defense, Risk Management Guide for DoD Acquisition, sixth
edition, August 2006, paragraph 1.3; and Paul Francis, Michael Golden and William Woods,
Statement before the Subcommittee on Defense, Committee on Appropriations, House of
Representatives, 'Defense Acquisition: Managing Risk to Achieve Better Outcomes', 20
January 2010, p. 2.

Fomin, Pavel, Mazzuchi, Thomas A. and Sarkani, Shahram, 'Incorporating Maturity
Assessment into Quality Functional Deployment for Improved Decision Support Analysis, Risk
Management, and Defense Acquisition’, Proceedings of the World Congress on Engineering
and Computer Science 2009, vol 11, WCECS 2009, October 20-22, 2009, San Francisco. This
definition was taken from DoD Risk Management Guide, 2006; and Tzvi Raz and David
Hillson 'A Comparative Review of Risk Management Standards', Risk Management:

An International Journal 2005, vol 7, no. 4.

See for example, lan McPhee, Deputy Auditor-General for Australia, 'Risk Management and
Governance', Speech, National Institute for Governance, Canberra, 16 October 2002, p. 2;
Department of Defence, Defence Science and Technology Organisation, Svetoslav Gaidow and
Seng Boey, Australian Defence Risk Management Framework: A Comparative Study,
Commonwealth of Australia, 2005; and Standards Australia, Delivering assurance based in
ISO 31000:2009 Risk Management—Principles and guidelines, HB 158-2010, paragraph 1.2.
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must be learnt from previous experience and applied to future decisions and
actions regarding risk management.*°

Committee view

5.10 Clearly, risk management is a part of good governance and not an add-on.
Although the acquisition of major defence assets is a high risk activity, sound
management practices can reduce the potential for poor results. Thus, responsible for
large and complex projects involving cutting edge technology, defence organisations
have a very real interest in managing risks. Failure to do so can result in poor project
performance—cost overruns, schedule slippage or shortfalls in capability. Thus, it is
essential for an organisation to be well placed to anticipate, understand and manage
risk. To do so effectively, it should have a sound risk management framework that
binds all forms of procurement undertaken by the organisation and be front and centre
of decisions for managing its projects effectively.!” And as pointed out elsewhere,
good risk management in the defence environment will occasionally need to tolerate
some failure. For example, the airborne warning and control system where, despite the
risk and some failure, a lot of the capability sought was eventually achieved—though
perhaps it could have been better assessed at the outset.

Risk management in Defence

511 In Australia, the Defence Procurement Policy Manual defines risk in the
defence context as being concerned with the ‘things that can go wrong' to its projects
and which may prevent the project from being a success. It states that the government
considers that a successful project is one that 'delivers a fit-for-purpose capability, as

approved by Government, within the approved budget and schedule'.*®

Policy

5.12 In 2009, Standards Australia published a revised version of its principles and
guidelines on risk management.® The Commonwealth Procurement Guidelines and
companion guides such as the Commonwealth Policy Framework for National Public
Private Partnership also advocate the use of risk management and provide advice on
its application. Consistent with these guidelines, Defence has produced a number of

16  See for example, Tzvi Raz and David Hillson 'A Comparative Review of Risk Management
Standards', Risk Management: An International Journal 2005, vol 7, no. 4.

17 See for example, Young Hoon Kwak and Brian Smith, 'Managing risks in mega defense
acquisition projects: Performance, policy, and opportunities’, ScienceDirect, International
Journal of Project Management, vol. 27 (2009), pp. 812-820.

18  Department of Defence, Defence Procurement Policy Manual, Mandatory Procurement
Guidance for Defence and DMO Staff, Commonwealth of Australia, July 2011, p. 3.2-1.

19  Standards Australia/Standards New Zealand, Risk Management—Principles and guidelines,
AS/NZS 1SO 31000:20009.
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key documents that further underscore the importance of understanding risk and its
effective management. They include:

. Defence Procurement Policy Manual;

. Defence Capability Development Handbook;
. Technical Risk Assessment Handbook;

. DMO Project Management Manual; and

. DMO instructions.

5.13  Based on these documents, Defence has certainly demonstrated that it is an
organisation that recognises the importance of risk management as an indispensible
part of effective governance that underpins sound decisions.”’ For example, the
Defence Procurement Policy Manual (the Manual) clearly states Defence's
commitment to 'a comprehensive, coordinated and systematic approach to risk
management'.?* It recognises that sound risk management is a vital component of
good corporate governance and that a ‘well developed and managed risk management
plan will lead to informed decision-making to ensure the desired result is achieved'.?

5.14  Air Marshal Harvey acknowledged that Defence must manage risk. When it
comes to the practical application of Defence's policy on risk, he explained that
Defence has 'a very structured approach’ that has been refined in line with previous
reviews and Defence's internal work. He also noted that Defence's consideration of
risk is broad, which covers cost, schedule, capability, technical, workforce and overall
programmatic risk.?

Guidelines

5.15 The Defence Capability Development Handbook (the handbook) sets out the
specific steps to be taken with regard to risk management. This document is a guide to
the capability development body of knowledge, best practice and processes for
Defence. It provides directions and offers advice on risk in defence procurement.
According to the handbook:

20  Department of Defence, Defence Procurement Policy Manual, Mandatory Procurement
Guidance for Defence and DMO Staff, Commonwealth of Australia, 1 July 2011, p. 3.2-1.

21  Department of Defence, Defence Procurement Policy Manual, Mandatory Procurement
Guidance for Defence and DMO Staff, Commonwealth of Australia, July 2011, paragraph 3,
p. 3.2-1.

22  Department of Defence, Defence Procurement Policy Manual, Mandatory Procurement
Guidance for Defence and DMO Staff, Commonwealth of Australia, July 2011, paragraph 6,
p. 3.2-1.

23 Committee Hansard, 7 October 2011, p. 13.
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Command and management processes at all levels are required to plan,
apply, measure, monitor and evaluate the functions an agency performs,
with due cognisance of risk assessment and subsequent risk management.?

5.16 It states that ‘every proposal must ensure that Government is aware of the risk
it accepts in making an investment decision. Risks must be measured, mitigated and

managed to ensure there is a tolerable risk-return balance'.?

5.17  Unlike the procurement policy manual, the handbook does not have a discreet
section on risk management. It deals with the implementation or practical application
of risk management at every phase of the acquisition process. It recognises the need to
consider risk early and for it then to be a logical and sequential process throughout the
capability development cycle.

5.18 The committee examined Defence's Procurement Handbook and related
documents—DMO Project Management Manual and Project Risk Management
Manual. It looked at risk management from the needs phase through to entry to the
DCP, first and second pass approval, acquisition, tendering and contracting to
delivery, including the use of early warning systems designed to stop projects
becoming projects of concern. It considered the various panels and committees that
review the project proposals at milestones during the acquisition process including the
Options Review Committee (now replaced by the Project Initiation and Review
Board), the Capability Gate Review Boards, the Defence Capability Committee
(DCC), the Defence Capability and Investment Committee, Service Chiefs and Group
Heads and finally the Secretary of Defence and CDF who clear a submission for
government consideration and final approval.

5.19 It is clear that, although the committee has not described step by step
Defence's risk management process as set down in its manuals and guidelines, it found
that the contents of the documents align with good practice. For example, the
committee notes the comprehensive coverage Defence gives to risk management in its
policy and practice guidelines. Defence clearly recognises risk management as:

. integral to efficiency and effectiveness; and

. a means that enables agencies 'to proactively identify, evaluate and manage

risk, opportunities and issues arising out of procurement related activities'.”®

5.20  Consistent with the key principles of sound risk management, the committee
found that the handbook, DMO Project Management Manual and DMO Instructions
recognise the importance of:

24 Defence Capability Development Handbook, Commonwealth of Australia, August 2011,
paragraph 1.1.6.

25  Defence Capability Development Handbook, Commonwealth of Australia, August 2011,
paragraph 1.3.3.

26  Department of Defence, Defence Procurement Policy Manual, Mandatory Procurement
Guidance for Defence and DMO Staff, 1 July 2011, paragraph 2, p. 3.2-1.
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. considering risk from the earliest stages of procurement planning;

. monitoring risk and its treatment on a systematic basis throughout the
procurement process—risk management is treated as a continuing process,
with opportunities to re-evaluate risks at key stages of the procurement
process;

. taking account of all aspects of risk including costs, schedule, capability,
programmatic and workforce; and

. providing senior leaders and the government with sufficient and reliable
information upon which to make decisions.

5.21  There can be no doubt that Defence's stated policy on risk management and
the guidelines and handbooks intended to assist officers implement the policy is
consistent with international and Australian standards.

Conclusion

5.22 In light of Defence's risk management policy, the practical guidance provided
in its procurement handbook and the in-built review structures; it would appear
reasonable to assume that risk management is a prominent and essential element of
Defence's procurement culture. If implemented properly, Defence's policy, supporting
documents and practices should work effectively to mitigate risks. Evidence, however,
suggests otherwise. Indeed, the poor performance of some major projects, detailed in
chapter 2, indicates that risk management may not have been as robust as it should
have been—for example, cautionary advice from domain experts not understood,
downplayed, misplaced or ignored as it moves up the decision-making hierarchy. On
countless occasions, the ANAO has noted that this repeated failure to identify or
acknowledge risk is simply a manifestation of bad management in an unaccountable
system.

523 In the following chapter, the committee begins its examination of the
underlying causes of poor performance.



	﻿Part II
	﻿Risk and defence procurement 

	﻿Chapter 5
	﻿Risk management and good governance
	﻿Risk management in defence organisations overseas
	﻿Risk management—best practice
	﻿Committee view

	﻿Risk management in Defence 
	﻿Policy
	﻿Guidelines

	﻿Conclusion





