Australian Government

Department of Foreign Affairs and Trade

9 December 2003

Mr Brenton Holmes

Secretary

Foreign Affairs, Defence and Trade References Commiitee

Senate Standing Committee on Foreign Affairs, Defence and Trade
Parliament House

CANBERRA ACT 2603

Dear Mr Holmes

Further to the appearance by this department on 28 November 2003 betore the Foreign
Affairs, Defence and Trade References Committee inquiry into the assessment of security
threats to Australians in South East Asia, T am writing to provide further information
requested by the Committee.

As you may recall, Senator Brandis requested further information about media coverage of
the department’s travel advisories in September 2002. A sample of the print media only is
enclosed, which includes articles from:

o Page | of The Australian, “Threats against US, Australia in region”, 11 September
2002

Page 2 of The Age, “Threat to Australian embassy in Dili”, 11 September 2002

Page 2 of the Herald Sun, “Warning to Travellers”, 11 September 2002

Page 6 of the West Australian, “Envoys in Asia put on high alert”, 12 September 2002
Page 7 of the Herald Sun, “Look before you leave”, 8 September 2002

AAP General News, several items including “US and Australia threatened in Asia”,
“Nation warned against complacency”, and “Australians on alert in South East Asia”,
11 September 2002

* A summary of electronic media coverage of travel advisories in the month before the
Bali attack.

I have also enclosed an excerpt from an email from the department to the Office of National
Assessments, dated 28 June 2002,

Last, I undertook to provide to the Committee the travel advice posted on the DFAT website
in the aftermath of the Bali attack. Preliminary, draft documents had been inadvertently
provided to the Committee in the department’s documentation. The copy of the publicly-
refeased advice of 13 October 2002 is enclosed.

R G Casey Building, Barton ACY 0221  www.dfat.gov.au  Telephone: 02-62611111



1 would be grateful if you could distribute these documents to the Commuttee.

Y ours sincerely,

Jan Kemish

First Assistant Secretary
Public Diplomacy, Consular and Passports Division
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Threats against US
Australia in region

pon Greenlees
 Jgkarta comespondent
Cathy Pryoar

THE 15 and Ausiraiian pov-
ernments have Lighiened sec-
ey arrahgements  after
threabs against thelr mierests
in Invonesia and Bast T b
ahead ol todas's Septoember
11 commemorations,

The US yesterday elozed ils
Jrkarta smbassy and o
pelled Seplember 11 com-
memarations it the indone
sian capital afier receiving a
ppadible and speeifin” fereor
ist threat.

The American consulate
general in Surabays, Indone-
giw's speoned-biggest city, was
algo closed ndefinitely xes-
rerday.

Canborra veslerday
upgraded [ravel waniags for
East Timor andg Indonesia
falicwing  an anspeciilen
ghireat  against Australan
inperenls in Fast Timor.

A apolkesman for Foreign
Minister Alexander Downer

confirmed Avsyralia's
Jakarts embassy  also was
sgnfrating @) & beiphtened
jeve]l of security. s\vareness’
and  uwrged  Ausirations In
Indanesia 16 loke sxirs CATE.

Pepartment  of  Foreign
Alfuirs andg Trade head Ash
tonn Cabvert last night coo-
firmed the B Cixm -

g have had some inkeld
gence thal iwlicates there
could e a hefghtened risk Lo
australians and Australian
interests in East Timeor. That
is a8 lar as it gnes Al e
ontenl, - 9 4re ceonilering
Line sibvatinre very ganetally,
Becurity sournes in Jakarta
said US  intelligence  had
pecidved  nformation  that
people  linked io al-@aida
were involeed In planning an
artack sgainst the diplomatic
tarEers,

There wepe veports  lasi
rlght the IS had alse decided
to clese s Wuala Y.ampur
cmbassy B Malarsia boday

Continued — Page &

and ihat 8-sponscered COMmMMmen-
orative sctivities in Cambadia's
capital. Phrnom Penh. had been
caryelled,

While retusing o revedd details
of the inTormation received by US
eificials iy Indonesia, ambassador
Faiph Boyree indicated fhere was &
possible al @ida coniection.

yghitle al-@atikia is on the Tun,
we kpow thab the al-Qu'ida net
wark & sl Tar from defealed. and
we  received  another  graphic
example of that in just the past
fow Tiours wilh the pews abonb the

The embassy warned
American citizens to be
‘extremely cautious” in
coming days

credible fndormalion about & Spe
cilie Lerrorist threat against oy
emnbassy it Jakata and  Lhe
eonsul-roneral in Surabaye” Mr
Boyee said.

The U8 move came as Dndone
sian  daily nesspaper  Eoan
Tempe reporied that the U8 had
devided to sehxde the name of
prominent  Moslim  cleris AL
Bakar Bashiron an wpdated Hst of
intarnaliongl Lerrorisis.

The firdbrand cleric i3 Lhe
wileged spieltunal leader of Jemaah
islamniah, th: group US and souin-
past Asinn auihoriies aoguse of
oolling & elabarace horabing
uperalion apainst diplomatie mis-
siome in Singapnre,

Endonesian  police  guestioned
M Bashic sarly this year bud said
they had no evidence aE2inst B,

American and lpoolly ergaged
staff ab the Jakarta emibassy and
Surabaya srnsiiate reopived phong
mlls onr Monday rdelsing {hern
apainst gotng bo work restertlay, but
were nol told Ahe nature of Lhe
chareat. Thi grnbassy has cauloned
Araertcans Lo be toxiremsiy S0
tious” n coming days wiid thw Stane
Deparrnent hma warmed  agpalost
Srmerseaary trevel Lo Indonesia.

20 By sai? Wier Lhere Wias Tl
promounecd Bek of oclartiy™ shout
ey between ad Qa'ida and Ixlamic
milisant yroups operading in Inde
nesia, ot added Lhe threpl was
“rnfre SRAN AT S.00NYYonus il or
a phonedin hornh threat”

U3 offizials released Htile other
informaation. sayiy the xituation
was rlpvelnping “hwur by hour™

fj\ﬁ A e mrwfg“-*‘

Ref: 50838084
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Threat to Australian embassy in Dili

Merk Forbes, Lovise Dodson
{anbema
An  ableged  wrrorist  threa

against Australin’s emirassy m
Tast Timer prongaed a loval
securlry alert and & warning
Australians rrvelling plsewhere
in Asta kst night, o the ove ol
the tirst annjvereary of the Sep-
emher 11 armeks an the Unased
States,

The  protective messares
dareund the Dl ek and
SECRrity warning o mare than
B Austrabians v Fast Yimor
carme wnrmebiawly aiter the 315
ol 115 mnhassy b Fakarts ded
its vensubate jn fndonesia's
seennd bipgest clty, Surahavi,
viting termrise theas,

Tiwe (Hli treat 35 the st
dleieted apiinst Austealian inter-
eal- vinee an wbleged plot w
Beanby st i Siagapera. inciud-
iagr Aasstralin's higlt eommission,
wris expnet] cany s vear.

A Department of lowign
Affairs spokeswoman said the
wrarbiines cedticided with the TR

actions in Indonesiz. Tindor
matoon il has conme [0 the
stiepiiom of the Ansteabiab Ges
erpment also incluades wncon-
Firrmed threms 1o Australian
igrereses tn Fast Taoor,” she
wigiid,

A spokesman for boreipn
Aftirs Mivdator Alexardor 130w
e said b weosld nol iscuss e
SOITEE OT aeliiz of the rhoreids,

Fhe U5 ambasssdor 10
trelnessa, Talpl Brovee, said e
terror (e aginst she Jakaca
emtiasay showed that o) Casda
wax sl Far froren defeated”

Tle Fureigie Affuirs spokes.
WO SAIE Tuf Aprec)] s [ATeay
Apainsl Lhe ALSTEAEED embassy
Ty BEXAFla sl Brrgn seCejved, Tan
Hiwats Operaling on s Fighar level
wl SerUTHY dvoareness AN al!
FURLCATIRETTS 13 LT Wery
TEged 10 I s sk, ) oived
R e G R R S R G R AR O
M Tralippenes. ksingnﬁ:_m'.
I TS AT T R T s R
TG Tl ks beern

apgTaiesd,
—rXearwhite. federe] cabinsm

arud e oy socrer raiional secwy-
fy anniitee et odf duy yestey

day o] dicussed the possibility
uf Australian backing for = 11s-
led =irike gemingt [rag if diplo-
math pressare ikl

Althragh the grvernmatt has
presumsiv heen joach 1o link
Seplerther 11 with Inug. Prime
Mirisier Joahay Honward ssil yes-
remiliy Ctlwere Dave Deen associ-
abisarn Deeyeeeen bag amd ternorst
praaps anid thore s hean an
accorpdation of cecuain 1or-
OEEST proasps withie fong

e also referred 1o Tihe
potennial xhesan bk beberun
Seprernber 11 and taa,

Severad serjer runisers yes-
rerday issued SITOBE SaleoCs
linking Saddam Hussein with
serrorfan amd warning of the nisk
af terrovism i Aastralie Depute
Prisue Miniger lohn Anderson
acewsnd Saddam of Cgenoeide”.
Ar the szone thne Diefence Minks
veg Hobert R sigllead el -
sralia wos consibering ondy 4
limned cunsribution e a 175
ssneindt aguingt g,

Ref: GORRG52Z
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Warmng to travellers -

By BICHAFEL HARVEY

THREATS 10 Australtan inter
ety in Fast Thnor iast niglht
intensified facuriky  crmenrog
aboxl Weriay's fesl, anniversary
of Seplembsr 17,

The Dopgrirment of Foreign
Affaus and Trade said it was
Awmre of an unactdfirmed threat,

As glur Unitedd States cluged
it miss1ons m Jakoreia and
Surabaya, e deparlomend
warned Australians braveling
in the region to ke on hetght-
ened seaiily alet

Howriver, thers was no threat
Lo ibe Australizn embassy in
Jakarta. Lhe deparbment saind,

Australian  peacekespers
Eust Timor have bean told 1o
provide angditional securcy, In
cluding protection of the Sus
LILEeT emmiansy.

DFAT adwises all cravellers in
South-East Asia 10 Do sware of
potenial tebresist activity.

The warning carme ag Mrine
Mimigter Jobn Blowsird linkerd

Sad&am Huzsnin

iproorism fears and the Sep-
eyt 11 anniveraury will the
prospeed. o0 war with Tran.

“Ihe link with Seprember L1
isowhat L 'mukd_ call vhe poten-
tl.al thveat Nk, he s5id.

Whille corialn tayroriss frou Em
haz been accommodated wiLh-
in \ray, that wag not the point,

Uyt Septeraber L1 hastold
e wackdd s Lhal something

urdrmagingbie belore Scepioin-
por il ls pow imaginable - i
rowld happen again,' e said,

Mr Howard bDrsfed Cabinet
yesierday on the liketihooed of
war swith Irad.

e reported deteds of jds
weekend telaphane el with
U5 Pressdent George W, Bush
and bnefed vunialers on tos oall
{for the Thated Mations Lo assert
iis moral auihorily over Iragt
shctator Saddan Hussein,

Thie UN's eracdibdlily was an
1he ling unless i formed Irag Lo
aAllaw weHpens inspeelors Daek
inds the otunloy, he said.

The alcernative was the pro-
spect of US-led military aitacks
un TryEg.

Mr Howard sdid toppling
Saddam would cause fow toars
iy biwe Arab warld.

Alr Howsrd ackpowiedgsd
many leaders of Arab Dations
romained oppased Lo a TS-led
war against fran

U there were to o g o
ol regeyne an frag .

LLATLER
I Do PN

think Lo rh,my Arah Jeaders
wiralg moutt the deparsre ol
Saddum Fugsuia.

"Bear in imind chet he ddid
et FUgaiL 10 years ago.
bieer i nd that he ras threat.
ened cLiwed founknies ...

“Ho we'td nol dealiog wath
somehody hn's heen o berign
toesl neighiour™

B Howarg! seised o @ repoart
compiled [ty Fritish mkitay

pxpErts Loiskient elubims Lhal oo

evidenee hald been pre-wnt»d af
Lear's ehepiesl, biologheal wnd
even nUclsr WeADnRS.

The Irde;bemiém Inggituie of
Siratemie Siudies caid Snddar
sl bBuild a nuclear hombh
witnin months it he ohtalned
ermched arprihin.

Oppastiidn lereign  altales
Fpokesyman’ Heovin Rudd e
peated Labar's call oz the Gov.
arunent foldetall the case (or
rilitary antlon.

WORLD, Page 33

Rt BOBETTZ
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in Asia
put on
high
alert

W CANBERRA
By Mailssa Stevens

TPOTEWTIAL 1errorise
throats saw the Austra-
tinn embassy in East
Timor closed and other
Ausiralian embassies

and censulates in South-
Bast Asia put on bigh
aiert yestcrday.

The DG‘EEII_I‘TLE]H af
Foreign ffairs also
upgraded mravel warn-
ings for the region und
called on Australians to
defer &l non-essental

travel 10 Bage Timor.

i Precautionary med-
! sures begen on Tuesday

b

¢ might, the eve of We Sep-

teroher 11 anniversary,
when 1he Government
put troops i Basl Timor
on heightened alert.

The Mmeaxsurss were
upgraged yesterday. The
embassy m East Titmor's
capitad, Dili, has boen
Closed indehnitely, whils
the hi%; commission in
Istamabad, Pakistan, has
been closed for two
days, afler which secu-
rity will be reassessed.

A Department of For-
eign Affairs spokes-

|
|
&

woman said Awustralian
embassics in the Cambo-
dian  capital,  Fhaom
Pents, and Saudi Arabia's

i capital, Riyadh! and the

high cemmission m Sin-

gapore Were opersling oR

a restricted basis,
Reports of alleged tor

L yoristy astivity w tho

region also saw Ausira-
liap missions o lndone.
sig, Taibwan, Yietham,
Thailapd, the Philip-
ines  snd Malaysia
ander fightened security.

It 15 updeystood that
Federal Parliament and

Envoys

Dopyright fAgancy Limited (CAL; ficenced capy

West Australizn  Thursday 12972002
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Ciroulntios: 235,688

Size: 275,28 sg.ems,

embassy buildings
Canberea  wers 2150
under hogheened 2ecu-
pily yostarday.

Farsipn Affairs Minis-
ter Alcxander Downer,
ir MNew York for the
Sepiember 1 OnRiver-
sury and 1o speak ai the
Tipited MNauiions peneral
assembly, said the Gov.
emment was concered
about threats o Austra-
lian znd United Nations
ipterasts in Bast Timor,

“There have besa
ather security alerts
Fouth-Eagt Asia in rela-
fipnr 1o Ametican iater-
25ty there and it jusd
reminds us we have o be
ever vigilant,™ he said,

Mr Dowaer ssid intel
figence reports  had
revealad ierrorist oells
had stockpiled explo-
cives in South-Fast Asia.

It was possible thal
Austealian support of
the Unitad States mado
Australia more valnors-
ble o terrocst activily,

He urged Auvstralians
in Esst Tinor t¢ maim-
tain a Wigh level of per-
zonal secunty.

The U5 smbassy I
Jakarta, its consulate in
the Jdpvanese cily of
Surahaya and il
embassy o Maiaysia
were closed because of
specitle threats.

The embassies ip
tudonesiz and Malaysia
were olosed indefiniely.
while those in Yietnarm,

. Cambodiz pod Pakistan

wire: closed yesterday,

Britain closed its
embassy in fakaria and
its posts in Singapore,
Phoom  Penb  and
Isfammbad.

Bin: $075
grief: DFAT-HIN
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Title: Fed: Singapore mission operating on restricted basis - threats
Source: AAP General News, 11/09/2002

Author(s): N.A.

Date: 20020911

AN: 74C3282633224

Database: Australia/lNew Zealand Reference Centre

Fed: Singapore mission operating on restricted basis - threats

SEPTI1 SINGAPORE AUST LEAD

CANEBERRA, Sept 11 AAP - Australia's high commission in Singapore remained
open but was operating on a restricted basis because of threats to Australian
interests. '

The Department of Forelign Affairs and Trade said all Auwstralian missicns
across South-East Aisia were on alert.

"'he mission in Singavore is operating on a restricied basis,™ a DFAT spokeswo
said.

"The heads of mission in south-east Asia have been asked to review sccurity
measures and put in place all necessary measures.”

Reports from Singapore earlier rtoday said the Australian mission had closed.

Foreign Minister Alexander Downer said Loday Austraiza had closed 1ts embassy
in Dili, East Timor, until further notice because of a security threart.

Mr Iowner told reporiers in New York, where he 1s attending September 11
anniversary ceremonies, there had been unconfirmed generic threats To Australian
and UGN interests in East Timor, his spokesman said.

Travel advice had been upgraded for Bustralians Lo defer any non-essential
travel to East Timor.

Theose Australians already in East Timor should exerclse a high level of perscn
sacurifty.

The NYAT spokesweoman said in light of the threal, travel advice had alse
heen upgraded to south-eastern Asian nations inciuding Singapore, Thailand,
indonestia, the Philippines, Malaysia, Vietnam, Cambodia and Talilwan.

The advice nighiights the potential feor terrorist activity in the region.

Copyright 2002 / Australian Assoclated Press
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Source: AAP General News, Sep 11, 2002
item: 74C3282633224

Record: 2

Title: Fed: Australians warned to defer travel to lvory Coast
Source: AAP General News, 20/09/2002

Author(s): N.A.

http://web20.epnet.com/delivery.asp?tb=1& ug=dbs+1+fic+10+Inten-us+sid+F067215¢ 17/07/2003



EBSCOhost Page 2 of 9

Date: 20020920
AN: 74C3465325696
Database: Australia/New Zealand Reference Centre

Fed: Australians warned to defer travel to lvory Coast

IWVORY AUST

CANBERRA, Sept 20 AAP - Australians should defer all travel to the African
nation of lvory Ccast which this week experienced an attempted coup, the Departme
of Foreign Affairs said today.

Fighting centinued in scme areas of the country following the failed coup
attempts on Wednesday and Thursday, DFAT said.

"mustralians should defer all travel to the Cote d'lIvoire (Ivory Coast) until
further notice, following an attempted coup d'etat on 8 and 19 Septemher, 2002,
DF&T's travel advice said.

"Wrile government authorities are resortediy regainming aontrel in Abldjan,
Zighting continues in other areas.

"Ausrtralians in Lhe Cote cd'Ivoire are advised to remain indoors until further
notice and to monitor local developments closely."

Copyright 2002 / Australian Associated Press
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Source: AAP General News, Sep 20, 2002
ltem: 74C3465325696

Record: 3

Title: Fed: Full services restored to embassy in Dili
Source: AAP General News, 22/09/2002

Author{s): N.A.

Date: 20020922

AN: 74C0019068984

Database: Austraiia/New Zealand Reference Centre

Fed: Full services restored to embassy in Dili

TIMOR ZMBASSY (CANBERRA]
Australia's embassy in East Timor wili resume normal scrvices tomeorrow after
two waeks of minimum operatiorn amid fears of terrorist ac
The Cepartment of Foreign Affairs has als
Australians and is no longer advising agains
Kul, tre department says a security threat remalns.
't szays Australians in Fasti Timor should continte to maintain a nigh level

o downgraded travel advice to
r T

of perscnal security awareness in light of unconfirmed reporiing of a generic

threat to ARustralian and United Natiors lnberests.

it's also specifisd the general need for caution near the border with Indonesi
Empassy staff who revurned to Australia following the threats are now back
in Dili, where szecurlily remains tignt.

http://web20.¢pnet.com/delivery.asp?tb=1& ug=dbs+1+fic+10+Inten-us+sid+F06721... 17/07/2003
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Title: Timor embassy closed

Source: . 11/09/2002

Author(s): N.A.

Date: 20020911

AN: 2002091110043152 67

Database: Australia/New Zealand Reference Centre

Timor embassy closed

Melbourne
pg. D04

Ldition: 1 -
Sectlion: MNews,
Australia had closed its embassy in East Timor because cf a zecurity
"hreat, Forsign Minister Alexander Downer said today.

Downer said in New York, where he 1s attending ceoremcniss marking
the anniversary of the US terrorist sttacks, that the declsion to
close the Dill embassy was taken overnight.

"There have been unconfirmed generic threats to Australian and UN
interesis in Fast Timor,'' his spokesman said.
“A decisicon has been btaken to ciose the embassy in Dili uniil further

notice. !

Fmhassy staff would remain in close contact with
and arrangements were in place s0 consular help could still
be provided.

travel advico
Tast Timor, '’

‘We have alsc upgraded our
non-essential travel to

for Australians to defex

Nownar's spokesmar said.
The department said that in
also boen upgraded to other
indonesia, the Philippines,

Llight of the trawves
nations including Singapore,
Malaysiza, V Camkbodia

advice nad
Thailand,
and Taiwan.

threat,
el nam,

Copyright 2002 7/ MX
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Source: , SEP 11, 2002
Itern: 2002081110043152 67

http://web20.epnet.conv/delivery.asp?tb=1& ug=dbs+1-+fic+10+inten-ustsid+FO6721...

Page 3 of 9

the Zustralian community

17/07/2003
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Title: Fed: Dili embassy reopens

Source: AAP General News, 16/09/2002
Author(s): N.A.

Date: 20020916
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Database: Australia/New Zealand Reference Centre

Fed: Dili embassy reopens

TIMOR EMBMASSY (CANBERRA)

Australia has reopened its ewbassy 1n Fast Timor, aftcr last weoek's shut-down
following fears of possible Lerrorist action around the Scprember 11 anniversary.

I spokeswoman for the Lepartment of Forelgn Affailrs says all consular services
in Dili are being provided.

Ambassador PAUL FOLEY and two Australia-based staff are working at the embass
and several of the usual complement of 16 Australiian =taff have been voluntarily
repatriated over the past few days in the wake of the threats.

The department's travel advice for Fast Timor, reneswed on triday, recommends
deferring non-essential travel Lo the country.

The department says it's received an unconfirmed generlc threat to Australian
and UN intecrests in East Timor.

The advice also suggests any Australiars in East Timor with security concerns
should consider leaving temporarily.

Copyrighrt 2002 / Bustralian Assoclated Press
b R A

Source: AAP General News, Sep 18, 2002
Item: 74C2305349192

Record: 6

Title: Fed: Aust closes embassy in Dili
Source: AAP General News, 11/09/20C2
Author(s): N.A,

Date: 20020911

AN: 74C3195050249

Database: Australia/New Zealand Reference Centre

Fed: Aust closes embassy in Dili

9]

EPT1L TIMOR AUST 2 CTANBERRA

Cmpassy staff would remain in close contacht wi
in East Timor and arrangements were in pilace SG C
be orovidod.
"o have also upgraded our travel advice for Rustralizns to defer any non-esse:

n the Ausiralian community
r

rsntar assislance could still

http://web20.cpnet.com/delivery.asp?tb=1& _ug=dbs+1+fic+10+In+en-us+sid+F06721... 17/07/2003
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travel Lo East Timor," Mr Downer's spokesman said.
Those Australians alresady in East Timor should exercise a high level
security, he said.
A Department of Foreion Affailrs and Trade spokeswoman saia in light ot
threat, travel advice had arso been upgraded to south-ea: ’

of person

the
L2rn Asian nations
including Singapore, Thailand, Indonesia, the Pnilippines, Malaysia, Vieinam,
Cambodia and Taiwan.

The =aadvice highlights the potential for terrorist actlvily in the region.

Copyright 2002 / Australian ARssociated Press
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Source: AAP General News, Sep 11, 2002
item: 74C3195059249

Record: 7

Title: Fed: DFAT upgrades Timer warning amid unconfirmed threat
Source: AAP General News, 10/09/2002

Author(s}): N.A.

Date: 20020910

AN: 74C1043660765

Database: Australia/New Zealand Reference Centre

Fed: DFAT upgrades Timor warning amid unconfirmed threat

SEDTIL TIMOR

BERRA, Sept 10 Ad1 - Australia today upgraded Lravel warnings for South-Eas
Lsia after an unconfirmed threat to Australian interests in kBasl Timov,
The Department of Foreign Affairs and Trade (DFAT) adwvice said travellers
d note vthe ongoing risk of terrorism in the region ard malntain a hign
level of personal awareness at all times.

0]
]
c
c

I+ has also upgraded travel advice to a range of other Soulh-hast Asian countr
to highlight the potential for terrorist activity.

"Australians visiting Bast Timor should keep themselves fully inlormed of
prevailing security conditions, particularly in areas nsar the border with Indone
DEAT said.

"Travellers should not travel alone, particularly at night.

"Australians should nete the ongceing risk of ter rism in the resagion, and
maintain a high level of personal security awareness at all times."

& DEAT spokeswoman said the travel advice sdjuslments cocincided with the
1% decision to close its missions in Jaksola and Surabava, ciling credible and
specific threats.

"rin information that came to
also includes unconfirmed threats
a DFAT spokeswoman sald.

"Ar this stage we're just going to be ponitoring the situation very closely
and we're urging Australians to mondioy the department's trave!l advisorics for
the region as wall.”

the Rustral ian government
interests in Zast Timoxr,"

Copyright 2002 / Australian Assoclated FPress
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Fed: Australians on alert in South East Asia

SEPT1L AUST SECOND NIGHTLEAD
By Linda McSweeny and Rob Taylor

CANBEREA, Sept 10 AAP - Australians in South Kaat Asia were today warned
to be on high alert following an unconfirmed threat to Australian interests
in East Timor on the eve of September 11.

The Australian Government upgraded travel warnings for the region after the
rhreat and Foreign Minister alexander towner's cifice cenfirmed thare were contin
measures in place for Australians.

The government could not discuss the detaii or source of the threa a spokesm
For Mr Downer sald,

But Lt coincideda with the decision by the Unitad States
in Jakarta and Surabava, ciling credible and speciiic chreats

"There's been no threat of course to the RBustrallan embassy in Jakarta, the
tireats the Americans talk about were against thelr premises,”" the minister's
spokesman said.

"But nonetheless our embassy there is operating at a neightencd level of
security awareness.

ST

o]

There will be increased security at the Australiaon embassy in Jakarta Lomorrow
as a precauticnary move, but thare has not been any direct threat against the
embassy.

"And any Australians in Indonesia are urged to do similarly.”

o

Mr Downer is en route to New York for the September 11 anniversary while
che natipnal security commifttee was meelir in Canberra.

it is helicved there are up to 1,200 Ausztralians in Bast Timor.

sdvice from the Department of Foreign Affairs and Trade (DFAT) sald travellers
should note the ongeoing risk of terrorism in the region and maintain a high
Tevel of perscnal awareness at all Limes.

It has also upgraded travel advice bo a range oI other South East fAisian countr
to highlight the potential for terrorist activity.

"mustralians visiting Fast Timor should keep themselves fully informed of
srevailing sccurity conditions, particulariy in areas near the border with Indone
DEAT said.

"Travellers should not travel zlone, parvitlcularly at nigno.”

Authorities would monitor Lhe situaticn olosaly and Austzalians should alsoe
moniteor travel advisocries, 1t said.

The unconiirmes threat came =g Australians wore warned ©o boonsl Their vigilano
against Lerrorism as the nation prepared o commemerate the flrst anniversary
of the Seplember 11 attacxs.

attorney-General Daryl Williams backed United States ambassador Tom Schietffer!
warning that Australia was still too complacent about the threat of terrorism,

despite the lessons of Seprember 1k

hitp://web20.cpnet.com/delivery.asp?tb=1& ug=dbs+i+fictiO+Inten-ustsid+[[06721... 17/07/2003
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"I think most Australians would take the view that

what ©
States was a long way away and 1t's nothing to <o with us, a
be concerned that something might occcur?” Mr Williams said.

"The truth of the matter is that the al Qaeda organisatio
a worldwide netwaork.

"Tt seems to have the capacity to beb up elmcst anywhere
has reason toe accept that it may be a higher lewvel terrorist
has peen in the past.”

A memorial service will be held in Canberra tomorrow, o
Howard, Governor-General Peter Hollingworth, Ambassaacr Schi
Leader Simon Crean.
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Travel will be more relaxing 1f you prepare wesll before vou
zays Scott Iraser

HOLIDAYS should be & time to relax, but first-time or infreq
becoome strezsed as fears emerge about wnat might go wrong
especlaily when heading overseas

The kest way to counter this 1s to be ocrganised.

Thore is plenty of advice on this. The Department of Foreign

Page 7 of 9

courred 1n the
nd why should

United
we

o

[

n seems have
and Australia
target than

v

e attended by Mr

effer and Opposition

leave,

uent travellers

Affairs

and Trade offers hints teo travellers, and tour operstors, airlines
and travel ayents incorporate information in brochures, Lravel
kivts and websites.

TF 1t has been some time since you travelled, check your passport
exoiry date and ensure at least six months' wvalidity remains (2 reguirement
for entry into many cocuntriesy. If you need a visa, allow

time for it Lo be issued, and verlify 1t is valid Zor the period

of vour intended stay.

Make surc the name on your ticket corresponds with your Dasspert.
Tne biggest trap is the Ifnitial. You may be known as Zelh, but i
Flizabath is the name in your passport, your ticket should zshow

http:/Aweb20.epnet.com/delivery.asp?tb=1& ug=dbs+1+fict10+In+en-us s1d+FO6721...
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an E nol B. Honeymoconers should take particular carc. You cannot
chtain & passport in your married name in advance, so the brice’
ticket will be in her maiden name.

e

There Ls a saying that 1f vou cannot afford 1ncuran_“, YOu cannaot
afford to travel. It sheuld be appropriate for your destination (US
medical scrvices are horrendousliy expensive) uhd cover :ilkely

activities, such as bungy jumping.

Page 8 of 9

Next, photecopy your passport (main page and any visas), insurance,
tickets, travel itinerary, vouchers, credit cards, deftaills of travelier's
chegues, medical prescriptions and driver's licence. Take

one copy with you -- packed separately from the originals --

=
and leave ancther with a friend. A photocopy makes Llife easier Lf
anything goes missing on the trip.

If taking regular medication, ensure you have adequate supplics
for special health risks -- vyellow fever in the Amazon Jjungle,

or malaria -- and keep tetanus and hepatitis shots up to date.

Carrying cash or traveller's cheques iz less of a probiem thesc days
tecause of the widespread use of credil cards and ATMs. Lzxperienced
travellers carry a little cash in the currency of thelr destinaticon
for any emergency on arrival —- such as taking a cab pecauss

someone forgets Lo meet yvou. They alsc carry a caiculater for
CUrrency converslions

Iz kLHg gilectrical appliances -- 2 hairdryer, electric Jug, battery
h Arg -- check the voltage and type of plug nceded, Buy adaptors
pefore ﬂepaVlure.

What to pack can be a nightmare. In realivy, most people take too
many clothes and, apari from alrline baggage restrictions, 1t is

a preoblem to cart arcund. Labeli cases inside as well as out because
rags can bo ripped of f in conveyer belt systems.

Give particular thought to your cabin bag because your sultcase might
co o astray -- medicatieon, toiletries, perhaps fresh undiss, some
reading material, valuables, camera and

weight restricticns apply on airlines.

film. Remermber, size and

. Cheock

Miriine security has becoms extremely strict: even ltems such as tweezers,

nail clippers and sewing necdles are oul [or cabln paggage,

Most international airlines start check-in two hours beforce flilght

: , and this can lead to cornfusion. 50 be sure of which day you
are tfiving. If you take off at 1 am on Tuesday, yeu will be checking
i oon Monday night.

Eeep all documents handy, and always have a pen -—-— y wil® nced fo
present tickets and passports, a departure card Lo immigration,
and your bearding pass. During the f£lignTt you wili have Lo fill

in arrival cards and customs declaratiorns.

-

I'n Australia, taxes and alrport chavyges ar
price, but in scme countries you will nsed To
amcunt in lccal currency before departur

uded in the lLicket
-t aside Lhe right

For Jlonger trips dress comfortably and on

¢ ne drink plenty of
water or other rnon-alcoholic beverages, move arcund ov do axercisges
while seated. Now sertle back and rolax. You nave prapared well.

http://web20.epnet.com/delivery.asp?thb=1& ug=dbs+1+fict10+In+en-ustsid+F06721...
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and click on travel advice.

Copyright 2002 / Sunday Herald Sun
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Travellers' health risk
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A SURVEY has found that wore than 60 per cent of Australian travellers

fail to seek travel advice or vaccinaticns before heading overseas.

Despite obvious hezllh concerns about hepatitis A and B infections,

the Australian 2002 Travellers' Survey showed that more Thar one

“hird of trevellers did ncet understand how thesce diseases are transmitfed,
"Australian travellers must remember thav, in many countrles they

visit, a high percentage of the population are Infectious carricrs

of Lhe hepatitis B virus,'' infectious discase specialisi Dr Bernie

tadscon said.

Copyright 2002 / Sunday Mail (SA)
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Fed: Aust closes embassy in Dili

SEPT 11 TIMOR RUST Z CANBERRA

Pagc 1 of 8

A spokesman for Mr DOWNER says Australia is also acvising Australlans to

defer any non-essential travel to East Timor.

He saye Australians already in Fast Timer should exercise a high level of

personal security.
i A Department of Fereign Affairs and Trade spokeswoman says traval

WATrnings

have also been upgraded for travellers to o south-eastern Asian natlions lociudin

\ Singapore, Thailand, Indcnesia, the Philippines, Malaysia, Vietnam,
and Taiwan.

Copyright 2002 / Australian Assoclated Press
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Cambodia

THE US and Australian governments have lLightened security azfter threats

agairsf their intarests in Indonesia, Malaysia and Dast Timor,
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anead of today's September 11 commemcrations.

Page 2 of 8

The US closed its Jakarta embassy vesterday and cancelled Sepnember
17 commemorations in the Indonesian capilal after receliving a =~ credible

and specific'' terrorist threat.

The US consulate-general in Indonesia’s second-biggest city of Surabaya

was also closed indefinitely yesterday.

The [loward Government upgraded travel warrnings for Indonesia and East

Timor yesterday after a threat zgalnst Bustralian interests In
Fast Timor.

A spokesman for Foreign Minister Alexander Downer confirmed that Austral

embassy in Jakaria was T operating at a heightened level
of security awareness'' and urged Australians 2o Indonesia to
Lake exlra care,

Department of Foreign Affairs and Trade nead Ashton Calwvert confirmeod

the East Timor threat last night.

‘We have had scome inteiligence that indi
risk o Australians and Australian interests 1n kash Uimor,'T
Mr Calvert sald. ~"That is as far as it goes at the moment
we are monitering the situation wvery carcfully.,'!

Security scurces in Jakarta said U5 intelllgence had rece
thnat activiasts linked to a2l-Qa'ida were involved in plannin
an attack against diplomatic targets

The US will close its embassy in the Malaysias capilal of Kuala Lumpur

today after recelving a ‘crodible and specific threat'’ and
its mission in Phnom Penh has cancelled a commemcratlive service.

Tentinued -- Page 2

While refusing Lo reveal details of the intormat*on recaeived by US
officials in Indonesia, ambassador Ralph DBoycee dicated there was
a possible al-Qa'ida connection.

“While al-0a'ida is on the run, we know that the al-Qz'ida netwark
is sti1]1 far from defeated, and we received ancther graphic example
cf that in just the past few hours with the news about tne credible

nformation aboutr a specific terrorist threat against our

b sy in Jakartla and the consul-general In Surabaya, '’ he said.
The KuaLa Lumpur embassy did not =laborate on Lthe nature of the threart,

but urged S citizens " io be sxtremely cautious ... and mpointaln
a low qufiie".

The US move came as Indoneqian daily newspaper Xoran Tempo reported
hat the J3 had dec*ﬂed to inciude thz name of

ot Muslim

cleric Zba Bakar Basnir on an updat@d tist of terrorists.
The Tirehrand cleric iz the alleged spiritual = Jemaah

the group US and scutheast Asian auth
g an elaborate bomnbing operation agaln diplomatic
missicns in Singapore.

Irdenesian police questionred Mr Rashir early this year but said they
had no cvidence against him.

American and locally engaged staff at the Jakarta smbassy and Surabaya

http://web20 epnet.com/delivery.asp?tb=1& ug=dbs+1+{ic+7+In+en-us +sidiFO67215...
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conzulate received phone calls on Monday advising thom against
going to work yesterday, but were not told the nature of [he threat.
The embassy nhas cautioned Americans to be " extremely cautious'’

in coming days, and the State Nepartment has warned against
unnecessary travel to Indenesia,

Mr Boyce said later there was ~a proncunced lack of clarity'' about
links between al-Qa'ida and Islamic militant groups operating

in Indonesia, hut added the threat was ~ ‘more than an aronymous email
or a phoned-in beomb threat’''.

Us gfficials released little other information, sayling the situvation
was developing ~“hour by hour''.

Mr BRoyce pralised Indonesia's efforts in the war on terror

Copyright 2002 / The Australian
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Nation warned against complacency
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AUSTRALIANS were yesterday warned to boost thelr vigilarce against
cerrorism as Lhe nation prepared to commemorate the [irsl anniversary
of the September 11 attacks.

cd States ambassador Tom
1 too complacent about
s ot Seplember 11.

Attecrnoy-General Daryl Williams backed Un
Schieffer's warning that hustralia was
tne threat of Lterrorism, desplite the less

mow

"1 think most Australians weuld lake the view that what occcurred
in Lhe inited States was a2 long way away and it's nothing te do with

]
iy shouid we be concerned Lhatl something wmight oco
Mr Wiitllams said.

us, and Wl
£ the matter iz that the al Qasda crganiszationl Scems
Lo have a worldwide netwovrk.''

Mr Wiiliams said people could play a role in combating Zerrorism in

one is by ensuring Lhat they comply with whatever reguirements authorities

http://web20.epnet.com/delivery.asp?tb=1& ug=dbs+1+fic+7-Hnten-ustsid+F067215... 17/07/2003
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impose, such as at airports,’'' he said.

"And also by being vigilant and reporting to police anything they
see thal's suspiciocus.'!

Mr Schieffer on Monday warned terrcrists could cne day detornate a

nmuclear weapon in Sydney Harbour. But vesterday he denied scare mongering
toe help boost Australian support for a pre-emptive U5 astrike

on Irad.

UIt's just my epinion, and I hope that Australians reaiise
whole business of terrorism 1z not just a local matter in the
United States, and it's something Lhabt could happen here,'' My SBchicffer
said.

But Finance Minister Nick Minchin said he did net think Australians
were complacent aboul the possibility of terrorist attacks.

"UAlL Rustralians were norrified of cou
realisatlion that no one is immune from
he said.

bher 11 and the

terrorist activity, '’

Timor travel warning upgraded

AUSTRALIANS in Sourh-East Asia were vesterday warned to be on high
atert folleowing an unconfirmed threat to AZustralian interests in
East Timer on the eve of September 11.

The Australian Goverrment upgraded travel warnings f{or the ragion !
after the threat and Foreigrn Minister Alcxander Downer's office conflirmed l

there were gortingency measures in place for Australians.

The Defence lDepartment said later Australian Defence Force peacekeepers
in FEast Timor were tasked to provide extra security, including
protecting the Australian embassy. The UN Feacekeeping Force

operating in East Timor includes =alements of the Townzville-based

drd Brigade.

Australia is also liaising with the UN and other missicons in Dil:l

regarding broader security arrangemenis.
o gmm

Copvyright 2002 ( Townsville Bullelin h
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Fed: DFAT upgrades Timor warning amid unconfirmed threat
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SEPT11 TIMOR (CANBERRA)

hiustralia has upgraded travel warnings for Soulh East Asia, after an unconfirm
threat to Australian interests in East Timor.
Th

traveilers should

¢ Department of roreign Affairs and Trade advice savs
intain a high level of

note the ongoing risk of terrcrism in the region and mai
persona. awareness at all times.
It's alsc upgraded travel advice to a range of other South East Asian countrie
to highlight the potential for terrcorist activity.
DFAT says Australiarns visiting East Timer should keep thomsclw
.

s fully informe
of pr9v1111pq zecurity conditicons -- particularly in areas near =

<]
he border with

1

A PT spokeswoman says the travel advice adjustments have coincided with
rision to close its missions in Jakartas ard Surakaya, cliting credible
fic threats.
#ys the information aiso includes unconfirmed threats to the Australian
interests in East Timor.

{

Copyright 2002 / Australian Assoclated FPress
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Fed: Australians on alert in South East Asia

SEPT:1 AUST SECOND NIGHTI
By Linda McSweeny and Rok Tavlor

CANRERRE, Sopt 10 AAP - Australians in Sculh kast Asia were today warned
to be on high alert following an unconiirmed threat Lo Australian interests
in East Timer on the eve of September 11.

The Zustralian Oovernment upgraeded travel warnings Ior the region after the
threcat and Foreign Minister Alexander Downcr's office confirmed there were centin
measures in place for Australians.

The governmeni. ¢oculd nor discuss the detall or source of the threat, a spokesm
for Mr Downer said.

Bul. 11 coincided with the decision by the Unitod States fto close its missions
in Jakarta and Surapaya, ¢rting credible and specific threats,
X L

sy 1 Jakarta, the

"There's kDeen no th eal. of course to the Australian embas
5 fatk abuut Wore agalnst thelr premises,™ ihe minister's

threats the American:
spokesman said.
"But nonetheless our embassy there is operating at 3 helghtened level of

http://web20.epuet.com/delivery asp?tb=1&_ug=dbs+1+fict 7-+ln+en-us+sid+F067215... 17/07/2003



EBSCOhost

securlty awareness.
"End any Australians in Indonesia are urged to do simtlarly.”

Page 6 of 8

There will be increased security at the hustralian embassy in Jakarta tomorrow

as a precautionary move, buft there has not been any direct threal against the

embassy .

Mr Downer is en route to WNew York for the September 11 anniversary while

the national security committes was meeting in Canberra.

it is believed therc are up to 1,200 Australians in Fast Tinor.

Advice from the Department of Foreign Affairs and Trade {(DFAT) aaid
ehould note the ongoing risk of fterrcrism in the region and maintain a
level of personal awarene at all times.

Tt has also upgraded
to highnlight the potential for terrorist activity.

Lravellers
high

ravel advice to a range of other South East Asian countr

"Australians visiting Rast Timor should keep themsclves fully nformed of
s nea

prevaliing security condiftions, particularly in arca
DEAT saild.
"Travellers should not travel alone, particuiarly at night.

r the korder

with Indone

Autherities would monlitor the situation closcely and Australians should also

monitor t“ravel adviscries, 1t said,

The uvnconfirmed threat care as Australlians were warned to boc
against terrorism as the raticn prepared to commemoratse the firs
of the September 11 attacks.

At torney-General Daryl Williams backed United States
warning Lhat Australia was s1i1]1 too complacent about th
despite the lessons of Septempsr Ll.

"7 think most Australians would take the view that what occurred 1in

1
1

2T
=

r\?—

oA
5%

h L]

ador
at g

3
2al 00

st their vigilanc
t anniversary

Tom Schieffer!
terr

orism,

the United

States was a long wav away and it's nothing to de with us, and why should we

e concerned that something might ccour?'" Mr Williams said.
"The truth of the matter is that the al Qaeda organisation scems to
2 worldwide network.

have

"Tt scems to nave the capacity to bob up almost anywhere and Australia
arg

has reascon to accept that it may be a higher level terrorist t
has been in the past.”

ct than it

A merorial service will be held in Canberra tonorrow, Lo bhe attended by Mr

o

loward, Governor-General
Leader Simon Crean.

elar HAollingworth, Ambassador
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Fed: Security threat a reminder of need for war - Anderson

SEPT1I AUST ANDERSON
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CANBERRA, Sept 11 AAP - Heightened security concerns in East Timor and indones.
ware a powerful reminder of the need to continue the war against terrorism,
Acting Foreign Minister Jehn Anderson said today.

Mr Anderson said there was no need for undus concern over
made against Rustralian interests but it was a time for

Australians in South-East Asia were vesterday warned
foilewing an unconfirmed threat te Australiarn interests in Eas
eve of September 11.

ed threats

imor on the

The government upgraded travel warnings for the region afrer the threcat and
Forelgn Minister Alexander Downer's cffice confirmed there were contingency
measures in place for Australians,

hustraiia's embassy in Jakarta is on z ncightered level of alert.

Mr Downer has since left for a visit to the United States and this morning
¥r o Anderson would not elakorate on the threat.

"1 have an understanding that I don't want to elaborate on, on the nature
of the information, and [ think the approeprizte response g silmply Lo warn people
to maintain a high leve! of awareness,” Mr anderszon Td ARC Radio.

e said dustralia had to be prepared st some stage for a threat like this.

"Tf it was ever likely 1t was around now, the anniversary oIf September 11,"
nc said.

"I don't think this 1s any Clme or cause for panic o7 undue concern, it
just a nime for great vigilance.

"It's a powerful reminder that we have Lo conblinue Lhis war against Lerrorism
in the interesrs of peace-loving pecople everywhere in The world,

"To refuse to grapple with the evil of terrorism will subkiect us all to risk."

5
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Fed: E Timor threats must be taken seriously - Crean

SEPT1L CREAN

CANBRREA, Sept 11 ARP - Threats agalnst hustralian interssis in East Timor
~nad to be taken sericously, Ooposition Leader Simon Crean said today.
Fustralia has upgraded travel warnings

for the Scuth East Asian region after
an unconfirmed threat to Australlian invervests in Last Timor,

"You've gof to taxke the threats seriously because only 12 months ago we saw
now servious Lhe impact was, thousands of people killed, ~irliners turned into
human bormbs and the war on terror as a response,” Me Orean teld AZRC radio.

"We have o fight terrovism, we have to smash the terrorists, =o we do have
to take the threat seriocusly.”
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Foreign Minister Alexander Downer's oiffice sald contingency measures were
put in pilace after the unconfirmed threat.

Copyright 2002 / Australian Assoclated Press
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AUSTRALIA'S emhassy in East Timor will retfurn to normal operations
today but dipiomats in the regilon remain on high alert for & possible
Lterrorist attack.

The Department of Foreign Affairs said 16 Bustralian staff at its
Dili embassy would resume tull duties from today.

Tt warned Australians, however, sheuld * conbtinue to maintain a high
level of personal security awareness'',

Diplomatic staff and their families who opted to evacuate East
temporarily have returned. The cmbassy had been operating on a
restricted basis for several weeks.

Timor

Tt closed completely on September 11 after unconfirmed reports it
mighl. be subject to a terrorist attack.

It opened on a restricted basls two days laler.

Foreign Aflalrs Minister Alexander Downer would not reveal details
of the report but said it came from a credible'' source that the
threst was exftremely sSerious.

Tre department said a ~“generlc threat'' to Australian ard Ul interests
‘n East Timar remained current. Elsewhere in Scuth-East Asia,

embasstes remain on hignh alert after further arrests last week

of 19 people allegedly involved in a plel Lo blow up the Australian,
Britisk and US missions in Singapore.

The departmant said hombings and attempled bombings in Indonesia's
capltal Jakarta alresady had threatened Ausitralian iives.

'Further exolasion

noce.,

may be attemptec,'' it said in a trave! advisc

LY
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Fed: DFAT upgrades Timor warning amid unconfirmed threat

SEFT1L TIMOR

CANBERRA, Seopt 10 RAT - Australia today upgraded travel warnings for South-Eas
Lsia after an uncenfirmed threat To Australian interests in Fast Timor.

The Nepartment of Foreign Affairs and Trade (DFAT) advice sald traveilers
should note the ongoing risk of terrorism in the region and maintain a high
level of perscnal awareness at all times.

Tt has also upgraded travel advice to a range of other South-East Asian countr
to highlight the potential for terrorist activily.

"aiustralians visiting East Timor shounld keep themselwves fully informed of
prevailing security conditions, particularly in areas near the border with Indone
DEFRT said.

"Travellers should not travel alone, particularly at night.

"Australians should note Lhe ongoing risk of terrcrism n the region, and
maintain a high level of personal security awarcness at all times."

A DPAT spokeswoman said the travel advice adjusiments coincided with the
U5 decision to close its missions in Jdakarta and Surabaya, <iting credible and
specific threats.

"Thiz information that came to the alttentien of the Bustralian government
also ircludes unconfirmed threats To the Australian interests in East Timor, "
a DFAT spokeswoman said.

"Ar this stage we're just going to be monitoring the situation very closely
ard we'lre vrging Australians to monitor the depavtment’s travel advisories [or
the region as well."
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Fed: Australians on alert in South East Asia

SERPT1I AUST SECOND NIGHTLEAD
By Linda McSweeny and Rcb Taylor

CANBERRA, Sept 10 AAP - Auslrallans 1n Scuth East Asia wer
to be on high alert following an unconfirmed threat tTo Austra
in East Timor on the eve of September 11.

The Australian Government upgraded travel warnings Ior the region affer the
threat and Foreign Minister Alcxander Downer's office confirmed there were contin
measures in place for Australians.

The government <ould nct discuss the detail or scurce of the threat, & spokesm
Tor Mr Downer saild.

= teday warned
lian interests

1

But it coincided with the decisicon by the United States to cleose its missions
in Jakarta and Surabaya, citing credible and specific threats.

"There's been no threat of course To the Australian embassy in Jakarta, the
threats the Americans talk akout were against their premises,'" the minister's
spokesman said.

"But nonetheless our embassy there is operating at a heightened level of
security awareness.

"And any Australlians in Indonesia are urged to do similarly.”

There will be increased security at tThe Australian embassy in Jakarta tomorrow
45 a precautionary move, but there has not been any direct Lhreat against the
embassy .

Mr Downer is en route to New York {for the September 11 anniversary while
the naticnal security committee was meeting in Canberra.

It i85 kelieved there arce up to 1,200 Adustralians in East Timcr.

Advice from the Department of Forelgn Affalrs and Trade {DFAT] said travel
should note the ongelng risk of terrorism in the region and maintain a high
level of personal awareness al all times.

It has also upgraded travel advice to a range of other South East Asian countr
to highlight Lhe potential for terrorlst activity.

"nustralians visiting East Timor should keep themselwves fully informed of
prevailing securivy conditicns, particularly in areas near the border with Indone
DFAT said.

"Travallers should not travel alone, particulasrly at night.”

suthorities weould monilor the situation closely and 2dustralians should also
monitor travel advisories, it said.

The unconfirmed threat came as Australians woere warned Lo boost their vigilanc
inst terrorism as the nation prepareced to commemorale the first anniversary
e September 11 attacks.
Aitorney-General Daryl Williams backed Unitec States ambassador Tom Schieffer’.
warning that Australia was still t L
despite the lessons of September 11.

"I think most Australians would Lake the view that what occcurred in the Unized
Statcs was a long way away and 1t's nothing to do with us, and why should we
te concerned that something might occcur?" Mr Williams saild.

"The truth of the matter is that the al Qasda organisation seems Lo have
a worldwide network.

"1{ secms to have the capacity to bobh up almost anywnere and Austraiia ...
has rezson to acoept that it may be a highev level vorrorist target than it
has pecn in the pazt.”

A memorial service wili be held in Canberra romorrow, ©o be attended by Mr
Howard, Governor-General Peter Hollingwortn, Ambassacer Schieffer and Opposition
Leader Simon Crean.

ers

of terrorism,
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NewsAlert

Attention: PENNY TYNAN
Company: DEPARTMENT OF FOREIGN AFFAIRS & TRADE
Address: JULIEMCDONALD@DFAT.GOV.AU

Summary: Demographics
Site: www.theadvertiser.news.com.au Summary: C00008308244
The department said bombings and attempted bombings in Indonesia's capital
Jakarta already had threatened Australian lives. "Further explosions may be
attempted,” it said in a travel advisory note. STORIES IN THIS SECTION US
rejects quarantine bans in any trade deal Positive slant on an ageing
population Fast Timor Embassy to reopen amid warnings Bunker-busters for
army Counting the costs of eczema Billions lost to drought Divers to search
stricken Excalibur .....

To view web page click here (text only click bese)

07:00 News 23/09/2002 - 07:02 AM | pwe 1o N
Curtin Radio (Perth) Summary: P00008297543 | All People N/A
Compere: Newsreader Duration: 0:48 ég: iﬁ:
Station Ph: (08) 9266 2121

Aust's embassy in East Timor will reopen today with threat of terrorist attack
subsiding. Travel advice has been amended.

Interviewees: Alexander Downer, Foreign Minister

Site: www.theage.com.au Summary: C60008186080
and all Australians in Indonesia were urged to do the same. Travel advice to
Australians in Malaysia, the Philippines, Singapore, Thailand, Taiwan, \/

Vietnam and Cambodia had also been upgraded. Meanwhile, federal cabinet _

and its top secret national security committee met all day yesterday and S _ﬂéﬂ_/ A
discussed the possibility of Australian backing for a US-led strike against Irag ) .
if diplomatic pressure failed. Although the government has previously been I ) 3
loath to link .....

To view web page click here (text only click here)

For fast delivery of the full Transcript, Audio or Video Clips of any item on this NewsAlert, please contact our Account team and guote the Summary 1D,
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NewsAlert

Attention: PENNY TYNAN
Company: DEPARTMENT OF FOREIGN AFFAIRS & TRADE

Address: JULIEMCDONALD@DFAT.GOV.AU

Summary: Demeographics
The World Today 11/09/2002 - 12:14 PM | Melelér 4320
ABC 702 Sydney (Canberra) | Summary: S00008178797 | All Peoplc 88600
Compere: Highfield & Hall Duration: 3:59 | o0 g

Producer: Mr David Burgess 02 8333 2178

Alexander Downer's department DFAT has tssued a travel advisory waming
Australians not to travel to East Timor uniess absolutely necessary. McGrath
says the decision was made to upgrade security at the embassy yesterday and
today the decision was made to close it. She spoke to Senator Hill a short time
ago. He advises that Australians "be careful" but, "it's certainly not a panic
situation." Hill says he is confident there is no reason for Australians in both
Indonesia and Malaysia to be "unduly concerned.” American has closed its
embassies in both these countries. McGrath says the Government reports no
threats to the Australian mainland.

Interviewees: Catherin McGrath(*), Political Reporter

Robert Hill, Defence Minister

Are you monitoring ALL the media? To find out about Media Monitors' new Internet Monitoring
Service visit: htip://www.mediamonitors.com.auw/msinternetmon.cfim

* * END OF NEWSALERT # ®

For fast delivery of the full Transeript, Audio or Video Clips of any itemn on this NewsAlert, please contact our Account team and quote the Summary [D.
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ABs = Managers, administrators, professions. GBs = Grocery buyers.
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Rohan Titus

Executive Officer, Intelligence Liaison

Consular Information Section

Department of Foreign Affairs & Trade

Barton ACT 0211, Australia

Telephone: +61 2 6261 15489

Facsimile: +61 2 6261 2554
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om> Subject: Latest News

16/07/2003 05:29 PM

Mr Rohan Titus
#Department Of Foreign Affairs And Trade

Demographic Audience
S

Scurce: ACNielsen, OzTAM

and ATR Australia

CANBERRA ABC TV State Television News

7:07PM AEST Wednesday, 11 September 2002

News Director: Mr Simon Santow 02 9950 3000

Australians have been warned not to match viclence with violence ahead of
the September 11 anniversary.

Grab{s) of USA Ambassador Tom Schieffer ... to remember the lives ...";
Franicis Carroll, Catholic Bishop's Conference, says Australian's should not
seek "revenge" for the September 11 attacks;

Jacqueline van Deinsen, victim's mother, says her daughter "would be
appalled" at the thought of war;

Prime Minister John Howard says Australians should show tolerance and
constraint;

Federal Opposition Leader Simon Crean reads from the Koran.
(M26659171)

www.thewest.com.au (West Australian)

7:09AM AEST Thursday, 12 September 2002

Potential terrorist threats saw the Australian embassy in East Timor closed
and other Australian embassies and consulates in South-East Asia put on
high alert yesterday.

The Department of Foreign Affairs also upgraded travel warnings for the
region and called on Australians to defer all non-essential travel to East Timor.
{M26666296)




www travelbiz.com.au

11:11AM AEST Thursday, 12 September 2002

The Federal Government yesterday issued a security warning to travellers in
South-East Asia after an unconfirmed threat to Australian interests in East
Timor. The Department of Foreign Affairs and Trade gave no details of the
threats but advised that travellers "should note the risk of terrorism in
South-East Asia and maintain a high level of personal awareness at all times",
AP reported.

(M26667761)

SYDNEY 2SM Radio News

12:00PM AEST Friday, 13 September 2002

News Director: Ms Dianne Coveny-Garland 02 9922 1269

Australians have been warned against travelling to Indonesia. This comes
after news that Indonesian police are holding Lesley McCullough, a University
of Tasmania lecturer, in Aceh province, on aflegations of spying.

Grab(s) of Terry Collison, indonesia expert, who reads the warning.
(526680140)

http://au.news.yahoo.com

11:06AM AEST Tuesday, 17 September 2002

The Australian Department of Foreign Affairs has issued a renewed warning
to travellers to avoid the Jammu and Kashmir region. The new warning comes
with elections being held in the Indian state untit October 8.

{(M26710693)

NATIONAL NINE NETWORK Channel Nine Early News

6:03AM AEST Wednesday, 18 September 2002

Producer: Mr Paul Fenn 02 8906 9999

Australians are still being warned not to travel to East Timor unless absolute
necessary. The Embassy has re-opened after it was closed in the lead up to
September 11.

(526718389)

SKY NEWS AUSTRALIA First Editlon

6:37AM AEST Wednesday, 18 September 2002

Australians are stili being warned not to travel to East Timor, with threats
made to the Department of Foreign Affairs causing some Australian in Dili
staff to return home.

{M26720289)

SKY NEWS AUSTRALIA First Edition

8:06AM AEST Wednesday, 18 September 2002

Australians are being warned not to travel to East Timor unless it's absolutely
necessary.

Refers to: Department of Foreign Affairs; September 11.

(S26722711)

SKY NEWS AUSTRALIA Sky News Australia

10:19AM AEST Wednesday, 18 September 2002

Producer: Mr Angelos Frangopolous 02 9975 8000

Australians are still being warned not to travel to East Timor, with threats
made to the Department of Foreign Affairs causing some Australian in Dili
staff to return home.

(M26723647)



ARENA CHANNEL (foxtel} Arena News Update

11:55AM AEST Wednesday, 18 September 2002

Australians are stili being warned not to fravel to East Timer, with threats
made to the Australian embassy causing some Australian in Dili staff to return
home.

(M26725720)

ARENA CHANNEL (foxtel)} Arena News Update

2:33PM AEST Wednesday, 18 September 2002

Australian travellers have been warned not to travel to East Timor, with most
Embassy workers being sent home due to potential terrorist action.
{M26728257)

SYDNEY 25M Radio News

11:00AM AEST Sunday, 22 September 2002

News Director: Ms Dianne Coveny-Garland 02 9922 1269

Australia's embassy in East Timor will reopen tomorrow after two weeks of
security fears. The Department of Foreign Affairs has also downgraded its
travel advice to Australians.

(526761360)

www.themercury.com.au

8:07PM AEST Sunday, 22 Sepiember 2002

Australia's embassy in East Timor will reopen for normal business tomorrow
after two weeks of minimum operation amid fears of terrorist action. The
Department of Foreign Affairs and Trade (DFAT) has also downgraded its
travel advice, no longer advising Australians to defer non-essential travel.
But a security threat remained, DFAT said.

(M26764871)

ABC CENTRAL VICTORIA Radio News

6:30AM AEST Monday, 23 September 2002

News Director: Mr Graeme Nicks 03 5440 1711

The Ballarat Council has called off a delegation to East Timor after warnings
from the Foreign Affairs Department it's too dangerous to travel to the area.

Grab{s) of Mayor of Ballarat, David Vendy, "unless you had urgent business
you shouldn't be there”.

(M26763476)

www.afr.com.au

7:21AM AEST Monday, 23 September 2002

The threat of a terrcrist attack had receded to the point that the Australian
embassy in East Timor would be re-opened today for business as usual, the
Minister for Foreign Affairs, Alexander Downer, said yesterday. Mr Downer
said tight security would be maintained around the embassy and the
Australian residential compound but officials would no longer be warning
against travel to East Timor.

(M26764369)

www.abc.net.au

8:13AM AEST Monday, 23 September 2002

The Australian embassy in East Timor will reopen today after a terrorist threat
sparked its closure on September 11.



Foreign Minister Alexander Downer says that threat is now receding but has
warned Australians in the country to remain aware of potential security risks.
Department of Foreign Affairs and Trade spokesman Phillip Allars says official
advice to people wishing to travel to East Timor has now been changed.
{(M26770534)

TRIPLE J Radio News

10:00AM AEST Monday, 23 September 2002

News Director: Ms Alison Ray 02 9333 2905

An advisory for Australians not to travel to East Timor has been lifted.
Grab{s)} of Phillip Allows, DFAT, "... it will continue to be subject to enhanced
security ...".

(526767970)

702 ABC SYDNEY Radio News

1:00PM AEST Monday, 30 September 2002

News Director: Mr Adam Storey 02 9333 1500

The Department of Foreign Affairs has repeated a blanket warning not o
travel to the Solomon Islands due to “criminal lawlessness™.
(526846006)

ABC NEWCASTLE Radio News

1:00PM AEST Monday, 30 September 2002

News Director: Ms Liz Farquhar 02 4922 1205

Australia has repeated its blanket warning against going on holidays in the
Solomon Islands despite calls despite call for a relaxation from the Solomon
Island Tourist Bureau. The Federal Department of Foreign Affairs issued the
advice.

{M26846428)

ABC Radio Tasmania Radio News

1:00PM AEST Monday, 30 September 2002

Australia has repeated its blanket warning against holidaying in Sclomon
Islands despite calls for relaxation by the Solomon sland's tourist bureau.
Refers {o: Federal Foreign Affairs Department.

{M26846247)

TRIPLE J Radio News

2:00PM AEST Monday, 30 September 2002

News Director: Ms Alison Ray 02 9333 2905

The Federal Government has warned Austratians against travelling to the
Scloman Islands.

(526846685)

www.etravelblackboard.com

10:59AM AEST Wednesday, 2 October 2002

The Australian Department of Foreign Affairs and Trade has advised
Australian tourists to defer travel to Yemen until further notice. Australian who
choose to travel to or reside in Yemen shouid register their details with the
Australian Embassy in Riyadh, maintain a very high level of personal security
awareness and closely monitor developments which might affect their safety.
(M26874621)

http://au.news.yahoo.com



11:01AM AEST Wednesday, 2 October 2002

The Australian Department of Foreign Affairs and Trade (DFAT) has issued a
new warning against travel to Yemen.

DFAT said Australians should defer tourist travel to Yemen until further notice.
(M26874721)
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'E]A printer-friendly version of this document is available.

Answers to questions by the Minister for Foreign Affairs, the Minister for Trade and their representatives in the
Senate.

Questions without Notice
17 September 2002

Foreign Affairs: South-East Asia

Mr GEORGIOU (2.09 p.m.) —My question is addressed to the Minister for Foreign Affairs. Would the minister
inform the House of recent terrorist threats to Australian interests in South-East Asia? What steps has the
government taken to protect Australians abroad and help combat terrorist threats in the region?

Mr DOWNER —I thank the hanourable member for Kooyong for his question. I appreciate the concern he has
for this whole issue of terrorist threats to Australia and others in South-East Asia. The honourable member
will, I know, be aware that the Singapore government announced yesterday the arrest of 21 people for
involverment in terrorist related activities. I believe all of these people were Singaporean citizens. The
government welcomes this action by the Singaporean government. This follows the arrest of 15 people in
December of last year. These arrests are the result of a very extensive investigation by the Singaporean
authorities into the Jemaah Islamiah terrorist network and threats to our embassy and to other embassies in
Singapore last year.

The Australian High Commissicn in Singapore was subject te a very serious threat at the end of last year. The
threat was uncovered by the Singaporean intelligence authorities with the assistance of the Malaysians. All I
can say is not only are we enormously appreciative of the effective intervention by the Singaporean and
Malaysian authorities but over and above that we certainly very much welcome the subsequent arrests
announced yesterday of further people associated with this plot and this network known as Jemaah Islamiah.

The government has been very concerned by recent information that we have received about a generic threat
to Austratian and United Nations interests in South-East Asia. In particular, in East Timor there has been
information received relating to direct threats ta Australian and UN interests and to United States interests
throughout many parts of Socuth-East Asia. We have taken very decisive measures during the course of last
week. Non-emergency staff and dependents of the Australian embassy in Dili were offered assisted departure
on a voluntary basis. The ambassador and a small core of staff remained in East Timor to provide advice and
assistance to the Australian community. All of cur regional South-East Asian posts have been asked to review
their level of security, and many of them have adopted additional security measures in cooperation with their
host governments.

In conclusion, let me say that the Australian government has been working very closely with regional
governments on this whole question of terrorism-—not just the United States and other governments beyond
the region. We have signed memoranda of understanding on terrorism with Indonesia and Malaysia, and we
are in the process of negetiating a like MOU with Thailand. Australia and Indonesia are going to host a joint
conference in Bali in December of this year to combat terrorist financing and money laundering. I met a
couple of days ago with the Indonesian Foreign Minister, and both of us are very much looking forward to
cohosting this conference, which will be a region-wide conference. It will involve a large number of countries
from around the region to reinforce the strength of our regional commitment to work together to deal with the
problem of terrorism.
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EMAIL SENT BY JANE MILLINGTON - DFAT ON 28/06/2002 AT 11:33 AM

TO:

Richard Gordon - ONA

Paul Grigson - DFAT

COPIED TO:

David Farmer - ONA

David Engel - DFAT

Greg Ralph - DFAT

David Nethery - DFAT

Bruce Miller - DFAT

BILL Paterson -DFAT

Subject; Terrorism Questions

Dear Dick and David

Paul Grigson asked if I could forward the following attachment to you.

Given the recent developments in terrorism issues in Indonesta and the desire to bring our
briefing closer in line with these developments, we (SED and ISD) have completed a list of

questions which would help us update our briefing.

When you have the opportunity, we would be very grateful for your response to these
questions,

Kind regards

Jane.

Word attachment - 020628 ONA_Terrorism questions.doc

ONA Terrorism questions: INA

What evidence/theory is behind the idea that terrorists would most likely target western
interests in Bali?

[One of six questions posed to ONA]



FOREIGN
AFFAIRS AND
TRADE

4 AUBTI};\L[A e

Consular Branch
CONSULAR SERVICES - TRAVEL ADVICE
INDONESIA

This advice has been reviewed. It contains new information or advice.

Last updated: 13 October 2002
Previously updated: 20 September 2002

Australians are advised to defer all travel to Bali and defer all non-essential travel to
other parts of Indones’ia.

Australian visitors in Bali should consider advancing their departures on available
flights. In the meantime they should remain in their hotels, avoid public places where
possible and call home to advise families of their wellbeing,

Australians in all other parts of Indonesia should exercise a high level of caution,
defer all non-essential travel within Indonesia, and aveoid public places where possible,
particularly areas know to be frequented by expatriates such as clubs, restaurants,
bars, places of worship, schools or outdoor recreation events,

Safety and Security

Australians are advised to defer all travel to Bali and defer all non-essential travel to other
parts of Indonesia.

Australian visitors in Bali should consider advancing their departures on available flights.
In the meantime they should remain in their hotels, avoid public places where possible and
call home to advise families of their wellbeing.

This advice should be read in conjunction with our travel bulletin on Bali at
http:/f'www.dfat. gov.au/zw-cgi/view/TravelBulletins/Bali:_Explosion and our travel advice
on Bali at http http://www.dfat gov.au/zw-cgi/view/Advice/Bali

Australians in all other parts of Indonesia should exercise a high level of caution, defer all
non-essential travel within Indonesia, and avoid public places where possible, particularly
areas know to be frequented by expatriates such as clubs, restaurants, bars, places of
worship, schools or outdoor recreation events.

Australians in Indonesia should moniter carefully develepments that might affect their
safety. Demonstrations occur from time to time, particularly in Jakarta. Australians should
avoid large public gatherings and be alert to their surroundings.

Bombs have been exploded periodically in Jakarta and elsewhere in the past, including
areas frequented by tourists. Further explosions may be attenipted. In view of the ongoing




risk of terrorist activity, Australians should maintain a high level of personal security
awareness at all times.

Australians should avoid travel to west Timor (outside of Kupang), Maluku and North
Maluku. In particular, a high level of security alert remains for west Timor following
attacks on United Nations personnel there, Foreign nationals are prevented from entering

Maluku (especially Ambon) under civil emergency law. The situation in North Maluku is
unsettled,

Violent incidents continue in Aceh and Australians should avoid travel to the province.

Australians in Papua should exercise caution and monitor local developments that might
affect their safety, especially in view of the heightened security situation, following the
recent incidents in the Freeport Mine area of Papua. Prior to travel, Australians should seek
current information from the Australian Embassy. Australians resident in Papua may also
wish to seek regular information updates from their employer about the security situation in
their area. Police permits are required for travel to Papua (except Jayapura and Biak) and
should be sought well in advance of travel,

The security situation in Central Sulawesi has deteriorated and sporadic clashes cortinue,
Australians in Poso, the middie of Central Sulawesi, should avoid inter-provincial and
inter-city bus travel and exercise caution following recent attacks on passenger buses.

Following recent combat operations in the Southern Philippines, Australians are reminded
of the Abu Sayyaf terrorist group's practice of kidnapping foreigners in South Western
Philippines, near Indonesia. This practice poses a potential risk to foreigners in areas close
to the Philippines, such as North Sulawesi and in particular the outlying islands.
Australians should exercise caution and seek current information from the Embassy prior to
travel.

Tourists travelling to Mt Rinjani, in Lombok, have becn the target of criminal activity,
Australians should get advice from the local authorities and only use a registered guide.

Tourist services elsewhere in Indonesia are operating nermally, including Bali.
Further information on developments within Indonesia may be obtained from the
Australian Embassy in Jakarta.

There have been a number of incidents where Australians in and around Jakarta have been
robbed after having their car tyre deliberately punctured. If travellin g with a driver,
passengers should remain in the vehicle, with all doors locked, while the tyre is being
changed. Australians should be aware that threats and assaults have been committed in
taxis. Australians should arrange their transport using only reputable taxi companies that
maintain counters inside the airport, and can be booked by phone or from stands at major
hotels.

General

Australians are reminded that when overseas, they are subject to local laws. A violation of
local laws may resuit in a gaol sentence, served in a local prison.



Visa conditions are subject to change. For up-to-date visa information, Australians shoald

contact the nearest Ernbassy or Consulate of the Republic of Indonesia, welil in advance of
travel.

Australians in Indonesia are required to register with the local Rukun Tertangga (RT)
Office, the local police and if staying more than 90 days, the local immigration office.
Australians are also required to carry proper identification [Australian Passport or Kartn
[jin Tinggal Sementara (KITAS) or Residents Stay Permit] and ensure their visa remains
current at all times.

Australians in Indonesia should be aware that the smoke haze across much of the north-
west part of the archipelago, usually from July to October, could impact on their health and
travel plans. Kalimantan and Sumatra are generally the worse affected areas.

Health Issues

For information on prevalent diseases and inoculations, travellers should consult their
doctor or a travel clinic. Contact details for travel clinics can be found in our Travelling
Well' brochure available on the department's website,

Travel and Health Insurance

Travel and medical insurance is strongly recommended for all overseas travel. Travellers
should check with their insurer to make sure that their policy meets their needs. In
particular, travellers should be aware that some insurance companies will not pay claims
which arise when traveilers have disregarded the Government's travel advice.

Ceonsular Assistance and Registration
Australians should register and may obtain consular assistance from:

Australian Embassy

Jalan H R Rasuna Said Kav C 15-16
Jakarta Selatan 12940  Indonesia
Telephone (62 21) 25505555

Facsimile (62 21) 5261690

Website http://www.austembjak.or.id/news

Australian Consulate General
Jalan Prof Moeh Yamin 4
Renon

Denpasar Bali Indonesia
Telephone {62 361) 235092
Facsimile (62 361) 231990

Limited consular assistance, which does not include the issue of Australian passports, may
be obtained from:

Australian Consulate
Jalan R A Kartini 32
Medan 20152




North Sumatra  Indonesia
Telephone (62 61) 4157810
Facsimile (62 61) 4156820

The Department of Foreign Affairs and Trade also offers an on-line registration service,
accessible via the internet, at http://www.orao.dfat. gov.au

The Department of Foreign Affairs and Trade in Canberra may be contacted on (02)
62613303,

NB: While every care has been taken in preparing this Travel Advice, neither the
Australian Government nor its agents or employees including any member of Australia’s
consular staff abroad, can accepi liability for injury, loss or damage arising in respect of
any Statement contained herein.

Consular Services, including information for travellers and Travel Advices are also
available from the Department’s Homepage on the Interner, address:
hitp:riwww.dfat.gov.au



