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1  Introduction

Microsoft welcomes the Australian Parliament’s efforts to eradicate spam and supports the Committee’s consideration of legislation designed to reduce significantly the volume of spam sent and received by Australians.  The risk of inaction is that the vital communications medium of email will no longer be seen as a reliable and efficient means of communication.  Spam filters are doing their best; indeed, Microsoft’s filters block over 2.4 billion spam messages a day.  But the filters cannot keep up with the ever‑growing volume of spam.  And consumers, understandably, are losing confidence in the value of their inboxes.

Microsoft brings to the debate on spam a perspective that sees the problem from different angles and reflects the policy balance facing this Committee, and indeed, the Australian Parliament.  As a provider of Internet and email based services, Microsoft currently bears the bandwidth, storage and software costs of processing spam and spends countless hours responding to customer concerns about their receipt of ever‑growing amounts of junk email.  As a developer of filtering technology, we are constantly trying to prevent spam from clogging our email system and stay a step ahead of the spammers who use a range of illicit practices to avoid detection.  And, as a company that uses email to responsibly communicate with customers, we worry that our messages are getting lost in the noise of spam.

Microsoft believes in a multi-faceted approach to combating spam, which depends on the combined efforts of industry and government and includes the following elements:

· Developing and implementing new and more sophisticated technological tools to combat spam;

· Aggressive enforcement campaigns by both the private and public sector to penalise illicit spamming practices and deter others from engaging in those activities;
· Appropriate legislation that strengthens existing enforcement tools and encourages the widespread adoption of email best practices and a means for filters and consumers to identify senders that adhere to such practices; and

· Consumer education and industry codes of practice to help empower Australian Internet users to protect themselves from the growing scourge of spam.

Although we support the thrust of the Australian Spam Bill, and commend the Government for taking a strong stance against spammers, we are concerned that, in a number of respects, the Bill does not reach an appropriate balance.  What follows is an explanation of our concerns and recommendations on how to address the issues.

2 Treatment of emails sent in the context of an existing business relationship

In the context of an email sent in circumstances where there is an established business relationship between the parties, Microsoft believes that the requirement to include (and abide by) an opt‑out or unsubscribe mechanism should sufficiently address any concerns about potentially abusive email practices.

However, as presently drafted, the Bill provides that businesses will need to operate on the basis of inferred consent from their customers or those who have inquired about becoming a potential customer.  Legitimate businesses need greater certainty as to when they are able to communicate electronically with their customers ‑ it should not be necessary to assess on a case-by-case basis whether or not each potential recipient of such a message has implicitly given their consent to receiving such a message.  While the Bill does give the government power to make regulations as to when consent may be inferred, we believe this is an issue of fundamental importance to all businesses who communicate with their customers electronically which should be addressed in the legislation and not left to regulations.

Microsoft recommends that Schedule 2 to the Bill be amended to provide that consent will be inferred where:

(a) there is an “established business relationship” between the sender and the addressee of a commercial electronic message; and

(b) the addressee has not previously indicated to the sender that he or she does not wish to receive from the sender commercial electronic messages of the kind proposed to be sent.

By “established business relationship” Microsoft means “a prior or existing relationship formed by a voluntary communication between a person or entity and the recipient with or without an exchange of consideration, on the basis of an inquiry, application, purchase or use by the recipient regarding goods or services offered by such person or entity”.

3 Unsubscribe facility/withdrawing consent

3.1 Opt‑out should be a business unit/product line basis, not company‑wide as a default

Where a recipient has consented to receiving commercial electronic messages from a company, the Spam Bill should not prohibit the sending of emails from all business units of the company simply because the recipient does not want to receive any more emails from a particular business unit.

Consider a single financial institution which offers both business banking and insurance services.  A customer of the institution who was previously receiving emails from the business banking and from the insurance divisions may not wish to receive emails on insurance products any longer, but is interested to hear of new product offerings in the business banking field.  If that customer replied to an email from the insurance division stating that he or she no longer wished to receive emails of that kind, the effect of clause 6 of Schedule 2 appears to be that the financial institution must stop sending all commercial electronic messages to the recipient.  If, on the other hand, the 2 businesses were conducted through separate companies (with common ownership) the withdrawal of consent would only affect the ability of the insurance company to send emails, not the bank.  The Bill should not produce such different results depending on the corporate structure of the organisation sending an email.

3.2 Withdrawal of consent should be implemented within a “reasonable time”

While the current requirement to implement an opt‑out instruction within five business days may be reasonable in many instances, if a company is large and has business units which operate on an essentially independent basis with multiple customer databases it may not be possible to ensure that no further messages are sent within that period.  We recommend that the test be one of reasonableness in the circumstances.  That would be consistent with the approach taken in Australia’s National Privacy Principles and would allow a tribunal of fact to take into consideration the peculiar circumstances of each organisation.

3.3 Do not prevent people from contracting for a free service in return for receiving ads

The right to withdraw consent to receive emails (in clause 6 of schedule 2 to the Bill) should not permit people to breach a contract.

It is not unusual for companies to offer services without charge in exchange for recipients of those services agreeing to receive email advertising for a particular period.  Companies offering these services need to recoup their costs through advertising revenue.  The Spam Bill should not prevent consensual arrangements of this kind ‑ their success or failure should be left to the market, not determined by the legislature.

4 The commercial purpose of a “commercial electronic message” should be clear, not incidental

In the definition of a “commercial electronic message”, an electronic message is taken to be a “commercial” electronic message if “the purpose, or one of the purposes, of the message” is specified in paragraphs (d) to (p) of section 6(1) of the Bill.  The inclusion of the words “or one of the purposes” will have unintended consequences contrary to the intent of the Bill as expressed in the explanatory memorandum.  They should be removed.  The unintended consequences of the current drafting can be illustrated in the following examples.

(law firm alert about recent court case)  The explanatory memorandum (see page 106) gives as an example of a designated commercial electronic message an electronic newsletter from a law firm outlining the effects of a particular court decision and providing contact details for the firm.  The explanatory memorandum states:

“Of itself, this message could be said to be commercial in nature as ultimately the message is designed in some way to promote the interests of the private law firm.  However the message’s primary intent is to provide factual information.”

This conclusion cannot be justified under the Bill as presently drafted.  If, having regard to the content of the message, its presentation and the content that can be located by following a link contained in the message, one of the purposes of the message is to promote the services of the firm, then the message will be a “commercial electronic message” (and, by definition, not a “designated commercial electronic message”).  It does not matter that the primary purpose of the message is to provide factual information (as asserted by the explanatory memorandum).

(product liability recall notice) A message from a manufacturer indicating that there are safety concerns with a particular product or batch of products, and requesting recipients to cease further use of the product is likely to be a “designated commercial electronic message”.  However, if the message also stated that recipients may apply for a refund or replacement product, it is likely that the inclusion of this additional material would render the message a “commercial electronic message” (for the reason that one of the purposes of the message is to offer to supply goods or services, namely the replacement product), in which case the manufacturer could only send the message to recipients who had consented to receive it.

5 Private right of action

The government has decided not to confer on private entities a right to take action against those who engage in conduct that is prohibited by the Bill.  As we understand it, the rationale is that there may be an undesirable impact on the courts if there was a private right of action.  Microsoft operates in various jurisdictions where a private right of action is available for contravention of anti‑spam laws, and we are not aware of any such adverse impacts on the court systems.  Indeed, Microsoft’s experience in many different jurisdictions is that although government action is an essential ingredient of any response to the problems of spam, private organisations are also capable of substantial achievements if they are prepared to shoulder the burden of civil legal action.  One of the key motivations for introducing laws prohibiting the sending of spam is to protect consumers.  In the context of Australia’s central consumer protection law, the Trade Practices Act, the legislature decided that any person should have standing to apply to the courts for an injunction to restrain misleading and deceptive conduct occurring in trade or commerce (see section 80 of that Act).  Microsoft believes that a similar right should be available in the context of anti‑spam laws, coupled with a right to obtain damages if the plaintiff has suffered loss as a result of the contravention of a law preventing the sending of spam.  If this is an option that is not taken up in the current Bill, we strongly believe it should be re‑considered in the 2 year review to be conducted under clause 46 of the Bill.
6 Conclusion

Microsoft thanks the Committee for the opportunity to make this submission.  We would be happy to answer any queries that members of the committee may have.  Please contact Julie Inman at juliei@microsoft.com or (02)9870-2656 if you would like to discuss the points we have raised.
Yours sincerely,
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