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Abbreviations used

	AAT
	Administrative Appeals Tribunal

	Customs
	Australian Customs Service

	ACT
	Australian Capital Territory

	AFP
	Australian Federal Police

	AFP Act
	Australian Federal Police Act 1979

	AGEC
	Action Group into the Law Enforcement Implications of Electronic Commerce

	APCO
	Australian Public Safety Communication

	APEC
	Asia-Pacific Economic Cooperation

	AS&E
	American Science and Engineering

	ASEAN
	Association of South-East Asian Nations

	ASIO
	Australian Security Intelligence Organisation

	ATO
	Australian Taxation Office

	AUSTRAC
	Australian Transaction Reports and Analysis Centre

	CCC
	Customs Co-operation Council

	CCTV
	closed circuit television

	CDPP
	Commonwealth Director of Public Prosecutions

	CEN
	Customs Enforcement Network

	CICP
	United National Centre for International Crime Prevention

	CLEB
	Commonwealth Law Enforcement Board

	CSCAP
	Council for Security Cooperation in Asia and the Pacific

	DISR
	Department of Industry, Science and Resources

	DNA
	deoxyribonucleic acid

	DPP
	Director of Public Prosecutions

	e-
	electronic (eg. e-commerce)

	ECSM
	Electronic counter-surveillance measures

	EFT
	Electronic Funds Transaction

	EFTPOS
	Electronic Funds Transaction at Point of Sale

	GPS
	Global positions systems

	GSM
	Global Specification Mobile

	G8
	Group of Eight (leading industrialised democracies)


	HF
	high frequency

	IGC-NCA
	Inter-Governmental Committee on the National Crime Authority

	INCB
	International Narcotics Control Board

	IOCE
	International Organization on Computer Evidence

	ISP
	Internet Service Provider

	LD
	listening device

	MACM Act
	Mutual Assistance in Criminal Matters Act 1987

	NAFIS
	National Automated Fingerprint Information System

	NCA
	National Crime Authority

	NCA Act
	National Crime Authority Act 1984

	NIDS
	National Illicit Drugs Strategy

	NOIE
	National Office for the Information Economy

	PMSEIC
	Prime Minister’s Science, Engineering and Innovation Council

	PKI
	public key infrastructure

	PANDA
	Police Access to National Data Asset

	RGEC
	Research Group into the Law Enforcement Implications of Electronic Commerce

	SIEV
	suspect illegal entrant vessel

	SIM
	subscriber identity module

	SMS
	short message service

	TI
	telecommunications interception

	Telco Act
	Telecommunications Act 1997

	TI Act
	Telecommunications (Interception) Act 1979

	UHF
	ultra-high frequency

	UNCITRAL
	United Nations Commission on International Trade Law

	UNDCP
	United Nations Drug Control Program

	UNECE
	United Nations Economic Commission for Europe

	WCO
	World Customs Organization

	WTO
	World Trade Organization


Executive summary

Chapter 1 Background and policy issues

· The Commonwealth’s law enforcement interests have expanded with increased international trade, the impact of globalisation, the blurring of jurisdictional boundaries through technological developments, the increased role of communications and the growth in the service-based sector of the economy.

· The most significant area of technological change for law enforcement has been the revolution in communications and information technology. These changes are impacting significantly on the way individuals and businesses create and exchange wealth and are also providing additional opportunities for criminals and criminal enterprises to conceal and disguise the source of cash and other assets from regulatory and law enforcement agencies. At the same time, together with advances in the physical, chemical, biological and medical sciences, these developments are enabling the deployment of a range of new investigative, forensic and technical support tools.

· Opportunities from new technologies are arising in areas including telecommunications interception (TI), listening devices and other electronic surveillance, improving national policing information systems (CrimTrac) and strengthening border controls against movement of illicit drugs and prohibited imports.

· A key area of criminal threat from new technologies is e-crime. The broad-ranging nature of e-crime activities requires a multifaceted policy response.

· A key element of law enforcement’s approach to e-crime is focusing on building stronger links between public and private sector stakeholders to minimise harm through crime prevention. This includes raising the awareness of risks, and educating users of new technologies about security and best practice.

· To maximise efficiencies and improve effectiveness the Commonwealth law enforcement agencies are placing a high priority on identifying opportunities for mutual cooperation and resource sharing. The development and implementation of relevant law enforcement capabilities and provision of adequate resourcing of law enforcement agencies will be essential to ensure an ordered and secure environment for e-commerce and to support other aspects of the information economy. The criminal environment remains dynamic and unpredictable. This necessitates balancing utilisation of current crime-fighting capabilities and technologies with the development of new ones.

· There is now a strong demand for people with technical law enforcement skills across the public and private sectors. This has the potential to encourage some “poaching” of highly trained law enforcement personnel.

· Legislative frameworks must continue to balance the development of necessary law enforcement powers with broad community concerns in relation to privacy. Other broad-ranging developments and issues impacting on law enforcement policies and operations include the growth in e-commerce, the initiative to provide Government services online, and the growing opportunities for, and potential harm from, the misuse of personal identities.

Chapter 2 Whether the use of new technology by law enforcement agencies is adequately catered for by Commonwealth, State and Territory legislation

· The Commonwealth’s approach to technology-related crime includes an emphasis on education and awareness-raising activities, crime prevention and harm minimisation initiatives and regulatory measures as well as detection, investigation and prosecution.

· With rapid developments in technology, Commonwealth legislative frameworks to support law enforcement operations will require continual monitoring and, where necessary, appropriate amendment. This includes the Financial Transaction Reports Act 1988, the Telecommunications (Interception) Act 1979, the Telecommunications Act 1997, laws permitting the use of listening devices in certain circumstances, the Electronic Transactions Act 1999, the Crimes Act 1914 and the Proceeds of Crime Act 1987.

· This legislation is subject to re-consideration on a needs basis by the Attorney-General’s Department and the Commonwealth law enforcement agencies to assess whether the relevant provisions enable law enforcement to address current and emerging criminal threats.

· With respect to offences, the work being progressed in cooperation with the States and Territories through the Model Criminal Code project to ensure that legislation adequately covers the use of computer technology for harmful activities is now nearing completion.

Chapter 3 The extent to which e-commerce facilitates the laundering of the proceeds of crime

· New technologies have created increased opportunities for criminal exploitation for money laundering and a range of other offences.

· The extent that e-commerce infrastructure is being used to launder the proceeds of crime is unable to be quantified. However, the level of exploitation of opportunities for the laundering of crime profits can be expected to increase, as criminals become more proficient with e-commerce systems.

· Central to the Commonwealth’s strategy to counter money laundering is the FTR Act. In terms of the efficacy of anti-money laundering arrangements, technological changes have created specific areas of concern in relation to payment systems that remove or substantially reduce the need for financial intermediaries and misuse of personal identities.

· Australia plays an active role in devising and implementing multilateral responses to transnational money laundering through its participation in the Financial Action Taskforce on Money Laundering (FATF).

Chapter 4 Whether international law enforcement cooperation is adequate to meet the challenges of new technology

· With changes in international travel, communications and business over recent decades, global crime is of growing international concern. While many initiatives are already under way to strengthen cooperative international effort against e-crime, more progress is required.

· This is particularly important to achieve accord with the general principle that investigation tools should be equally available to law enforcement around the globe, subject to appropriate controls and safeguards, unless there is some reason to the contrary. In this context, real time transnational investigation presents a major challenge.

· Ongoing priorities also include:

· standardising processes for the collection of computer evidence;

· improving information exchange; and

· improving communications and working relationships between law enforcement agencies around the globe.

Chapter 1 Background and policy issues

Introduction

This submission has been prepared on behalf of Senator the Hon Amanda Vanstone, Minister for Justice and Customs, with respect to the law enforcement elements within the Attorney-General’s portfolio.

This submission provides an Attorney-General’s portfolio perspective on the opportunities and challenges for law enforcement deriving from new technologies.

The submission was developed with the participation of the following agencies:

· the Attorney-General’s Department;

· the Australian Customs Service (Customs);

· the Australian Federal Police (AFP);

· the Australian Transaction Reports and Analysis Centre (AUSTRAC);

· the Commonwealth Director of Public Prosecutions (CDPP); and

· the National Crime Authority (NCA).

The submission comprises four chapters and an Appendix:

· Chapter 1 outlines general background and issues impacting on Commonwealth policies and law enforcement agency priorities and operations;
· Chapters 2, 3, and 4 address the specific terms of reference for the current inquiry

· legislative frameworks underpinning law enforcement operations

· e-commerce and money laundering

· international law enforcement cooperation; and

· Appendices A, B, & C include background on the Commonwealth’s law enforcement agencies and highlight current activities and equipment pertaining to law enforcement aspects of new technologies.

Broad policy framework

The Commonwealth Government’s law enforcement policies aim to protect the community from crime as well as contribute to maintaining a healthy and stable society. Historically, the focus has been on the crime-fighting role, ensuring compliance of individuals and groups with accepted community standards reflected in the law. The broad impact of new technologies is increasing the challenges to and the role of law enforcement in mainstream economic and social issues, particularly in relation to the information economy.

The Government is committed to ensuring that the full benefits from the introduction of new technologies can flow to the Australian community. The Government has indicated that the market, including both business and consumers, should lead development in this area. The Government’s role while critical, is largely facilitative, and is focused on building effective legal frameworks and regulatory systems to underpin the information economy. Nevertheless, it is clear that business, consumers and society generally expect government to take active steps to maintain its ability to enforce the rule of law in these new environments.

In this context, the National Office for the Information Economy (NOIE) is working cooperatively with relevant Commonwealth agencies, State and Territory Governments, the private sector and the community to deal in a holistic and systematic manner with the challenges arising from new business practices and relationships and the need to provide security, transparency and a commercial environment resistant to criminal exploitation. With these developments, a wider role for law enforcement is emerging—as a key player among the group of public and private sector organisations that are stakeholders in establishing and maintaining the infrastructure on which the information economy and, increasingly, the economy as a whole, will depend.

Commonwealth law enforcement approach

The extent of crime impacting on Commonwealth interests, including serious offences, is increasing even though in numerical terms the majority of crime overall is a matter for State and Territory jurisdictions. The Commonwealth’s law enforcement interests have expanded in line with increased trade, moves to a global society, the blurring of jurisdictional boundaries through technological developments (explored in more detail below), the increased role of communications and the growth in the service-based sector of the economy.

Broadly, the Commonwealth’s law enforcement interests and responsibilities comprise:

· enforcing Commonwealth laws and protecting Commonwealth holders of high office, institutions and programs, revenue, expenditure, property and employees;

· protecting Australia’s sovereignty and territorial integrity, in particular through maintaining effective controls at the border in relation to the movement of people and goods;

· protecting the National Information Infrastructure;

· working closely with the States and Territories to ensure there is a national response where a criminal activity threatens national interests, is transjurisdictional in nature and/or beyond the scope of State and Territory agencies;

· contributing to international law enforcement efforts, in particular through participating in mutual assistance and extradition arrangements with other countries; and

· ensuring national law enforcement efforts both support and are complemented by wider national objectives in foreign policy, defence, and trade and investment, and that the outcomes achieved from the resources available are maximised.

Against this background, the Commonwealth contributes to the fight against crime in two ways:

· by administering and enforcing criminal laws within its own jurisdiction; and

· by providing leadership and coordination at a national level to foster and maximise the effectiveness of the efforts of State and Territory Government to address crime that falls within these jurisdictions.

The most significant technological change for law enforcement has been the revolution in communications and information technology, in particular the convergence of financial system and telecommunications technologies. These developments are affecting the activities and focus of criminals and criminal groups (especially the more professional and well-financed), providing opportunities for them to increase their reach and their capacity to avoid detection and prosecution. Similarly, these technological advances are impacting on law enforcement agencies’ management and operations and the legal frameworks that support crime-fighting functions. At the same time, there continue to be major advances across the physical, chemical, biological and medical sciences, some of which offer significant potential to enhance law enforcement capabilities.

The digital environment is allowing the possibility of ‘major crimes of acquisition involving digital technology as the instrument of theft, or crimes involving information as the object of theft.’
 However, ‘many of these crimes are not ‘new’—rather it is the medium of theft, the trans-jurisdictional reach of the thief, and the speed with which a transaction may be executed, which are without precedent.’
 While the AFP is experiencing a rapid increase in referrals of technology-based crimes, the overall level of crime being reported in this area is still relatively low. This may be due to a reluctance of organisations to draw attention to security concerns or actual breaches for fear of adverse reactions from clients, partners or investors. Alternatively, there may be a lack of expectation in relation to the prospects of redress or a lack of awareness of the actual attack. In addition, for some kinds of criminal activity (eg. computer viruses) it may be impossible to assess the impact.

Despite the relatively low number of incidents reported to law enforcement authorities, there is a general concern about the potential vulnerability of computer systems to attack/manipulation and with regard to electronic crime generally. In the Commonwealth’s jurisdiction, the AFP and the NCA are therefore allocating a high priority to both improving its understanding of the electronic crime environment and developing an effective law enforcement response. The AFP is also developing, with its State and Territory counterparts, an Australasian Law Enforcement Electronic Crime Strategy (see below) to establish a holistic, multi-jurisdictional and coordinated approach to electronic crime.

Particular risks from new technologies will require new countermeasures to be developed. At the same time there are a range of opportunities becoming available which have previously not been available to support law enforcement capabilities in relation to crime prevention and detection (through target hardening, real time monitoring etc), investigation (through data mining
 and powerful new tools such as DNA matching) and prosecution.

Action Group into the Law Enforcement Implications of Electronic Commerce (AGEC)

More broadly, substantive strategic work is undertaken by the AGEC.  This AUSTRAC-chaired committee works within the Attorney-General's portfolio and with other portfolios, tackling the issues of law enforcement capability in an environment characterised by rapidly developing technology.  

The AGEC was established by the Heads of Commonwealth Operational Law Enforcement Agencies (HOCOLEA) with the aim of building on the earlier work of the Commonwealth Law Enforcement Board (CLEB) Electronic Commerce Task Force. The AGEC does this by:

· continuing the identification and study of new payment technologies to establish and maintain an understanding of the technical and legal features of these systems;

· formulating possible strategies and mechanisms (technical and legal) by which existing law enforcement capabilities to detect, investigate and prosecute crime related to new payment technologies can be maintained and, if appropriate, improved;

· formulating possible policy positions in respect of regulatory aspects of the new payment technologies;

· acting as a resource to law enforcement agencies in their further consideration of the law enforcement implications of new payment technologies;

· providing a forum in which law enforcement and revenue agencies can meet to discuss and formulate views on the law enforcement implications of the new payment technologies; and

· providing a forum in which law enforcement and revenue agencies can meet with private sector interests to explore the ways in which government and the private sector will together promote the responsible and successful development of electronic commerce.

The AGEC Chair, AUSTRAC’s Director, Ms Elizabeth Montano, provides quarterly status reports to HOCOLEA. The AGEC has also released the following papers, which are available from AUSTRAC’s website:

· Research Group into the Law Enforcement Implications of Electronic Commerce (RGEC): Issues Papers Series No. 1

· Contributions to Electronic Commerce: what law enforcement and revenue agencies can do

· RGEC Report—Research and Technical Advice

The centrepiece of the AGEC’s ongoing work is an Action Plan that involves the following:

· development of joint public and private sector strategies designed to raise awareness and manage risks associated with advances in the information economy;

· improving IT skills in the public and private sectors, particularly in relation to IT security issues;

· the need for appropriate levels of TI and computer forensics capabilities in law enforcement;

· the need for appropriate levels of electronic authentication both within government and commercial environments;

· the need for there to be appropriate record keeping standards for Internet Service Providers;

· the need for there to be appropriate standards in relation to Web Site identifiers;

· the need for an appropriate Model Criminal Code for Computer Offences, as is being developed by the MCCOC; and

· the need for appropriate international agreements which assist in the effective administration of Mutual Assistance, Extradition and associated arrangements.

The AGEC's work (and that of its predecessor the RGEC) has been valuable in developing understanding of issues, developing strategies, providing advice to government, and producing outcomes highly suitable for law enforcement and regulatory agencies.  It will continue to form a highly effective mechanism for agencies and government.
Summary of Commonwealth’s Approach

In summary, the broad-ranging nature of the impact of technologies on crime requires a multifaceted policy response. The Commonwealth’s approach incorporates the following elements:

· exploiting the law enforcement potential of existing technologies;

· systematically evaluating, developing and, where possible, deploying new technologies to enhance crime-fighting capabilities;

· reviewing, and where necessary, amending legislative frameworks to ensure that they afford law enforcement agencies the powers necessary to perform their functions effectively;

· establishing and maintaining organisational arrangements within the Commonwealth law enforcement community to facilitate collaborative approaches to the risks and opportunities deriving from new technologies; and

· building stronger links between public and private sector stakeholders to minimise harm from technology-related crime through crime prevention, including raising the awareness of risks, and educating users of new technologies about security and best practice.

Major issues

A number of technology-related environmental and policy issues are impacting on law enforcement policies and operations. These include:

· the growth in e-commerce;

· the initiative to provide Government services online;

· the level of concern about privacy issues; and

· proof of personal identity.

The growth in e-commerce

A key challenge for law enforcement is the rapid growth in e-commerce, defined as ‘the use of computers and electronic communications networks to do business. This covers a wide range of activities, from using electronic mail (or e-mail) and EFTPOS, through to Internet based sales and transactions and web-based marketing. E‑commerce is a world–wide phenomenon, which will significantly impact on national economies, businesses and consumers over the next few years. It is a new way of doing business that will supersede many traditional commercial relationships.’

In Australia, significant sectors of commerce now depend on e-commerce. There is a real threat therefore, in a commercial sense, from the potential to disrupt financial systems. The banking sector, for example, is dependent on electronic systems and communications.

Australians historically have demonstrated very high uptake of technology, and there is a very high level overall of business dependence on electronic communications:
· at the end of 1999, approximately 1.7 million households in Australia were online;

· a total of 6 million adult Australians, or 44 percent of the adult population, are already regular users of the Internet; and

· it is estimated that over 50 percent of all Australians will be Internet users within the next 2 years.

E-commerce activity in Australia is continuing to increase:

· in November 1999 approximately 13 percent of Internet users had made a purchase online;

· in 1997, e-commerce in Australia was estimated to have generated $61 million—by the end of this year this figure will have ballooned to $1.3 billion; and

· current indications suggest that these trends will be replicated internationally, with e-commerce in the United States, for example, estimated to total US$1 trillion by 2003.

With this expansion of e-commerce, the potential for criminal exploitation, particularly in relation to fraud, tax evasion and money laundering (see Chapter 3 below), has grown.

Government services online

In December 1997 the Prime Minister committed the Commonwealth Government to moving all appropriate Government services online by July 2001.

As with the expansion of e-commerce, there are risks that must be managed as well as benefits from the provision of Government services online. The initiative is oversighted by the Office of Government Online (OGO). For law enforcement in the Commonwealth’s jurisdiction, the major management issues include the potential for fraud against Commonwealth programs and revenue and maintaining the integrity of systems and stored data. OGO has stressed the importance of the security of systems infrastructure and processes as the number and range of activities transferred into the online environment increases. OGO is continuing to liaise with Commonwealth law enforcement agencies, including the AFP, on this issue.

However, it is important to note there were also risks associated with old ‘paper‑based’ and early generation electronic systems. Indeed, in some cases it will be significantly easier to detect irregularities in online systems. There will also be substantial efficiency and other benefits to the country as a whole. These include a capability for secure communications on a real time, whole-of-government basis.

Privacy

Society is increasingly dependent on communications and information technologies that have created enormous capacity to collect, compile, store, analyse and maintain large amounts of information. An increasingly wide range of public and private sector organisations hold this information and there are legitimate community concerns to ensure that safeguards to protect individual rights to privacy with regard to personal information are adequate. 

The Commonwealth Privacy Act 1988 makes provision to protect the privacy of individuals. The Privacy Act currently contains 11 Information Privacy Principles (IPPs) regulating the collection, storage, use, disclosure and access to and correction of, one’s own personal information by Commonwealth public sector agencies, including law enforcement agencies. On 12 April 2000 the Privacy Amendment (Private Sector) Bill 2000 was introduced into Parliament by the Attorney-General. When enacted, this Bill will amend the Privacy Act to apply standards for the protection of personal information to private sector organisations. These standards will be known as the National Privacy Principles (NPPs). 
The Privacy Act also acknowledges that privacy rights must be balanced against other interests, including that of law enforcement. IPPs 10 and 11 permit the use or disclosure of personal information if it is reasonably necessary for the enforcement of the criminal law or of a law imposing a pecuniary penalty, or for the protection of the public revenue. The proposed NPPs contain an equivalent permissive principle (NPP 2) that will allow private sector organisations to disclose personal information to law enforcement agencies for investigation and law enforcement purposes. In addition, s.29 of the Act states that the Privacy Commissioner, in exercising his or her functions and powers, shall have due regard for the protection of human rights and social interests that compete with privacy, including the general desirability of a free flow of information and the recognition of the right of government and business to achieve their objectives in an efficient way.

Australia’s law enforcement agencies’ responsibilities for maintaining public safety include protection of the civil rights of the community. In this context, the need for law enforcement agencies’ to have reasonable access to a range of stored information as a crucial part of investigations, particularly in relation to serious crime such as major drug importations, is increasing in line with the utilisation of new technologies across the society. Key issues are how information such as details of financial transactions can be collected, made available or used for law enforcement purposes, and, if so, what information is to be collected, whether that information is adequate and whether the necessary controls are sufficiently established having due regard to privacy concerns.

With the rapid changes in communications and information technologies the Government is continuing to work to achieve outcomes in developing and implementing legislative frameworks and other mechanisms that address both law enforcement and privacy issues.

Proof of personal identity

To an even greater extent than in traditional commerce, achieving certainty with respect to the identity of the individuals/organisations that are parties to a transaction is vital in e-commerce. With advances in technology, it is now easier and less expensive to create false documents. This has weakened the integrity of identity verification processes. As a result there is an increased risk of a wide range of other criminal activity, including fraud, tax evasion, illegal immigration, and fraudulent claims against Commonwealth programs.

The 100 Points System of identity verification which is currently utilised in various forms by a range of Commonwealth agencies, particularly AUSTRAC, will become increasingly vulnerable to abuse due to:

· increased capacity to counterfeit or purchase forged identity documents or identity kits;

· increasing remote access to financial and other services (eg. by phone or online links), which reduces the capacity to 'know your customer’; and

· ease of access to information about how the identification system functions, including offshore access, eg. through the AUSTRAC website.

On the other hand, technological developments that could strengthen identity verification over the next five years include:

· increased capacity to transform current paper-based systems into electronic systems to facilitate crosschecking of information;

· increased use of biometric and location identifiers;

· expanding capacity to store and utilise new types of identity data (eg. photographic images and DNA) to create new systems for verification of identity; 

· increased mobile access to identification information eg. mobile access to photographic images to check against drivers licences; and

· increased use of electronic identifiers to enhance security in the more anonymous online environment eg. passwords, digital signatures.

These changes are occurring within an environment in which the community is increasingly sensitive to invasions of privacy by both the public and private sectors, with a flow-on effect upon attitudes to methods of identity verification.

At a national level, the Commonwealth’s primary law enforcement objectives include:

· protecting its programs from fraud;

· preventing laundering of the proceeds of criminal activity;

· ensuring that its citizens meet their tax obligations;

· border control, to combat entry of unauthorised persons and drug trafficking; and

· ensuring that those who commit criminal acts are brought to justice.

Security of identity is fundamental to carrying out the above functions and the security of systems for verification impacts directly on the Commonwealth’s capacity to enforce its laws and protect the integrity of its programs.

These concerns need to be addressed cooperatively with the States and Territories and the private sector to protect the integrity of national economic and social institutions. Currently, Commonwealth agencies contribute to a number of working parties involving the States/Territories and the private sector focusing on the security of personal identity mechanisms, including exploring alternative means of identifying the entities with which they need to interact. These include the Steering Group on Proof of Identity Issues (facilitated by AUSTRAC), the Inter-Agency Workshops on Proof of Identity and the Fraud Coordination Group. Under the auspices of the Heads of Commonwealth Operational Law Enforcement Agencies (HOCOLEA), AUSTRAC is also convening a task force to further explore identity fraud. However, without systemic change and reconsideration of some of the fundamentals of identity systems currently in use, there is a limit to what these groups can achieve. The Office of Strategic Crime Assessments within the Attorney-General’s Department has prepared a strategic assessment of the changing nature of the criminal exploitation of identity. 

Emerging threats from technology

As technology becomes more user friendly and cheaper to access, it can be expected that electronic crime (e-crime) will increase in its scope and impact. For some types of crime, such as intellectual property offences and counterfeiting, widespread access to desktop publishing software and the capability to download intellectual property from the Internet in the form of music etc will impact upon the extent of these activities. The means to engage in such activities are readily available.

Access to the Internet through mobile devices, so-called m-commerce, will compound existing jurisdictional problems for the investigation and prosecution of electronic crimes.

E-crime

A key area of criminal threat from new technologies is e-crime. For the purposes of this submission, e-crime includes the following:

· criminal targeting of computers themselves (eg. unauthorised access to and/or illicit tampering with systems, programs or data);

· crimes conducted across the new medium (eg. fraud, software piracy, pornography); and

· facilitation of crimes in the physical world through electronic means (eg. encrypted communications for drug trafficking, money laundering).

A significant issue in addressing e-crime is that investigations are best undertaken while illegal activity is occurring or shortly thereafter. E-crime trails go cold very quickly. Information can be instantaneously routed through a maze of transactions and computers across several jurisdictions and the technology itself facilitates rapid audit log erasing or the masking of participants. Moreover, it is easy to taint forensic evidence through inappropriate investigations.

Using the Internet and EFT, individuals are now able to move large amounts of funds in much the same way as legitimate financial institutions, but without the same controls being imposed upon them.
 This therefore has the potential to facilitate the concealment of unlawful financial activity, including manipulation of the proceeds of crime.

The electronic environment can provide a veil of anonymity for criminal activity and the capacity to hide evidence in a complex maze of transactions. Establishing proof of identity to satisfy the requirements of criminal proceedings can be challenging for law enforcement in this environment.

The CDPP can only prosecute cases which involve e-crime if the investigators have the tools they need to properly investigate the alleged offences, collect the evidence needed to prove them and be able to present the evidence in court. This presents a challenge which, while formidable, can be addressed provided that the criminal law, the laws of investigation and the rules of evidence are all kept up to date and are not allowed to lag behind the changing nature of criminal activity.

Conducting investigations and prosecutions across more than one jurisdiction also creates logistic and legal difficulties for law enforcement as it endeavours to deal with electronic crime and its global reach.

A national computer forensic capability, that would enable key law enforcement resources and capabilities from different agencies to be combined is one option for addressing the implications from the growth of business use of Internet systems and the need for technical investigative resources. This proposal has received consideration in both the work of the AGEC and in the development of an Australasian Law Enforcement Electronic Crimes Strategy. The AGEC is currently finalising an Issues Paper dealing specifically with this question.

Cryptography

The Internet provides opportunities for individuals to use computing and communications equipment to communicate easily in ways that law enforcement may not be able to decipher.

An invaluable tool for enabling secure communications in legitimate on-line activity, cryptography can also enable criminal conspirators to encode the text of messages to make it practically impossible for law enforcement to decipher the message. It has been conservatively estimated, for example, that a 512-bit key would challenge the world’s fastest computers for several centuries. The time it takes to decode even weak encryption can reduce the operational value of attempts at decryption to law enforcement.

Although cryptography has not yet emerged as a significant issue for law enforcement in Australia, secure data storage and communications are expected to become more common as these processes are increasingly integrated into standard commercial process.

The Government has adopted the OECD Guidelines for Cryptography Policy as the basis for domestic policies and is seeking to encourage the adoption of appropriate security practices by public and private sector agencies. Further work on encryption policies is also being carried out in accordance with the recommendations of the 1999 Telecommunications Interception Policy Review.

Australia chairs the APEC Electronic Authentication Working Group. The group is conducting a workshop on e-commerce in Indonesia this year.

Particular risks for Customs/Coastwatch from new technologies

Some new technologies have the potential to assist traffickers in illicit drugs and others seeking to avoid surveillance in Australia’s air and sea approaches. These include:

· global positioning systems; and

· radar jamming/electronic counter surveillance measures.

Global Positioning Systems (GPS)

Handheld GPS receivers are cheap and readily available. Use of GPS navigation technology assists with the coordination of offshore meetings of criminals. The positional accuracy available to non-military users has also recently been enhanced, from about 100 metres to 10 metres.

Assisted by GPS equipment, items can be delivered and recovered at different times reducing the likelihood of detection. This can be done without the need for parties to communicate directly and with high confidence of success.

Jamming of GPS receivers by law enforcement authorities is feasible. However, the possible presence of other users in the area may preclude its deployment.

Radar jamming/electronic counter-surveillance measures (ECSM)

Jamming of radars is feasible, although in some cases this may draw attention to the presence of the jamming source and steps may be taken to reduce the effect.

However, there is potential for this equipment to be used to divert law enforcement assets.  Such use may also have safety implications for other users.

In a similar vein, the potential use of ECSM by criminal elements has been a concern for some time.  Coastwatch has already resorted to using techniques designed to minimise detection by ECSM equipment, where it was anticipated that the target vessel might be carrying such equipment.

Opportunities from new technology

New technologies are enabling law enforcement to develop and deploy a range of investigative, forensic and technical support tools, including:

· telecommunications interception (TI);

· listening devices and other electronic surveillance;

· improving national policing information systems (CrimTrac); and

· strengthening border controls against movement of illicit drugs and prohibited imports.

Telecommunications interception (TI)

A central and highly cost-effective tool in modern law enforcement is telecommunications interception (TI). This is particularly so at the Commonwealth level where criminal activities are increasingly sophisticated and cross-jurisdictional in nature. Moreover, TI capability supports prosecution action by providing high quality evidence.

Under TI arrangements, agencies including the AFP and NCA can obtain warrants authorising the interception of, telephone calls, e-mail, voicemail and Short Message Services (SMS) messages. Issues relating to the enabling legislation for TI—the Telecommunications (Interception) Act 1979—are discussed below.

The use of listening devices and other electronic surveillance

Listening devices and other electronic surveillance equipment tools are increasingly important tools for law enforcement, particularly in the investigation of serious criminal offences. However, unlike interception activity where the Commonwealth has constitutional responsibility, listening devices and other electronic surveillance are subject to jurisdiction by jurisdiction legislation. Issues relating to the legislation regulating the use of listening devices by law enforcement agencies are discussed below.

Improving National Policing Information Systems—CrimTrac

The Commonwealth Government is supporting in a very practical way the use of new information technology to solve crime through CrimTrac. Access to timely, accurate, comprehensive and relevant information is essential to effective crime detection and prosecution.

CrimTrac is a national enterprise undertaken by the Commonwealth and all the Australian police services. The Commonwealth has committed a capital injection of $50 million over 3 years to introduce new information technology capabilities for law enforcement. The States and Territories have agreed to fund the ongoing operation of the CrimTrac system.

CrimTrac’s key deliverables will be:

· a new National Automated Fingerprint Identification System; 

· a National DNA Criminal Investigation System; 

· a National Child Sex Offender Database—the PANDA system; and

· integrated national access to a range of operational policing information systems.

When the new National Automated Fingerprint Information System (NAFIS) is in place next year, police will have the ability to take, record and search fingerprints electronically by the use of ‘Livescan’
 units that will be installed at Charge Stations. 

In addition, practices and procedures for using fingerprint evidence from crime scenes (latents) will be greatly improved through a latent enhancement package that enables sophisticated scanning, analysis and comparison of images.

The National DNA System is a long awaited advance in forensic investigative technology that has proven extremely useful in solving crimes in other countries. The System will allow for speedy and comprehensive matching of DNA information across all jurisdictions, improving the investigative capacity of police forces.

All jurisdictions either have developed or passed legislation enabling the taking and matching of DNA samples, or are in the process of doing so. As provided by State and Territory legislation, the system may include DNA profiles collected from persons of interest such as suspects and volunteers, as well as DNA profiles from crime scenes.

Key elements of the PANDA system, which will include the factual information component of the child sex offender system, will be introduced over the next two years. When fully functional it is expected that PANDA will provide national law enforcement access to:

· criminal history information of all offenders;

· court notices including Domestic Violence Orders, Apprehended Violence Orders, Warrants and Bail Conditions;

· facial features (mugshots);

· distinguishing features/tattoos;

· firearms licences;

· vehicles of interest and driver information;

· charged persons; and

· missing persons, including details of their disappearance.

The systems to be put in place, and the novel CrimTrac management structure, will have significant flow on effects for the way police services do business. CrimTrac will be instrumental in managing the changes: 

· there will be clear requirements generated for all jurisdictions to develop comparable standards of data quality;

· increased police officer efficiency and productivity, which in turn will generate different expectations in the law enforcement workplace and from the community;

· flow-on effects to other law enforcement agencies in improved investigative techniques and results; and

· pressures on legislative frameworks to keep pace with these technological developments, for example in the areas of evidentiary rules and privacy regimes.

Strengthening border  controls against movement of illicit drugs and prohibited imports

One of Customs principal roles is “to facilitate trade and the movement of people across the Australian border while protecting the community and maintaining appropriate compliance with Australian law”. To achieve this, Customs relies upon sophisticated information collection and processing systems to detect suspect transactions across Australia’s borders, and is moving to a fully electronic environment. Information is collected from cargo reporters, arriving vessels and aircraft and passengers, screened against electronic profiles or by officers, and indicators of suspect activity investigated for possible further action. Customs also uses technology in surveillance on waterfronts, airports and postal centres, in the form of remote cameras, detector dogs and similar screening devices. Investigation is aided by x-ray, ionscan and other technologies.

Electronic reporting is long-standing, and the legal and technical issues surrounding it have been explored in some detail. Nevertheless, technical capabilities are expanding rapidly, and Customs devotes considerable resources to exploring the options available and ensuring its legal framework is up to date. The most recent such exercise involves a complete overhaul of cargo reporting and risk assessment systems (Cargo Management Re-engineering - CMR), and accompanying legislation which, among other objects, strengthens the reporting regime.

Customs has a Border Technology Unit, whose role it is to identify and evaluate technologies of promise and facilitate the introduction of new technologies. To assist the organisation to ‘stay ahead of the game’, the Customs has contracted an eminent scientist as its principal scientific adviser. Through his office, access has been gained to a number of scientific experts for specific advice/assistance. This group now forms the Customs Scientific Advisory Panel. In addition to providing advice on the evaluation of technology the group also helps guide the Customs towards the application of new and emerging technologies.

Other applications of technologies in support of Customs functions include:

· x-ray systems;

· ion scanning;

· use of gamma beam detection devices;

· closed-circuit television;

· drug detector dogs; and

· long and short range radio communications systems.

A summary of these technologies is included in Appendix C.

Streamlining court functions

Over the past decade it has becoming increasingly common for Australian DPPs to use computerised systems—known as litigation support systems—to present large and complex cases in court. The use of such a system allows documentary evidence to be presented on a computer screen in a way that can be easily read, and understood, by the judge and jury. The normal course is for documents to be imaged and indexed as the investigation proceeds. The documents can then be reproduced electronically with ease and can be searched on any number of different fields. There is no need for the investigators to maintain complex filing systems or for the prosecution to search through a mound of paper exhibits every time a document is referred to in court.

The use of these systems has significantly reduced the time taken to present large document-based cases and, in some cases, has meant the difference between being able to present the case to a jury and not being able to do so.

The Commonwealth DPP recently decided to adopt a litigation support system that was originally developed by the Australian Securities and Investments Commission (ASIC) as a national standard for use in all large cases. 

Improving forensic capability

New technological developments have the potential to pose a very real challenge to existing law enforcement techniques. Specialist electronic forensic support—and its timely deployment—is becoming an increasingly important investigative tool regardless of crime type. The AFP, through its Electronic Evidence Teams, provides electronic forensic support to 26 Australian law enforcement agencies and government departments, and demands from those agencies are increasing.

To ensure that law enforcement is equipped to deal with leading edge technologies utilised by criminals requires high levels of ongoing training as well as the development and deployment of crime-fighting technologies.  However, there is now a strong demand for people with technical law enforcement skills across the public and private sectors.  These resources are finite and virtually the sole source is trained personnel from the police services. This is creating the potential for “poaching” of highly trained law enforcement personnel.

Moreover, the criminal environment remains dynamic and unpredictable.  This limits the extent that operational law enforcement agencies can set priorities in advance and requires them to be able to change direction rapidly and strike an appropriate balance between strategic activities focused on the highest priority areas and operations that can be interrupted to deal with urgent response work. In addition, some law enforcement strategies have a relatively short “shelf life”. This necessitates balancing utilisation of current crime-fighting capabilities and technologies with the development of new ones.

Operational responses

Law enforcement responses to new technologies include:

· crime prevention and harm minimisation strategies and a greater focus on strategic partnerships between law enforcement and the private sector; and

· initiatives to promote resource sharing across and between law enforcement agencies.

Crime prevention, harm minimisation and strategic partnerships with the private sector

A range of approaches may need to be considered to address technology-related crime. These include technological solutions, self-protection by potential victims, provision of market-based incentives or commercial solutions, and industry-wide self-regulatory initiatives as well as direct law enforcement activities.

Some strategies will be more appropriate for particular risks than others. For example, tele-marketing fraud might be best dealt with by risk awareness raising strategies within the general community. Illegal interceptions of communications or information and theft or denial of services may be best dealt with through technological barriers.

A key issue that is being addressed on a whole-of-government basis is how potential harm in relation to modern technology can be managed while maximising the benefits. This involves consideration of both regulatory (including industry self-regulation) and criminal law enforcement approaches.

In relation to e-crime threats, in some circumstances it is appropriate for law enforcement resources to be concentrated on the most serious types and where there is a high probability of achieving an effective outcome. Where appropriate, law enforcement may concentrate on achieving cessation of an illegal activity and/or reduction of harm rather than on investigation and prosecution. In some situations, difficulty in obtaining evidence to a criminal prosecution standard may dictate that action is taken to stop unlawful activity rather than conducting an investigation with a view to prosecution.

Law enforcement, both at the Commonwealth and State/Territory levels, will need to prioritise its effort against a myriad of demands. Strategies are currently being developed through the work of the AGEC and the Australasian Law Enforcement Electronic Crime Strategy (see below).

In addition, increasingly law enforcement will be required to participate in cooperative responses with the private sector and other parts of the public sector to ensure that preventive strategies are developed and implemented. This will require effective partnerships between not only law enforcement and regulatory agencies but also government and industry.

As the private sector becomes more aware of the implications of the security risks that exist in the electronic environment and the limited effectiveness of a strict law enforcement response, it will increasingly call upon the services of the rapidly growing computer security industry. Law enforcement will need to be able to liaise effectively with this sector to ensure that the services it provides mesh appropriately with law enforcement priorities.

Resource sharing across and between law enforcement agencies

To maximise efficiencies and improve effectiveness the Commonwealth law enforcement agencies are placing a high priority on identifying opportunities for mutual cooperation and resource sharing. A range of initiatives is under way, including in the key areas of corporate support, staff training, intelligence and operations. Activities include:

· combining resources to enhance telecommunications interception and listening devices;

· mobile radio communications;

· forensic services and equipment; and

· information technology.
An example is secure e-mail and secure access to intelligence applications. Under the National Illicit Drugs Strategy (NIDS), funds were provided for the development of a secure, high volume, information technology network. The purpose of the network is to allow intelligence sharing in electronic form between the NCA, AFP, and Customs. The network is in the final stages of development.
Another example is the Government’s Information Technology (IT) Outsourcing initiative. The initiative requires agencies to go through a process of market evaluation for their IT infrastructure activities. Other IT activities may be offered to the industry. Agencies are grouped and the law enforcement and court agencies comprise Group 10,
 with completion of the transfer of responsibilities to a private provider required to be complete by the end of 2001.

Outsourcing aims to provide reduced Commonwealth expenditure for the current agency-delivered services. It also seeks to engage the expertise and experience of industry in a long-term partnership arrangement. The Group 10 process is paying particular attention to the needs of law enforcement, as evident by the use of a security sub-committee in addition to the other evaluation and decision making processes, through the use of a two stage tender process (ie. a pre qualification stage), and broad consultation with the many stakeholders involved in delivering effective law enforcement in Australia.

Outsourcing arrangements must be based on expert risk management to secure the long-term confidence of law enforcement and the nation. However, viable outcomes have been achieved both in areas of sensitivity
 and where specialised solutions have been required.
 No government or private sector industry group can develop such arrangements in isolation—effective ongoing partnerships between law enforcement and the private sector are essential.

Future opportunities

Importantly, the new technological environment also presents significant opportunities for law enforcement. This relates to efficiency dividends deriving from the use of technology, as well as the capacity to work effectively within the new environment with the assistance of suitable technical, training and recruitment packages.

Accordingly, the law enforcement agencies are allocating a high priority to increasing awareness about new technologies and examining ways these may be deployed in support of operations. To maximise outcomes, the agencies are combining their efforts as much as possible, emphasising the sharing of information, resources and technical expertise.

Australasian Law Enforcement Electronic Crime Strategy

Police Commissioners of Australia, New Zealand, Fiji, and Papua New Guinea met in Canberra from 13–17 March 2000 with other international colleagues and identified the potential to commit crimes using computer and other information technology as one of the greatest problems to face law enforcement.

People who abuse these technologies have the capacity to commit offences on a global basis, with complete anonymity, with speed and on a scale not previously encountered. Such criminal behaviour threatens the viability of key industries such as banking and tourism and can have a fundamental impact on the health and safety of the economy. For instance, credit card fraud is now a major concern worldwide.

To better position law enforcement to ensure the integrity of government and business processes and community safety and security, Commissioners agreed to establish an Electronic Crime Steering Committee to evaluate Australasia’s capacity to respond to electronic crime and then develop an Australasian Law Enforcement Electronic Crime Strategy.

The Strategy will embrace:

· the development of an holistic and more coordinated approach to the issue of electronic crime;

· a strong emphasis on prevention, including industry and community education;

· reducing the opportunity for e-crime through ‘target hardening’ and designing out crime; and

· the development of systems to prevent and detect hi-tech crime.

The Commissioners also formed an Electronic Crime Working Party to assist the Steering Committee. The Working Party has prepared a comprehensive scoping paper addressing the challenges of electronic crime. This paper represents a multi jurisdictional effort aimed at developing a common understanding of the issues, and recognition of what needs to be done to enhance law enforcement's capacity to operate in the new environment. This paper will play an integral role in the development of the Australasian Law Enforcement Electronic Crime Strategy.
The Prime Minister’s Science, Engineering and Innovation Council (PMSEIC)

The PMSEIC was established by the Government to promote and foster exciting and leading edge solutions to issues of importance and challenge to Australia, based on the view that through appropriate targeting and support, the intellectual capacity and knowledge of Australia can deliver economic growth and national prosperity. It was established in 1997 and meets twice yearly. It is chaired by the Prime Minister, with Senator Minchin the deputy chair. Other Ministerial Council members are Senators Hill and Alston, and MPs Kemp, Wooldridge, and Truss. Other Council members are eminent individuals drawn from business and academia. The Council is supported by the Department of Industry, Science, and Resources (DISR).

At its 2 June 2000 meeting a paper entitled Science, Crime Prevention and Law Enforcement was presented by Senator Amanda Vanstone, Minister for Justice and Customs and Dr Simon Hawkins from the CSIRO. Senator Vanstone led the discussion on the paper, which reflected the deliberations of a working group
 established to explore the application of science to crime fighting, and more generally, law enforcement. The topic provided the opportunity to highlight scientific and technology-related advances in information sharing, Internet-based real time solutions, proof of identity solutions, changing patterns in financial transactions, surveillance, investigations and cooperation across jurisdictional boundaries. 

The working group’s recommendations covered:

· improving law enforcement capability to fully engage with the scientific community;

· appointing a high level science and technology policy group underpinned by a science and technology clearing house; and

· encouraging Australian industry and research agencies’ participation in development and production of new, affordable technologies for law enforcement.

The findings and subsequent actions are under consideration by the Government.

Conclusion

· The Commonwealth’s law enforcement interests have expanded with increased international trade, the impact of globalisation, the blurring of jurisdictional boundaries through technological developments, the increased role of communications and the growth in the service-based sector of the economy.

· The most significant area of technological change for law enforcement has been the revolution in communications and information technology. These changes are impacting significantly on the way individuals and businesses create and exchange wealth and are also providing additional opportunities for criminals and criminal enterprises to conceal and disguise the source of cash and other assets from regulatory and law enforcement agencies. At the same time, together with advances in the physical, chemical, biological and medical sciences, these developments are enabling the deployment of a range of new investigative, forensic and technical support tools.  A key area of criminal threat from new technologies is e-crime. The broad-ranging nature of e-crime activities requires a multifaceted policy response.

· A key element of law enforcement’s approach to e-crime is focusing on building stronger links between public and private sector stakeholders to minimise harm through crime prevention. This includes raising the awareness of risks, and educating users of new technologies about security and best practice.

· To maximise efficiencies and improve effectiveness the Commonwealth law enforcement agencies are placing a high priority on identifying opportunities for mutual cooperation and resource sharing. The development and implementation of relevant law enforcement capabilities and provision of adequate resourcing for law enforcement agencies will be essential to ensure an ordered and secure environment for e-commerce and to support aspects of the information economy.

· The criminal environment remains dynamic and unpredictable. This necessitates balancing utilisation of current crime-fighting capabilities and technologies with the development of new ones.

· However, there is now a strong demand for people with technical law enforcement skills across the public and private sectors. This is creating the potential for “poaching” of highly trained law enforcement personnel.

· Legislative frameworks must continue to balance the facilitation of necessary law enforcement powers with the protection of privacy.

Chapter 2 Whether the use of new technology by law enforcement agencies is adequately catered for by Commonwealth, State and Territory legislation 

Overarching legislative frameworks

The Commonwealth is working with other public and private stakeholders to implement a comprehensive approach to the challenges and opportunities of new technologies. This includes an emphasis on education and awareness-raising activities, crime prevention and harm minimisation initiatives and regulatory measures as well as detection, investigation and prosecution. This broadly based approach is most likely to maximise the efficient use of finite law enforcement resources.

It is clear that with rapid developments in technology, Commonwealth legislative frameworks to support law enforcement operations will require continual monitoring and, where necessary, appropriate amendment. These changes focus on:

· the appropriateness of offences; and

· the effectiveness of law enforcement powers.

Legislation with respect to offences

A considerable amount of work is being done to ensure that offences adequately cover the use of computer technology for harmful activities.
Model Criminal Code

The Model Criminal Code project is expected to be completed by the end of the year and has now covered a full range of serious offences. The proposed computer offences will be an important component of the work.

Improvements to theft, fraud and forgery offences have been developed as part of the project. These are earmarked for implementation in the Criminal Code Amendment (Theft, Fraud, Bribery and Related Offences) Bill which was recently considered by the House of Representatives Standing Committee on Legal and Constitutional Affairs (which reported on 26 June 2000) and is expected to be debated in the Spring Sittings. A Model Criminal Code discussion paper, which includes new computer offences, was released for consultation in February, 2000. A report on the proposed offences is expected to be completed later this year. It is expected that updated and more consistent Commonwealth, State and Territory offences can be implemented over the coming year. The report will also deal with jurisdictional issues.

Legislation related to law enforcement powers

Legislation facilitating law enforcement powers as far as possible should be technology-neutral. This means that legislation should be drafted to enable law enforcement to maintain its capability regardless of the development of new technologies. In relation to the power to intercept communications for example, law enforcement agencies have indicated a preference that legislation should provide powers to deal with anything else that might in the future be considered a ‘communication’.

Nevertheless, it is fundamental that legislation that confers intrusive or coercive powers on law enforcement agencies must be drafted with precision. This is essential to ensure that citizens know where they stand in the exercise of such powers. As an example, the law provides for circumstances in which law enforcement agencies may physically enter premises to perform their functions, and provides for safeguards for citizens whose premises are so entered. Extending policy and law enforcement powers to the situation of entry by electronic means would need a full examination as to whether the same safeguards as are appropriate in relation to physical entry are applicable or whether new safeguards need to be devised.

State and Territory law enforcement will continue to have a central responsibility for the investigation and prosecution of a wide range of electronic crimes. Although the Commonwealth will often have jurisdictional responsibility for some aspects of crimes committed via the telecommunications system, in most instances the carriage of the investigation and prosecution will be undertaken by the relevant State or Territory law enforcement agency. It is important that State and Territory law enforcement agencies have a capacity to investigate crimes against persons and property in this operating environment.

An important technological development for law enforcement over the past decade has been the use of DNA comparison for the purpose of investigating crime. The Model Criminal Code Officers Committee has also recently developed model legislation for the taking and use of DNA profiles for those purposes. The model legislation is being used to develop laws in each jurisdiction that will facilitate the creation of a national DNA database system as part of the Government’s CrimTrac initiative. When implemented the legislation will enable the taking of samples from all serious offenders and also provide a procedure for requesting people to provide them as volunteers.

When in place, it is anticipated that the national DNA database will facilitate solving violent and/or serial crimes and enable innocent suspects to be rapidly eliminated from consideration for a particular offence, significantly reducing the costs of fruitless investigation. Such arrangements could also reduce the risk of repeat offending.
Developments in new technologies are impacting on a range of Commonwealth legislation that underpins law enforcement operations. This includes:

· the Financial Transaction Reports Act 1988;
· the Telecommunications (Interception) Act 1979;

· the Telecommunications Act 1997;

· laws permitting the use of listening devices in certain circumstances;

· the Electronic Transactions Act 1999;

· the Crimes Act 1914; and

· the Proceeds of Crime Act 1987.

This legislation is under continual review by the Attorney-General’s Department and the Commonwealth law enforcement agencies to assess whether the relevant provisions enable law enforcement to address current and emerging criminal threats.

Financial Transaction Reports Act 1988

The Financial Transaction Reports (FTR) Act 1988 (FTR Act) (originally entitled the Cash Transaction Reports Act 1988) was introduced as part of a legislative package designed to assist in the prevention and detection of offences connected with the underground cash economy. (The package also included the Telecommunications (Interception) Amendment Act 1987 and the Proceeds of Crime Act 1987.)
 The cash economy, if unchallenged, provides almost unlimited scope for the evasion of taxation and for financing, and concealing proceeds of, criminal activity domestically and internationally.

In its capacity as a compiler, analyser and disseminator of FTR information, AUSTRAC performs an important role as the primary government source of financial intelligence for Australia’s law enforcement agencies.

Under the FTR Act, cash dealers
 are required to report to the Director of AUSTRAC:

· suspicious transactions;

· cash transactions of $10,000 or more or a foreign currency equivalent; and

· international funds transfer instructions.

The FTR Act also requires cash dealers to verify the identity of persons who are signatories to accounts and prohibits accounts being opened or operated in false names. The Act also requires members of the public to report cash transfers into or out of Australia of $10,000 or more, or a foreign currency equivalent.

Reports collected by AUSTRAC are made available to the Australian Taxation Office and Australia’s law enforcement agencies
 by way of controlled online access. The FTR Act has led to a significant enhancement of law enforcement capabilities and provided the means to pursue less visible kinds of criminal investigations. In particular, provisions under the Act have enabled significant flows of cash to come to the attention of law enforcement that would otherwise have been unreported.

Challenges

The FTR Act was introduced at a time when definitions of financial institutions such as banks, building societies and credit unions were more clearly defined and accepted, both within the financial services industry and by consumers in general. Moreover, the products these institutions marketed were much less technology dependent and fewer in number and range. In short:

· financial institutions provided an almost exclusive point of intermediation and settlement in relation to both domestic and international financial transactions;

· financial products were almost exclusively marketed by financial institutions;

· financial products were more clearly defined and understood;

· the Internet was not contemplated as a channel through which financial consideration could pass; and

· cash dealer definitions accorded with industry and consumer expectations.

The recent evolution of Australia’s financial system has been characterised by increasing privatisation, market deregulation, globalisation, disintermediation, decreasing ‘face to face’ contact and, of course, enormous technological advances.

Some of the key technological advances have included:

· major telecommunications infrastructure changes;

· the establishment of ‘proprietary’ systems and private networks;

· the introduction of digital authentication processes;

· massive increases in digital storage capacities;

· improved systems for collecting, storing and interrogating information and data; and

· the introduction of new technology-based payment and settlement systems.

Possible response

In light of these trends, there may be a need to consider the possibility of introducing a more flexible approach to regulating Australia’s financial system under the FTR Act. For example, consideration is being given to establishing revised definitions/legal obligations whereby any provider of financial services could be defined as a cash dealer, just as any purchased payment facility which permits the transfer of value might be subject to regulation where the value transfer exceeds a certain monetary threshold. Other measures which could be considered are greater interaction between the FTR Act and the more general regulatory structures under which the financial services industry operates, such as the registration of remittance dealers.

Telecommunications (Interception) Act 1979 (the TI Act)

The TI Act is designed to protect the privacy of communications passing over a telecommunications system in Australia by:

· prohibiting the interception of communications passing over a telecommunications system in Australia without a warrant; and

· prohibiting the use of material obtained from a lawful or unlawful interception except in tightly defined circumstances set out in the Act.

Part VI of the TI Act allows law enforcement agencies to intercept telecommunications under warrant. The essential features of the scheme are:

· only the AFP, the NCA and certain formally ‘declared’ State agencies may apply for warrants (ss.34 and 39);

· warrant applications must be supported by an affidavit setting out the information required by the Act to enable the Administrative Appeals Tribunal (AAT) member issuing the warrant to form a view on the matters about which he or she must be satisfied before exercising the discretion to issue a warrant (s.42);

· a warrant may be directed at a particular, identified telecommunications service or to any service which a person named on a warrant uses or is likely to use (named person warrants) (ss.45, 45A, 46 and 46A);

· the warrant issuer specifies the duration of the warrant and may impose conditions or restrictions and, in the case of named person warrants, specify particular services which may not be intercepted under the warrant (s.49); and

· the AFP retains responsibility for overall supervision of all interceptions (s.47).

Part VII of the TI Act prohibits the use of lawfully or unlawfully intercepted information except in the circumstances allowed in other provisions of Part VII. In relation to law enforcement, permissible uses are essentially those connected with the investigation and prosecution of certain serious criminal offences and in certain disciplinary proceedings against AFP officers, State police officers and Commonwealth and State public servants or officers accused of impropriety (ss.67, 68 and 74).

The overall objective is to balance the need to protect the privacy of communications passing over a telecommunications system within Australia while facilitating appropriate access by law enforcement authorities.

The legislation is designed to be technology-neutral and applies to any form of communication—voice, fax, images or data—passing over a telecommunications system. Therefore, it already applies broadly to modern forms of communications such as Short Message Services (SMS) over the GSM
 networks, email and other types of Internet communications, which at some stage must pass over a telecommunications system.

Challenges

The operational effectiveness of the TI regime can be affected to some degree by technological and economic change in the telecommunications industry. One such major change was the deregulation of the telecommunications industry from 1 July 1997. The new telecommunications environment provides customers, including criminals, with a wide choice of means of communication and of providers. Anecdotal evidence suggests that criminals, especially those involved in the illicit drug trade, are quick to exploit new technology to conceal their activities from lawful detection and investigation.

Some provisions of the Act relating to the issue of warrants were originally drafted on the basis that there was only one, government-owned provider of telephone services. This premise no longer held true after deregulation.

A specific example of the challenges presented to law enforcement by changes in the telecommunications industry was the marketing of pre-paid mobile telephone services without a contract and the general availability of contract mobile services from several competing telecommunications companies eager to acquire business. The nature of the GSM mobile telecommunications system is that it allows a subscriber to use several mobile services in the one handset simply by swapping their subscriber identity module (SIM) cards around. In addition, further products such as SMS and E-mail, have added to the technical (but not legal) difficulty agencies face in identifying and intercepting relevant communications. When a person under investigation is able to move rapidly among a selection of services, it becomes difficult to identify all relevant services in advance for the purposes of obtaining a separate warrant authorising the interception of each of those services. 

The Government responded to this problem by amending the legislation
 to provide for a new category of interception warrant: the named person warrant. Named person warrants enable an agency to intercept any services, which are, or are likely to be, used by the person identified on the warrant. Because a named person warrant is not confined to a particular service, an investigating agency now has the flexibility to rapidly connect and disconnect interceptions as the suspect changes from service to service during the currency of the warrant. The named person warrant provisions of the Amendment Act will be subject to a review in 2003.

The transformation of the telecommunications industry has only just begun. Further significant developments in the telecommunications market can be expected in the next few years as computer and telecommunications technologies converge. The Government will continue to monitor the legislation closely to ensure it meets law enforcement needs.

There are already a number of forums to receive feedback from stakeholders in telecommunications interception matters (see below). In addition, the Attorney-General’s Department has developed close liaison arrangements with the Australian Security Intelligence Organisation (ASIO), the Commonwealth and State law enforcement agencies and the AAT (in its capacity as warrant issuing authority). These arrangements have worked well in encouraging agencies to provide direct feedback on the operation of the Act and to identify any problems with the legal framework as soon as they become apparent.

Telecommunications Act 1997

Parts 13, 14 and 15 of the Telecommunications Act 1997 (the Telco Act) also affect telecommunications interception for law enforcement purposes. While the purpose of the Telco Act is to regulate the telecommunications industry, the focus of the provisions in Parts 13–15 is to ensure that the industry provides reasonable, necessary assistance for law enforcement purposes.

Part 13 protects the privacy of personal information about individual subscribers which is collected by telecommunications carriers. This information is collected for billing purposes but is also useful for law enforcement purposes. This protected information may be disclosed without a warrant to a member of a law enforcement agency where it is reasonably necessary for the purposes of enforcing the criminal law.

Part 14 of the Telco Act obliges network operators providing services to the public to take reasonable steps to prevent their networks from being used for criminal purposes (s. 313(1)). In relation to the operation of their networks or facilities or the provision of telecommunications services, network operators are also obliged to provide Commonwealth and State officers with such help as is reasonably necessary for purposes connected with the enforcement of the criminal law.

Part 15 of the Telco Act provides a regime for the development and supply of interception capabilities as distinct from the execution of individual warrants. Carriers and carriage service providers are obliged to develop and provide for each service they supply to the public, at their expense, an interception capability which will enable the execution of an interception warrant issued under the TI Act. Exemption from compliance with this obligation may be granted in certain circumstances. If agencies have any special requirements connected with the delivery of intercepted communications to their premises, such as formatting or particular protocols, the cost must be met by the agencies concerned.

To facilitate communication between the industry and the agencies, the Telco Act also establishes the following mechanisms:

· carriers and certain nominated carriage service providers must comply with the obligations to prepare and submit an annual interception capability plan. Annual interception capability plans are designed to give agencies a strategic overview of the direction a carrier intends to take in its business in so far as it might affect interception capabilities;

· carriers and certain nominated carriage service providers must notify the Australian Communications Authority of technological changes affecting the provision of help under Part 14 in connection with a requirement to provide an interception capability or an agency specific delivery capability. The ACA forwards such notifications to the Attorney-General’s Department to enable consultation with the agencies; and

· the Agency Coordinator, (at present a senior officer of the Attorney-General’s Department) provides a central point of contact for carriers and carriage service providers as well as acting as the formal decision maker in relation to agency decisions under Part 15 of the Telco Act. The underlying objective is to simplify the carriers’ and carriage service providers’ task of consulting agencies and to ensure that agency comment has been collated.
Electronic surveillance legislation

Laws regulating the use of listening devices by the AFP and NCA are spread between the Customs Act and the AFP Act.

Part XII, Division 1A of the Customs Act 1901 authorises members of the AFP and the NCA to use listening devices under warrant in connection with the investigation of a narcotics offence.
 Warrants are issued by nominated members of the AAT or a nominated judge and may either authorise the use of a listening device in the presence of a particular person named on the warrant or in identified premises in which the suspect is, or may be, present. The information collected may be used only in connection with the investigation and prosecution of a narcotics offence. It may also be communicated to the ASIO and other Commonwealth or State law enforcement agencies in certain limited circumstances.

Part II, Division 2 of the Australian Federal Police Act 1979 makes corresponding provision for AFP officers investigating any of the serious offences, known as class 1 and class 2 general offences set out in the definition in section 12B of that Act. The types of offences covered include murder, kidnapping, and specified offences from the Crimes Act 1914 (Com) and the Crimes (Offences against the Government) Act 1989 of the ACT. There is a broad, but not exhaustive, coverage of ACT offences to support the AFP in its ACT local policing role. Like Customs Act warrants, warrants under the AFP Act are issued to members of the AFP by nominated members of the AAT or nominated and eligible judges and may either authorise the use of a listening device in the presence of a particular named on the warrant or in identified premises in which the suspect is, or may be, present.

There are shortcomings in the present legislation. Because it is spread between two separate Acts, the law lacks clarity. More significantly, the NCA must operate under State legislation if no narcotics offences are involved. There is no Commonwealth provision regularising the use of other surveillance devices, such as tracking devices, computer keyboard input capturing devices, video surveillance in private premises and the installation of listening devices in packages or parcels.

The issue of listening device legislation is being considered by the Standing Committee of Attorneys-General in the context of the project for uniform national legislation supporting law enforcement. 

Electronic Transactions Act 1999

The Electronic Transactions Act 1999 (the Act) received Royal Assent in December 1999 and commenced by Proclamation on 15 March 2000.

The Act is based on recommendations by the Electronic Commerce Expert Group that reported to the Attorney-General in March 1998. The Expert Group recommended that the Commonwealth enact legislation based on the United Nations Commission on International Trade Law (UNCITRAL) Model Law on Electronic Commerce, an international legislative template intended to harmonise domestic legal approaches to e-commerce. Australia adopted the approach, the structure and all the key concepts of the Model Law, but, importantly, adapted it to suit Australian legal traditions and the policy aims of the Australian Government. The Model Law has also been adopted, or is in the process of adoption, in a number of countries, including Singapore, Colombia, Hong Kong and India. Template uniform e-commerce laws finalised in 1999 in Canada and the United States draw heavily from the Model Law. The recent directive of the European Commission on Electronic Signatures is consistent with the terms of the Model Law.  Other jurisdictions, such as New Zealand, are considering proposals to base their domestic laws on the Model Law.

The Act is part of Government’s strategic framework for developing the information economy in Australia. The strategic framework reflects the Government’s commitment to ensuring that all appropriate government services are available online by 2001.

The Act creates a light handed regulatory regime for using electronic communications in transactions.  The Act facilitates e-commerce in Australia by removing existing legal impediments that may prevent a person using electronic communications to satisfy legal obligations under Commonwealth law.  The Act gives business and the community the option of using electronic communications when dealing with Government agencies.

The Act identifies four types of requirements under a law of the Commonwealth that can be met in electronic form:

(a)
a requirement to give information in writing (section 9);

(b) a requirement to provide a signature (section 10);

(c) a requirement to produce a document (section 11); and

(d) a requirement to record or retain information (section 12).

A person must consent to receiving electronic communications.  Consent can be inferred from a person’s conduct.  The consent provisions do not extend to Commonwealth entities.  This would be inconsistent with Government’s commitment to delivering all appropriate Commonwealth services electronically.

Because the Commonwealth is excluded from the operation of the consent provisions, Commonwealth entities must accept electronic communications. However the Commonwealth is given certain specific powers. The ability to satisfy a legal requirement electronically is conditional upon a person complying with any particular information technology requirements for communication with a particular Commonwealth agency, including any particular electronic signature technology that must be used, and any action a person must take to verify receipt of information. The Act provides that any other laws that deal specifically with the use of electronic communications to satisfy writing, signature, production or retention requirements will be preserved. It is not the intention of the Act to override any existing or future laws that deal specifically with these matters.

The Act is implemented in two stages.  Before 1 July 2001 the Act only applies to laws of the Commonwealth specified in the regulations.  After 1 July 2001 the Act will apply to all laws of the Commonwealth unless they have been specifically excluded from the application of the Act.

Two sets of regulations have been made detailing almost 300 Commonwealth laws to which the Act applies right now. The Regulations are available on the Attorney-General’s Department e-commerce website.
 Additional regulations will be drafted as Commonwealth agencies continue to opt in additional laws. 

A national approach to electronic transactions is essential to the success of e-commerce in Australia. To this end the Commonwealth Government has worked in close cooperation with the State and Territory Governments to develop the uniform Electronic Transactions Bill 2000. The uniform Bill mirrors the substantive provisions of the Commonwealth's Act. On 3 April 2000 the Attorney-General announced that all jurisdictions had endorsed the uniform Bill.

When enacted by the States and Territories, the Uniform Bill will allow people to deal with many State and Territory departments and agencies electronically - in much the same way that they are now able to deal with many Commonwealth departments and agencies following the enactment of the Commonwealth's Act. The Uniform Bill will also apply to contract law. All contracts in Australia are based in the laws of the States and Territories. Enacting the Uniform Bill will mean that, for the first time in Australia, the law will make absolutely clear the general principle that a person can enter into contracts electronically.

The States and Territories are moving promptly to enact the uniform Bill. The Electronic Transactions Bill 2000 was introduced and passed through the NSW Parliament on 14 April 2000 and given Royal Assent on 3 May 2000. It will commence by proclamation on a date yet to be determined. The Electronic Transactions Bill 2000 was introduced into the Victorian Parliament on 6 April 2000. The Act was given Royal Assent on 16 May 2000 and came into operation on 1 September 2000.

Crimes Act 1914

Computer Offences

Part VIA of the Crimes Act 1914, entitled offences relating to computers, was enacted in 1989.

It creates criminal offences that are directed at two classes of situation. The first relates to the protection of Commonwealth computers and data contained in them. The second relates to unauthorised access, interference or damage to data contained in a computer by means of a Commonwealth facility, whether or not the victimised computer is a Commonwealth computer.

The provisions recognise the vulnerability of information in computer systems. The offences are intended to take account not only of frauds and other offences that might be committed across boundaries but also the potential use of Commonwealth facilities for hacking and for the deliberate causing of computer malfunctions through viruses or other means.

Search Warrants

Part 1AA of the Crimes Act, dealing with search warrants and powers of arrest, was enacted in 1994. It contains a number of provisions (ss.3L, 3M, 3N and 3R) dealing with the obtaining and execution of search warrants by electronic means. 

Application may be made for a search warrant by telephone, telex, facsimile or other electronic means, as may the response to the application. An officer executing a warrant may operate electronic equipment (including a computer) to see whether evidence is accessible by doing so. Evidence so obtained may be seized. If necessary, electronic equipment may be secured pending operation by an expert.

Proceeds of Crime Act 1987

Amendments to the Proceeds of Crime Act are under consideration following a review by the Australian Law Reform Commission. It is expected that those amendments will include amendments to the money laundering offence provisions, possibly including removing them to the Commonwealth Criminal Code.

Details of possible new legislation to establish a civil forfeiture regime are being developed. There are a number of issues to be addressed concerning the scope of Commonwealth legislation in this area.  These include:

· a new system of civil (non-conviction-based) forfeiture;

· new procedures to address the legal aid problem when assets are restrained;

· revised money laundering offences; and

· a proposal for coordinating Commonwealth and State proceeds confiscation.

The Commonwealth and each of the States and Territories have legislation, which allows a court to order the confiscation of the proceeds of, and benefits derived from the commission of serious offences. The legislation also allows:

· the restraint of property at an early stage pending trial for an offence;

· forfeiture of property connected to an offence or derived from the offence; and

· pecuniary penalties based upon benefits derived from the offence.

The legislation includes procedures to protect innocent third parties.

Depriving persons of the proceeds and benefits of offences means that those funds will be unavailable for reinvestment in criminal enterprise. The Proceeds of Crime Act 1987 has a two–stage process of restraint and forfeiture of property, which is designed to ‘break the back’ of the criminal wealth structure. Restrained assets are not forfeited until the person has been convicted of an indictable offence. In seeking to divest criminals of their ill-gotten gains, it also seeks to balance the interests of innocent third parties with the efficient administration of criminal justice.

The proceeds of crime legislation also makes provision for the examination and compulsory production of documents as well as the power to obtain search warrants in order to search for property or documents which can be used in identifying or locating assets.

Those information-gathering powers allow law enforcement officers to gain access to documents relevant to following the money trail and the transfer of property including tainted property. The investigatory powers include production orders, search warrants for property tracking documents, and monitoring orders.

Conclusion

· The Commonwealth’s approach to technology-related crime includes an emphasis on education and awareness-raising activities, crime prevention and harm minimisation initiatives and regulatory measures as well as detection, investigation and prosecution.

· With rapid developments in technology, Commonwealth legislative frameworks to support law enforcement operations will require continual monitoring and, where necessary, appropriate amendment.

· Legislation is reviewed on a needs basis by the Attorney-General’s Department and the Commonwealth law enforcement agencies to assess whether the relevant provisions enable law enforcement to address current and emerging criminal threats.

· With respect to offences, the work being progressed in cooperation with the States and Territories through the Model Criminal Code project to ensure that legislation adequately covers the use of computer technology for harmful activities is now nearing completion.

Chapter 3 The extent to which e-commerce facilitates the laundering of the proceeds of crime

Money laundering threats and opportunities

New technologies have enabled the level of e-commerce to grow rapidly. This growth however, and the infrastructure that facilitates it, has created increased opportunities for criminal exploitation for money laundering and a range of other offences, including identification fraud, financial fraud, corporate offences and Internet-based paedophilia activity.

In particular, financial services available through the Internet are providing additional means to facilitate and support serious criminal activity. In the view of law enforcement unregulated “cyberbanks” and credit card processing facilities in “tax havens” are assisting criminals through:

· significantly less or no audit trails – a complete circumvention of the financial system;

· enhanced capacity to physically move money via smart cards and e-cash;

· opportunities for organised crime to launder funds via non-traditional means;

· rapid expansion of on-line illegal gambling sites;

· the development of separate secure private banking networks (eg Intranets); and

· increased criminal use of encryption.

The extent that e-commerce infrastructure is currently being used to launder the proceeds of crime is unable to be quantified. For example, few cases have come to light involving exploiting of e-commerce and Internet banking services. This is likely to result from an inability by law enforcement to identify such activities and a reluctance of financial institutions to report losses for fear of losing marketing share.
                                                                                                                                                                                                                                                                                                                                                                                                

However, electronic fraud
 more generally is used to facilitate money laundering and illicit drug trafficking. Moreover, opportunities for the laundering of crime profits can be expected to increase as criminals become more proficient with e-commerce systems, in particular the use of cryptography.

One of the positive implications of new technologies in this context is the use of the AUSTRAC database by revenue and law enforcement agencies. Information from that database can be used to facilitate the tracing and tracking of suspected proceeds of crime. It means that the money trail can be followed in both directions, from its ultimate source at the street crime level through deposits into the financial system, and on to its ultimate destination. Both ends can lead investigators to hidden sources of income, hidden assets and to other principals. Naturally, identification does not necessarily start at the street end; it can start in the middle of the cash flow, at either end, or at any point in the process.

The Action Group into the Law Enforcement Implications of Electronic Commerce (AGEC) (see Chapter 2 for more detail), has been established to ensure that the priorities of law enforcement, including the risk of money laundering, are addressed as the infrastructure and policy, regulatory and legislative frameworks for e-commerce are developed and implemented.
Specific money laundering-related legislation

A key element of the Commonwealth’s legislation to counter money laundering is the FTR Act (outlined in Chapter 2). Briefly, the Act contains mandatory provisions for financial institutions to report cash transactions above $10,000, suspicious transactions and international funds transfers. The Act also requires financial institutions to verify the identity of signatories to accounts and prohibits the opening or operation of accounts in false names. Technological change has created additional scope for personal identity to be misrepresented in order to facilitate a wide range of criminal activity, including fraud, tax evasion, illegal immigration, and fraudulent claims against Commonwealth welfare and other programs. Misuse of personal identities has also created additional risks of money laundering activity.

A specific area of concern relates to payment systems that remove or substantially reduce the need for financial intermediaries. ‘A growing number of financial institutions are offering proprietary systems—computer based banking systems which allow customers to conduct their own financial transactions from their own premises. As a consequence, significant cash transactions, international funds transfer instructions and suspect transactions may not be reported to AUSTRAC.’
 This potential for avoiding the current ‘choke points’ for regulation—i.e. the statutory reporting requirement of cash dealers—creates opportunities to circumvent provisions of the FTR Act.

Issues of the vulnerability’s of the Commonwealth’s anti-money laundering arrangements under the Act arising from changes in technology, and possible responses, are discussed in Chapter 2.

The Commonwealth Proceeds of Crime Act 1987 (also outlined in Chapter 2) includes money laundering offence provisions. Those provisions make it an offence to engage in a transaction involving, or otherwise deal with, proceeds of crime. Overall, it is not considered that the form of the money laundering offence itself is affected by new or emergent technologies. Although the means of transacting or dealing with proceeds may be affected by developments in e-commerce and other technologies, the offence provision would not be affected by those changes.

Financial Action Task Force (FATF) on Money Laundering

By its nature money laundering is an international issue. The FATF was established by the G–7 Summit in Paris in 1989 to examine measures to combat money laundering. Australia is a member country of the FATF. In April 1990 the FATF issued a report containing 40 recommendations designed to provide a comprehensive blueprint for action against global money laundering. The NCA and AUSTRAC have regularly represented Australia in FATF Money Laundering Typologies meetings, conferences, Mutual Evaluations of member countries, and other discussions since the early 1990s. In 1996 the recommendations were modified to take into account recent trends and potential threats. As a result of this, recommendation 13 calls for member countries to pay special attention to money laundering threats inherent in new or developing technologies that might favour anonymity, and take measures, if needed, to prevent their use in money laundering schemes.

Furthermore, recommendation 3 calls for member countries to implement an effective money laundering enforcement program which should include multilateral cooperation and mutual legal assistance in money laundering investigations and prosecutions and extradition in money laundering cases, where possible.

The FTR Act provides that the Attorney-General may exchange FTR information with a foreign country under certain circumstances and in accordance with s. 37A of the Mutual Assistance in Criminal Matters Act, 1987.
 However, the advent of new technologies, and in particular new technology payment systems, which may potentially be used for the real time transfer of criminal proceeds, provides new challenges for Australian authorities. Australia’s capacity to respond to these challenges needs to be reviewed in the light of both international practice and changes in technological and criminal environments. In this regard, FATF recommendation 32 is of particular relevance. It states that: ‘each country should make efforts to improve a spontaneous or “upon request” international information exchange relating to suspicious transactions, persons and corporations involved in those transactions between competent authorities. Strict safeguards should be established to ensure that this exchange of information is consistent with national and international provisions on privacy and protection’.

Australia has taken a high profile in efforts to combat money laundering in the Asia Pacific region, leading to the establishment of the Asia Pacific Group on Money Laundering (APG) in 1997.  Australia continues to be the major financial contributor to the APG and hosted the annual meeting of the APG in Sydney in May/June 2000.  APG membership continues to expand, with recent additions making a total of 19 members.

Conclusion

· New technologies have created increased opportunities for criminal exploitation for money laundering and a range of other offences.

· The extent that  e-commerce infrastructure is currently being used to launder the proceeds of crime is unable to be quantified. However, opportunities for the laundering of crime profits can be expected to increase as criminals become more proficient with e-commerce systems.

· Central to the Commonwealth’s strategy to counter money laundering is the FTR Act. In terms of the efficacy of the anti-money laundering arrangements, technological change has created specific areas of concern in relation to payment systems that remove or substantially reduce the need for financial intermediaries and potential for greater misuse of personal identities.

· Australia must continue to play an active role in devising and implementing multilateral responses to transnational money laundering through its participation in FATF.

Chapter 4 Whether international law enforcement cooperation is adequate to meet the challenges of new technology

Introduction

With changes in international travel, communications and business over recent decades, it has become increasingly apparent that global crime—i.e. crime that ignores international borders—is of growing international concern. Persons engaged in many criminal activities do not recognise national borders, except to the extent that such borders enable them to exploit differences between various legal systems, and gaps in cooperation between national authorities. This is particularly the case with new technology-related crimes—hence the need for concerted international cooperation.

This chapter discusses the range of international cooperative mechanisms being developed to deal with criminal activity involving new technology. These focus primarily on investigation and prosecution of offences. These mechanisms include arrangements for information sharing the provision of Mutual Assistance and Extradition arrangements.

With all of these strategies, timeliness is paramount. In some cases, real–time observation of offences is critical. Of course, new technologies greatly facilitate law enforcement rapid communication and information sharing internationally. Nevertheless, negotiations can be very time consuming.

Extradition and Mutual Assistance

Extradition

The Extradition Act 1988 provides the framework for Australia’s extradition relationships with foreign countries. Extradition involves the delivery up by one country to another of a person wanted to stand trial or serve a sentence for a criminal offence against the laws of the requesting country. The practice of extradition reflects the concern of the international community that national boundaries should not allow fugitives to evade the criminal justice process.

Since the mid-1980s, Australia has significantly modernised its extradition regime, and has broadened its extradition relationships by becoming party to a network of treaty and non-treaty based arrangements with a large number of countries.

Australia’s ability to participate in effective extradition arrangements has been enhanced by a number of reforms to the legislation. These have involved the abolition of the requirement that extraditable offences be defined in accordance with a statutory ‘list’ of serious crimes (thereby enabling the extradition process to cover modern offences, such as computer crime). It has also involved the implementation of ‘no evidence’ extradition arrangements (thus reducing the possibility that persons wanted in respect of complex criminal matters will evade justice on the basis of differing evidentiary laws between national jurisdictions). Australia’s extradition practice has been enhanced by the use of new technologies in communications with overseas authorities. For example, documents forwarded to arrange the urgent arrest and detention of fugitives wanted overseas are often transmitted through electronic means.

The Mutual Assistance in Criminal Matters Regime

The Mutual Assistance in Criminal Matters Act 1987 (the Act) provides the legislative basis for Australia to negotiate, and enter into, arrangements with other countries to request and grant assistance in criminal matters. The Act came into force on 1 August 1988 and is administered by the Commonwealth Attorney-General and Minister for Justice and Customs.

Australia has entered bilateral mutual assistance in criminal matters treaties with a wide range of countries. In addition, ‘multilateral treaty’ regulations have been made applying the Act to certain countries to give effect to the mutual assistance in criminal matters obligations contained in the United Nations Convention Against Illicit Traffic in Narcotic Drugs and Psychotropic Substances and the Council of Europe Convention on Laundering, Search, Seizure and Confiscation of the Proceeds from Crime.

From 1 March 1997 the Act applied ‘passively’ to all foreign countries. Accordingly, in an appropriate case and subject to the safeguards in the Act, the Attorney-General has discretion to request or grant mutual assistance concerning a particular jurisdiction.

An essential and long-standing element of international mutual assistance treaties is the principle of reciprocity. This means that, subject to the requirements of each country’s domestic laws, countries should be able to request the same assistance as it is legally possible for them to provide.

Types of assistance

The types of assistance covered by the Act are:

· the taking of evidence, or the production of any document or other article;

· the issue of a search warrant and the seizure of any relevant things;

· the freezing, seizure and forfeiture of the proceeds of crime; and

· arrangements for witnesses to travel overseas to give evidence or assistance in relation to criminal matters.

Overseas developments in response to electronic crime

International attention is turning to the requirements of formal mutual assistance in criminal matters in the age of high-tech communications. In October 1999 the G8 formulated principles on Transborder Access to Stored Computer Data and agreed that such Principles should be implemented through treaties and national laws and policies. The central concept of these principles is the need for states to establish legal mechanisms which will enable them, on request by another state, to secure rapid access to and preservation of computer data which is likely otherwise to be rapidly lost or modified. The G8 Principles also support a flexible attitude towards access by law enforcement authorities of one State to publicly available data in another, or their access to data in another State with the consent of a person with lawful authority to disclose the data. 

Future issues which will require consideration include: 

· consultation with industry

· the G8 noted that, before these Principles on Transborder Access to Stored Computer Data can be translated into practice, further work is required, in consultation with industry. Issues include appropriate collection, preservation and disclosure of traffic data
, options for tracing networked communications across national borders in criminal investigations, and developing compatible forensic standards for retrieving and authenticating electronic data for use in criminal investigations and prosecutions.

· Draft Convention on Hi-Tech Crime

· the Council of Europe has developed this draft Convention. Among other things, the development of this instrument has highlighted the necessary link between the enhancement of domestic investigative powers and the capacity to provide international law enforcement assistance. The process to date has also underlined the difficulty in establishing acceptable regimes for the provision of assistance for the purposes of real-time investigation of transnational criminal activity, including on the Internet.

The United Nations Centre for International Crime Prevention (CICP) is also examining the matter. A background paper for the Tenth United Nations Crime Congress noted the need to examine conventional mutual legal assistance arrangements and practices to determine whether they meet the needs of modern cybercrime investigations. Areas that the CICP suggests might be examined include the general adequacy of powers to execute criminal investigations in computer networks and the possibility of taking expeditious measures to secure data on behalf of the criminal investigators of other States.

The Commonwealth of Nations is also pursuing initiatives in this area, based largely on the work being done in the Council of Europe forum.

Cyberspace crime and Mutual Assistance

The speed with which international cyberspace transactions are being conducted inevitably poses a particular challenge to the existing mutual assistance regime because it is based on the time-consuming consideration of requests by central authorities and courts. In some instances consideration may need to be given to the appropriateness of this type of control on exchange of information, leading either to modification of the mutual assistance regime or to its exclusion when dealing with certain matters. Issues of privacy and responsibility will also need to be adequately addressed.

To respond to this challenge, mutual assistance procedures should facilitate the obtaining of assistance from foreign jurisdictions for investigating and prosecuting offences in relation to e-crime. Where this involves subsequent disclosure of permanent electronic records held by Internet Service Providers (ISPs) and Internet-based Payment Providers, existing mutual assistance mechanisms may be adequate.

Problems

However, difficulties may arise in providing mutual assistance in other circumstances. For example, international cooperation may not be readily available in relation to transactions which leave no permanent material record (for example, the purchase of drugs using electronic cash; hacking offences), so that evidence will be lost if the transaction is not observed in real time. (Similar problems may arise in purely domestic investigations.)

Moreover, the utility of conventional mutual assistance processes is diminished in cases where the procedures are too slow to enable investigators to locate and restrain fugitive funds or to take reasonably quick measures to prevent the continuation of offences within a reasonable time (for example, the maintenance of websites which are displaying illegal pornography or making fraudulent financial offers).

Possible responses

It may be possible to put in place international agreements to ensure a high degree of cooperation in the detection of e-crimes which span more than one jurisdiction. These could take account of and be consistent with the regimes currently being developed in various international forums in relation to the general law enforcement implications of emerging cyberspace technologies.

Such agreements would also need to be consistent with and be supported by appropriate changes to the regime of assistance available to foreign law enforcement agencies established by the Act. Any such amendments would need to take account of privacy issues and be consistent with the law governing investigation and prosecution of purely domestic e-crime.

The Australian experience

From the Australian experience, there are two emerging issues in the development of mutual assistance in criminal matters practice to counter cybercrime: real–time assistance and the nature of the assistance which can be provided to foreign investigators under Australian law. The AFP has established links with the FBI and through that links with agencies in the other G8 countries and agencies in a number of other countries, to facilitate the investigation of electronic crimes that cross national borders.

The challenge of real–time assistance

In order to counter e-crime, Australia and other countries may have to consider developing mechanisms which allow law enforcement officers to provide real–time assistance to foreign investigators.

In common with worldwide arrangements, Australia’s current mutual assistance regime is geared to the type of investigation which takes place after an offence has been committed and in which the police are attempting to understand what took place after the event. However, this might not be the most effective way to fight e-crime. If investigators are required to wait until the offence is completed, the electronic trail will be cold, computer connections will have been disconnected and the data and evidence will be lost.

In a real–time investigation, police would seek to secure admissible evidence of criminal conduct. They would wait until a fresh crime is being committed and then undertake an investigation while the offender is still electronically connected and online so that the relevant messages could be traced back to their source and the offender could be detected red handed.

The nature of assistance which can be provided to foreign investigators under Australian law

Foreign investigators who are conducting a real–time investigation and who trace incriminating messages to Australia may require Australian police to provide them with immediate assistance. This may involve the exercise of compulsory powers in Australia (for example, the issue of search warrants). At the moment, Australian police could only provide such assistance by commencing their own investigation on the basis that the conduct under investigation may amount to an offence against Australian law. That option may not always be open.

Only some types of assistance can be provided to support a foreign investigation. Australia can, for example, apply for a search warrant under the Act to support a foreign investigation or apply for a production order. However, Australian law enforcement officers cannot apply for a telecommunications interception (TI) warrant or a listening device (LD) warrant to support a foreign investigation. A foreign mutual assistance request cannot initiate a TI warrant in the absence of a domestic Australian investigation.

There is a mechanism under which AUSTRAC data can be provided to a foreign country: s. 37A of the Act and subsection 27(3A) of the FTR Act. There is also a mechanism under which TI material obtained for an existing Australian investigation can be made available to foreign investigators: paragraph 5B(h) of the Telecommunications (Interception) Act 1979. However there is currently no mechanism under which material obtained by use of a listening device can be provided to a foreign country.

Based on reciprocity the basic principle which could be considered is that, subject to appropriate controls and safeguards, an investigation tool which is available to support an Australian investigation should also be available to support a foreign investigation into a like offence, unless there is some reason to the contrary. It could be argued that as the offender has chosen the medium of cyberspace to commit the crime, law enforcement officers should have the capacity to pursue the offender in that medium. The criminal may attempt to route the transaction through a number of jurisdictions and ISPs in order to conceal the electronic trail.

Law enforcement agencies, in cooperation with the Attorney-General’s Department and the DPP, are continuing to liaise with and monitor developments in the various international forums, including the G8, the CICP, the United Nations Crime Congress, and the Commonwealth of Nations. Necessary refinements to the mutual assistance regime to accommodate such developments will be considered, as appropriate.

Participation on international taskforces

World Customs Organisation

Customs is actively involved internationally in a range of areas including with the World Customs Organization (WCO).

The Customs Co-operation Council (CCC) established in 1952 was renamed the WCO in 1994 to better reflect its functions. It is an independent intergovernmental body with a mission to enhance the effectiveness and efficiency of Customs administrations. There are some 150 member Governments worldwide that are responsible for processing more than 95 per cent of international trade. Technological assistance is provided to members to modernise and improve Customs’ capabilities. There is recognition in the WCO of the importance of technological issues and it works closely with the World Trade Organization (WTO) and the United Nations Economic Commission for Europe (UNECE).

Key activities of the WCO include an initiative to develop a database for law enforcement. The Customs Enforcement Network (CEN) is a secure web site which will provide constantly updated shared data to members of the WCO. It is intended to centralise enforcement information, to improve its accessibility and to ensure that data is interchanged between member agencies.

The CEN still requires further development to be useful and its capacity and operation is currently under examination. The concept is based on the premise that transnational crime is transborder crime and therefore Customs has a role in the fight against this crime. Improved communications and intelligence sharing can mean more effective action against transnational crime.

For example, strategic assessments in relation to criminal activity require accurate, up to date information which it is hoped that CEN can assist. Customs currently accesses raw data held on WCO databases and this is useful for determining trends, profiling and target development. Contributions by Interpol, the International Narcotics Control Board (INCB) and the United Nations Drug Control Program (UNDCP) and analysis of data by these organisations will also provide a useful addition.

Customs is a member of and actively participates in the WCO Working Group on Transnational Organised Crime. The most recent meeting was held in May 2000 at which Customs National Manager Intelligence attended. 

Australia is also a participant in the Asia–Pacific Working Group on Transnational Crime which is a working group of the Council for Security Cooperation in the Asia Pacific (CSCAP). The CSCAP is an unofficial think tank supporting the ASEAN Regional Forum and is co-chaired by the Philippines, Thailand and Australia. 

Customs is active within the South Pacific forum implementing risk management processes and strategies to South Pacific nations under the South Pacific Forum Law Enforcement Program. Under that Program, Customs has also assisted with control and enforcement techniques with the available technological tools. To date, Customs has assisted Fiji and Vanuatu. Papua New Guinea, Palau and the Solomon Islands will follow. 

Future issues that will require attention for Customs include: 

· participation in arrangements for international cross recognition of public key infrastructure (PKI);

· managing offshore lodgement of Customs entries and international electronic pre-clearance arrangements—this will require both legislative change and international agreement, including with respect to technology; and

· participation in efforts by the WCO to evaluate the impact of e-crime and fraud on customs, to develop international responses to issues including e-commerce and cryptography.

There is also a need to revitalise relationships with organisations such as the International Chamber of Commerce, Universal Postal Union and the International Express Carriers Council for both regulatory and law enforcement purposes.

International Organisation of Computer Evidence (IOCE)

The AFP is Australia’s representative on the board of the IOCE. Other countries represented on the board include the USA, the Netherlands, and the UK. The IOCE was established following recognition by the G8 countries of the need for ‘common’ computer evidence standards to combat criminal activity that crossed international borders. Computer forensic representatives from those countries (G8) first met at Quantico, Virginia, USA in May 1993. Membership of IOCE has since been expanded to include non-G8 countries.
The objectives of IOCE are to:

· identify and discuss issues of common interest;

· facilitate the international dissemination of information; and

· develop recommendations for consideration by the member agencies.

Current IOCE activities include:

· developing standards in connection with computer evidence;

· developing communications services between member agencies; and

· holding conferences to exchange information and develop working relationships.

The following principles have been agreed for ratification by the G8 countries:

· upon seizing digital evidence, actions taken should not change that evidence;

· when it is necessary for a person to access original digital evidence, that person must be competent with regard to forensic methods;

· all activity relating to the seizure, access, storage or transfer of digital evidence must be fully documented, preserved and available for review;

· an individual is responsible for all actions taken with respect to digital evidence whilst the digital evidence is in their possession; and

· any agency, which is responsible for seizing, accessing, storing or transferring digital evidence is responsible for compliance with these principles.

The IOCE is currently focusing on the issue of ‘forensic competency’, with an aim to reach agreement on international accreditation and validation of tools, techniques and training. Further consideration is also being given to issues relating to practices and procedures for the examination of digital evidence and sharing of information relating to hi-tech crime and forensic computing, such as events, tools and techniques.

Conclusion

· While many initiatives are already under way to strengthen cooperative international effort against e-crime, more progress is required.

· This is particularly important to achieve accord with the general principle that investigation tools should be equally available to law enforcement around the globe, subject to appropriate controls and safeguards, unless there is some reason to the contrary. In this context, real time transnational investigation presents a major challenge.

· Ongoing priorities also include:

· standardising processes for the collection of computer evidence;

· improving information exchange; and

· improving communications and working relationships between law enforcement agencies around the globe.

Appendix A

Overview of Commonwealth law enforcement agencies

Australian Customs Service

The Australian Customs Service (Customs) was established in its present form on 10 June 1985 by s.4(1) of the Customs Administration Act 1985. Previously, Customs existed in a variety of forms, originating from the Department of Trade and Customs established at Federation on 1 January 1901. 

Customs derives its authority and powers principally from the Constitution, which provides for the levying of customs duties. This is given legislative expression through the Customs Act 1901, the Customs Tariff Act 1995 and related legislation. Customs also administers legislation on behalf of other government agencies, principally in relation to the movement of goods and people across the Australian border. 

The organisation has three principal roles:

· to facilitate trade and the movement of people across the Australian border while protecting the community and maintaining appropriate compliance with Australian law; 

· to assist Australian industry through the delivery of Government support measures; and 

· to efficiently collect customs revenue.

Customs operates independently and in conjunction with other law enforcement agencies, as the need arises, to investigate and prosecute offences. Arrangements are in place for sharing intelligence and to use technology as a means of doing so particularly under the National Illicit Drugs Strategy arrangements. Customs uses modern case management technology in its investigations and as necessary calls upon AFP computer forensic services. It is also a member of Heads of Commonwealth Law Enforcement Agencies (HOCOLEA). 

The Border Division of Customs uses technology that aids the detection, search, examination or surveillance of ships, aircraft, goods or persons entering Australia (e.g. using x-rays, ionscan devices, drug detector dogs, special radio communications arrangements etc). Over 15 million international air passengers travel annually. The interdiction of prohibited goods including narcotics and steroids is an organisational priority. 

Given the size of Australia’s coastline and approach sea ways, technical surveillance, aircraft and seacraft capabilities and the establishment of a National Surveillance Centre for Coastwatch activities are crucial to Customs’ border-related functions.

The detection of Suspect Illegal Entrant Vessels (SIEVs) perhaps involved in people smuggling or other unlawful activity is an ongoing task. During 1998–1999, the area covered by all aerial surveillance resources was 87 million square nautical miles. Customs is keen to maintain a cutting edge approach to technological issues in this area.

Significant changes to Customs processing arrangements have arisen through the implementation of cargo management re-engineering (CMR). Using electronic business innovations, this aims at reducing costs and increasing cargo management efficiency in both the private and public sectors. CMR will place Customs at the leading edge of customs processing worldwide and will allow the Australian trading community and Customs to take advantage of international developments in e‑commerce.

Australian Federal Police (AFP)

The role of the AFP is to enforce the Commonwealth criminal law and protect Commonwealth and national interests from crime in Australia and overseas.

The AFP’s functions are set out in s.8 of the Australian Federal Police Act 1979. These functions include the provision of police services in relation to:

· laws of the Commonwealth;

· property of the Commonwealth (including Commonwealth places) and property of authorities of the Commonwealth;

· the safeguarding of Commonwealth interests; and

· anything incidental or conducive to the performance of the foregoing functions.

Within this framework, the AFP is expected to pursue clearly defined outcomes agreed by the Government. The outcomes currently being pursued by the AFP are:

· the investigation and prevention of crime against the Commonwealth and protection of Commonwealth interests in Australia and overseas; and 

· that policing activity creates a safe and secure environment in the Australian Capital Territory (ACT).

The Government shapes AFP priorities by the issue of Ministerial Directions, made previously under s. 13(2) of the AFP Act, and currently under s. 37(2) of the Australian Federal Police Amendment Act 2000.

The current Ministerial Direction, issued in February 1999, requires the AFP to give special emphasis to:

· countering and otherwise investigating illicit drug trafficking, organised crime, serious fraud against the Commonwealth, money laundering and the interception of assets involved in or derived from these activities;

· providing community policing services in the ACT, Jervis Bay and external territories;

· providing protective security services to the Governor-General, federal parliamentarians, internationally protected persons, other persons who are of specific interest to the Commonwealth, witnesses and special events; and

· investigating special references and performing special tasking from Government.

Against this background, the AFP continues to develop the capabilities to deal with new forms of criminal activity as a matter of priority. Particular emphasis is being given to the investigation of economic crime in all its forms, transnational crime, and crime involving information technology and communications (including e‑commerce).

Australian Transaction Reports and Analysis Centre (AUSTRAC)

AUSTRAC is Australia’s anti-money laundering regulator and specialist financial intelligence unit. It oversees compliance with the reporting requirements of the Financial Transaction Reports Act 1988 by a wide range of financial service providers, the gambling industry and others. It also provides financial transaction reports information to Commonwealth, State and Territory law enforcement, security and revenue agencies.

AUSTRAC is a prescribed authority within the Commonwealth Attorney-General’s portfolio. Its head office is in Sydney, with smaller offices in Melbourne, Perth and Brisbane.

AUSTRAC’s mission is to make a valued contribution towards a financial environment hostile to money laundering, major crime and tax evasion. Through its compilation and analysis functions, it monitors and identifies money laundering related to serious crime and major tax evasion. It provides financial intelligence to the Australian Taxation Office (ATO) and Commonwealth, State and Territory law enforcement, security and revenue agencies.

Commonwealth Director of Public Prosecutions (CDPP)

The CDPP is a statutory agency established under the Director of Public Prosecutions Act 1983. The CDPP is the agency responsible for prosecuting offences against Commonwealth law and recovering the proceeds and instruments of crime committed against Commonwealth law.

The CDPP is not an investigative agency. It relies on other agencies, including the AFP, the NCA and the ASIC, to investigate alleged offences and prepare briefs of evidence to support prosecution and recovery action. The CDPP operates independently of the investigative agencies. However, it provides legal advice and other assistance to the investigators, as required.

National Crime Authority (NCA)

The National Crime Authority (NCA) was established by Commonwealth legislation, the National Crime Authority Act 1984 (NCA Act). The NCA Act is underpinned by complementary legislation in each State and Territory (National Crime Authority (State/Territory Provisions) Acts). The NCA is an independent statutory authority with national functions—its obligations are to serve the national interest, both Commonwealth and State. It is the only law enforcement agency in Australia with a multi-jurisdictional investigative capacity. 

Under the Acts that relate to it (both Commonwealth and State), the charter of the NCA is to investigate and combat serious organised crime on a national basis. More specifically, the functions of the NCA are defined in s.11 of the NCA Act as being:

· to collect and analyse criminal information and intelligence about relevant criminal activities and disseminate it to other law enforcement agencies;

· to investigate matters relating to relevant criminal activities, using general investigative powers or using special powers (that is, matters referred to it by the Commonwealth Minister under s.13 of the NCA Act or by a State or Territory Minister under s.5 of the relevant State or Territory legislation); and

· to establish and coordinate task forces with Commonwealth, State and Territory agencies to investigate criminal activities.

In the performance of these functions the NCA may make recommendations for the reform of the law relating to relevant offences and administrative practices.

As a national body, the NCA is accountable to Commonwealth, State and Territory Ministers responsible for administering the NCA’s legislation in their jurisdictions through the Inter-Governmental Committee on the NCA (IGC-NCA), which is chaired by the Commonwealth Minister for Justice and Customs.

To facilitate its task, where a reference to conduct a special investigation has been approved by the IGC-NCA and issued by a State or Territory, or issued by the Commonwealth after consultation with the IGC-NCA, members of the Authority have been entrusted with special or coercive powers, such as the power to summons persons to appear at hearings and require persons to produce documents. Agencies with similar coercive powers include the NSW Crime Commission and Independent Commission Against Corruption; the Queensland Criminal Justice Commission and Crime Commission; and Commonwealth bodies such as the Australian Securities and Investments Commission and the Australian Competition and Consumer Commission. These are power beyond those given to any police service.

The NCA’s vision is ‘an integrated and national response to organised crime’. Its mission is to ‘counteract organised criminal activity and reduce its impact on the Australian community in partnership with other agencies’.

The NCA’s Corporate Plan recognises the importance of partnerships in counteracting organised criminal activity. Consistently with this the NCA is a partner with all Australian law enforcement agencies and takes investigators on secondment from most Australian police services. In addition, officers from other Commonwealth agencies such as the Australian Customs Service and the Australian Taxation Office are seconded to the NCA. The NCA reimburses seconding agencies salary and on‑costs for seconded officers. Therefore while the Authority is not a police force or service, and must not duplicate the role of any police service, it works closely with all law enforcement agencies.

Current priorities for the NCA, as determined by the IGC-NCA, are the investigation of South–East Asian organised crime (‘Blade’), the investigation of fraud against the Commonwealth and money laundering (‘Swordfish’) and the investigation of established criminal networks (‘Freshnet’).

Appendix B

Related Activities

Protection of National Information Infrastructure (NII)

The NII is those elements of the information infrastructure that are critical to Australia’s political, strategic and socio-economic wellbeing as a society.

It is made up of essential services such as telecommunications, banking and finance, transport and distribution, energy and utilities, information services and critical government services.

The recent virus and denial of service attacks have highlighted the potential impact of computer attacks on business in particular and society in general. The number and complexity of such attacks can be expected to increase as the uptake of the technology grows and computer literacy increases. Similarly as our dependence on information technology for business and government grows, so we become more vulnerable, both economically and socially, to such attacks.

To protect the NII, in August 1999 the Government adopted a five point strategy that involves:

· cooperative arrangements between public and private sectors;

· integrating electronic and physical protective security and response arrangements in the public sector;

· encouraging further development of a response capability in the private sector and improving that in the public sector;

· building a threats and vulnerability data base; and

· keeping arrangements under review.

The Government has provided $2 million in the 2000–2001 Budget for implementation of the strategy. This will facilitate coordinated development of measures to protect, detect and respond to any attacks directed against Australia’s NII.

The Government’s strategy involves cooperative arrangements between the public and private sector through a Consultative Industry Forum and a Standing Interdepartmental Committee on Protection of the NII.

The Government also recognises that the Internet and the global information infrastructure are not constrained by national boundaries. International cooperation is necessary to ensure the protection of international links.

Australia has raised the issue of critical infrastructure protection in international fora such as APEC and the OECD. We have also engaged in discussions with a number of our overseas partners and have been involved in international cooperation on infrastructure protection issues.

CrimTrac

The Commonwealth Government has committed $50 million to establishing a national crime information system—CrimTrac. CrimTrac’s key deliverables will be:

· the new National Automated Fingerprint Identification System;

· the National DNA Criminal Investigation System; 

· the National Child Sex Offender Database; and

· integrated national access to a range of operational policing information systems.

Spurred on by the need to replace a very outdated national fingerprinting system and provide police with leading edge information and investigation tools, all jurisdictions have given a commitment to the establishment of CrimTrac as a matter of priority. CrimTrac will be a world leader in the range and comprehensiveness of information available to police and other authorised agencies on a real time basis.

On 1 July 2000 the CrimTrac Agency was established as an Executive Agency under the Commonwealth Public Service Act 1999 to provide these deliverables and it assumed the functions previously undertaken by the National Exchange of Police Information (NEPI). NEPI no longer exists.

The National Automated Fingerprint Identification System (NAFIS)

The Australian Police Jurisdictions have had a national computerised fingerprint identification system (NAFIS) since 1987. The current NAFIS system is now outmoded. In any case, it will reach full capacity in early 2001. CrimTrac has signed a contract with the French company SAGEM, a world leader in the production of fingerprint computer systems, to develop a new system.

Police will soon have the ability to take, record and search fingerprints electronically by the use of ‘Livescan’ units that will be installed at Charge Stations. A ‘Livescan Unit’ can record and transmit fingerprints to a central searching facility and notify results of searches within minutes, thus removing the risk of releasing wanted criminals before their true identities are known.

The new system will record photographic quality images of fingerprints in 256 shades of grey, unlike the present system that uses binary black and white images. This will obviate the need for fingerprint technicians to use hard copies of fingerprints when making comparisons. The ability will exist to perform fingerprint searches directly from the database against nominated targets (repeat offenders).

The new NAFIS will also have a searchable palmprint database containing 4.6.million palms making it the largest palmprint database in the world. This, coupled with image enhancement tools that are built into all workstations and improved searching algorithms, will give Australian Police a crime fighting tool that is better than any of its type in the world today. 

Practices and procedures for using fingerprint evidence from crime scenes (latents) will be greatly improved through a latent enhancement package that enables sophisticated scanning, analysis and comparison of images. For example, it will be possible to superimpose separate latent images (two images on top of one another), and clarify of ridge structure that was previously too dark to be able to work with. Any image enhancement performed by a fingerprint expert on a latent will be able to be stored on the system as a permanent record which can be produced in court as a step by step record of how that image has been enhanced; and all latent images will be stored under a case file program which will automatically generate sequentially numbered latent images within the case file;

Work is under way at the SAGEM site in the USA to convert all current fingerprint records to digital images. As well, the design features of the system are being put in place. The new system will have significant flow-on effects for work practices, throughput and accuracy, taking Australia’s police services towards a world leading fingerprint identification and investigation system.

The National DNA System

DNA profiling is the biggest breakthrough for law enforcement since fingerprinting as a key, proven investigative tool. Samples can be extracted from a number of sources on a suspect’s body (e.g. blood, saliva, hair etc). They may also be retrieved from objects at a crime scene (e.g. glass, cigarette butts).

The use of DNA databases for law enforcement has proved highly successful overseas. The UK DNA database established in 1995 has over 600,000 profiles and achieves 300 matches between crime scenes and database per week. In the US the FBI established a national DNA database in 1998 and, since October 1998, has made more than 400 matches that have aided over 600 investigations. DNA testing enables the innocent to be eliminated from further investigation. A recent report indicates that one third of all DNA testing in the USA has cleared innocent people. In Australia, the use of mass screening of volunteers to eliminate suspects was used in a criminal investigation in Wee Waa.

Several DNA databases are operating in Australia (e.g. Vic, NT and SA). These have proved effective within these jurisdictions. The national DNA system is planned to provide a modern capacity to match DNA profiles from individuals and crime scenes on a national basis using several modes of delivery.

PANDA and the National Child Sex Offender System

Within the eight Australian law enforcement jurisdictions, there are multiple databases of policing information. PANDA (the Police Access to National Data Asset system) is designed to provide national access to these jurisdictional databases. The first step for PANDA is to consolidate the information from these within each jurisdiction, then, within appropriate guidelines, extract the desired information for replication on a national database. The factual information kept on child sex offenders will be part of the information stored on criminal court outcomes. It is intended at a later stage to collate available intelligence information about child sex offenders and provide this information under very tight security to authorised police personnel.

In addition to criminal history information of all offenders, PANDA will also provide access to court notices including Domestic Violence Orders, Apprehended Violence Orders, Warrants and Bail Conditions, facial features (mugshots), distinguishing features/tattoos, firearms licences, vehicles of interest and driver information, charged persons, and missing persons, including details of their disappearance.

PANDA will use Web-based technology to present a consolidated view of the separate jurisdictional databases. This will enable quick police access to information without time zone problems. Satellite technology will be used where conditions are too remote and rugged to use landlines.

The delivery architecture using web browser type technology will allow access for authorised users on a private, encrypted intranet and will also allow for future adaptation to other technologies: voice activated devices, in-car computers and so on. A comprehensive security and access control infrastructure will be developed, to ensure the privacy and appropriate use of the sensitive information that law enforcement involves.

The long-term vision is to provide a solid base for future national common updating systems so that development costs can be kept to a minimum and ‘best practice’ systems and new technologies can be introduced quickly where appropriate. PANDA will be implemented in stages, to ensure that each innovative module is tested and stabilised before the users are introduced to the next features. 

Appendix C

Technologies in support of Customs functions

‘Backscatter’ X-Ray

The Customs currently uses x-ray systems manufactured by American Science and Engineering (AS&E) incorporating patented ‘Backscatter’ technology. Approximately 25 percent of all drug and currency seizures by the Customs are directly attributable to backscatter and would not have been detected by conventional x-ray.

Customs has 37 AS&E units in operation, including 9 mobile x-ray vans, which are deployed at international airports, cargo and postal processing facilities. 

Ionscan

The Ionscan is a trace particle detector based on the principles of Ion Mobility Spectrometry. It detects sub microscopic traces of narcotics or explosives at the low nanogram (1 billionth of a gram) level of concentration and can be programmed to detect up to 45 narcotics or explosives. Analysis takes 8 seconds and the operator is presented with a graph on a computer screen. This data can be stored for future reference. Ionscans have proven to be particularly effective in the field and are in operation at airports, seaports, cargo and postal facilities throughout Customs. A total of 51 Model 400B Ionscan machines are currently in operation.

K910B Buster

The Buster is a hand held gamma backscatter device that detects differences in density behind a solid surface. The instrument is placed against a flat surface and when activated emits a narrow beam of gamma energy from a sealed Barium 133 source. Items of low density allow the beam to pass through and disperse—higher densities will reflect the beam back. The degree of reflection is displayed as a numeric value. Significant changes of density will trigger an audible alarm.

The Buster is very effective in the examination of vehicles, cabins of ships and container walls.

Closed circuit television (CCTV)

The Customs has commenced the rollout of a national Waterfront CCTV surveillance network. This system will provide 24 hour monitoring of ports and wharves of highest risk, not only from the nearest Customs office but also from the regional headquarters and from a 24 hour monitoring centre that has been established in Melbourne. Video Motion Detection (VMD) technology, developed by a South Australian company, will form an integral element of the system.

Extensive CCTV systems are in operation at all major airports. 

Drug Detector Dogs

Forty-one dog teams operate nationally and cover all major airports and seaports. They operate extensively at mail centres as well. All training of dog teams is undertaken at a central facility based in Canberra. Training of teams for neighbouring countries is also undertaken on a regular basis.

To enhance detector dog capability, Customs has developed its own dog-breeding program that has ensured the supply of quality animals for training purposes. Dogs surplus to Customs needs are made available to other federal and State agencies and to selected overseas law enforcement agencies.

Radio Communications

Customs currently operates and maintains long range (HF) and short range (UHF) communications platforms. Both these are subject to review at present with a view to upgrading to current state of the art systems, similar to an Australian Public Safety Communication (APCO) 25 radio network that was installed in March 2000 in the remote Torres Strait region. This network, while owned and operated by Customs, is available to all law enforcement and defence agencies and permits access for reporting of unusual activity by local communities.
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