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Glossary

	ABCI
	Australian Bureau of Criminal Intelligence

	ACCC
	Australian Competition and Consumer Commission

	ACPR
	Australasian Centre for Policing Research

	ACS
	Australian Customs Service

	AFP
	Australian Federal Police

	AGEC
	Action Group into the Law Enforcement Implications of E-commerce

	Amphetamine-type substances
	Chemically manufactured synthetic drugs that act in a similar way to naturally occurring adrenaline and certain neurotransmitter molecules in the brain.

	APG
	Asia Pacific Group on Money Laundering

	APMC
	Australasian Police Ministers Council

	ASIC
	Australian Securities and Investments Commission

	ASIO
	Australian Security Intelligence Organisation

	ATM
	Automated Teller Machine

	ATO
	Australian Taxation Office

	AUSTRAC
	Australian Transaction Reports and Analysis Centre

	CLEB
	Commonwealth Law Enforcement Board

	CLEICC
	Commonwealth Law Enforcement Intelligence Consultative Committee

	CNOC
	Complex National Organised Crime

	COE
	Council of Europe

	CSIRO
	Commonwealth Scientific and Industrial Research Organisation

	Cyber-forensics
	Application of computer and digital technological systems investigation and analysis for determining potential evidence.

	Digital Cash
	A system of purchasing cash credits in relatively small amounts, storing the credits in a computer and spending them when making electronic purchases over the Internet.  There are many commercial names.  Digital cash can also be stored on stored value card systems (eg Smart card).

	Digital Signature 
	Systems that allow people and organisations to certify electronically such features as their identity, their ability to pay, or the authenticity of an electronic document.

	DPP
	Director of Public Prosecutions

	DSD
	Defence Signals Directorate

	ECTF
	Electronic Commerce Task Force

	EFT
	Electronic Funds Transfer

	EFTPOS
	Electronic Funds Transfer at Point of Sale

	Email
	Electronic mail

	FATF
	Financial Action Task Force on Money Laundering

	FBI
	(US) Federal Bureau of Investigation

	FTP
	File Transfer Protocol – A standard Internet protocol designed to exchange files between computers on the Internet.

	FTR Act 


	Financial Transaction Reports Act 1988 (C’wealth)

	FTR 
	Financial Transaction Reports (all reports required under the Financial Transaction Reports Act (C’wth) 1988).

	HOCOLEA
	Heads of Commonwealth Operational Law Enforcement Agencies.

	Internet
	The vast collection of inter-connected networks that all use the TCP/IP protocols.

	Intranet
	A private network inside a company or organisation, similar in principle to the Internet.

	IP
	Internet Protocol is the protocol of the TCP/IP suite that routes messages from one Internet location to another.  Usually read as a series of numbers with decimal points (eg 123.456.78.90) and useful for tracking messages.

	ISP
	Internet Service Provider

	IT
	Information Technology

	LAN
	Local Area Network

	LEA
	Law enforcement agency

	MAC

MCCOC
	Ministerial Advisory Committee

Model Criminal Code Officers Committee

	MOU
	Memorandum of Understanding

	NCA
	National Crime Authority

	NCA Act 1984/ NCA Act
	National Crime Authority Act 1984 (C’wealth)

	NIDS
	National Illicit Drug Strategy (‘Tough on Drugs’)

	NOIE
	National Office for the Information Economy

	NSWCC
	NSW Crime Commission

	OECD
	Organisation of Economic Co-operation and Development

	OGO
	Office of Government Online

	PC
	Personal Computer – Generically any computer designed to be used by one person, specifically the IBM PC and others compatible with it.

	SGE
	Secure Gateway Environment – a secure extranet

	SIM card
	Subscriber Identity Module card

	SMS
	Short Messaging Service – wireless text messaging service

	SSL
	Secure Socket Layer

	SVC
	Stored Value Cards – also known as Smart Cards

	URL
	Uniform Resource Locator – The standard way to give the address of any resource on the Internet that is part of the World Wide Web.  Eg http://www.address.com

	World Wide Web
	Developed in 1990/91 by CERN (Centre européen pour la recherché nucléaire) [European Centre for Nuclear Research]).  This hypertext-based form of communication allowed the Internet to become as popular as it has.


1.
Introduction

1.1 New technologies have profoundly changed the way people and corporations, including criminals and criminal enterprises, communicate, create and exchange information, especially wealth. Data is moved and manipulated electronically. While it is recognised that these technologies have enormous benefits, they also pose rapidly growing and serious vulnerabilities.  In particular opportunities for concealing wealth and disguising its source from investigators and revenue collectors are readily available to persons intent on exploitation.

1.2 New technologies are having a significant impact on NCA investigations. From a positive perspective, the NCA employs a range of technologies to detect and investigate complex national organised crime. For example, investigators utilise electronic surveillance provided by listening devices, miniature video cameras, tracking devices, data capturing devices and telecommunications interception. Investigators also use cyber-forensics to retrieve and analyse data from computers. From a negative perspective, the criminal opportunities presented by emerging technologies are formidable.  Many are being exploited by criminals to execute and conceal  their activities by for example:

· Using multiple mobile phones and SIM cards, often in false names, to evade telecommunications interception.

· Communicating over the Internet to plan offences and avoid telecommunications interception.

· Employing emerging widespread digital encryption applications to conceal messages sent over the Internet and via related mobile messaging systems (e.g. SMS).

· Using the Internet to carry out frauds, distribute inappropriate material or obtain false identity documentation.

· Using a range of technologies to conceal identity and maintain anonymity (e.g. advanced photocopying systems).

· Using international and electronic funds transfer (EFT) facilities to transfer proceeds of crime offshore.

· Developing new chemical techniques to create new forms of illicit drugs, particularly amphetamine-type substances.

· Applying new chemical techniques to conceal the importation of illicit drugs (e.g. the impregnation of imported plastic with heroin). 

1.3 Increasingly law enforcement is required to investigate activities where criminals have relied upon information technology to commit crimes, or conceal the proceeds of crime.  Many of those activities, such as extortion, money laundering and fraud, are not new.  What is new is the wide accessibility of new technologies that can facilitate these activities and therefore the sheer scale of potential criminal conduct.

1.4 Investigating and policing these activities effectively is beyond the capabilities of regulatory and law enforcement agencies as they are currently resourced and empowered.  A fundamental issue is that an appropriate proportion of the prosperity resulting from society’s uptake of new technologies needs to be re-invested in law enforcement and other programs to ensure an ordered and secure e-commerce environment.

1.5 The NCA recognises that the complex and varied nature of technology effected crime defies a single policy or legal solution. This is compounded by the rate of technological change, which requires constant vigilance and constant updates to the legal, regulatory and investigative environments. Under the NCA Act, the NCA is able to make recommendations about law reform.
 

1.6 In terms of identifying broad holistic law enforcement solutions, the NCA supports and participates in a range of current relevant forums, in particular the lead forum – the Action Group into Electronic Commerce (AGEC) chaired by AUSTRAC.  The NCA is committed to supporting implementation of the AGEC Action Plan where possible. The Plan aims to improve law enforcement’s response to changing information technology. The Action Plan includes addressing the following key issues:

· development of joint public and private sector strategies designed to raise awareness and manage risks associated with advances in the information economy;

· improving IT skills in the public and private sectors; 

· developing appropriate levels of interception and computer forensics capabilities;

· advocating for appropriate levels of electronic authentication;

· facilitating appropriate record keeping standards for Internet Service Providers; and 

· addressing the need for appropriate international agreements that assist in the effective administration of Mutual Assistance, Extradition and associated arrangements.

1.7 The NCA also needs an internal capacity to identify and utilise new technologies that will assist investigations into complex national organised crime.  At this stage, our response is limited to establishing a basic cyber-forensics capability.  Cyber-forensics is the application of computer investigation and analysis for determining potential evidence. The development of an in-house cyber-forensics capability will enable NCA investigation teams to include information technology investigative experts in much the same way as current multi-disciplinary teams include accountants, lawyers, intelligence analysts and other professionals.  Other law enforcement agencies also require an effective cyber-forensics capacity.
1.8 Related skills are also required at the “coal-face” of law enforcement.  Crime scene and other on-site investigations need skilled officers who can secure computers, access data and determine its possible relevance to an investigation.  

1.9 Although any such enhancement (e.g. IT professionals, investigator training, etc) is costly, the NCA will require real expertise in this field if it is to counter the emerging and complex array of IT facilitated offences. This is particularly essential for countering money laundering and revenue fraud methodologies that rely on the Internet and other digital technologies. The inclusion of cyber-forensic skills in NCA investigations is directly linked to capabilities and resources.  This is also the case in relation to other law enforcement agencies.

1.10 In the interim, the NCA seeks assistance from the computer crime groups of the AFP or other police services. This has implications for the allocation of financial resources and makes co-operation and sharing of expertise between law enforcement agencies of ever greater importance. The ACPR paper “The Virtual Horizon: Meeting the Law Enforcement Challenges” recognises the need for a national forensic computing capacity (ACPR, Scoping Paper, 2000, p.xxiii) given the expense of cyber-forensics, the multi-jurisdictional nature of many IT-related offences, and the need to strategically allocate and share resources.

1.11 One factor driving cyber-forensics development is the increasing occurrence of IT effected offences. This is occurring on an international and domestic scale.  For example the FBI has recorded an increase in the number of pending investigations that involve the exploitation of technology.  Both investigations and successful prosecutions have increased significantly; in the 1997 financial year there was a 110% increase in information, 950% increase in arrests and 88% increase in convictions.
  The NCA is increasingly encountering organised criminals who use the Internet, including encryption, to assist in the commission of offences.

1.12 Another factor is the identified need for a range of new offences to counter the illegal use of computers, especially the Internet. The ACPR (Thompson & Berwick, 1997; ACPR Scoping Paper, 2000) and Model Criminal Code Officers Committee (MCCOC) have released reports which refer to the need for uniform Australian legislation with respect to computer offences (for example, the unauthorized access to, use of and damaging of data; refer MCCOC, Discussion Paper, Damage and computer offences, Jan 2000; Grabosky, P. Computer Crime: A criminological overview).  

1.13 Significantly, the NCA is restricted to investigating in their own right technology-related offences that fit established offence categories, such as theft or fraud. If new computer offences and offences relating to communication or data transmission via telecommunications networks (the Internet) were introduced, it would be useful if they were included in paragraph (d) of the definition of ‘relevant offence’ in subsection 4(1) of the NCA Act.  This would empower the NCA to investigate such offences (assuming all other criteria for a ‘relevant offence’ are met).

1.14 At all times in carrying out investigations the NCA is sensitive to privacy implications.  Although exempted from application of the Privacy Act 1988 (Cth) the NCA seeks to ensure that the collection, use and storage of information is subject to appropriate controls and safeguards.

2. Terms of Reference: Adequacy of Legislation

Whether use of new technology by law enforcement agencies is adequately catered for by Commonwealth, State and Territory legislation

2.1 The criminal opportunities afforded by new technologies pose an enduring and ever-changing challenge to Australian law enforcement. The NCA acknowledges there is a range of complex legal and policy issues that this inquiry seeks to examine. The design and deployment of countermeasures against IT related criminal activities would also need to accommodate the potential benefits inherent in many new technologies (Grabosky, P., Smith, R.G., Crime in the Digital Age: Controlling Telecommunications and Cyberspace Illegalities, 1998, p.236). 

2.2 At this stage, the NCA is of the opinion that current legislation does not adequately cater for the use of new technology by law enforcement agencies. This observation applies to the legislation underpinning law enforcement use of new technologies to investigate organised crime, as well as the nature and range of existing offence provisions. In relation to both, there is a need for uniform national legislation underpinned by an appropriately resourced cyber-forensics capability. The issues of commonality of legislation and a national approach were raised at a recent Australasian Technical Support Unit Conference that was attended by representatives from Australian and New Zealand LEAs. Similarly, the MCCOC recently concluded that the State and Commonwealth law dealing with computer crime were “diverse in policy and partial in their application” (MCCOC, 2000, p.85 - see para 1.12 above).

2.3
International developments provide one benchmark for assessing the adequacy of Commonwealth, State and Territory legislation. For example, in the United Kingdom, the Regulation of Investigatory Powers Act 2000 has recently been enacted.  The Act, among other things, enables companies to be required to install equipment that would allow authorities to intercept and decode email messages.   

2.4
From a positive perspective, technology has significantly assisted the detection and investigation of many offences. Examples include:

· The use of electronic surveillance devices, such as listening devices, miniature video cameras, tracking devices, data capturing devices, telecommunications interception.

· The use of computer forensics to retrieve and analyse data from computers.

· The use of computers to collect and analyse information that could indicate money laundering.  

· The use of new forensic techniques such as for DNA matching.

· The development of databases that are accessible by law enforcement personnel, such as NEPI, ACID and the establishment of CrimTrac.

2.5
In most cases, the use of these technologies is underpinned by supporting legislation. For example the amendments to the Telecommunications (Interception) Act 1979, (the TI Act) permit law enforcement officers to obtain warrants for the interception of telecommunications. Legislation was also enacted by most Australian jurisdictions in the late 1960s to enable warrants to be obtained for the use of listening devices. More recently, legislation was enacted to permit the taking of body samples for forensic testing (refer MCCOC Report, Model Forensic Procedures Bill and the Proposed National DNA Database, May 1999).  

2.6 In relation to the legislation underpinning these changing developments, the NCA supports the MCCOC approach of ensuring that definitions are drafted in technology neutral language to avoid obsolescence. However, given the rapid rates of change in IT, this approach needs to be strengthened by regular reviews of the relevant legislation to ensure it caters for emerging technologies together with urgent amendments when it does not. In short, the review process must keep pace with the fast breaking developments in e-commerce. These steps would significantly assist in ensuring that law enforcement possesses appropriate powers to, for instance, search premises and obtain evidence of offences or use devices to listen to and record conversations in whatever form that evidence or those conversations may be.

2.7 The legislative response needs to empower the NCA and other LEAs to use new technologies to investigate organised crime; particularly in the areas of: 

· electronic surveillance;

· telecommunications interception; and

· information management and dissemination.

The above three areas are of current and particular significance to NCA investigations.  However, the NCA is aware of other concerns emerging as new technologies, such as spectrum or radio based technical surveillance applications, are developed and become more widely known or used in the community.  Government needs to be aware that law enforcement has an active interest and should be consulted as a matter of course when new regulatory or facilitative legislation is being developed for new technologies. 

Electronic Surveillance

2.8
In the investigation of complex national organised crime, the NCA is reliant upon the use of electronic surveillance equipment. The circumstances described in this section collectively support the recommendation that the Commonwealth, States and Territories should review their listening or surveillance devices legislation to ensure that it is fulfilling the needs of the community by enabling law enforcement to effectively investigate serious criminal activities.  

Commonwealth Legislation

2.9
In relation to electronic surveillance equipment, existing Commonwealth legislation is restricted by the nature of offences under investigation. It also does not cater for the use of modern electronic surveillance equipment. The Australian Federal Police Act 1979 is limited to the use of listening devices for a narrow range of offences. Similarly, the Customs Act 1901, restricts the use of such devices to specific narcotics offences.  

2.10
The Commonwealth legislation also needs amendment to enable warrants to be obtained:

· In respect to the movement of articles in the course of illegal activities by persons unknown at the time that a warrant is sought.

· To remove doubt as to the ability of law enforcement agencies to covertly search premises, including conducting an assessment of the technological needs to further the investigation.  

In relation to this point, it is relevant that the recent amendments to the Australian Security Intelligence Organisation Act 1979 (Cth) (the ASIO Act) permit ASIO to execute a covert search of premises including gaining access to data on a computer (subsections 25(5) and 25A(4) of the ASIO Act).  In addition, Chapter 4, Part 2, Division 6 of the Police Powers and Responsibilities Act 2000 (Qld) (the PPR Act) also permits covert searches in certain circumstances by members of the Queensland Police Service.

2.11
The legislation needs to be modernised to extend to the use of optical surveillance devices, tracking devices and data capturing devices (to be discussed subsequently).  In this regard the Victorian Surveillance Devices Act 1999 provides a valuable model. In addition, it is noted that the use of tracking devices is permitted by the ASIO Act (sections 26A, 26B and 26C). 

State and Territory Legislation

2.12
In terms of co-ordinating investigations against complex national organised crime, the NCA encounters serious problems with the use of  electronic surveillance due to the varying State and Territory legislative provisions. The legislation in Victoria, Western Australia and Queensland provides for the use of a wide range of surveillance devices.
  The legislation in New South Wales provides for composite listening/video and listening/tracking devices.  Legislation in other jurisdictions is confined to the use of listening devices. The need for harmonisation of laws across the different jurisdictions is particularly evident when organised crime utilises, for example, the Internet to further a criminal conspiracy such as drug trafficking. Communications are fast, often encrypted and the organised crime networks’ activities can span a number of jurisdictions.

National Perspective – Mutual Recognition of Warrants

2.13 The current patchwork of State and Territory legislation creates investigative difficulties when a separate warrant needs to be obtained in a number of jurisdictions in the course of the one operation. For example a listening device may be installed in a vehicle travelling across state and territory jurisdictional boundaries. Successful surveillance requires different and separate warrants to be obtained for each jurisdiction. This is a particular problem for the NCA investigations that have a national and international focus.

2.14 At the very least, the NCA considers that there is a need for a co-operative legislative scheme that would allow for electronic surveillance devices that have been lawfully installed in one jurisdiction to be used in other jurisdictions without the need for multiple warrants.  This national approach would also apply in the two other areas of concern to the NCA: controlled operations and assumed identities.   

2.15 This co-operative arrangement needs to be dealt with by explicit legislation rather than by administrative arrangement based on vague or general legislative powers.  While the NCA preference is for national legislation, it would be an advantage if individual States and Territories implemented a scheme of mutual recognition.  Legislation could expressly provide that the warrant or authority is to have extra-territorial operation, and grant validity to a similar warrant or authority issued in other States or Territories. The recent amendments the Queensland PPR Act provide a model in this respect.
 

The scheme could involve reports to the relevant Attorney General and supervision by the relevant Ombudsman.   

Ability of the NCA to use powers in State and Territory Legislation

2.16
It is unsatisfactory that the NCA must at present rely upon State and Territory surveillance devices legislation on the basis that it is of the ‘same kind’ as the powers in Commonwealth legislation, as required by subsection 55A(2) of the NCA Act.  This uncertain test should be replaced with a provision that clearly permits the use by the NCA of the full range of investigative powers provided by State and Territory legislation, which it is assumed, was the legislative intention.  The ideal position would be for those powers to be expressly given to the NCA and its staff members in their own right under the NCA Act.
Coverage of tracking and data capturing devices

2.17 The increasing usefulness of electronic tracking devices and data capturing devices in investigating organised crime underscores the important need for all jurisdictions to enact legislation authorising the trespass where necessary to install such devices.  At present, legislation for the use by law enforcement agencies of tracking devices is provided for in Queensland, New South Wales (if composite with a listening device), Victoria and Western Australia. Legislation for the use by law enforcement agencies of data surveillance devices is enacted in Victoria only. 

Telecommunications Interception

2.18 Recently, the Telecommunications (Interception) Legislation Amendment Act 2000 has came into force.  The chief advantage of this Act is the provision for warrants to be obtained in respect of a person rather than a telephone service.  This permits a warrant to be obtained where a person is known to be using several mobile telephones.  However, guidelines issued by the Attorney-General’s Department to law enforcement agencies, including the NCA, emphasize that these provisions can only be used as a measure of last resort. 

2.19 In terms of the uptake of mobile telephones and pre-paid SIM cards by organised crime, in 1998 the NCA intercepted 38 mobile phones and 51 landline telephones. This year already, the NCA has intercepted 158 mobile telephones and only 53 landline phones as illustrated in the graph below.
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2.20 The ability of the Internet to transfer text, images and data around the globe instantaneously is attractive to criminals and also impacts upon interception capabilities. Interception of some Internet communications is possible and is currently undertaken by the NCA’s Telecommunications Interception Section.
  However, whereas a voice call on a telephone is usually limited to one-on-one communications, connection to the Internet from a personal computer typically involves one telephone call to an Internet Service Provider (ISP) which can result in multiple email messages being exchanged amongst multiple people. Furthermore, these messages can be concealed through encryption.

2.21 At present, with reference to the use of new technologies by criminals, interception warrants can be obtained for offences such as serious fraud and money laundering. However, with the expanding use of the Internet and the parallel increase in the scope for Internet effected frauds, there is a case for extending the range of offences for which warrants may be obtained to any fraud offence committed by electronic means. This recognises the fact that the Internet is not simply used to assist the perpetration of offences, but is the very means by which the offences are committed.  Other offences that could be considered for inclusion are offences relating to child pornography and stalking.

Encryption

2.22 The Internet and the development of e-commerce have created a new need for powerful encryption software. At this stage, the NCA has encountered a limited number of cases where it is aware that criminals have utilised encryption to evade interception. However, it is likely that cryptography will be utilised increasingly by criminals, especially as it becomes a standard component of software (refer Yahoo). In response, the NCA supports stronger strategic relationships between law enforcement and relevant aspects of the Australian Intelligence Community that has greater experience and expertise in dealing with encryption. 

2.23 The Australian Intelligence Community’s lead role in this respect is reflected in recent amendments (the Australian Security Intelligence Organisation Legislation Amendment Act 1999) to the ASIO Act. The provisions permit a search warrant to be issued by the Minister to specify actions connected with data in computer or other electronic equipment, such as that a computer or other electronic equipment may be used for the purpose of obtaining access to relevant data, or for converting data into documentary form (subsection 25(5)(b)(ii) of the ASIO Act).  The recent amendments also provide for a ‘computer access warrant’ (section 25A of the ASIO Act). 

2.24 The relationship is, in part, being strengthened by the Inter-Departmental Committee (IDC) on Cryptography, comprising Defence Signal Directorate, ASIO, AFP, Victoria Police, NSW Police Service, and NOIE, chaired by the Attorney-Generals’ Department. The IDC was established in response to the Telecommunications Interception Policy Review.

2.25 In light of these ASIO Act amendments, it may be appropriate for the search warrant provisions in other Commonwealth, State and Territory legislation to be reviewed to ensure that they enable effective searches of computers and other electronic equipment, of the nature provided by the ASIO Act.  Such provisions, together with closer relations with the AIC, will assist LEAs in circumventing encryption used by criminal syndicates by obtaining direct access to original messages and documents. 

2.26 Another issue concerns the sending of emails, whether encrypted or not. A sent but unopened email needs a TI warrant for interception. Once the email has been downloaded and opened by the recipient it is their property and a search warrant is required. This also applies to Short Message Services (SMS) and voice messages stored in remote locations. These issues complicate the investigative process and may expose covert investigations. 

2.27 A recent NCA investigation involving the use of emails is set out in Case Study One. It illustrates the increasing use of email and the difficulties of countering the international dimensions of IT effected organised crime activities. 

Case Study One
An established criminal network was involved in well planned and methodically executed importation of ecstasy into Australia and its distribution throughout Sydney on the wholesale and retail markets.  

The network was totally conversant with modern forms of communication.  The members of the network communicated via the American-based 'hotmail' email system and the SMS text message facility on their mobile telephones.  A member of the group used Internet Cafes to send emails.  Upon identifying this method of communication, attempts were made to establish subscriber details for those addresses.  This request proved fruitless, as the offences did not relate to the United States (either to or from), where the email service provider was based. One member of the group was an employee of a telecommunications service provider and he would facilitate the provision of new mobile telephones and/or SIM cards for group members.  He also used work email to arrange the supply and distribution of narcotics to other staff members.

2.28
Clearly, law enforcement agencies must be given adequate powers to work with new telecommunications technologies. The TI Act should continue to be reviewed to ensure that it adequately caters for new technologies. This review process must be ongoing in order to ensure that it keeps pace with fast breaking technological developments. The process needs to ensure that law enforcement capabilities do not lag behind the technologies available to criminals.    

Regulating Internet Service Providers (ISPs)

2.29
ISPs are carriage service providers for the purposes of the Telecommunications Act 1997 and are therefore carriers under the TI Act. LEAs currently require the co-operation of ISPs to intercept Internet traffic or obtain subscriber details. ISPs, as carriage service providers, have to provide reasonably necessary help to assist law enforcement, interception capabilities for their services (or seek  exemption from this obligation) and if nominated by the Attorney-General, also provide annual interception capability plans. However, a number of LEA operations indicate that investigators cannot be consistently assured of an ISP’s assistance and the low level of regulation (e.g. the absence of formal registration and licencing) raises the risk of compromising an investigation. 

2.30 Improved regulation of ISPs would make them more accountable and improve co-operation with law enforcement.  At the moment, organised crime figures could establish ISPs.  Strengthening regulation would provide a sound legal basis for dealing with criminality in the industry. 

2.31 Further, a component of improved regulation of ISPs could be a requirement for ISP customers to provide evidence of true identity and for ISPs to maintain accurate and up-to-date records of subscribers. Currently, ISPs are not required to retain user information and records that could assist in criminal investigations. This type of information could be accessible to law enforcement under provisions similar to section 282 of the Telecommunications Act 1997, which enables law enforcement agencies to request telephone subscriber details from a carrier.  Although a percentage of false identities would be provided, some form of identity check is better than none and could provide a starting point for inquiries by law enforcement agencies where needed.    

Information Management 

2.32
The NCA uses new technologies in the management of information and preparation of briefs.  An example of this is Case Study Two:

Case Study Two

An investigation into large-scale tax evasion involved the collection and analysis of a large amount of documentary evidence and a large amount of IT evidence gathered from hard drives of seized computers.  Investigators used optical character recognition and indexing technology.  Other indexing tools, such as ISYS, were also used to collate and analyse the electronic evidence.  A range of computer applications were used to retrieve and display the files from the seized computers.  Other issues included security implications of handling potentially virus-infected data. Trained investigative and analytical staff who were members of the investigative team were essential to this investigation.      

2.33
The NCA has had a long interest in this area.  For example, in 1992 the NCA convened the Complex White Collar Crime Conference.  An important part of that conference was the presentation of papers entitled Streamlining the investigation and preparation of briefs of evidence in complex while collar crime cases, Using technology in complex fraud investigations and Information Technology in courtrooms of the 1990s. 

2.34
The NCA is using current technologies in the management and storage of information and intelligence and is further examining latest techniques in electronic brief preparation.  In a real sense, electronic brief preparation is a misnomer as it involves the use of modern technologies for the collection and storage of information that extend over the life of the whole investigation and not just at the brief preparation stage.

2.35
The NCA is required to vary the form and manner in which that evidence is ultimately presented in court to comply with the laws and procedures of each jurisdiction.  Some States have examined their laws of evidence and procedures to permit the greater use the computer facilities in courts – for example, The Law Reform Commission of Western Australia, Review of the Criminal and Civil Justice System in Western Australia, Final Report, Sept 1999, Ch 35; Victorian Law Reform Committee, Technology and the law, Report, May 1999; Queensland Law Reform Commission, The receipt of evidence by Queensland Courts: electronic records, Issues paper, Aug 1998. 

 2.36
Just as the laws in relation to the investigation of criminal activity should cater for new technologies, laws and procedures in relation to the admissibility of evidence in this area should equally be modernised and harmonised.  While most jurisdictions have evidentiary laws regarding the admissibility of electronic records, the situation needs to be kept under constant review to keep pace with new technologies.

Dissemination of NCA information

2.37 The NCA collects high volumes of information during investigations and Task Force activities.  This capacity has been considerably enhanced by modern IT storage, as well as powerful data retrieval, search and analytical tools. 

2.38 Currently, the NCA Act is not as clear as it could be in respect of the dissemination of NCA information.  The Act requires clarification as to which organisations fall within the definition of ‘law enforcement agency’. While some agencies clearly satisfy the definition, others exist in a grey area about which differing opinions may be held.  Clarification of the Act would streamline dissemination to LEAS, including electronic transfer via common IT systems and applications. This would be facilitated if the NCA Act was amended to include clear provisions for the dissemination of information to such agencies as the Chairman sees fit. This is essential as part of the co-operation necessary to meet the challenge presented by the new technologies. The need for international cooperation is addressed in section four of this submission.  

3. Terms of Reference: Electronic Commerce

The extent to which electronic commerce facilitates the laundering of proceeds of crime

Introduction

3.1
In a narrow sense, the term ‘electronic commerce’ refers to a range of new technologies that facilitate financial transactions via electronic infrastructures, in particular the Internet.  In this interpretation, ‘electronic commerce’ describes the ability to conduct commercial transactions (such as the buying and selling of goods) electronically rather than in person or through paper documents.  

3.2
In a broader sense, e-commerce should not be seen in isolation from issues such as the globalisation of financial markets and services, the increase in the speed and quantity of international funds transfers, the increase in international tax planning and avoidance and the increases in international money laundering activity.  (refer, for example, Queensland Crime Commission, Project Krystal: A strategic assessment of organised crime in Queensland, June 1999, p 11-12.)  The massive profits from the global trade in illicit drugs and armaments plays a significant role in that activity.

3.3 The uptake of e-commerce technologies is rapid. In Australia, 5.5 million adults accessed the Internet last year. 
 In the business world, the number of business web sites in Australia doubled between 1996 and 1998, and is forecast to increase dramatically as telecommunications costs decrease and the infrastructure improves.

3.4 This high uptake of e-commerce technologies will dramatically change the nature and scope of money laundering and revenue fraud.  The fundamental principle is that crime follows opportunity, and opportunities for theft abound in the digital age.
 Proceeds of crime are being transferred overseas more rapidly; there is an increasing absence of traditional physical evidence; individual transactions are likely to become more difficult to trace amongst the multitude of complex legitimate transactions; and there is increased potential for fraud from remote locations. 

3.5 While the desirability of an accurate estimate of the amount of money laundering and revenue fraud occurring world-wide has been recognised for some time, producing such a reliable estimate is problematic largely because it is, by definition, a concealed activity. Some figures have been developed, however, which give some indication of the extent of the problem.

3.6 In 1987, the UN estimated drug trafficking worldwide at US$300 billion, much of which would be laundered. Other estimates have been made that US$300 billion to US$500 billion of "dirty money" is placed into world financial systems each year, or roughly 2% of global GDP.
  Neither of these estimates, however, should be viewed as precise. Due to the clandestine nature of money laundering, it is difficult to estimate the total volume of laundered funds circulating internationally. 
3.7 Attempts have also been made to quantify money laundering in Australia.  In a recent AUSTRAC report a variety of methods were used to determine an estimated range for money laundering.  The report concluded that a range of between A$1.0 billion and A$ 4.5 billion would appear to be a sensible interpretation of the information provided, with some confidence that the most likely figure is around $3.5 billion.
 
3.8 The Australian Bureau of Statistics (ABS) and the Australian Taxation (ATO) also provide relevant data as to extent. The ABS estimates that on an economy wide basis (excluding large business), unreturned income (the cash economy) is estimated to be up to $10.9 billion and understated taxable income is estimated to be up to $18.7 billion in 1996-97.
 The estimated street value of illegal drugs is between $3.8 billion and $8.3 billion and illegal prostitution between $0.1 billion and $0.4 billion. In summary, the value of the cash economy is estimated to be up to $19.6 billion and understated taxable income up to $27.4 billion in 1996-97. The ABS acknowledges that these statistics probably fail to capture the full extent of the ever-increasing cash economy. These funds are generally the subject of money laundering and revenue fraud offences.

3.9 NCA investigations, particularly under the Swordfish reference, have confirmed the extent, and entrepreneurial nature, of this form of serious criminality in Australia. The expansion of new technologies and e-commerce, globalisation of economies and reform of taxation systems all create significant opportunities for opportunistic organised crime especially money laundering and serious tax evasion. New payment technologies (digital cash, smart cards, Internet payment systems) can be used by money launderers.  These provide a ‘better’ and faster means of transferring funds anonymously, potentially rendering many of the money laundering countermeasures in place obsolete.

3.10 The new payment technologies ease access to financial havens and other jurisdictions of appeal to money launderers (such as those shrouded in bank secrecy).  Limitless transactions in multiple currencies can also occur virtually uncontrolled. Another difficulty is that many of these systems are designed to operate internationally and in multiple currencies, presenting law enforcement with difficulty in determining jurisdictional authority.
 

3.11 Groundwork already done in NCA investigations provides a solid foundation for ensuring that Australia can be responsive to these developments. However, it is essential that law enforcement be given the capacity to act now rather that in a reactionary manner triggered by a critical problem or incident.

Money Laundering

3.12
The emergence of the Internet/e-commerce has fundamentally changed the way in which value is transferred from one individual to another.  Importantly, money is increasingly being regarded as data.  This has a number of ramifications for law enforcement, not least of which is the extension of money laundering schemes.

3.13
It should be noted that, to date, few cases have come to the NCA's attention concerning “organised crime groups” per se exploiting e-commerce and Internet banking services.  There could be a range of reasons for this, including:

· Organised crime groups are not utilising e-commerce and Internet banking technologies to commit crime or launder the proceeds of their crime.

· Organised crime groups are utilising these technologies but law enforcement have yet to identify/prosecute this activity. This is dependent upon resources and capabilities.

· Organised crime groups have utilised these technologies to commit crimes but financial institutions have not reported their losses for fear of loss of market share.

Of the three, the latter two are very likely, and are becoming evident in some NCA investigations.

3.14
NCA investigations indicate that different vulnerabilities exist at each money-laundering phase, in terms of Internet/e-commerce. In summary, the three money laundering phases are:

· Placement: placing cash into the financial system.

· Layering: transferring the funds, or credits, through a complex series of accounts, corporate structures and financial institutions in order to disguise their origin.

· Reintegration: using the funds following layering as if they were legitimate income. 

3.15
Placement is usually done in traditional ways, such as by structuring or physically taking the cash to offshore banks.
  In the case of tax fraud, for instance, cash can be deposited through company accounts of a business front.  Though placement could occur through, for instance, the use of smart cards, the NCA’s experience is that criminals make greater use of e-commerce to launder funds at the layering and reintegration stages of the money laundering cycle.  E-commerce assists mainly in those two stages by enabling the rapid transfer of account details between financial institutions around the globe.  Using new technologies, a money launderer could co-ordinate that activity from their home computer, laptop or mobile phone.

Issues for Consideration

Identity Fraud

3.16
New technology and globalisation have made identity and identification fraud more difficult to detect. For example, the quality and characteristics of international documents are often unfamiliar and unknown to Australian LEAs.  Evidence indicates that credentials of other persons, living or deceased can be easily forged, creating brand new identities for the offenders. 

3.17
The Internet has created new opportunities to purchase identification documents online.
 There are a number of sites that offer sophisticated, near authentic-looking forgeries of official documents.  For example, an Internet site operating from the United States offers copies of driver’s licences from all around the world, including Australian States, for $120.  Anyone with access to the Internet and/or desktop publishing capabilities can use forged templates for different professions, diplomas and certificates. The site also provides instructions on how to create a new identity with a bar code generator and holographic images.

3.18
The ease with which false identities and identification can be accessed, created and used to facilitate organised criminal activity is of particular concern to the NCA. Such activities directly facilitate drug trafficking, money laundering, organised tax evasion or other serious criminality. The NCA’s concerns are reflected in previous submissions:

· one to the New South Wales Attorney General’s Review of Identity Fraud Issues in 1999; and 

· two to the House of Representatives Standing Committee on Economics, Finance and Public Administration in 2000.  



All three submissions outlined the extent and nature of the NCA’s concerns with respect to identity fraud and the need to address the apparent ease with which false identities may be established and used to facilitate organised criminal activity. A number of these concerns are contained in Case Study Three:

Case Study Three

The target Z sold forged bank cheques to an undercover police officer. The possible purchase of forged driver's licences was also discussed.  Z was charged with attempting to obtain property by deception and 2 counts of making a false document and 2 counts of using a false document.  He pleaded guilty.  

During the investigation of Z’s activities, it became clear that M and L were involved in the offences but there did not appear to be sufficient evidence to charge them with any offences.  Some of the information consisted of the recovery of deleted files from the hard disk of a computer seized during a search; a report from a Document Examiner, about an examination of the paper used for the bank cheques, and comparison of the paper with other paper samples; a report from a Forensic Scientist about an examination of the ink used to create the bank cheques and a comparison of ink samples from the cheques and from samples from the seized printer.  Information also was obtained that L could make drivers’ licences and bank cheques on a computer using a scanner, scanning in existing licences or cheques and then typing in whatever details he wanted. 

The NCA seized computer equipment, including an Apple Mac computer, printer, printer paper and computer disks and CD Roms.  Some of the computer equipment was taken to the local police Forensic Computer Examination Unit.  A number of files were located, recovered and examined which had been deleted from the hard disk drive of the computer.  The files were printed out and consisted of graphic images of Victorian drivers’ licences in various names, a number of which bore photographs of Z.  Several images showed drivers' licences in the same name, but with different photographs on them.  A number of images were of signatures of various persons - There was also one miniature image of a Bank of Melbourne bank cheque and there was also a segment of what appeared to be the top of an NAB bank cheque.

The police computer examiner also produced a listing of all the files stored on the hard disk drive of the computer, which contained a listing of file name, size, type, creator, creation date, modification date and version.  He noted that many of the applications which had been installed on the hard disk of the computer had been deleted, including some which had been used to create most of the graphic image files.  

A report was also prepared by a Document Examiner, which showed that the paper upon which the fake bank cheques were printed was consistent with paper seized from L’s house.  A further report was obtained from a Forensic Scientist, about an examination of the ink used to create the bank cheques and a comparison of ink samples from the cheques and from samples from the printer seized from one of the houses.  He found similarities between the inks used, but indicated that they were very common inks used in a very common type of ink jet printer

3.19
A number of other NCA investigations in recent years have uncovered the use of false identities to facilitate large-scale money laundering.  Areas of concern to the NCA are the:

· registration of business names in false identities; 

· SIM cards and mobile phones in false names;

· forged or false credit cards; 

· difficulties in verifying the authenticity of identification documents; and 

· the apparent readiness of private and public sector bodies to accept identity documents at face value.  

3.20 The emerging identity fraud and proof of identity issues detected in a significant Swordfish operation during this year prompted the Swordfish Task Force to establish a Joint Agency Forum in NSW. Twenty Commonwealth and State agencies attended the forum, which has met twice to date. The forum has enhanced understanding of the role of identify fraud in tax evasion and money laundering schemes and provided the opportunity to identify and develop joint and individual strategies to address the issues, including administrative changes and legislative reform. In particular the Forum has made recommendations to:

· Work with the private sector to encourage and assist in developing identity-checking strategies (including legal and administrative reforms as well as actual systems). 

· Progress Memorandums of Understanding (MOUs) between law enforcement and regulatory agencies with respect to sharing identity data.

· Continue enhancing detection systems to counteract identity fraud (e.g. ABNs and TFNs).

· Continue development of national common practices and strategies to counteract identity fraud and protect the integrity of systems.

3.21
This issue should be of great concern to governments and the private sector. Recently, the US federal government stated that identity fraud is one of the most significant problems of the future for law enforcement. Strategies to improve the detection, investigation and prevention of identity fraud need to be given a high priority, especially as they directly counter money laundering and tax evasion.

Confiscation of proceeds of crime

3.22
Due to the difficulties of tracing large sums and conclusively connecting their derivation to criminal activity, it is essential that the Commonwealth Proceeds of Crime Act 1987 (the POC Act) be reformed to provide for a non-conviction based civil forfeiture regime along the lines of the provisions in New South Wales as recommended by the Australian Law Reform Commission in June 1999 following a reference from the Attorney-General in December 1997. This is particularly critical in the context of Internet/ e-commerce effected criminal activities, where investigative and evidentiary obstacles are significant to establishing predicate offences to the criminal standard of proof as required by the current conviction-based confiscation regime.

Online gambling

3.23
One potential area for exploitation by money launderers is an online gambling site.  In its submission to the Australian Senate Select Committee on Information Technologies, the NCA noted (refer para 8(a)):

“There is considerable intelligence available to the NCA to suggest that known Australian criminals are interested in establishing and investing in online gambling ventures…This leaves open the opportunity for operators to defraud players by using ‘rigged or unfair gaming systems…In addition, an operator could seek to launder funds by, for example, remitting his or her own funds from the jurisdiction in which the online casino is based to Australia as tax free winnings, irrespective of whether gambling activity took place or not.  In these circumstances Australian authorities would have no power to obtain any information or records about the gambling activity.”  

3.24
The submission further suggested that online casinos could be used to transfer proceeds of drug sales to other online casinos located in tax havens.  The submission notes that the situation is one that requires monitoring and tight regulation (refer para 35). The submission suggests that while the Australian regulatory approach to date is sound, the introduction of uniform national legislation designed in consultation with industry would protect consumers and make it difficult for criminals to obtain licences (refer para 36). 

Underground Banking

3.25
The use of modern technologies assists those engaged in underground banking and remittance services.  Those services usually operate by cash being given to agents or direct deposits to their bank accounts.  The agent then transfers the funds telegraphically to the other country or to a company in, for example, Hong Kong or the USA, which then sends on the funds to the recipient.  Alternatively, to avoid a telegraphic transfer, following a deposit of funds into an Australian bank, the agent sends instructions for payments to be made from accounts maintained in the destination country.  Though such services can be used to transfer legitimate funds to other countries, similar techniques are used to launder proceeds of crime.  

AUSTRAC Information

3.26

At present value transferred via electronic payment mechanisms such as credit cards, digital cash and smart cards is covered under the FTR Act. It should be noted that credit card payments and EFTPOS account for approximately 40% of non-cash payments.
 In the private sector, Visa claims that over 45% of disputes and frauds arising from credit card use in Europe were Internet related during 1998; this is more significant given that only 1% of Visa’s European turnover is Internet-related. In Australia, online retailer Harvey Norman has said that 25% of orders on its website use stolen credit cards.

3.27
The point at which the FTR Act may be applied is where the value is purchased from cash dealers as defined under the FTR Act. However, many electronic payment issuers do not come under this definition.  The NCA and other law enforcement agencies rely on AUSTRAC data and intelligence to assist in the detection of money laundering and related activities. The exemptions arising from the current definition of cash dealers restrict the quantity and quality of “e-commence” financial information available to law enforcement. Therefore it is essential that urgent action be taken to ensure that the definition of cash dealer reflects the changes brought about by the new technologies, for example by defining any providers of financial services as cash dealers.

Conclusion

3.28
Although new technologies have significant financial benefits, it must be recognised that e-commerce has an expanding role in facilitating money laundering and revenue evasion. This has serious implications for Government revenue collection capabilities, as well as the integrity of the wider business community. It is critical that law enforcement agencies have the resources to enable the detection and investigation of persons and corporations involved in such activities. It is also important that agencies have available legislative powers that enable money laundering and related offences to be efficiently investigated. To that end it is essential that legislation such as the relevant legislation, including the POC Act, the FTR Act and the Mutual Assistance in Criminal Matters Act 1987,
 be reviewed and urgently amended when the mandate for change is clear. 

4. Terms of Reference: International Co-operation

Whether international law enforcement co-operation is adequate to meet the challenges of new technology

 Introduction

4.1 The need for international co-operation in the form of mutual assistance, expanded extradition capabilities and purposeful international treaties has never been greater.  Most NCA investigations have an international aspect.  This may involve the NCA co-operating with law enforcement agencies in other countries, acting through AFP Liaison Officers or formally gathering evidence pursuant to the Mutual Assistance in Criminal Matters Act 1987.

4.2 While mutual assistance is invaluable in, for instance, gathering overseas evidence for use in Australian courts, a theme that is stressed during electronic investigations is the need for real time responses.  This is because of the fast speed with which criminal activity can occur using the Internet and e-commerce. 

4.3 The importance of international co-operation is emphasised by the development of the Council of Europe (COE) Draft Convention on Cyber-crime.  The COE is a 41-nation organisation that is part of the global anti-money laundering network.  Because of the importance of the subject, non-member States, such as Canada, Japan, South Africa and the United States actively participate in the negotiations.  The aim of the convention is ‘to harmonize national legislation in this field, facilitate investigations and allow efficient levels of co-operation between authorities of different States’ (Press release, 27 April 2000).  The Draft Convention addresses this in respect of matters such as offences against computer data and systems, copyright offences, search and seizure of computer data, interception and mutual assistance.  This will be the first international treaty to address criminal law and procedural aspects of various types of offending behavior directed against computer systems, networks and data. The draft Convention is expected to be finalised by December 2000 and adopted by September 2001.  

4.4 As many computer crimes have an international dimension, national measures need to be supplemented by international co-operation.  The draft therefore requires future Parties to provide to each other various forms of assistance, for example by preserving evidence and locating online suspects.  The text also deals with certain aspects of trans-border computer searches.  Traditional forms of mutual assistance and extradition would also be available under the draft Convention and a network of 24 hours a day, seven days a week available national contact points would be set up to speed up international investigations. The NCA endorses in principle the cooperative approach required by the Draft Convention.

4.5
The importance of the issue is also demonstrated by the fact that in May 1999, the Commonwealth Law Ministers mandated the Commonwealth Secretariat to convene an expert group with a view to drafting a model law for use by Commonwealth countries with reference to the Draft Convention. Australia is involved in this group through the Attorney-General’s Department.

4.5
Related work is also being undertaken by other international bodies, including:

· United Nations (e.g. Workshop on Crimes related to the Computer Network);

· Organisation for Economic Cooperation and Development (OECD);

· Interpol (e.g. International Conference on Computer Evidence); and

· G8 (e.g. Subgroup on high-tech Crime and draft Code for Countering Cyber-criminality).

The significant advances by these forums can assist in informing the domestic response to new technologies.

Issues for consideration

The NCA Act

4.6
The investigation by the NCA of international financial transactions continues to feature significantly, especially in investigations under Operation Swordfish.  The investigations collectively highlight the need for the NCA to disseminate information to international agencies other than law enforcement agencies “performing functions similar to functions of the Authority” as is required by subsection 17(2) of the NCA Act.  The Authority is hopeful that this matter will be addressed in legislation arising from the Parliamentary Joint Committee on the NCA Report on the Third Evaluation of the National Crime Authority issued in April 1998.

4.7
In addition to a review of subsection 17(2) of the NCA Act, a specific amendment to allow the Authority to establish Task Forces that include overseas law enforcement agencies could be appropriate. This would create an environment that is more conducive to the co-operative international role for the NCA envisaged by section 17 of the Act.

4.8
The NCA experience is that money laundering is a major component of complex organised crime, usually with an international dimension. However, there have been very few investigations that have recovered proceeds of crime that have been remitted offshore.  At present the NCA Act does not give it jurisdiction to investigate proceeds of foreign offences laundered in Australia (unless there are related ‘relevant offences’ committed in Australia).  Consequently there have been cases where the NCA has been unable to assist overseas law enforcement agencies to recover very large amounts of proceeds of crime invested in Australia from overseas.  Similarly other countries are often reluctant or unable to assist the NCA.

Tax Havens

4.9
Another area in which new technology is being increasingly utilised by criminals is in relation to organised tax evasion using offshore tax havens.  Technological developments over the past decade, combined with globalisation, have enabled undeclared income to be shifted offshore with a degree of ease, speed and anonymity not previously available.  Creating sham documentation, and exploiting banking secrecy laws, corrupt financial advisers and their clients are able to disguise the receipt of Australian income as foreign loans and thereby not only evade tax on that income but also claim false tax deductions in relation to purported interest payments on the sham loans.

4.10
In the absence of effective mutual assistance from the tax haven jurisdiction, particularly in relation to the enforcement of revenue laws, the use of electronic surveillance represents one of the few means by which the true state of affairs of the taxpayers can actually be uncovered and the tax fraud successfully investigated.  However, when law enforcement agencies detect such criminal fraud (punishable by up to 25 years imprisonment under section 83 of the Proceeds of Crime Act 1987) they are not permitted under current legislation, such as the Telecommunications (Interception) Act 1979, to communicate the intercepted product to the Australian Taxation Office (ATO) for the purpose of raising correct tax assessments to recover the amount defrauded. Advice has been received that this restriction also applies to the Australian Securities and Investments Commission (ASIC). This is the case, even when the same information can be disseminated to other Federal and State agencies for the somewhat analogous purpose of confiscating proceeds of crime.

4.11
The NCA submits that there is a growing need for the ATO to have access to electronic surveillance product for the purpose of protecting Australia’s revenue from criminal exploitation.  A desired reform, for example, would be an amendment to section 68 of the Telecommunications (Interception) Act 1979 so that if the information relates, or appears to relate, to the fraudulent evasion of tax – it can be disseminated to the agency responsible for the assessment or collection of that tax. 

Co-operative arrangements between agencies

4.12
Effective liaison and dissemination arrangements with international law enforcement agencies and revenue authorities are becoming more critical.  Case Study Four outlines a case involving successful co-operation:

Case Study Four

This case involved international co-operation between revenue agencies in Australia, New Zealand and Canada.  The Canadian authorities were able to provide information identifying Australian and New Zealand entities involved. The NCA disseminated information to the ATO that raised tax assessments against the persons involved.  The information raised questions of foreign source income involving a Vanuatu incorporated Canadian domiciled life insurance company.  Information NCA gave to the ATO identified the company and Revenue Canada obtained documents on ATO’s behalf; those documents have assisted in identifying other resident Australian taxpayers suspected in being involved in same arrangements. 

4.13
Other cases have revealed serious impediments to international co-operation.  For example, in an NCA investigation involving significant tax evasion and money laundering between Australia and Ireland, there were no arrangements between the Australian Taxation Office and the Irish revenue authorities to enable the ATO to recover tax from bank accounts in Ireland.  Further, mutual assistance and extradition arrangements do not generally extend to revenue fraud as other countries usually do not regard that an offence.    

Conclusion

4.14
These impediments to effective international law enforcement co-operation will be exacerbated through the challenges posed by speed, nature and extent of new technologies.  The NCA acknowledges that some steps are being taken to address this, such as the Draft Convention of the COE.  Harmonisation of laws regarding gathering evidence in computer crimes that cross international borders, mutual assistance and extradition are important.  This is a long-term process requiring sustained prioritisation and support.

5.
Conclusion

5.1 The effect of new technology on law enforcement is significant. To keep pace with new and emerging technological developments and consequent changes in investigative and criminal methods, the NCA and other law enforcement agencies require appropriate powers and resources. 

5.2
The current slow processes that characterise many aspects of the law enforcement environment are no match for the speed of modern financial transactions, or the rapid mobility of people, information, ideas and commodities.  There it is essential to recognise the implications of the globalisation of organised criminal enterprises just as there has been recognition of the necessity to facilitate electronic transactions.  There seems to be broad agreement at all levels that international co-operation is essential to combating transnational organised crime.

5.3
The NCA recognises the reality of the constant social change and technological development. However, law enforcement needs to be able to maintain a capability to detect, investigate and prevent criminal activity.  This is an important and essential task for the maintenance of a free, safe and democratic society and for a stable commercial environment to engender business confidence.  In summary the following major issues need to be addressed:

· Provisions of the NCA Act need to be reformed to permit the NCA to investigate computer offences and offences related to the use of the Internet (which may not technically involve the use of a computer) which are not within the currently established offence categories that constitute a relevant offence, to form task forces and disseminate information to overseas agencies and to investigate matters relating to foreign offences.  The exchange of information among law enforcement agencies, subject to appropriate confidentiality safeguards, needs to be encouraged. 

· The NCA and other law enforcement agencies need funding to establish and maintain a cyber-forensics capability and up-to-date information management technology at the level appropriate to its investigations.  With specific reference to the NCA, funding levels need to be monitored to ensure that they are sufficient to permit it to acquire and use new investigative technologies and techniques to meet the challenges of major organised crime.

· Commonwealth, State and Territory electronic surveillance legislation needs to be reviewed and updated where necessary.  Nationally consistent legislation would be of assistance to law enforcement agencies, especially in multi-jurisdictional investigations. There is at least a need for a regime for the mutual recognition of warrants to avoid duplication of process and loss of time in multi-jurisdictional investigations.

· Use of new technologies that have the capacity to seriously jeopardise effective law enforcement, such as sophisticated encryption, need to be tightly controlled and monitored by government with a view to taking appropriate action to ensure that law enforcement agencies are not frustrated in the effective discharge of their functions on behalf of the community by such developments.

· Improved regulation of ISP’s to ensure a higher level of accountability and improve co-operation with law enforcement agencies. This would include a requirement for some form of identity check for ISP customers.

· Serious issues arising from identity fraud require an urgent response. Strategies to improve the detection, investigation and prevention of identity fraud need to be given a high priority, especially as they directly counter money laundering and tax evasion.

· The Commonwealth Proceeds of Crime Act 1987 (the POCA Act) should be reformed to provide for a non-conviction based civil forfeiture regime along the lines of the provisions in New South Wales. 

· International co-operative arrangements among law enforcement agencies at all levels need to be encouraged and supported by government through harmonisation of laws regarding gathering evidence in computer crimes that cross international borders, mutual assistance and extradition.

5.4 Against this background, the NCA supports the recent comments by the United Nations Under Secretary-General Mr Pino Arlacchi (April 2000): 

‘We are living in a changing world.  We have no choice but to understand and adapt to these changes….  in a number of countries organized crime has not only penetrated banking and other businesses.  It has also begun to subvert the core structures of the state.

‘The Under Secretary-General emphasized that this is not the time of the eclipse of the nation-state, as some have claimed.  “On the contrary”, he said, “Nation states need to be strengthened.  And they can draw strength from each other, by acting together within common institutions based on shared rules and values”.’
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