VICTORIAN GOVERNMENT SUBMISSION

to the 

COMMONWEALTH PARLIAMENTARY JOINT COMMITTEE ON THE NATIONAL CRIME AUTHORITY INQUIRY INTO LAW ENFORCEMENT IMPLICATIONS OF NEW TECHNOLOGY

                                               

The Parliamentary Joint Committee on the National Crime Authority has resolved to conduct an inquiry with the following terms of reference:

a) Whether use of new technology by law enforcement agencies is adequately catered for by Commonwealth, State and Territory legislation

b) The extent to which electronic commerce facilitates the laundering of the proceeds of crime and;

c) Whether international law enforcement cooperation is adequate to meet the challenges of new technology.

The State of Victoria offers the following comments on the terms of reference:

a) Whether use of new technology by law enforcement agencies is adequately catered for by Commonwealth, State and Territory legislation

The development of investigative technologies and electronic surveillance equipment has increased significantly in recent times.  The use of these technologies has provided law enforcement agencies with improved capabilities to provide compelling evidence at criminal trials.  The effective use of electronic surveillance has a demonstrated capacity to facilitate the early detection of crime and reduce the length and cost of police investigations and the associated trial process.  In this context it frequently leads to the entering of guilty pleas by an accused faced with clear evidence of culpable and criminal conduct.  The savings to the government and the community are substantial.   

The two Acts facilitating electronic surveillance in Victoria are the Victorian Surveillance Devices Act 1999 and the Commonwealth Telecommunications (Interception) Act 1979.  This submission confines its comments to the Victorian Act and its operation.

Victorian Surveillance Devices Act 1999

The recently enacted Surveillance Devices Act 1999
 (the Act) enables Victoria Police to apply to the Supreme Court for a warrant which, amongst other things, authorizes the installation and use of “data tap” devices which includes the monitoring of computer information.

The following comment was made during the second reading speech of the Bill:

‘Surveillance devices are most useful in fighting organised crime. In many major drug cases surveillance devices provide key evidence in prosecutions. Crime that is difficult to uncover, such as organised child pornography rings, can be exposed using surveillance devices.’

The Act extends the provisions of the earlier Listening Devices Act to cover video technology, tracking devices and devices that can monitor computer transmissions.

Whilst the Act provides a number of privacy safeguards, it only authorises the installation use and retrieval of surveillance devices within Victoria and does not provide extra-territorial or cross jurisdictional powers for the use of electronic surveillance.  This limitation is of concern given the cross jurisdictional implications of the use of electronic surveillance technologies, particularly electronic tracking and audio/video installations in mobile environments eg. motor vehicles, packages etc.  In this context a warrant issued in Victoria, for example, allows only for the tracking of a criminal target within the jurisdiction.

This legal impediment is compounded when suspects move rapidly between jurisdictions or leave the country, making the continuation of surveillance then dependant on applications for Mutual Assistance.  Another issue of concern is the lack of uniformity in the types of warrants available in each jurisdiction making it impossible to apply for and obtain equivalent warrants elsewhere.

The Act defines the categories of surveillance devices in a manner which avoids the need to constantly amend the legislation to accommodate new technologies eg a ‘surveillance device’ means a data, listening, optical or tracking device.

As the Committee may be aware, the Australasian Police Ministers’ Council and Standing Committees of Attorney’s-General have established a joint working group on law reform issues.  The group’s work program includes the following topics of relevance:

· Electronic surveillance legislation – consideration of national, uniform legislation in this area with policy development being undertaken by the Commonwealth in consultation with Victoria.

· Mutual Assistance – working to enhance the Mutual Assistance scheme to allow real time electronic access to information in light of the policy issues surrounding international cyber crime.

· Financial Transactions Reports Act – considering the extension of AUSTRAC access to more agencies. 

Use of DNA samples in law enforcement

Another significant technological advancement has been an increasing reliance upon and use of DNA technology in the fight against crime.  In Victoria, this has been facilitated by the Crimes Act 1958 (as amended) which, through judicial supervision, has ensured an appropriate balance between individual rights and a technology which is regarded by Australian and international experts as the most important scientific advance to be offered to the criminal justice system since the development of fingerprint analysis over 90 years ago. 
Information Privacy Bill 2000

The Information Privacy Bill is currently before the Victorian Parliament. The Bill, which seeks to establish a scheme for the regulation of personal information collection and handling in the Victorian public sector, exempts law enforcement agencies from compliance with a number of the Privacy Principles.

The exemptions relate to the collection, use and disclosure of personal information when deemed reasonably necessary for the law enforcement agency to carry out its functions/activities.  The Bill seeks to balance the competing needs of protecting individuals from the misuse of personal information and unnecessary hindrance to law enforcement agencies in the conduct of investigations.

b) The extent to which electronic commerce facilitates the laundering of the proceeds of crime

The Victorian Electronic Transactions Act 2000 commenced operation on 1 September this year.  The Act was modelled on a 1999 Commonwealth Act which itself adopted many of the provisions of the 1996 United Nations Model Law on Electronic Commerce.  

The Victorian Act seeks to facilitate commercial transactions made in electronic form by providing that electronic records and digital signatures have the same legal status as paper-counterparts.  It also provides that the originator of the communication will not be bound unless the electronic communication was sent by the originator or with the originators authority. 

The borderless nature of the Internet, fast becoming the most common method for conducting commercial transactions will, however, require much greater cooperation between law enforcement agencies both within Australia and internationally to combat cyber-crime. 

The Conference of Commissioners’ of Police of Australasia and the South West Pacific Region (Police Commissioners’ Conference) has established an Electronic Crime Working Party chaired by Commander Barbara Etter, Director, Australasian Centre for Policing Research to, among other things, consider the issue of laundering in the context of electronic crime.  The report comments that ‘electronic cash and electronic banking systems offer significant opportunities for money laundering’
 and that organised crime has the potential to exploit gaps in policing and law enforcement to conduct illegal business and launder the proceeds of crime.

c) Whether international law enforcement cooperation is adequate to meet the challenges of new technology.

It is understood that there is a high level of cooperation between law enforcement agencies on an international level.  

The effectiveness of the traditional means of cooperation through Mutual Assistance applications is already compromised by administrative delays.  The situation is aggravated by technology facilitated crime crossing borders instantaneously.  The need to develop and maintain consistent legislation and efficient investigation protocols is becoming more urgent as the methodology used in the commission of crime continues to be influenced by the advent of new technology.

Again the Committee’s attention is drawn to the work of the Police Commissioners’ Electronic Crime Working Party which is considering some of the problems surrounding international cooperation in the area of computer crime and criminal law including Mutual Assistance applications, from which the Committee may draw some useful insights.
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