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Introduction

The Australian Federal Police (AFP) considers that new and emerging technology will underpin law enforcement abilities, as well as the challenges that law enforcement will encounter.  The operating environment will be characterised by increased dependence on information technology infrastructure in order to achieve lower costs and higher productivity.  It will be necessary to strive for even greater cooperation between law enforcement and other investigative agencies in order to achieve efficiencies against the high start-up costs of acquiring this technology.  A significant challenge facing law enforcement, the judiciary and Parliament is to ensure that an effective regulatory and legislative framework is developed which is relevant to this environment. 

Background

The AFP role is to enforce the Commonwealth Criminal law and protect Commonwealth and national interests from crime in Australia and overseas. 

The AFP’s functions are set out in section 8 of the Australian Federal Police Act 1979.  These functions include the provision of police services in relation to:

· laws of the Commonwealth;

· property of the Commonwealth (including Commonwealth places) and property of authorities of the Commonwealth;

· the safeguarding of Commonwealth interests; and

· anything incidental or conducive to the performance of the foregoing functions.

Within this framework, the AFP is expected to pursue clearly defined outcomes agreed by the Government.  The outcomes currently being pursued by the AFP are:

· the investigation and prevention of crime against the Commonwealth and protection of Commonwealth interests in Australia and overseas; and that

· policing activity creates a safe and secure environment in the Australian Capital Territory (ACT).

Government shapes AFP priorities by the issue of Ministerial Directions, made previously under section 13(2) of the Australian Federal Police Act, and currently under section 37(2) of the Australian Federal Police Amendment Act 2000.

The current Ministerial Direction, issued in February 1999, requires the AFP to give special emphasis to:

· countering and otherwise investigating illicit drug trafficking, organised crime, serious fraud against the Commonwealth, money laundering and the interception of assets involved in or derived from these activities;

· providing community policing services in the ACT, Jervis Bay and external territories;

· providing protective security services to the Governor-General, federal parliamentarians, internationally protected persons, other persons who are of specific interest to the Commonwealth, witnesses and special events; and

· investigating special references and performing special taskings from Government.

The AFP has also been requested to ensure that it continues to develop a capacity to deal with new forms of criminal activity. Particular emphasis has been placed on the  investigation of economic crime in all its forms, transnational crime, and crime involving information technology and communications (including electronic commerce).

Context of the AFP relationship with new technology

Among Australian law enforcement agencies, the AFP is uniquely placed to deal with the transnational nature of e-crime and modern technology due to its international liaison officer network.  The AFP is represented overseas at 20 posts, in 19 countries.  These posts develop intelligence through liaison with local law enforcement agencies and support the efforts of all Australian law enforcement agencies by providing the capacity to take criminal investigations offshore.

The AFP hosted the 2000 Police Commissioner’s Conference, the theme of which was “Crime @ the speed of thought”.  At the conference, Commissioners agreed to establish an Electronic Crime Steering Committee, supported by an Electronic Crime Working Party, to evaluate Australasia’s capacity to respond to e-crime.  The AFP is represented on both the steering committee and the working party. 

Comment on the Terms of Reference

(a) Is the use of new technology by law enforcement agencies adequately catered for by legislation?

The current and emerging technological environment is characterised by, among other developments:

· increased miniaturisation;

· increased convergence of technologies (eg data-streaming);

· increased global connectivity;

· improved (and greater use of) cryptographic methods;

· increasing ability for maintaining anonymity (re-mailers, e-money);

· reduction in costs of both technology and connectivity;

· increasing storage capacity of devices (PCs, personal organisers, etc)

· expanding bandwidth;

· increasing technical complexity; and

· awareness of electronic evidence.

These developments have facilitated the commission of traditional crimes (fraud, tax evasion, trafficking, extortion and so forth) as well as enabled the manifestation of new variations of crime (hacking, computer viruses, information tampering, etc).  

In order to effectively fulfil its functions in this environment, a law enforcement agency requires what it has always required: access to information, people and places.  Current legislation was enacted whilst these things were predominantly physical.  Now, however, these things exist in cyberspace.

Current legislation is not adequate because it is silent on law enforcement use of new technologies.  As a result, existing (police) powers and their application in cyberspace are perceived as ambiguous or non-existent.  In contrast, suspected criminals benefit from access to the same new technologies, which they can use without any likelihood that law enforcement can detect their technology-facilitated crimes at an early stage (whereas this is the outcome that existing interception is intended to provide).

Legislation, therefore, needs to support and ensure the purpose of law enforcement. Where authorities are satisfied that an offence has occurred within their jurisdiction, the public and the Government have a reasonable expectation that their law enforcement agencies have the ability to fully pursue the investigation of that offence.

If the law gives agencies the power to intercept communications, then that power should apply to whatever may in future be considered communications.  If legislation is tied to specific technologies, then legislation will have to be rewritten whenever technology advances.  The problems being faced now will simply recur.   

The AFP fully supports the development of technology neutral legislation.

(b) To what extent does electronic commerce (e-commerce) facilitate the laundering of the proceeds of crime?

Traditional money laundering

To launder money effectively, the launderer must first arrange for the physical disposal of cash.  This first step is called placement.  Traditionally, placement might be accomplished by depositing the cash in domestic banks or other financial institutions.  Alternatively, the cash might be smuggled across borders for deposit in foreign accounts or used to buy high-value goods, such as artwork, airplanes, or precious metals and gems, that can then be resold with payment by cheque or bank transfer.

The second step, called layering, involves working through complex layers of financial transactions to distance the illicit funds from their source, and disguise the audit trail.  This phase traditionally involves such transactions as the wire transfer of deposited cash, the conversion of deposited cash into monetary instruments (eg bonds, stocks, travellers' cheques), the resale of high-value goods and monetary instruments, and investment in real estate and legitimate businesses (particularly in the leisure and tourism industries). 

The last step is to make the wealth derived from crime appear legitimate. Traditional integration might involve any number of techniques, including using front companies to "lend" the money back to the owner, or using funds on deposit in foreign financial institutions as security for domestic loans.  Another common technique is over-invoicing, or producing false invoices for goods sold - or supposedly sold - across borders.

E-commerce characteristics

There are several characteristics inherent in e-commerce which can assist in the laundering process, and are therefore attractive to money launderers.  Primary of these are the availability of cryptography, lack of borders, and the payment systems which have been developed to facilitate e-commerce.

Cryptography

Cryptography (encryption) is particularly important to the growth of e-commerce because it provides the means to ensure the authenticity, integrity and privacy of transactions and communications, thus ensuring the necessary security for the digital world.  However, criminals can use cryptography with relative ease to thwart the lawful information-gathering capacity of law enforcement agencies.

Lack of borders

Some of the payment systems used in e-commerce allow the parties to the transaction to deal with each other directly, without the assistance of a regulated financial institution. Thus, there may not be a traditional audit trail.  Additionally, funds could come from anywhere in the world, and be sent anywhere in the world.  In effect, payment systems offer instantaneous transfer of funds over a network that is not subject to any jurisdictional restrictions.

Payment systems

The payment systems used in e-commerce include e-money, stored value cards, and payments made over the Internet.

E-money is a generic name given to the concept of currency which is digitally signed by an issuing institution through a private encryption key, and is then transmitted to an individual.  It can subsequently be negotiated electronically by that individual as payment for goods and services anywhere in the world.  E-money is on-line currency that can be exchanged between two parties without the need for a third party (eg the issuing institution) to complete the transaction.

Stored value cards are a different technology that, in comparison to e-money, only store pre-paid money.  Stored value cards have attracted law enforcement attention as they have the potential to make following the “money trail” that much more complicated.

E-money laundering

These developments in e-commerce could facilitate money laundering in the following ways.  Placement of cash into an unregulated financial institution may be easily achieved by the use of a smart card or personal computer with Internet access, to buy foreign currency, goods, etc.  Powerful encryption may be used to guarantee the anonymity of these transactions.

Layering of the funds can also be achieved through a personal computer.  There is usually no audit trail.  Additionally, the Internet allows for instantaneous transfer of funds over a system that, in effect, has no borders.

And finally, the criminal may be able to achieve integration of the funds by using a personal computer to pay for investments or to buy an asset, without having to call on the services of an intermediary financial institution.

However, the advantages afforded by e-commerce do need to be kept in perspective.  The launderer still needs to convert the illicit funds to gains that appear to be legitimate.  The proceeds of crime still need to be smuggled out of a jurisdiction, or disguised as the proceeds of some legitimate enterprise.

E-money laundering is thought to be negligible, for now.

(c) Is international law enforcement cooperation adequate to meet the challenges of new technology?

There exists a high level of international interest in addressing the challenges being posed by new technology.  This interest is demonstrated by the multilateral efforts of the United Nations, Interpol, the G8 countries,  the Council of Europe, and the Organisation for Economic Cooperation and Development (OECD).

The United Nations, through its Workshop on Crimes Related to the Computer Network, agreed that States should seek harmonisation, where appropriate, of the relevant provisions on criminalisation, evidence and procedure.  The preparatory work for this particular workshop was undertaken by the United Nations Asia and Far East Institute for the Prevention of Crime and the Treatment of Offenders.  Australia was represented in this process.

Interpol has been working to enhance law enforcement’s international capacity to respond to information technology based crime, in particular through the convening of sub-regional meetings on computer crime.  Australia is Chair of the Asian Region (English speaking) Working Party, which is due to have its second meeting late in 2000.  The AFP is the host for the Australian National Central Bureau of Interpol.

The G8 countries have formed a Subgroup on High-Tech Crime.  One of the major outcomes of the G8s efforts in this regard has been the establishment of a global, 24 hour access system for cyber crime contacts.  The AFP is a participant in this International High-Tech Crime contact list.

The Council of Europe (COE) is an international organisation established in Western Europe comprising 41 countries.  The COE has released a draft version of a convention on crime in cyberspace, to address the harmonisation of e-crime provisions and investigations, and to ensure effective international cooperation.  Once passed, this convention will be the first international treaty to address criminal law and procedural aspects of various types of offending behaviour directed against computer systems, networks or data.  The convention also deals with law enforcement and international cooperation issues.  The AFP considers this type of convention particularly exciting and necessary for addressing the borderless nature of cyber crime.

The OECD has developed and formally adopted Guidelines for Consumer Protection in the Context of Electronic Commerce.  Australia is an active participant in the OECD’s work on e-commerce, including privacy safeguards, consumer protection, authentication, taxation and general economic research.

The AFP is Australia’s representative on the board of the International Organisation of Computer Evidence (IOCE).  Other countries represented on the Board include the USA, the Netherlands, and the UK.  The current activities of the IOCE involve developing standards in connection with computer evidence, developing communications services between member agencies, and holding conferences to exchange information and develop working relationships.  The IOCE is also pursuing the production of an agreed, generic International guide for the application of common standards for the recovery of computer based evidence, arising out of recognition by the G8 countries that ‘common’ evidence standards were needed in order to combat criminal activity that crossed international borders.

The ways in which various countries’ criminal laws address computer crime and technology issues are dependent on the jurisprudential basis of their legal systems.  There will always be disparity between countries.  Therefore it is important to strive for harmonisation (international compatibility), and consistency of outcomes rather than specific laws.  Mechanisms such as extradition and mutual assistance treaties must recognise the realities of new technology.  No doubt some countries will set themselves up as cyber havens, in the same way that certain countries now are banking and tax havens, relying on secrecy and lack of scrutiny in order to attract funds and business. 

These developments indicate that the international community has recognised the threat that technological development can pose to lawful interaction.  In dealing with the impact of technology on law enforcement, normal cooperation channels still apply, such as mutual assistance and extradition.  The AFP international liaison network provides an established forum for progressing law enforcement issues and technology sharing between law enforcement bodies.  As long as law enforcement interests remain on the agenda of these international forums, the efforts of international cooperation should be well placed for dealing with these challenges.
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