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Question:
Computer Password lifetime

Outcome:
The Commonwealth Parliament to have international standard broadcasting, transcription and information technology services and the Australian community be able to see, hear and read the work of the Parliament.

Output:
Support and Technology Services

Topic:

Information Technology Security
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Senator Ray asked:

That the department investigate the need regularly to change passwords on parliamentary supplied laptop computers.

Answer:

The current password policy applying to Senators and Members using the parliamentary computing network (PCN) from their personal computer in Parliament House and the electorate office requires the password to be changed every 90 days.  Similarly, laptop computers used to access the PCN from any remote location also have a 90-day password limit.

The ‘Outlook Web Access’ (OWA) facility, which allows access to mail, calendar, contacts and news facilities from any Internet café or public Internet facility, requires the password to be changed every 30 days.

All laptops supplied to Senators and Members have 'PCVault' secure access software installed.  'PCVault' is a Defence Signals Directorate (DSD) accredited product which prevents password ‘guessing’ by initiating a time-based lockout facility when incorrect password attempts are made.

The 90-day password policy applying to Senators’ and Members’ laptops was established as a result of DSD’s Australian Communications Electronic Security Instructions (ACSI) 33 of April 1998 which recommended that passwords be changed at least once every three months.

DSD’s current ACSI33 (2000 edition) instructions do not specify a password lifetime.  However, DSD personnel have advised that passwords should be changed on a regular basis, with the usual industry standards considered to be 90 days.

The Australian National Audit Office (ANAO) advises that passwords should be changed at least every six months, and recommends a change interval of four months.

Deloitte Touche Tohmatsu, the department’s internal auditors, recommends passwords be changed every 30 days, but accepts that ‘in some circumstances, it would be reasonable for this to be 30-60 days’.

The department is currently reviewing the parliament’s Information Technology Security Policy.  As part of the review, advice will be sought from DSD and ANAO when proposing suitable security standards.  With regard to password lifetimes, it is expected that, subject to advice from the Presiding Officers’ Information Technology Advisory Group (POITAG) and approval by the Presiding Officers, a 90-day lifetime will be applied to all passwords.

