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Privacy, Security, Fraud Awareness and Conduct in Centrelink

All Employees

Centrelink is one of Australia's largest government employers and administers around 30% of
alt Australian Government outlays every year. i is an important role. Centrelink is privileged
to make a real difference in the fives of many Australians.

Centrelink's success as an organisation is founded on cur integrity as a business. We must
maintain a high level of government and community confidence to successfully administer
these programs and provide this support into the future.

To buiid and maintain this confidence in Centrelink, it is important that all employees and
confractors have a strong understanding of their workplace responsibilities in refation to
privacy, confidentiality, security, conduct and fraud awareness,

As a government agency, we have a clear responsibility to conduct all of our business to the
highest ethical and professional standards. All government employees are expected 1o uphold
the Australian Public Service (APS) Values and comply with the APS Code of Conduct as
defined in the Public Service Act 1894

In your job you are likely to handle personal information relating to Centrelink customers
andfor employees. This information is provided for the purpose of perfarming your duties. As
a Centrelink employee or contractor, you have an obligation to protect this information and
handle it in accordance with specific legal requirements and standards,

Details are provided in this bookiet. Your Team Leader and Privacy Officer will take you
through this information to help vou to understand and follow the rules relating to privacy
and confidentiality while deing your job, and show you how to access more information.

it is impoertant that you read this booklet and familiarise yoursetf with Centrelink's privacy
and confidentiality legislation and security policies, as well as your personal responsibilitics in
retation to conduet and fraud awareness as a Centrelink employee.

Page 23 contains a DECLARATION OF CONFIDENTIALITY. New employees and contractors must
sign the declaration before being given access to confidentis! information held by Centrelink.
In this declaration you acknowledge that you agree to abide by the confidentiality rufes
detailed in this booklet.

Lt

JEFF WHALAN
Chief [xecutive Officer

www.centrelink.gov.au




PART A

Contents |

CONTENTS

A 3 Privacy and Confidentiality—Rules for handiing
Personal/Protected information

Fraud Awareness and Conduct Responsibilities

Checklist—to be completed and signed
Declaration of Confidentiality is signe
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PART A

Privacy and Confidentiality

Centrelink has a strong privacy culture that supports the rights of our customers and
employees to have their personal information protected in accerdance with Commonwealth
law. Good privacy practices build confidence in Centrelink’s ability to effectively deliver
servmes on behall of government, This booklet outlines some areas of concern that you
aware of before gaining access to personalfprotected information.

ion of Centrelink's privacy culture is our legal obligation ta comply with the
3988 and the confidentiality provisions contained in the varicus legisiation we
example, the Social Security {Administration] Act 1999, A New Tax System
1ee) [Administration] Act 1999 and Student Assistance Act 1873,

iality provisions contained within the legislation govern access to, use and

f protected information in electrenic or paper records of Centrelink or its policy
wents. The confidentiality provisions in various legislation allow a person to obtain
cted information only for the purpose of performing their duties.

he Privacy Act 1988 contains the Information Privacy Principles (IPPs) that sef the standards
for the coliection, storage, access, use and disclosure of personal information. The 1PPs apply
to Commonwealtt geneies. Protecting privacy is mere than guaranteeing
confidentiality. Centre hat individuals are informed about what is happening
to their information, and i ate inn decisions abouf what is collected, who
collects it and why.

ss and administers 3 variety of legislation, it
ully conversant with your obligation to handle
y the legisiation.

As Centrelink continues to
is your responsibility to
personal/protected inform
Various acts administered by Centrelink apply to
I speial security or family assistance faw and other

tink, the Privacy Act 1988 applies to the personal
rs, employees and other individuals whose information is held in

While the confidential
personal informatigi
Eegislatzan ad

ach of confidentiality?
breach of canfidentiality occurs when someone looks at, makes a record of, uses or

discloses protected information when it is not for the purpose of performing their duties
under the relevant legislation.

There are severe penalties for employees who breach the confidentiality provisions. These
include penalties under various legisiation {inciuding the Crimes Act 1974) of up to two
years imprisonment, Ongoing and non-ongoing employees may also face sanctions under the
Public Service Act 1999 which may attract disciplinary measures such as fines, demetions or
stissal. Contracted employees may have contracts terminated.
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What is a breach of Privacy?

A breach of privacy occurs where an act or practice of an agency breaches gne of the
Information Privacy Principles {IPPs) in the Privacy Act 1988 or the Tax File Number (TFN)
Guidelines issued by the Privacy Commissioner. Agencies are responsible for ensuring
praciices and procedures comply with the IPPs.

Under the Privacy Act 1988 there are no penalties for the individual who breaches privacy;
however, an employee may be subject to disciplinary action under the Public Service

Act 15599, which may attract disciplinary measures such as fines, demotions or dismissal,
Contracted employees may have their contracts terminated.

Browsing and Conflict of Interest

Access to personal information is on a ‘need to know' basis in order for you to perform your
duties. It is not provided for your private use. You do not have to disclose the information
to someone efse, just looking at a custemer or employee record when you are not authorised
for the purpose of carrying out your duties with Centrelink, is an offence under various
legistation Centrelink administers. This is commonly known as browsing.

¥ou are net authorised Lo access andfor process your own customer record or those of family,
friends or other people where there may be, or may be perceived to be, a conflict of interest.
This also includes people with whom you may have had or are having a dispute. You can,
however, access your own personnel record on Infolink HR. If you are also a cuslomer, you
can register to use the customer online services channel on the Centrelink website. This

example,
: structions
: This type of

access their record when such access would be contrary {o Centre
your mother cannot authorise you to look at her record, bec
clearly state that you cannot access or assess the records o
access wouid be considered o be a conflict of interest.

to your Team
Leader can
loyee. The vast
c:employee

If you are concerned about 2 possible conflict of interg
Leader before dealing with that person or accessing |
authorise you to deal with the matter or reassign the
majority of privacy complaints come from people w
concerned, so this policy is in glace to protect you ag

Some examples of unauthorised access, use and disc
® accessing a customer's, Centrelink employee's or conty
address and home telephone number for personal reasons
s out of curiosity, looking up the records of people reported in th
®  gecessing or processing a friend’s or work colleague’s claim for a payment or service
from Centrelink
* accessing a neighbour's record because they cannot get through to the Cali Centre
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PART A

s gceessing your own customer record because you are not confident that your claim
has been assessed correctly

* accessing the record of a friend to et them know how much is owing on their
Centrelink debt or when their form is due o be Jodged

* creating, accessing or assessing a record with the intent to gain financially or
otherwise

¢ Jooking up Infolink HR to get a work mate’s home telephone number to invite them to

lunch.

disclose protected/personal information about customers or employees to third
¢ not authorised to receive this information.

he records of customers and employees from the Income Security Integrated
Infolink Ft and Infolink HR, are logged and monitored. Logging reports can be

hich show the exact date, time and screens accessed by employees. This is for the
f both customers and Centrelink employees.

Y COMPLIANCE STRATEGY (PCS)

Privacy Compliance Strategy (PCS) has been implemented to support Centrelink’s
commitment fo its legislative obligations to protect the privacy and confidentiality of
customer-andien information. The object of the PCS is to support a controf framework
of prevention, detection of browsing and inappropriate access to customer
and empioyee information,

Emination to ensure that authorised employees
n that is relevant to the direct performance
active monitoring of accesses made by

nation contained in Centrelink's records is carried
e unauthorised it will be referred for further

The PCS reinforces Centreli
only access customer and
of their duties. To achieve
employees to the person
out. Where access to a
investigation.

Repertmg Pri

breaches of privacy andfor confidentiaiity should be reported to the
the Privacy and Information Access Section in Legal Services Branch.

o believe their privacy has been breached can contact the Area Privacy Officer
d may also lodge a compilaint with the Federal Privacy Commissioner.

PRIVACY RESOURCES

More detail on how confidentiality and privacy legisiation relates to you ang your role
with Centrelink is explained in the Privacy and Confidentiality Manual found in the Privacy
Awareness Kit. This can be accessed onling at http:/feentrenct/eorpfprivfindex.htm

»  Privacy training videos:
- CLPS {Centrelink Leading in Privocy Strotegies]
- Privacy Stakes

®  Privacy fact sheetsfbrochures:
- Starting with Privacy {for employees of Centrelink)

(451
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o Privacy Training Modules

Your Area Privacy Officer can help with your privacy/confidentiality enquiries and show you
how te access the confidentiaiity legislation contained within various Acts administered by
Centrelink, Contact details can be found on the Privacy and Information Access Section home
page at: http://centrenci/homepage/nsofservimpfprivacy/index.ktm or email PRIVFOLNA.

National Support Office {NSOJ employees should contact the Privacy and Information Access
Section in Legal Services Branch regarding training and advice,

Your Right fo Privacy (for customers of Centrelink)
Customer Besearch and You {for customers of Centrelink)

Basic Module

Call Centre Module

Freedom of Information {FOI Module

Managers and Employees Dealing With Personnel Matters Module
Indigenrous Customer Service Officers {iCS0) Module
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Security Responsibilities

Centrelink is required to satisfy minimum standards for security set by the Government

and contained in the Commonwealth Protective Security Maonual {PSM). Al staff have

respensibility for meeting these security standards and may be held accountable Tor any

fallures or breaches of security. Breaches of securily may resull in action being taken under
wistralian Public Service [APS) "Code of Conduct” provisions contained in section 13 of

ervice Act 1999

ecurity Policy Manual is a comprehensive document that will assist you to
apply the policies in your role as an employee of Centrelink. The Manual
ation about protective security, information security, personnei security and
help you to understand and comply with a number of relevant security policies,
and summarised some of the security policies below.

ty Awareness

nloyees shall take all reasonable steps to become famitiar with and comply with the
poiicies detaited in the Centrelink Security Policy Manual and the Commonwealth Profective

Security Moantig

2. Security ldentification ication

his is presently a current Accesslink card and &
alt times and be easily visible. Accesslink is the
cess Centrelink computer systems. Accesslink

Employees shalt always we
Centrelink name badge. B
Smartcard system that all
may also be used to provig

ty. As the assigned cardholder, all access recorded
deemed performed by you. You must protect your

sonal Identification Number (PIN). Never record your PIN
circumstance is your Accesslink card to be used by another
entication (e.g. Accesslink Cards, PiNs, passwords, encryplion codes
relink, are regarded as sensitive and are to be actively protected from
Compromise.

Your Accesslink card isy
against your Access

Your Accesstink card will be valid for a maximum period of two years, at which time the
photo identification and the validation date must be updated. It is the property of Centrelink
and must be returned to your Team LeaderfManager or to your Accesslink officer when your
employment with Centrelink ends.

3. Security Verification

fmployees shall always check the credentials of persons on Centrelink premises. All visitors
are.required to sign a visitors' register and wear appropriate Centrelink identification.

4. Security Protection

Empioyees shall always ensure the protection of Centrelink’s official information, assets,
equipment, rescurces, employees and customers by adhering to Centrelink’s security policy

and procedures.
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5. Infermation Protection

Centrelink collects, receives and develops information to fulfil its functions, and expects all
employees who aceess or hald this information to protect it. This information is known as
“official information" and must be handled with due care in accordance with authorised

procedures.

Official information must be made availabie only to persons who have a fegitimate need to
know to fulfil their official duties or contractusl responsibilities. The avaitability of official
information should be limited to those who need to use or access the information to do
their work. Therefore, if you don't need the information to do your work, you should not
view or aceess such information. The need-to-know principle must be applied to ait official
information, except for public domain information.

6. Clear Desk Security Policy

Employees must ensure that alf official information classified "confidential’ {including
customer files and documents} and other valuable resources are secured appropriately when
absent from the workplace. This includes being away from the workplace for short meetings
and funch.

Employees working in public contact areas or public access sreas must ensure that all
official information elassified ‘confidential' finchuding customer files and documents) and
other valuable resources are secured appropriately when absent from their workstafion. This

includes any absence from the workstation for short or fong periods.

you leave your workstation. To activate Screeniock, press the keys CTR
time, and then press ENTER, or double click on the screen saver activa
bottom right of your computer screen.

Employees are to take all reasonable steps to control accessgt ation and shall not
knowingly aliow another person to use a workstation to
riot leave a workstation unsecured or unattended aft

7. Personnel Security Clearances

Geeupants of certain positions may be required to
they can obtain access to security classified informas
Business Line Manager should advise you whether a 3
your work. Further advice may be obtained from the
Personnet Security Officer.

8. {1 Security

Employees shall conform to all security measures and procedures in place, to ensure
that sensitive 18T equipment or valuable assets are protected from theff, damage and
unauthorised access. Refer 6 above.
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9. Use and Provision of Computing Facilities

Electronic, computing and general facilities are provided for legitimate Centrelink business.
Etectronic and computing facitities may be used for 'limited personal use’ provided that such
use does not:

» interfere with an employee's duties and abligations to Centrelink

o require access outside normal working hours, andfor

include usage deemed inappropriate or unacceptable by Centrelink and the
ernment. Refer fo Centrelink's Use of Centrelink’s Electronic Facilities handbook,
is available from the People Handbook, under the topic ‘Working' or at:

net/ hcmepage!divpeeple]brwreplhandbook/workinglwkgﬂ55.htm

at its discretion, monitor and log the use of its systems (including e-mail,
{nainframe) to ensure that the integrity and confidentiality of its information is

ctual Property and Copyright

Oyées are to maintain the confidentiality, integrity and copyright of all assets developed,
4 and purchased by Centrelink. In particular, employees:

software in accordance with the approved licence agreements

i uthority, make copies of Centrelink owned or leased 1

o shall not, With
assets for any p
» shali report alt instal
Security Adviser (ITS

isuse to their Team Leader/Manager and the T

11. Reporting of Security

y violations, breaches and incidents to their Team
FSecurity Adviser [ASA) as soon as passible so that

. To report a security incident, you must ensure that a

ompleted. These forms can be accessed from the Security

Employees have a dut
teader andfor Manag
prompt remedial g
Security Incident
homepage,

(HONS/BREACHES

{ e is evidence of a breach of security policies, standards and/for procedures, a
preliminary investigation will be undertaken andfor specific or directed auditing activities will
be authorised. The outcomes of such actions may result in:

o the matter being referred for action in accordance with the procedures for
determining whether an employee has breached the APS Code of Conduct {see the

Peaple Handbook]
« confirmation that a breach of a contractual agreement has occurred, thus initiating
an interral investigation

W7ve confirmation that a criminat act has occurred, thus initiating a criminal investigation
in conjunction with police authorities and in accordance with the Criminal Code Act

o relevant security awareness programs being reinforced, {eg training, retraining)
e sccurity policies, standards or procedures being modified.
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Where an allegation is proven against an employee, sanctions may result in:

*  reprimand

* 4 deduction from salary, by way of 2 fine that does not exceed two percent of the
employee’s annual salary

* reduction in salary

» reassignment of duties

* reduction in classification

e termination of employment.

SECURITY RESOURCES
Maore information about security is available online at: http:/fcentrenetfhomepage/divitcoref
britsipfitspafitspa.hitm or by sending ar email to SECURITY.POLICY

From this intranet site you can also access the Security Policy Monual, information about the
Agenicy Security Adviser {ASA), the Agency IT Security Adviser (ITSA] and other security '
contact information,

The ASA and Security Contact Officers can advise you on protective security matters and
security training and the ITSA can advise you on 1T security matters.

it




PART C

Fraud Awareness and Conduct Responsibilities

Centrelink is committed to the prevention, detection and deterrence of internal fraud and
misconduct, You need to ensure that you understand your responsibilities in controlling fraud
and adhering to the APS Values and APS Code of Cenduct during your employment with
Centrelink.

OF FRAUD

 separated fraud into the following three areas to define the type of fraud that
link.

tive Fraud—oceurs when Centrelink employees use resources for purposes other
for which they were provided. This can involve stealing property for personal
ipulating salaries or incorrectly claiming overtime. It may also involve people

» Centrelink attempting to fraudulently obtain Centrelink's administrative funds.

formation Fraud—is the theft or misuse of information held by Centrelink. It occurs
when employees make inappropriate use of information they have access to as part of
their duties. it can mcluée the sale or provision of customer details to a third party [e.g. a
private irVestigatos customer records for personal interest.

, non-customers andfor Centrelink employees

ng fafse claims to receive payments that they
trelink employees misappropriate funds by

in or to a third party who would otherwise be

3. Payment Fraud—can’
(internal fraud). It invol
are not entitied to. it a
making payments to pe
ineligibte,

e fraud against the Commonwealth as
eption or other means®,

The Commonwealth Fr

“Dishonestly obtainin

This definition |
+ theft

a firancial advantage or other benefit by deception

i85, or avoiding or creating liability by deception

iroviding false or misleading information to the Commonwealth, or failing te provide

information where there is an obligation to do so

¢ making, using or processing forged or falsified documents
e bribery, corruption, or abuse of office

e unlawful use of Commonwealth computers, vehicles, telephones and other praperty or
services

* relevant bankruptey offences

any offence of a like nature to those listed above,

tt
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All Centrelink employees must:

1. adhere to all requirements specified within legisiation, policy and direction

2. observe directions from the Chief Executive Officer, General Manager—Audit and Risk, and
Business Manager—Iinternal Fraud and Ethics Section, in the conduct of enquiries related
to suspected fraud and misconduct

3. report any suspected incidents of fraud and misconduct
4. ensure that the APS Values and APS Code of Conduct are observed at all times.

The objective of this direction is to ensure that:
# ali Centrelink managers and business teams are aware of their responsibilities in the
management of suspected fraud and misconduct
* all employees are aware of their individual cbligations to comply with policy,
guidelines and direction
® every employee adepis Centrelink’s fraud prevention measures and reports any
suspected incidence of employee fraud and misconduct.

it is the duty of all employees 10 adopt fraud and misconduct prevention measures and to
report any suspected incidents.

CTHICS

Section 10 of the Public Service Act 7999 deals with the personal behaviour of Australian
Public Service [APS) employees. Section 10{13{d) of this Act requires that APS employees

behave with the highest ethical standards. Ethics are not simply about acting to the law o
compiiance with policy, they are aiso abeut acting with consideration to values, perspeg
judgement and consequences.

At work this means:
* supporting ethical work practices through your cwn behavio
s encouraging these principles in others
* understanding Centrelink’s position on ethical issues

e considering the effect of individual behaviour and
others and the organisation as a whole

®  being honest, truthful and forthright with col
customers in a manner that is sensitive to th
and that does not disclose confidential infor

t and external
5 not mislead them

e maintaining a high level of integrity in the T
standards in others by standing up for what is
® resisting pressure to do the wrong thing or o (?;)Fﬂ
term gain '
# taking personal responsibility.

tinethical

As Centrelink employees, we are in a position of trust with regard to using Centrelink's
eguipment and resources, protecting Centrelink’s assets, maintaining security controls and
procedures and effectively reporting and documenting cur activities,

12
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Centrelink expects all employees to approach their responsibilities, work and dealings with
cofteagues and customers in accordance with the APS Values and comply with the APS Code
of Conduct.

Reporting Internal Fraud and Unethical Behaviour

Centrelink employees are required to report all suspected cases of internal fraud and misuse
to either their Office Manager/Business Manager, Area/National Manager or the Internal
d and Ethics Section, Centretink Audit Risk and Ethics Division.

ns and Penalties

s of action depending on the result of an investigation:
of conduct processes leading to sanctions under the Public Service Act, andior

1al processes taken over by the Austraian Federal Police [AFP) and/or the
ctor of Public Prosecutions (DPP).

liance with legistation and Centrelink policy may result in a code of conduct
tigation being carried out and penalties under Section 15 of the Public Service Act 1999
being imposed. Where a criminal offence has been commitied, penalties would be imposed
under the Criminal Code Act 1995,

RESOURCES

inistrative policies, to report cases of

e, contact the internal Fraud & Ethics section.
ge at: http:f/eentrenet/homepage/divaudit/
up

To query or confirm any ¢
administrative loss, theft,
Contact detalls can be foun
carsfindex.htm or email; AD

REFERENCES -
s Fnancial Maon Qnmbiﬁfy Act 1397

ceountability Act Regulations

+«  Financial Mg
Publi

10: Australian Public Service Values
3 tion 13: Australian Public Service Code of Conduct
e Criminal Code Act 1995
Chief Executive Instructions
*  Privocy Act 1988
»  Commonwealth Fraud Control Guidelines
2 Fraud Control Plan
¢ Fraud Contro! Action Plans
¢ People Handbook

Procurement and Contracting Manual

13
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Legislation and Definitions

Social Security [Administration) Act 1999 [55AA)

A New Tox System (Family Assistancel] (Administration] Act 1999 [FAAA]
Student Assistance Act 1973 {SAA)

201-202 161-162 3% Protection of personal information-
who can access protected information, how it
can be used and to whom it may be disclosed

204 164 353 Offence-unauthorised use and disclosure.

n to disclosure
Or exercise of

208-209 168-169  355-356

361 Freedom of Information Act not affected.

14
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Definition of Officer

cted Information

5201 of the Social Security (Administration] Act 1999
defines an ‘officer’ as:

{a) a person who is or has been an officer within the
meaning of subsection 23(3} of the 1981 Act; or

(b} a person who is or has been appointed or employed
by the Commonwealth and who, as a result of that
appointment or employment, may acquire or has acquired
information concerning a person under the social security
law or the Farm Houschold Support Act 1992, or

{c} a person who, although not appeinted or employed by
the Commonwealth, performs or did perform services for
the Commonwealth and whao, as a result of performing
those services, may acquire or has acguired information
concerning a person under the social security law or the
Form Household Support Act 1992,

The Socicl Security Act 1991 defines ‘protected information’
as:

a} information about a person that is or was held in the
dords of the Department or of the Agency; or

tion about a person obtained by an officer
amily assistance law that is or was held in
“ the Australian Taxation Office or Medicare

Ation to the effect that there is no information
‘nerson held in the records of one or more of the

the Department;

(i} the Agency;

{iii} the Australian Taxation Office;
(v} Medicare Australia.

The A Mew Tax System {Fumily Assistance) (Administration}
Act 1999 defines ‘protected information’ as:

fa) information about a person that is or was held in the
records of the Department or the Commonwealth Service
Delivery Agency; or

{b} information about a person obtained by an officer

under the family assistance taw that is or was held in
the records of the Australian Taxation Office or Medicare

Australia; or

fc] information to the effect that there is no information
about a persen held in the records of an agency.

15
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Personal Information The Privaey Act 1988 states:

‘Personal information’ means information or an opinion
{including information forming part of a database),
whether true or not, and whether recorded in a material
form or not, about an individual whose identity is apparent,
or can reasonably be ascertained from the information or
opinion.

Official Information As defined in the Commonwealth Protective Security
Manual (2000): is any information developed, recejved
or collected by or on behalf of Government, through its
agencies and contracted providers.

Security Classified As defined in the Commonwealth Profective Security

Information information Manual (2000} is official information that,
if compromised, could threaten the security or interests
of individuals, groups, commercial entities, government
business and interests, or the safety of the community.
Examples of this type of information include information
on law enforcement operations and personal information
concerning members of the public. Examples of classified
information include:

= STAFF-IN-CONFDENCE

e  SECURITY-IN-CONFIDENCE
¢  CUSTOMER-IN-CONFHDENCE
= CABINET-IN-CONHDENCE

* BUDGET-IN-CONFIDENCE
e PROTECTED
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Guide tg the Information Privacy Principles {IPPs) as contained in the Privacy Act 1988

IPP 1 COLLECTION Agencies can only collect personal information:

* for g lawful purpose that is directly related to their
funciions, and necessary for or directly related to that
purpose; and

= Centrelink must net collect personal information in
& way that is unlawful or unfair.

Wher an agency asks for personal information directly from
the person who that information is about, we must take
whatever steps are reasonable to make sure the person is
aware of the following details:

* why the agency is collecting the information

= the agency’s legal authority (if any] to collect the
information

* o whom the agency usually gives that kind of
information.

en an agency asks for personal information, we must
reasonable steps Lo make sure that:

IPP 3 COLLECTIO

ation the agency collects is relevant, up to
ompiete

v does not collect information in an
rably intrusive way.

ficy must ensure that personal information is stored

IPP 4 STORAGE AND
f secure againsi:

SECURITY

loss

® unauthorised access, modification, disclosure
* pther misuse.
Covers:

* information refating to records kept by the record
keeper

® aceess to records containing personal information

¢ glteration of records containing personal information.

USE IPP 8 Agencies must take reasonable steps to ensure that the
personal information it uses is accurate, up to date and
compiete.

USE IPP g An agency must enly use personal information for a

purpose to which the information is relevant.

17
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USE PP 10

PP 11 DISCLOSURE

18

Limits are sel on how an agency may use personal
information.

General rule: An agency may only use personal information
for the particular purpose for which it obtains the personal
information.

Exceptions: There are situations in which an agency may use
personat information for purposes other than that for which it
ubtains the personal information.

These are;
# the individual consents to the use;

s the use is necessary to protect against a serious and
imatinent threat to a person's fife or health;

®  the use is required or authorised by or under law;

= the use is reasonably necessary to enforce the criminal
faw or law imposing a pecuniary penalty, or to protect
the public revenue; or

s the use is directly refated to the purpose for which the
agency obtained the information.

An agency may only disclose personal information to the
person the information s about, and not to any other
person or organisation unless one or more of the situatiot
below apply:

® the individual consents to the disclo

* the disclosure Is necessary to prg
and imminent threat to a persg

# the disclosure is reguire or under faw;

enforce the

» the disclosure is rea .
niary penally, or

criminal law or a |
to protect the p

s been toid in a
0 know, that

¢ the person the
valid IPP 2 not
kind of disclosup
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APS Code of Conduct {1) An APS employee must behave honestly and with
integrity in the course of APS employment.

{2} An APS employee must act with care and diligence in
the course of APS employment.

{3} An APS employee, when acting in the course of APS
employment, must treat everyone with respect and
courtesy, and without harassment,

{4} An APS employee, when acting in the course of APS
employment, must comply with all applicable Australian
faws. For this purpose, Australian law means:

a. any Act (including this Act], or any instrument made
under an Act: or

b. any law of a State or Territory, including any instrument
made under such a law.

{5) An APS employee must comply with any lawful and
reasonable direction given by someone in the employee’s
agency who has authority to give the direction.

APS employee must maintain appropriate
lity about dealings that the employee has with
or Minister's member of staff.

mployes must disclose, and tzke reasonable
d, any conflict of interest {real or apparent} in
Swith APS employment.

APS employee must use Commonwealth resources in
Fmanner,

9) An APS employee must not provide false or misleading
information in response to a request for information

that is made for official purposes in connection with the
employee's APS employment.

{10} An APS employee must not make improper use of:
a. inside information; or

b. the employee’s duties, status, power or authority, in order
to gain, or seek to gain, a benefit or advantage for the
employee or for any other person.

{11} An APS employee must at all ﬁmes behave in a way
that upholds the APS Values and the integrity and good
reputation of the APS.

£12) An APS employee on duty overseas must at all times
behave in a way that upholds the good reputation of
Australia.

{13} An APS employee must comply with any other conduct
reguirement that is prescribed by the regulations.
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PART D

THE CRIMES ACT 1914

Section 70

This section says 3 Commonwealth officer must not publish
or communicate any confidential or sensitive document or
fact they are aware of in their capacity as a Commaonwealth
officer, uniess it is to an authorised person. This also

applies to a person who previously held a position as a
Commonwealih officer.

THE CRIMINAL CODE ACT 1985

This Act contains general prohibitive principles that apply
to all Commonwealth employees. The following restrictions
are not exciusive and are only offered as a guide. For

more information consult the Criminal Code Act 1995, In
summary, this Act:

* prohibits Commonwealth employees from destroying,
stealing or intending to steal property befonging to the
Commonwealth

# has penalties against Commonwealth employees
behaving in a dishonest manner te commit or conspire
to comemit frapd

¢ forbids a Commonwealth employee asking for, receiving
or obtaining a benefit for himself, herself or another
person

s prohibits a person from intentionally and with aut}
obtaining access to data stored in a Com
computer. [This is a *browsing’ offence,
Criminal Code Act 1995)

rasing or
mputer

» prohibits a person damaging {
altering} data held in a Cg

®  prohibits & Common
using information
Commonwealth

Penalties for breach:
years imprisonmer

GOVERNMENT PRC
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PART E

Checklist

Inductee's pame:

Start date: [ ] Office:

h brochure Starting with Privacy.
understood the Use of Centrelink's Electronic Focilities topic in the People

L explanation of privacy, confidentiality, security, fraud and conduct
ties, including:
the confidentiality provisions
what happens if you breach confidentiality

conflict of interest
browsirg
1 what the Infor
handling personal info
document disposal
explanation of the D

L]
[]
L
L]
E explanation of the u
[ .
[
L]
P

Princioles (IPPs) mean for Centrelink

entiality and signature
fectranic Facilities
et Principles

PO L

an overview of the A
definition of offici:
definition of formation
Ns, passwords etc
station (screentock)

i) security of

oknow’ principle

ss for reporting security violations, breaches and problems

L what happens when there is a breach of security policies, standards or procedures
[} introduction to Centrelink Reference Suite—reference material for security, privacy,
conduct and fraud awareness

Fraud Centrol Plan 20042006

location of additional resources

team specific material

D name forwarded to Area Privacy Officer for security and privacy awareness training.

L

Inductee’s signature Inductor's signature

Please forward copies of this form to the Arew Privacy Officer (for security and privacy
awareness training), and HR (for filing purposes, along with the signed Declaration of

Confidentinfityl, 51
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PART F

Declaration of Confidentiality

All employees are required by the Chief Executive Officer of Centrelink to make a Declaration
of Confidentislity,

mber {where applicable)

hereby declare that | have been provided with the 'Declaration of Confidentiality, Privacy,
Security, Fraud eness and Conduct Responsibilities” booklet.

| ur}derstan.ci that {

some of my privacy and confidentiality obligations and
that these obligations a j

tion.

I have read and understood
and C (Fraud Awareness an§i
Part D fLegisiation and De

nd Confidentiality}, B (Security Responsibifities)
bilities} of this booklet and undertake to read

1 agree to abide by the ry ooklet

(Witness Name)

{Witness Signature)
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