Senate Environment, Communications, Information Technology & the Arts Legislation Committee
ANSWERS TO ESTIMATES QUESTIONS ON NOTICE

Communications, Information Technology and the Arts

National Office for the Information Economy
Additional Estimates Hearings 10 February 2003

Senate Environment, Communications, Information Technology & the Arts Legislation Committee
ANSWERS TO ESTIMATES QUESTIONS ON NOTICE

Communications, Information Technology and the Arts

National Office for the Information Economy
Additional Estimates Hearings 10 February 2003


Outcome 1, Output 1.1  





Question: 139

Topic: Agency responses to the Commonwealth Agency Website and Internet System Security Checklist

Hansard Page: 126

Senator Lundy asked:

It [the Commonwealth Agency Website and Internet System Security Checklist] was a best practice guide. So you did not get any responses back?

Answer:

The checklist was published to assist agencies with addressing security and authentication issues when delivering government programs and services via the internet. There were no expectations of agencies responding to the checklist and sending back completed forms to either the Australian National Audit Office or NOIE and none were received.

The checklist was included and referred to in Round Three of the Government Online Survey (data as at March 2001). However, there was a specific note that it was intended as an internal tool rather than a reporting device. The survey question focused on whether the checklist had been completed.

Outcome 1, Output 1.3





Question: 140

Topic: Open Source Software seminar – invitation list

Hansard Page: 127

Senator Lundy asked: 
[Open Source Seminar.]  Can I have a copy of the invitation list to that seminar?

Answer:

The primary audience for NOIE’s Open Source Software seminar held on 18 February 2003 was Chief Information Officers and managers of Information and Communications Technology within Commonwealth agencies. A smaller number of State and Territory Government representatives were also invited to attend. The list of government agencies invited to attend the seminar is at Attachment A. 
NOIE staff were advised they could attend should sufficient places be available. 

A number of vendors and others with an interest in open source software issues contacted NOIE directly when they became aware of the seminar through accessing the NOIE website or from media reports. The list of non-government organisations which indicated they would attend the seminar is at Attachment B. A number of media representatives who expressed interest in the seminar were advised they could attend the open panel session in the afternoon. 
Because of potential privacy concerns, the names of the individuals representing the organisations listed in the attachments have not been provided. 

Attachment A
NOIE Open Source Software seminar – Government Invitation List

	Organisation

	Aboriginal & Torres Strait Islander Commission

	Aboriginal Hostels Ltd

	ACT Government

	ACT Government

	Administrative Appeals Tribunal

	Airservices Australia

	Albury-Wodonga Development Corporation

	Attorney-General's Department

	Australia Council

	Australia New Zealand Food Authority

	Australian Accounting Standards Board

	Australian Agency for International Development  (AusAID)

	Australian Antarctic Division

	Australian Broadcasting Authority

	Australian Bureau of Statistics

	Australian Business Arts Foundation

	Australian Centre for International Agricultural Research

	Australian Communications Authority

	Australian Competition & Consumer Commission

	Australian Customs Service

	Australian Dairy Corporation

	Australian Electoral Commission

	Australian Film Commission

	Australian Film Finance Corporation

	Australian Film, Television & Radio School

	Australian Fisheries Management Authority

	Australian Government Analytical Laboratories

	Australian Government Solicitor

	Australian Greenhouse Office

	Australian Heritage Commission

	Australian Industrial Registry

	Australian Institute of Criminology

	Australian Institute of Family Studies

	Australian Institute of Health & Welfare

	Australian Institute of Marine Science

	Australian Law Reform Commission

	Australian Maritime College

	Australian Maritime Safety Authority

	Australian National Audit Office

	Australian National Maritime Museum

	Australian National Training Authority

	Australian Nuclear Science & Technology Organisation

	Australian Office of Financial Management

	Australian Prudential Regulation Authority

	Australian Public Service Commission

	Australian Radiation Protection & Nuclear Safety Agency

	Australian Research Council

	Australian Securities & Investments Commission

	Australian Sports Commission

	Australian Sports Drug Agency

	Australian Taxation Office

	Australian Tourist Commission

	Australian Trade Commission

	Australian Transaction Reports & Analysis Centre

	Australian War Memorial

	Australian Wine & Brandy Corporation

	Bureau of Meteorology

	Centrelink

	Child Support Agency

	Civil Aviation Safety Authority

	COMCARE

	Commonwealth Director of Public Prosecutions

	Commonwealth Grants Commission

	Commonwealth Ombudsman

	Commonwealth Rehabilitation Service

	Commonwealth Scientific & Industrial Research Organisation

	Commonwealth Scientific & Industrial Research Organisation

	Comsuper

	Cotton Research & Development Corporation

	Dairy Research & Development Corporation

	Defence Housing Authority

	Defence Signals Directorate

	Department of Agriculture, Fisheries & Forestry - Australia

	Department of Communications, Information Technology & the Arts

	Department of Communications, Information Technology and the Arts

	Department of Defence

	Department of Defence

	Department of Education, Science & Training

	Department of Employment & Workplace Relations

	Department of Family & Community Services

	Department of Finance & Administration

	Department of Foreign Affairs & Trade

	Department of Health & Ageing

	Department of Immigration & Multicultural & Indigenous Affairs

	Department of Industry, Tourism & Resources

	Department of the House of Representatives

	Department of the Parliamentary Reporting Staff

	Department of the Prime Minister & Cabinet

	Department of the Treasury

	Department of Transport & Regional Services

	Department of Veterans' Affairs

	Export Finance & Insurance Corporation

	Federal Court of Australia

	Film Australia Ltd

	Forest & Wood Products Research & Development Corporation

	Geoscience Australia

	Grains Research & Development Corporation

	Great Barrier Reef Marine Park Authority

	Health Insurance Commission

	Human Rights & Equal Opportunity Commission & Office of the Federal Privacy Commissioner

	Indigenous Land Corporation

	Insolvency & Trustee Service Australia

	IP Australia

	National Archives of Australia

	National Australia Day Council

	National Capital Authority

	National Childcare Accreditation Council

	National Competition Council

	National Crime Authority

	National Enviroment Protection Council

	National Gallery of Australia

	National Industrial Chemicals Notification & Assessment Scheme

	National Library of Australia

	National Museum of Australia

	National Native Title Tribunal

	National Occupational Health & Safety Commission

	National Oceans Office

	National Office for the Information Economy

	National Office for the Information Economy

	National Registration Auth. for Agricultural & Veterinary Chemicals

	National Road Transport Commission

	National Science & Technology Centre

	National Standards Commission

	Office of Film & Literature Classification

	Office of National Assessments

	Office of Spatial Data Management

	Office of the Employment Advocate

	Office of the Governor-General

	Office of the Parliamentary Counsel

	Private Health Insurance Administration Council

	Private Health Insurance Ombudsman

	Productivity Commission

	Professional Services Review

	Refugee Review Tribunal

	Reserve Bank of Australia

	Royal Australian Mint

	Rural Industries Research & Development Corporation

	Screensound Australia

	Special Broadcasting Service

	Sugar Research & Development Corporation

	Therapeutic Goods Administration

	Torres Strait Regional Authority


NOIE Open Source Software seminar – Non-government attendees (expected)
	Organisation

	AIIA

	Anthony David & Associates

	ANZ Banking Group

	Apogee

	Apple Computer Australia

	AUUG

	Babel Com Australia

	Comptex

	Cybersite Consulting

	Freehills

	Fulton Technology

	Gartner

	Hewlett Packard

	IBM

	LANNet Computing Associates

	Microsoft

	Peter MacCallum Cancer Institute

	Redhat

	Silicon Graphics

	Solnet

	Spherion

	Sun Microsystems

	Sydney Linux Users Group

	Systems Administrators Guild Australia

	Wizard
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Question: 141

Topic: $24.9 million budgeted for E-Security National Agenda

Written Question on Notice: 

Senator Lundy asked:

Please outline some of the initiatives being funded by the $24.9M announced in the budget?

Answer:

The $24.9 million was budgeted for a cross portfolio measure designed to protect Australia’s critical information technology infrastructure from attack. This was additional funding which can be broken down as follows:

E-security national agenda
	
	2002-03 
	2003-04 
	2004-05 
	2005-06 

	Attorney-General's Department 
	0.9 
	0.9 
	0.9 
	0.9 

	Australian Federal Police 
	1.7 
	1.7 
	1.7 
	1.7 

	Australian Security Intelligence Organisation 
	1.4 
	1.4 
	1.5 
	1.5 

	Department of Defence 
	2.0 
	2.0 
	2.0 
	2.0 

	Total 
	6.0 
	6.0 
	6.1 
	6.1 


A capital measure of $0.7 million for DSD purchase of IT equipment brings the total to $24.9 million. These various agencies are responsible for their expenditure of these monies.

In addition, the National Office for the Information Economy will contribute $1 million over four years, absorbing the costs from existing resources.

Some of the activities undertaken by NOIE to support the E-Security National Agenda include:

· Assisting in the implementation of the recommendations of the Business-Government Taskforce on Critical Infrastructure Protection, including the establishment of a trusted information-sharing network and a Critical Infrastructure Advisory Council
· Contribution to the AusCERT National Alerts Incident Reporting Scheme
· Sponsorship of the AusCERT 2003 Asia Pacific Information Technology Security Conference, held May 2003
· Hosted an e-security seminar for Government agencies, September 2002
· Hosted a government round table on biometrics, December 2002
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Question: 142

Topic: Funding for E-Security

Written Question on Notice: 

Senator Lundy asked:

Has the Government seen fit to increase this level of funding during this financial year?

Answer:

The funding for the E-security National Agenda was recorded in the Budget as being additional to already existing funding and initiatives for security. The level of funding for the E-security National Agenda has not been subsequently increased.
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Question: 143

Topic: National Information Security Advice Scheme - progress

Written Question on Notice: 

Senator Lundy asked:

Please outline the progress of the National Information Security Advice Scheme. According to a report in the Australian Financial Review, a pilot scheme was to be operating early this year.

Answer:

Agreement has been reached with AusCERT (the Australian Computer Emergency Response Team at the University of Queensland) to provide a national alerts and incident reporting scheme for information security incidents. The funding agreement between the Commonwealth and AusCERT was signed off in December 2002, and this component of the scheme will commence operation by mid-2003.

A second part of the National Information Security Advice Scheme is the collation of IT security incident information to provide better statistical representation of the impact of such incidents on the community and to identify emerging trends. 
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Question: 144

Topic: National Information Security Advice Scheme - purpose

Written Question on Notice: 

Senator Lundy asked:

What is the purpose of this scheme?

Answer:

The Business-Government Task Force on Critical Infrastructure, which met in March 2002, developed a series of recommendations based on the principles of fostering a partnership between the public and private sectors, creating a culture of security addressing both IT and physical security concerns, and building on the work of existing security and consequence management arrangements. 

Recommendation 3.3 of the Task Force report states that:

AusCERT should be strengthened as a central component of a national system for early warning and advice on immediate response and risk management. Issues to be discussed include funding and whether their advice would continue to be available for a fee only to member organisations, as at present.
The Government’s acceptance of the Task Force’s recommendations was announced 29 November 2002.

The Government’s plans for implementation of a national information security advice scheme falls into two components: 

1. Incident Reporting

The Government is interested in providing a means by which companies and individuals can voluntarily report IT security incidents. The purpose of collecting this information would be to provide a better statistical representation of the impact of IT security incidents on the community and identify emerging trends. 

2. Information Security Advice 

The Government would like to see Australian users of information systems have better access to timely information to help them take the appropriate steps to protect their key systems and data from breaches of security. Whilst some information enters the public domain from vendors and overseas centres, it is desirable for there to be a recognised Australian source of relevant and timely precautionary advice to the public.
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Question: 145

Topic: PSM and ACSI 33 compliance of government systems

Written Question on Notice: 

Senator Lundy asked:

How many agencies and departments are meeting the required standards for security of Government systems, PSM and ACSI 33?

Answer:

The fourth and final round of the Government Online Survey, which was conducted in October 2001, reported that 40% of agencies stated their full compliance with the PSM and the ACSI-33 standard. Of those agencies not fully compliant, over half (54%) reported that they expected to fully comply by the end of 2001. The main barrier cited by agencies in achieving full compliance was that a security review was underway but not yet complete.

Two thirds (67%) of agencies using outsourced online service providers reported the full compliance of those providers with appropriate security standards or practices. Of those that did not report full compliance, over half (60%) anticipated meeting the target by the end of 2001 – bringing the total to 83% of agencies in full compliance.

NOIE is not responsible for ensuring government compliance to the Protective Security Manual and ACSI 33. The Protective Security Coordination Centre, within the Attorney-General’s Department is responsible for the development and dissemination of the Protective Service Manual. NOIE is a participant on the policy committee run by the Protective Security Coordination Centre. ACSI 33 (the Australian Communications – Electronic Security Instruction 33) has been developed by the Defence Signals Directorate to provide guidance to Australian government agencies wishing to protect their information systems.

Outcome 1, Output 1.2 





Question: 146

Topic: FedLink

Written Question on Notice: 

Senator Lundy asked:

In May NOIE estimated that between 17 to 19 agencies would be operating in FedLink “within the next month or two” How many are there now?

Answer:

As at 21 February 2003, there were 16 agencies connected. A further 2 agencies will be connected during the week ending 28 February 2003. A further 12 are at various stages in the process of preparing for connection ranging from final testing to preparing official orders.
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Question: 147

Topic: Agencies adoption of other encryption standards

Written Question on Notice: 

Senator Lundy asked:

Are there any agencies that are “going it alone” and adopting some other encryption Standard?

Answer:

In December 2000, the Government directed agencies to review the security of their inter agency communication networks and to connect to FedLink or develop security facilities to the same standard. In the context of that direction, and excluding agencies with a responsibility for National Security and/or Law Enforcement matters who may well have specific and exclusive encryption systems, there is no evidence to indicate that any agencies have implemented specific and unique encryption standards.
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Question: 148

Topic: FedLink encryption standard

Written Question on Notice: 

Senator Lundy asked: 

What level of encryption is used in FedLink (ie 128 Bit) I asked in May, but no one could tell me the answer.

Answer:

FedLink uses 3DES-cbc, sometimes called triple DES which is considered equivalent to 168 bit encryption, with explicit initialisation vector and perfect forward secrecy* and digital certificates.

This level of encryption is also used as the underlying encryption mechanism in the key exchange process between participating devices. However, the process of source and destination identification and authentication which precedes all secure transmission sessions between agencies uses 'asymmetric encryption' utilising 1024 bit keys.

A design requirement of FedLink was the use of open standards and endorsed security products. IPSec is the open standard and the security products are endorsed by DSD and included on their Endorsed Product List. 

The specific technical descriptions of the encryption processes used are:

For Internet Key Exchange (the inter agency authentication ‘handshake’ process): Encryption algorithm: 3DES (128-bit) 

Hash algorithm: SHA-1 Diffie-Hellman: 1024-bit 

For IPSec (the security standard which controls the transmission of inter agency traffic on FedLink)

Authentication method: SHA-1-hmac, or md5-hmac 

Encryption algorithm: 3DES-cbc (128-bit) with explicit initialisation vector 

Diffie-Hellman: 1024-bit 

*All secure (encrypted) communication sessions have a 30 minute lifetime and utilise a function known as 'Perfect Forward Secrecy' (PFS), a cryptographic function associated with a derived shared secret value. With PFS, if one encryption key is compromised, previous and subsequent keys are not also compromised, because subsequent encryption keys are not derived from previous keys.
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Question: 149

Topic: Security standards – number of departments and agencies compliant

Written Question on Notice: 

Senator Lundy asked:

In May we were told of an e-security survey which indicated 40% had met the security standard by September 2001, and that 70% were expected to meet it by December 2001. Now it is February 2003, how many departments have met it? Do you have new statistics?

Answer:

NOIE does not have new statistics on compliance with PSM and ACSI 33 standards.

The results of the final round of the Government Online Survey are listed in response to Written Question on Notice no. 145, and are also available on NOIE’s website.

