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THE BELOW INFORMATION IS NOT PROVIDED TO THE CARRIER

Request Details

Requesting Officer AFP Service No.

Function PROMIS No.

Office Phone No.

Operation Name Target Name (Shown in
ETS)

Request Priority

Finance (not required for CAD only requests during business hours)

Cost Centre

Estimated Cost

Location based
‘Ping’ frequency

After Hours Connection

Is after hours connection required? L) Yes
J No

If yes, is a Regulation 9 approval attached? J Yes
U No (After hours will not be
facilitated)

Once form is signed by scan and email tc
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Aide Memoire on procedures to obtain a lIournalist Tnformatian Warrant |

Procedures to obtain a journalist information warrant (JIW)

Under the (TIA Act), authorised
AFP officers may authorise access to telecommunications data, also known as metadata,
where it is reasonably necessary for the:
o enforcement of the criminal law; or
e purposes of finding a missing person; or
 enforcement of a law imposing a pecuniary penalty or for the protection of the
public revenue.

Authorised officers may authorise access to prospective telecommunications data where
it is reasonably necessary for the investigation of a serious offence (as defined in section
5D of the TIA Act) or an offence against a Commonwealth/State/Territory law that
carries a minimum three year prison term.

A warrant is required if an investigator intends to access telecommunications data to
identify a journalist’s source to assist with one of the permitted purposes listed above.
This is known as a journalist information warrant. Any member of the AFP can apply for
a journalist information warrant, however only an ‘authorised officer’ can make an
authorisation to access the telecommunications data following the issue of the warrant. A
journalist information warrant may remain in force for a period of up to 90 days and
multiple authorities can be made during that period.

Prior to the issue of a journalist information warrant a Public Interest Advocate (PIA)
must be given the opportunity to make submissions about matters relevant to the issue
of the warrant, including any conditions or restrictions that might be imposed upon
authorisations made under the warrant.

Before making a written application for a journalist information warrant, the person
making the application must ensure that a PIA is given a copy of the proposed
application. If the application is oral, then the PIA must be notified about the proposed
application.
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To apply for a journalist information warrant:

Contact your relevant office Special Projects Registrar (SPR). Although
journalist information warrants do not require line or monitoring

Step 1 resources they do require processing by TID's Statutory Procedures
Team and you should liaise with them via your SPR.

Prepare the following documentation:
JIW

Ensure that you fully address the considerations in subsection 180T(2)
of the TIA Act, including in particular privacy considerations. The AAT
Member/Judge must be satisfied that the public interest in issuing the
warrant outweighs the public interest in protecting the identity of the
source.

Step 2

PIAs have the opportunity to make submissions in response to the
application for a warrant on the matters relevant to a decision whether
to issue a journalist information warrant, including privacy
considerations.

Provide all documentation to your Team Leader for vetting before
submitting to the Functional Coordinator. Documents are then to be
Step 3 emailed or hand delivered to your relevant SPR. You will need to provide
ample time for the SPR to examine all documentation and to provide
advice in relation to any amendments.

The SPR will then convene a meeting of the Special Projects Committee
Step 4 (SPC), which is comprised of the relevant SPR, two Coordinators or a
Manager. The Case Officer may also be required to attend.

Once the SPC approves the journalist information warrant application,
the committee members must complete the committee consideration
form and provide it to the Case Officer. Minor procedures may vary from
Step 5 office to office but the essence of this step remains the same.

Should the SPC require changes to any of the documentation,
amendments are to be made by the Case Officer and returned to the
SPR prior to being signed by the issuing officer.

The affidavit must be sworn or affirmed before an appropriate person
Step 6 such as a justice of the peace. You will need to check the rules in your
jurisdiction to determine who is authorised to withess affidavits.

The application must be given to a PIA for review. The PIA will provide
Step 7 the applicant with any submission he/she considers appropriate to make
in the circumstances of the particular case. A copy of any submission
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must be attached to the warrant application.

Your SPR will then make an appointment for you to appear before an
AAT Member/Judge for their authorisation and signing of the warrant.

This can occur both in business and after hours.
Step 8

If the warrant is not approved, notify your SPR and give them all
relevant documentation. The SPR will then forward this to the TID
Statutory Procedures Team.

Upon obtaining the warrant, investigators must immediately:

e upload all documents, including the affidavit, PIA submission and
warrant into the PROMIS support case

Step 9 e send a task to TID Statutory Procedures Team (PROMIS address
is "HTCO-TID STAT PROCEDURE") attaching all these documents

¢ make a case note entry in the relevant PROMIS support case
indicating progress

Do not task individual members within TID.

Submit all original documentation to your relevant Office SPR. The SPR
Step 10 will then forward them to TID who must send certified copies of the
warrant and each authorisation to the Minister and Ombudsman.

Once a warrant has been issued, an application for an authorisation to

Step 12 access the relevant telecommunications data under section 178, 178A,
179 or 180, is required. For assistance with this process, contact your
office SPR.

A Journalist Information Warrant cannot be extended.

Investigators must notify the office SPR and apply for a new warrant
Step 13 should the warrant still be required (steps three to ten must be
followed).

The new application and paperwork must be provided to the office SPR
for vetting at least 5 working days before the warrant is due to expire.

A certifying officer, a TA Act has the
Step 14 authority to revoke ¢ and can do so at
any time. A warrant mus1 pe revokea It tne grounas on which it was
issued no longer exist.
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Historical Subscriber Request forms.

This pack contains 4 different forms:

subsection 178(2) - for the enforcement of the criminal law (Australian)
subsection 178A(2) - for the purposes of finding a missing person

subsection 179(2) - for the enforcement of a law imposing a pecuniary penalty

subsection 179(2) - for the protection of the pubiic revenue

Each of these forms has the can be used for the following historical request types:
- Historical CCR Request

- Historical Internet Request

- Historical IPNDe Request

- Historical Subscriber Request

A copy of each of the forms, with each request type has been included.

These forms are electronic, and are used online by Requesting Officers of the AFP. Once
this form is filled out, it is sent to an Approving Officer (Superintendent or above) for
approval. The details filled out by the Requesting Officer remain on the form, unless
altered prior to approval.

Once approved by the Approving Officer, it is then forwarded electronically to our
External Enquiries team, who process the form with the telecommunications companies.

These forms are current as at 9 Feb 2016.













































ﬁAFP Historical Internet Request - subsection 178A(2)

- AUSTRALIAN FEDERAL POLICE
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