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CHAPTER TWO

SPECIFIC ASPECTS OF THE BILL

The deeming provisions of new Section 16AA

2.1 Based on the Selection of Bills Committee Report, the aspect of the bill of greatest interest to the committee is Schedule 2, Item 3, Section 16AA:

16AA  Conduct by directors, employees and agents


(1)
This section applies for the purposes of a prosecution for:


(a)
an offence created by a provision in this Act or the regulations; or


(b)
an offence created by section 5, 6, 7 or 7A or subsection 86(1) of the Crimes Act 1914 that relates to an offence referred to in paragraph (a).


(2)
If it is necessary to prove the state of mind of a body corporate in relation to particular conduct, it is enough to show that:


(a)
 the conduct was engaged in by a director, employee or agent of the body corporate within the scope of his or her actual or apparent authority; and


(b)
the director, employee or agent had the state of mind.


(3)
If:


(a)
conduct is engaged in on behalf of a body corporate by a director, employee or agent of the body corporate; and


(b)
the conduct is within the scope of his or her actual or apparent authority;

the conduct is taken, for the purposes of the prosecution of an offence against this Act, to have been engaged in also by the body corporate unless the body corporate establishes that it took reasonable precautions and exercised due diligence to avoid the conduct.


(4)
If it is necessary to establish the state of mind of an individual in relation to particular conduct, it is enough to show that:


(a)
the conduct was engaged in by an employee or agent of the individual within the scope of his or her actual or apparent authority; and


(b)
the employee or agent had the state of mind.


(5)
If:


(a)
conduct is engaged in on behalf of an individual by an employee or agent of the individual; and


(b)
the conduct is within the scope of his or her actual or apparent authority;

the conduct is taken, for the purposes of the prosecution of an offence referred to in subsection (1), to have been engaged in also by the individual, unless the individual establishes that he or she took reasonable precautions and exercised due diligence to avoid the conduct.


(6)
If:


(a)
an individual is convicted of an offence referred to in subsection (1); and


(b)
the individual would not have been convicted of the offence if subsections (4) and (5) had not been enacted;

the individual is not liable to be punished by imprisonment for that offence.


(7)
In this section:

director, in relation to a body that:


(a)
is incorporated for a public purpose by a law of the Commonwealth, of a State or of a Territory; and


(b)
is constituted by one or more members;

means the member, or any of the members, constituting the body.

engage in conduct includes fail or refuse to engage in conduct.

state of mind, in relation to a person, includes:


(a)
the person’s knowledge, intention, opinion, belief or purpose; and


(b)
the person’s reasons for the intention, opinion, belief or purpose.

2.2 This section seeks to some extent to deal with the issue of contracted workers and consultants, through requiring that responsibility up to a point be taken for their actions by the relevant employer.  The section relates back to the new Subsection 16(1A) and Subsection 16(2).  The former defines an 'authorised person', to whom certain information is divulged and who in turn may provide this information to others.  The latter :

Prohibits a person who is or has been an authorised person making a record or disclosing protected information except if authorised by the Section or as required or authorised by another law or in the course of performing duties.
 

2.3 The Explanatory Memorandum notes that the section is specifically intended:

To make provision for the purposes of a prosecution for an offence against the secrecy provision at the new subsection 16(2) as well as related offences…It provides a means of proving the state of mind of a body corporate and individuals in relation to particular conduct as well as to attribute the conduct of a director, employee or agent of a body corporate to that body corporate where the conduct was within actual or apparent authority.

2.4 According to the Australian Customs Service:

Under consultancies and contracts for the provision of services, people and organisations may gain access to, and misuse, protected information. It is proposed to visit the same sanctions on these parties as to officers or employees of the Australian Customs Service. This includes consultants who are also employers.

Customs has significant holdings of commercially sensitive and personal information and needs to protect it from disclosure by those who are performing services as consultants. The recent allegations concerning a $8.7M diversion of Commonwealth money by a consultant demonstrates the vulnerability of the public sector organisations to misconduct by such people as they perform more significant tasks for Government.

Proposed section 16AA defines the criminal responsibility of employers, whether they be incorporated or not, for breaches of the Act resulting from the conduct of employees.  The Act only has one offence - section 16.  Section 16 prohibits the unauthorised disclosure of confidential Customs information and has a maximum penalty of 2 years imprisonment. 

Part 2.5 of the Criminal Code Act 1995 provides a different formula for attributing criminal responsibility to employers who are corporations and provides general principles suitable for all types of offences, including very serious offences. However, it does not make provision for non-incorporated employers as it is not always appropriate to make them criminally responsible for the actions of their employees.

Issues arising in relation to the deeming provisions

2.5 Evidence to the committee raised some objection to the provisions contained in the bill. The focus of these objections relates to the creation of vicarious criminal liability (see subsections 16AA (4) and (5)),
 and the effective reversal of the burden of proof so that the accused is required to show that he or she made reasonable efforts to provide an environment which would safeguard the information.  The issues include the difficulty of demonstrating a corporate 'state of mind' and, more importantly according to some witnesses, the shifting of responsibility for some employee actions to the individual employer.

Vicarious liability

2.6 The International Commission of Jurists (ICJ) argue:

As a matter of principle, the ICJ does not condone the imposition of vicarious liability on a master or principal for a criminal offence committed by his or her servant or agent. At common law, subject to some exceptions, a master or principal was not vicariously liable for offences committed by his or her servants or agents.

The ICJ submits that further statutory incursions into the sound common law principle against vicarious criminal liability should not be encouraged.

2.7 These arguments are mirrored by the Victorian Bar, especially as regards the issue of the reversal of the onus of proof:

The proposals are a radical extension of the general rules relating to ancillary criminal liability where the prosecution has to prove that the secondary participant (ie the employer in this instance) in the offence agreed to its commission, or incited the commission of the offence, or aided, abetted, counselled or procured the offence. These rules are dispensed within favour of a rule which essentially places the burden of proof on the accused to show that he, she, or it took reasonable precautions and exercised due diligence to avoid the conduct. Not only are these usual requirements of criminal intent to participate in the primary participant’s crime dispensed with, but the burden of proof is reversed.

The individual employer

2.8 Both the International Commission of Jurists
 and the Victorian Bar argue that while the provisions may be acceptable for imposing corporate liability, they should not be imposed on the individual, that is, individual employers:

Similar provisions exist in relation to corporations in some other Commonwealth legislation. The Bar Council is not aware of similar provisions in relation to natural persons. Although there might conceivably be reasons for departing from the standard rules relating to ancillary criminal responsibility in exceptional cases, Commonwealth legislation has too readily adopted such provisions in the past. … Those rules are based on the sound principle that people should only be guilty of a criminal offence if they intentionally involve themselves in that offence. Negligence is not sufficient.

2.9 Witnesses representing the Attorney General’s Department and the Australian Customs Service (ACS) suggested, however, that that the approach of the International Commission of Jurists was perhaps somewhat out of date
 The principle of vicarious liability in respect of corporations was a concept not much considered prior to this century and hence not reflected as much in common law:

The thing with the 18th and 19th century cases of the courts, there was very little thought about corporations at all. Really, it is only in the 20th century that people thought about criminal responsibility and corporation. And, of course, the role of corporations has changed enormously, and it is necessary in areas like this to regulate in this way.

2.10 It was argued that vicarious liability for employers was qualified by subsection 16AA(5) of the bill, which allows the individual to plead 'that he or she took reasonable precautions and exercised due diligence to avoid the conduct.'
 It was also noted that subsection 16AA(6) 'does ensure that the individual, where they are prosecuted in this capacity as an employer, ...cannot get anything more than a fine.'

2.11 An important issue, however, according to departmental representatives, was that it was necessary to develop a process that affected both the corporate employer and other employers: 'The main reason for that is to ensure that the corporate employer and the individual employer are treated in exactly the same way.'
. The need was to ensure that if due diligence did not operate, the employer could be held liable:

The employer may have some tacit policy or is just slack and employs a disreputable person who is likely to disclose that sort of information….Customs, in this instance, needs to be able to advise these employers that they have some responsibility for ensuring that they employ the right people and train them properly.

Due diligence/state of mind

2.12 This issue, the 'state of mind' of the employer, was a subject considered by the International Commission of Jurists:

It is enough to show that the conduct was engaged in by the employee or agent of the individual within the scope of his or her actual or apparent authority, and the employee or agent had the state of mind….

It is not clear when, if ever, it would be "necessary to prove the state of mind of a body corporate"…or the state of mind of an individual…

Principles established in law

The approach taken with the proposed section 16AA has long been regarded as an acceptable policy. It is based on section 65 of the Ozone Protection Act 1989, and has been used in other legislation for a decade.

2.13 During the hearing,
 the representatives of the Attorney General's department stated that existing legislation reflects the principles adopted by the proposed Section 16AA, and tabled a document listing such Acts. These include:

· Ozone Protection Act 1989, S. 65

· Australian Institute of Aboriginal and Torres Strait Islander Studies Act 1989, S. 47

· Therapeutic Goods Act 1989, S. 55

· Cattle and Beef Levy Collection Act 1990, S. 18

· Fisheries Management Act 1991, S. 164

· Radio-Communications Act 1992, S. 306

· Superannuation Industry (Supervision) Act 1993, S. 338

· Moomba-Sydney Pipeline System Sale Act 1994, S. 68

· Air Services Act 1995, S. 76

· Trade Marks Act 1995, S. 160

· Child Care Payments Act 1997, S 246

· Retirement Savings Accounts Act 1997, S. 185

· Productivity Commission Act 1998, S. 59

2.14 The submission made by the Australian Customs Service noted also that the current legislative policy was not peculiar to the current government, having been foreshadowed in 1995 by the then Minister for Justice, the Honourable Duncan Kerr MP, during debate on the Criminal Code Bill 1995. 
 
2.15 A related issue was also considered, the extent to which responsibility could be placed with the head of a department or employing body. In response to this issue, the representative of the Attorney-General's department noted that the issue was one of proximity of a person to the issue. In such instances, a departmental head or person in a similar position would generally be considered too remote from the offending party.

Legislative creep

2.16 At the committee hearing, departmental officers noted that, in any event, the provision was limited: 'this is about consultants who are working for customs, providing services to customers, and it is restricted to that offence.'
  However, the Law Council of Australia expressed some concern at this process of legislative creep:

I suppose the only case that can be made is that we have creeping changes here to the fundamental legal system and someone should look at them very carefully before perpetuating them on the basis that we have got away with it for the last few years.

Other issues arising in relation to the bill

2.17 In addition to matters concerned with the deeming provisions of new Section 16AA, the Law Council of Australia drew to the committee’s attention two further issues of concern in the bill: protection of information and compensation.

Protection of confidential information

2.18 This covers several issues, including the issue of responsibility, the protection of both personal and commercial in confidence material, and the extent to which there should be compensation to an individual whose personal information has unlawfully been disclosed. The Committee notes the concerns raised by the Law Council of Australia in respect to these issues of responsibility for unlawful disclosure of personal information, particularly with respect to the responsibility placed on some parties but not on the heads or principals of the outsourcing organisation:

The problem with this whole scheme…is that there appears to be all care and no responsibility. Once you outsource and sign the contract, they are responsible. A partner or principal of a large IT firm or large accounting firm…would have enormous responsibility….Yet there appears to be no safeguard in terms of the outsourcing process.

2.19 A similar point was also made by the Victorian Bar in its submission.

2.20 The Law Council of Australia also stated that disclosure of information to a private individual of a private firm or organisation did not appear to be subject to the same restrictions as would the disclosure of the same information to an agency.  In short, 'why are there not greater controls for the release of protected information to private individuals.'
 

2.21 Concern was also expressed that there be specific safeguards and barriers to mark the disclosure of information:

One of the concerns the Council has is that, where there is to be a disclosure of personal information … it provides a series of safeguards, the most important of which is that the CEO must be satisfied that the disclosure is necessary for a permissible purpose and that the purpose is specified as the purpose for which the disclosure is to be authorised.

2.22 The Law Council further noted that there appear not to be adequate information on compensation provisions in place in respect of various disclosures:

We also notice that the bill does not cover the situation where information is unlawfully disclosed. There are certainly severe sanctions for a person who discloses that information without authorisation-namely, imprisonment. But there is no provision for any notification of, or redress for, a person whose personal information is unlawfully disclosed. 

2.23 The Committee believes that these matters should be addressed through appropriate privacy legislation which covers the outsourcing arrangements entered into by all government departments and agencies. The issues raised by the Law Council, especially with respect to their concerns about individuals not being a party to a contract, do have considerable implications for the protection of information held, created or obtained by Commonwealth departments and agencies.

Provision of information to foreign organisations

2.24 A further point arises in relation to the provision of information by the Australian Customs Service when such information is given to foreign countries or agencies, or international organisations, under the provisions of Schedule 2, new subsection 16(3D).
 The concern over this provision centres on the possibility that commercial in confidence information may be passed on to a foreign counterpart under the auspices of an agreement, and not adequately protected by that foreign agency. This could result in the information falling into the hands of commercial competitors or being otherwise misused.

2.25 The committee notes that in the Explanatory Memorandum, this issue is explicitly dealt with:

Where such an agreement exists, the CEO may under subsection (3D) authorise disclosure subject to an undertaking that the information will not be used or further disclosed except for the purpose for which the disclosure was authorised.

2.26 The committee considers that adequate legal safeguards have been created to protect such commercial in confidence information. In the context of international law enforcement there is an overriding imperative to share information between law enforcement agencies if their operations are to be effective. It is appropriate that such information exchanges occur only within the context of agreements such as those provided for in the bill.

2.27 At the same time, the committee urges the Australian Customs Service to be mindful of the legitimate concerns of individuals and businesses in this context, and take all steps to ensure that the agreements entered into with foreign agencies are honoured.

Compensation provisions

2.28 Concern was expressed by representatives of the Law Council of Australia that Sections of the bill extending the authority of the Australian Customs Service to perform searches,
 contain no provision for the payment of compensation to parties where damage is caused to private property in the course of the search:

We have nothing about compensation for damage caused by inspection…A person's container may be opened up and searched. It may have fragile equipment in it…The person may turn out to be entirely innocent …The goods are damaged yet there does not seem to be a power to compensate for the physical damage to the goods.

2.29 Witnesses noted
 the seeming anomaly of new Section 186B (Schedule 1) which provides for compensation for the loss, destruction or damage of a document caused by:

(a) insufficient care being exercised in selection the person to undertake the activity; or

(b) insufficient care being exercised by the person undertaking the activity.

2.30 The committee notes that there is a compensation provision contained in section 34 of the existing Customs Act: 

The Customs shall not be liable for any loss or damage occasioned to any good subject to the control of the Customs except by the neglect or wilful act of some officer.

2.31 What is unclear, in the context of Section 34 of the Act, is why new Section 186B (Schedule 1) singles out the loss, destruction or damage to a document, without similarly extending these wider compensation provisions to other property that might be lost or damaged in the course of a search.

2.32 As a matter of principle, the committee considers it important to provide adequate compensation provisions to cover loss or damage occasioned by careless or destructive search practices. The committee considers that a more detailed investigation of the compensation provisions of the Customs Act is beyond the scope of the current inquiry, but, while the committee supports the provisions for compensation contained in the bill, it does suggest that appropriate compensation provisions should be developed if the existing provision at Section 34 does not adequately cover loss, destruction or damage to items other than documents.
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