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• Recommendation 2: The ADHA delivers a program of activities to support appropriate use of 
emergency access that includes routine monitoring of usage data, communication with healthcare 
organisations based on the analysis of data, education and guidance materials and periodic reporting to 
the ADHA’s Audit and Risk Committee. 

• Recommendation 3: Security conformance requirements continue to be strengthened to improve the 
cyber security posture in an evolving risk environment. This has been informed by three rounds of 
industry feedback submitted by software and healthcare providers. Within legislative constraints, the 
ADHA is adopting a phased approach to mandating security controls, with consideration given to 
varying levels of software provider maturity and potential administrative and financial impacts. 

• Recommendation 4: The ADHA undertakes quality assurance checks to monitor and promote 
compliance with requirements under Part 5 and 6 of the My Health Records Rule 2016 and has 
developed resources to improve participants’ understanding of the legislated security requirements. 
Threat intelligence is routinely deployed to monitor the My Health Record system, including alerts for 
suspicious activity. In the event of suspicious activity related to healthcare provider systems, the ADHA 
implements control mechanisms while conducting investigations which may include disconnection from 
the My Health Record system until a healthcare provider is able to confirm that the underlying security 
issues have been addressed. The ADHA also works directly with software vendors to address security 
risks associated with their systems.  

• Recommendation 5: The approach to benefits management continues to mature as the My Health 
Record system (and other ADHA digital solutions) evolve, supporting the ability to track, monitor and 
report digital health benefits. The ADHA’s benefits management framework is currently for internal use 
and underwent a peer review process in 2023 to ensure quality. Validation processes are currently 
being performed, including to consider the use of the benefits management framework for reporting 
against the National Digital Health Strategy.  

As the steward of national digital health infrastructure, the ADHA has a sharp focus on delivering digital 
health products and services that are not only fit-for-purpose but clinically safe, secure and ensure the 
privacy of Australians. As My Health Record is a frontline clinical support system, maintaining its security 
and stability is a priority. The Agency’s evolving enterprise risk framework has helped better assess and 
control enterprise risk during procurement activities and this continues to mature. 

Since the Auditor-General’s Report the Agency has continued to grow and mature the national digital 
health infrastructure and its operations. This has included progressing from a single vendor to a multiple 
vendor environment, while at the same time maintaining system security and stability. The ADHA has also 
matured the approach to monitoring the management of IT systems and evaluating the outcomes of digital 
health implementation. A Partner Value Index (PVI) has been put in place to measure and manage our and 
our partners’ performance. The PVI provides a view of the Agency’s partners and their performance by 
tracking key performance indicators.  

Over time, the Agency has developed program governance structures to oversee significant investments in 
digital health infrastructure. Lessons learnt from this process include the need for clear program objectives 
upfront in major infrastructure development and delivery and strong, proactive program governance 
structures and processes to underpin end to end and integrated procurement and contract management, 
system management and modernisation.  

Whilst the implementation of My Health Record has been successful and the evolving infrastructure, 
system and vendor environment has been navigated to produce a system that is moving towards being a 
digital front door for Australians, the ADHA has found challenges with procurement and contract 
management. A key lesson is the need to enable sufficient planning time for all procurement steps. This 
was particularly challenging during COVID-19 when the ADHA was tasked with short turnaround upgrades 
and new capabilities.  

Inquiry into the failed visa privatisation process and the implementation of other public sector IT procurements and
projects

Submission 18



                  

              
        

               

             
               

     

  

   
   

    

Inquiry into the failed visa privatisation process and the implementation of other public sector IT procurements and
projects

Submission 18



       

            

              
               

               
  

 

  

  

  

  

  

          
         

 

     

         

            
     

          
    

        
    

           
 

           
            

            
     

              
              

            
 

 

  

  

  

  

  

           
          

           
         

           
         

 

     

        
 

           
      

           
  

           
 

           
            

            
     

Inquiry into the failed visa privatisation process and the implementation of other public sector IT procurements and
projects

Submission 18



             
             
     

 

  

  

  

  

  

   
  

  

  

         
         

          
  

     

         

        
 

       

         
  

            
         

           
 

           
        

         
          

          

           
         

 

           
         

             

             
          

     

 

  

  

 

          
           
          
          

          
        

 

           
          

              

     

     
         

 

Inquiry into the failed visa privatisation process and the implementation of other public sector IT procurements and
projects

Submission 18



  

  

 

          
 

          
         

          
 

           
            

            
     

           
             

           
         

           
         

           
 

              
            

          

 

  

  

  

  

  

  

  

  

  

  

  

 

 

           
          

        

        

          
 

           
 

            
        

       

          
          

 

         
  

        
 

        
   

          
  

        
      

           
  

Inquiry into the failed visa privatisation process and the implementation of other public sector IT procurements and
projects

Submission 18




