18/04 2012 03:21 FAX 28482681 Inquiry into financial related crime ool

Submission 14

Parliamentary Joint Committee on Law Enforcement Date: 9 May 2014

cfo Mr Stephen Palethorpe — Committee Secretary
PO Box 6100 Pages: 33 (including attachmant)

Parliament Holse
Canberra ACT 2800
Australia

Fax: 61-2-6277-58809

Adrlan Cox

RE:

SUBMISSION TO PARLIAMENTARY JOINT COMMITTEE ON LAW ENFORCEMENT INQUIRY
INTO FINANCIAL RELATED CRIME IN AUSTRALIA

Dear Senators,

1. This is my submission to your Inquiry. Your Inquiry is complementary to the soon to be finalized

Senate Economics References Committee inquiry into the performance of the Australlan Securities
and Investments Commission (the “ASIC Inquiry”) and so it is a most welcome and important Inquiry.

| am aware from your correspondence to me of 11 December 2013 that the committee has previously
reviewed correspondence | have sent them regarding, inter alia, two particular serious investment
fraud cases (the Brinton Group and Drover Home Group Frauds) and that the committee noted that |
have raised these cases with the ASIC Inquiry, which were the subjects of my submissions 91, 91.1,
and 92 to it, and so | will not raise these cases here again in detail, as indeed the ASIC Inquiry has
raised the issues involved in at least one of these cases with ASIC during recent hearings on 10 April
2014 and as | also understand from your refarred to correspondence that the committee is unable to
intervena in any particular case, in accordance with its enabling lagislation, This submission will
therefore focus mainly on broader law enforcement issues although | will comment on most of the
terms of reference.

| make this submission based upon my experiences in investigating and reporting the cases referred
to above, not only to authorities here in Hong Kong but also to various authorities in Australia including
to State Police Forces, ASIC, the Australian Federal Police (“AFP"), the Australian Crime Commission
(*ACC"), and the Australian Transaction Reporting and Analysis Centre ("AUSTRAC"). Accordingty I
feel | can make a significant contribution to your inquiry as having actually investigated as part of my
job duties at the time some major investment frauds and having had the opportunity of gaining an
ingight into how various agencies, through my reports to them, deal with these matters and their views
on the relevant laws at their disposal to handle them.
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4. | have also conducted extensive research into such laws over the past several years as well as into
the approach being taken by various authorities towards tackling such frauds including which agencies
are responsible for investigating, disrupting, and prosecuting them. | recognize that Australia has a
mare difficult task than many countries in dealing with these issues because there are@ numerous
different agencies with overlapping legal authorities to handle such matters at both a state and federal
level, however | believe there does exist a path through this to develop a more highly targeted,
potentially less duplicative, and hopefully more sffactive approach to what is a significant problem
affecting the country. This is all the more important because, as is well known, Australla is one of the
most prolifically targeted countries for fraud because of the large superannuation pool and aiso
because of the high participation rates of its citizens in stock market and other investments.

THE CHARACTER, PREVALENCE AND IMPACT OF FINANCIAL RELATED CRIME IN
AUSTRALIA

Character of financial related crime in Australia

5. The kinds of frauds | am referring to in this submission are mainly “Boiler Rooms" where fraudsters
sell investments that either do not exist or do exist but are worthless, “Ponzf Sc¢hemes” where
fraudsters tell investors they are making investments on their behalf but are actually paying back to
them small portions of their own money as “refurns on their investments” and then misappropriating or
stealing the rest, and illegal “Managed Investment Schemes” where investment funds are pooled for
investments into real estate, bonds, debentures, overseas investment opportunities atc and than are
also mishandled or stolen and can be operated also on a “Ponzi Scheme” basis. The common theme
in all such schemes involved in financial related crime is deception of the investor and loss of, in many
cases, their retirement savings. The common crimes committed in such schemes include theft, fraud,

and obtaining property by deception.
Prevalence, scale, and Impact of financial related crime in Australla

6. The prevalence is substantial and according to the ACC's report, Organised Crime in Australia
2013, is increasing and further is now regarded as a National Security Threat. Just some of the larger
frauds which | am aware have occurred over the past 12 years and which indicate the scale of iosses

are as follows:-

(i) The Brinton Group Fraud - Boiler Room ~ AUD400M

(i) The Drover Horne Group Fraud — Ponzi Scheme - USD30M

i) The Coppertone / Edwardian fraud - Ponzi Schemea — AUD20M

(iv) The Giuseppe Mercorella Fraud — Ponzi Scheme — AUD200M

(V) The Graham Hoy Fraud — Ponzi Scheme — AUDB2M

(vl) The David Hobbs Fraud - Ponzi Scheme — AUDS5M

(vii)  The Dr Roger Munroe Fraud - Boiler Room — AUD100M

(viii)  The Trio Capital Fraud — MIS/Ponzi Scheme — AUD1756M
{ix) The LM Investment Fraud - MIS/Ponzi Scheme — AUD400OM

7. These frauds alone amount to almost AUD1.5 Billion and do not include cases like Sform Financial,
Westpoint, Banksia, Prime Trust, Wickham Securities and Opes Prime which | understand all
alsa involved fraudulent aspects of one kind or another and which have resulted In many billiong more

in losses.
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Furthermora, the abovementioned cases also do not include numerous other investment frauds of
various kinds which continue to occur like the recent AUD45 Miilion “boller room” operating out of
Bangkok which the ACC has confirmed was disrupted last year along with another similar case
operating out of the Philippines in which 27 people were arrested last year, as well as yet further
cases in the last several years including the Andre Michilak case, the John William Ullman case,
the HPR Commodities case which was yet another “holler room” which had connections to the US,
Malaysia, and Hong Kong, the Citi Index, Golden Sparrow, Goldsmith Associates cases, and the
M6 securities case which has occurred just this year and which the Quesansland Police are now
prosecuting.

So the prevalence and scale is serious. In accordance with the ACGC's abovementioned repon,
Organised Crime of all different kinds costs Australia around AUD15 Billion annually. Of this, fraud is
estimated to be around AUD1 Billion annually which is consistent with the Australian Bureau of
Statistics’ Personal Fraud Survey in 2010/11 which estimated that each year up to 6 million
Australian’s were exposed to scams or frauds with over 800,000 falling victim in some way with the
annual losses estimated at AUD1 Billion, much of which gets removed from the Australian economy.

The impact on the victims is often devastating with the loss of their life savings, their homes, having to
declare bankruptcy, and loss of self esteem and self worth. The devastating impact on the victims,
who oftentimas have lost everything they have worked their whole life for, cannot be underestimated.

Given that there are clearly hundreds of thousands of victims and potentially millions of people who
have lost significant amounts over the years, the impact on the government and the aconomy must
also be substantial as well, as that money has been lost to the economy and as the government then
has to respond by way of increased social security payments which it otherwise would not have had to

do.

THE METHODS AND PRACTICES USED BY THE PERPETRATORS OF FINANCIAL RELATED
CRIME IN AUSTRALIA

| will not say too much about this as | think it has been really well covered by the ACC's
abovementioned report however some of the methods fraudsters use and are increasingly using are:-

(i) the “cloning” or “mimicking” of legitimate investment company websites, so that people think
they really are investing with a legitimate and reputable brokerage; and

(i) producing professional brochures and websites regarding investment opportunities which may
not exist; and

(iii) incorporating companies and establishing bank accounts with the same or closely similar
names as legitimate Investment companies or companies listed on various stock exchanges;
and

{iv) using business centre addresses and call forwarding services to make it more difficult for them
o be traced; and

) using company formation agents, offshore companies, and nominee director service providers
to add another layer of difficulty in being traced; and

{vi) using multiple different such service providers and different banks for different accounts so
that no one service provider or bank, who are obliged by law to report suspicious transactions,
can see the complete picture of their fraudulent transactions, and

(vii)  operating “cold-calling” centres, sometimes even out of residential apartments to cold call
potential investors using sophisticated sales techniques; and
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(vii)  producing and providing to investors fake ASIC licenses to comfort them as to legitimacy; and
(ix) contacting previously defrauded investors and pretending to be an overseas regulator or law
enforcement agency who can recover previously lost funds for an upfront fee.

Further developments in recent years relating in particular to “boiler rooms” which have traditionally
operated from offshore are that they are now reportedly expanding and operating within Australia —
the M6 case referred to above is one — and that the operators of such schemes appear to be
franchising such operations, as has been indicated in a Sydney Morning Herald article dated 13
October 2013 which quoted ASIC’s Mr Tim Mullaly in respect of such developments.

THE INVOLVEMENT OF ORGANISED CRIME

In accordance with the above quoted SMH article, Mr Mullaly also indicated that organized crime
syndicates including “bikie gangs” are now also getting involved in the operation of “boiler rooms”. The
operation of international “boiler rooms” targeting Australians have long had an organised criminal

element.

IN RELATION TO MONEY LAUNDERING — THE LARGE NUMBER OF HIGH DENOMINATION
BANKNOTES IN CIRCULATION

| do not have any comment on this.

THE OPERATION AND EFFECTIVENESS OF COMMONWEALTH LEGISLATION,
ADMINISTRATIVE ARRANGEMENTS AND LAW ENFORCEMENT STRATEGIES

Oporation and effectiveness of Commonweaith Legisiation

Commonwealth Legislation inciuding the Australian Securities and Investments Commission Act 2001,
the Austratian Crime Commission Act 2002, the Australian Federal Police Act 1979, the Financial
Transactions Reports Act 1988, the Anti-Money Laundering and Counter-Terrorism Financing Act
2006, the Proceeds of Crime Act 2002, and possibly also the Crimes Act 1914 amongst others, would
appear to provide sufficient legislative tools to combat the problems involving serious investment
frauds -~ both domestic and international.

The legislations empowering ASIC, the ACC, and the AFP enable them all to investigate both
Commonwealth offences and state offences that have a federal aspect which the majority of
nationally significant interstate and international fraud cases represent. It should be noted that State
Fraud Squads can also investigate and prosecute such frauds however in cases where muitiple
citizens from muitiple states are defrauded by either a domestic fraud or alternatively an internationally
based fraud, then it may be preferable if a Commonwealth agency handle such matters, with support
from the states where necessary.

In cases involving international “boiler room” frauds involving the transfer of investor funds to overseas
based accounts, it may be useful for the committee to consider recommendations for legislative
changes to enable the fining of banks if they transfer funds to such overseas accounis, if those
accounts already exist on ASIC's warning lists of companies you should not deal with, as c¢an be
found on ASIC's MonaySmart website under “Scams” and "Companies you should not deal with'’.

During the recent ASIC Inquiry hearings on 10 April 2014, ASIC's senior executives confirmed there
was some kind of tension between ASIC and the ADI's on such matters, whereby it seems the banks
are possibly reluctant not to do transactions on behalf of their customers, even if those fransactions
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are to possibly fraudulent accounts. The potential problem here from the banks’ perspective may be
what happens if the account turns out to ba not fraudulent and its customers lose out on a legitimate
Investment opportunity and are the banks' then liable for any prospective losses, however the
probability of such occurrences must surely be very low, as the companies on the warning lists have
been placed there after investor complaints have been received and transaction analyses have been

conducted.

If it were illegal to transfer funds to suspect international accounts, then that could significantly reduce
the international fraud problem.

Operation and effectiveness of administrative arrangements and law enforcement sirategles
Current Strategles — Domestic frauds

The current law enforcement strategies in relation to major domestic “hoiler room”, “ponzi scheme”,
and illegal “managed investment scheme” operations is that ASIC will usually lead the investigation
and prosecution of most of these cases, sometimes with the assistance of the ACC, AFP, and State
Fraud Squads. In some of the more recent “boiler room” cases, the State Fraud Squads have led the
way with the assistance of the Federal agencies.

In the case of ASIC, it seems it has been slow to act in many instances as is being highlighted in the
current ASIC Inquiry and as has been highlighted in the media in relation to the numerous high profile
cases mentioned above. It also seems to be the case that it has relied too heavily on enforceable
undertakings as opposed to using the considerable powers it has to use the varlous State Crimes Acts
and Criminal Codes to charge offenders with serious theft and fraud offences, however | am aware
that it has used such powers from time to time in relation to “ponzi schemes”. While | am aware some
lost funds have baen recovered in relation to domestic frauds, it is unclear to me as to what exient this
has been the case and whether much more could have been recavered for the victims.

Current Strategles — International frauds

In relation to intemationally based frauds targeting Australian’s, the law enforcement strategies are
mainly confined to early detection and disruption, usually without the offenders being prosecuted
and usually without any recovery of defrauded funds efforts being undertaken. investor education and
warnings about the dangers of investing with unlicensed overseas investment firms has also been an
important plank in the regulatory response as can be seen from the extensive warning lists on ASIC's
MoneySmart website, however as noted in the Methodology section above, fraudsters aré now
circumventing such efforts by providing investors with fake ASIC licenses. Additionally, they use other
tactics like informing Investors that the industries they are proposing they invest in are new like “clean
energy” projects for example and do not currently require them to have an ASIC license.

Warning Lists

The warning list approach needs to be further enhanced because most people who get defrauded
have not previously been defrauded and so are unaware of ASIC’s warning lists until after they have
already lost their money. As a side note to this point, | believe that this situation potentially leads to the
significant under reporting of fraud which both ASIC and the ACG have said is a problem, because
when people discover after they have been defrauded that the company they invested in was already
on a warning list, then they are likely to fael unhappy and embarrassed and consequently suffer in
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silence rather than come forward and report the crime. Hence the need to enhance the warning list
approach by doing more, perhaps through Australia post or some other method, to actually send
warning lists to all Australian households on a regular basis, say at least once a year. If they could be
sent out with peoples tax returns by the ATO, then that could be useful.

Early Detaction

In relation to early detection of internationally based serious investment frauds, | have noted that for
many years Australian banks have had a legat duty under the Financial Transactions Reports Act
1988 to report international funds transfer instructions out of Australia to AUSTRAC. This requirement
has apparently existed since around 1992,

Furthermore, section 45 of the Anti-Money Laundering and Counter-Terrorism Financing Act
2006 also requires a person that sends an International Funds Transfer Instruction (IFTI) out of
Australia or receives an IFTI into Australia to submit a report of the instruction to AUSTRAC. The
banks are the ones who have to make such reports on behalf of their customers.

There are no transaction size limits or thresholds in relation to the requirement to report. AUSTRAC's
data store apparently contained over 55 million records of IFTI reports for the period from 1995 till
around 2006 and they receive approximately 9-10 million such reports each year so they must have
over 100 million records of overseas fransactions by now. Therefore the question needs to be asked
as to what is happening with this data and how is it being used to combat the international fraud
problem.

| am aware that various enforcement agencies all have access to “suspicious matler reporls’
submitted to AUSTRAC by banks but do they also have access to the FTI data on transactions out of
or into the country? If so, then even though the volume of transactions Is hugs, there are various filters
which shouid be able to be applied to the data to identify potentially fraudulent offshore companies
much sooner than merely when an investor makes a complaint some 2 to 3 years after they have
made their investment, that they think they may have been defrauded.

For example, most investors sending money overseas will send it to companies and not people so a
fiter can be used to exclude all people to people transactions. Also excluded are all company to
company transactions. Then what is left is individuals sending money to offshore companies.
Companies that have been receiving funds for long periods of time without incident can also be
excluded as they are probably legitimate trading companies or product sellers and then what is left
would appear to be relatively new companies receiving investor funds, some of which could possibly
be involved in fraudulent activities.

Particular focus can then be given to companies whose bank accounts are in the major financial
jurisdictions like Hong Kong, Singapore, and Tokyo, for example, because investors are less likely to
be willing to send funds to an account in Thailand or Manila. This has been part of the Modus
Operandi of fraudsters for many years to add credibility to the fraudulent operations they run.

Other jurisdictions can be looked at if intelligence suggests they are becoming new centres for funds
transfers however the next aspect should be identifying any new companies appearing that appear to
have numerous Australian’s sending money to them and loaking in further detail at those companies.
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For example, while | am not sure what data is included in standard IFTI reports it would seem that
they should include details of the name and contact details of the company to which funds are being
sent and even an email address for the person representing the company. If It Is not already the
case that an International funds transfer requires that a company registration number for the
offshore reciplent be required before the transaction can be processed, then this perhaps
needs to be ¢changed by law. Thereafter various checks can be made including:-

{N if there is more than one company involved that people appear to be sending funds to all
starting at around the same time, then do such companies use the same address?; and

(i) calling the telephone number and if it is purported to be a number in Japan, tracing it to
identify if it is actually being routed to a house say in Jakarta; and

{iii) doing a check on the email addresses of the overseas recipient to see where they are
originating from or being routed through and if that place corresponds with the place where the
funds are being sent and the supposed office address of the company; and

(iv) if the company registration number information is available, does it correspond with a
registration in the usual tax haven countries that fraudsters usually use like the BVI, Samoa,
Cayman Islands, etc; and

(V) do any of the company names appear on regulator blacklists in any other jurisdictions but are
not yet on ASIC’s blacklists; and

(vi) do any of the company names correspond with names of companies listed on stock
exchanges or OTC markets. People can usually only buy shares of listed companies through
brokers and so they should not be being asked to send money directly to a “listed” company’s
“bank account” to buy its shares.

Thase are just some of the checks that can and should be being done and | presume are now being
done to identify frauds much sooner and if entities are identified to be suspicious then banks should
be able to be notified much sooner at which point they can actually refuse to make the transaction on
behalf of their customers and in future should be barred by legisiation from deing s0 as
suggested in paragraph 20 above.

Disruption

My understanding of the disruption efforts reforred to in para 23 above is that this involves placing
potentially fraudulent offshore accounts and operators' details on ASIC's warning lists and also in
arranging for offshore operators’ premises to be raided by international law enforcement agencies,
with potentlal client lists and other business and marketing materials to be seized, and with their
foreign staff then being deported. However, as mentioned, the offshore operators of such cases are
rarely prosecuted and the funds they have stolen are rarely recovered.

This may not be a sufficiently effective strategy in deterring international fraudsters from confinuing to
target Australians. This is because they are not being sent to jail and they are being allowed to keep
the money they have stolen from Australians. If one office gets shut down, they simply open up a new
one in another location in the country they are in or alternatively they move onto another country. Most
of this activity has been based out of South East Asia for the last 12 to 15 years.
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THE ROLE OF THE AUSTRALIAN CRIME COMMISSION AND THE AUSTRALIAN FEDERAL
POLICE IN DETECTING FINANCIAL RELATED CRIME and THE INTERACTION OF
COMMONWEALTH, STATE AND TERRITORY LEGISLATION AND LAW ENFORCEMENT

ACTIVITY

| would like to slightly expand my comments in this section to include also ASIC's and AUSTRAC's
role in detecting and acting upon financial related crime as well as other organizations and the role
also of the State Fraud Squads in this respect and so this is why | have combined your terms of
reference numbers 7 and 8 into a single section.

Currently, there are numerous channels In which financial related crime can be detected, which |
understand is mainly achieved through numerous different reporting channels, although there may
well be other methods, like for example the Australian Tax Office detecting apparently unexplained
wealth through investigations of its own.

In fact there would appear to be too many different reporting channels and fo provide examples of
what | mean, various state police websites indicate in relation to different kinds of frauds that they
need to be reported to the agencies indicated as follows:-

(i) Investment Fraud - ASIC

(i) Share Trading Fraud - Australian Securities Exchange

(i Lawyer Fraud - Legal Services Boards and Major Fraud Squad
(iv) Accountant Fraud - Local Police Station

(v) Real Estate Agency Fraud - Consumer Affairs and State Fraud Squad
(vi) Superannuation Fraud - APRA

(vii)  Overseas Advanced Fee Fraud - ACCC and State Fraud Squad

(viiy  Scams from Interstate and Overseas - ACCC

(ix) Financial and Investment Scams - ASIC

(x) Banking and Credit Card Scams - ASIC and the ACCC

(xi) Director Fraud - ASIC and the State Fraud Squad

(xii)y  Business Partner Fraud (over $50K) - State Fraud Squad

(xii) Bank Related Fraud (ATM's atc) - Local Police station

(xiv) Counterfeit Bank Notes - AFP

While | can appreciate how it is that such reporting guidelines for victims of financial related crime
have evolved because of the many different kinds of frauds, the above nevertheless demonstrates
multiple possibilities for duplicated reporting and therefore potential inefficiencies as a result of
duplicated investigations and responses being sent to complainants. In addition to the above, the
following further reporting channels for reporting various frauds also exist for financial institutions and
profegsionais:-

(i Suspicious Matter or trangaction reports are {0 be made to AUSTRAC; and
{ii) Misconduct reports can be made to ASIC and also the ACC and AFP.

From the Commonwealth level, the view regarding the reporting of investment frauds from overseas
has been that these should be handled by the States, however as can be seen from the above, the
States have held the view that they should either be reportad to ASIC if they are investment frauds or
to the ACCC if they are investment scams, which can only really lead people to report to both ASIC
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and the ACCC if they are unsure if they have been either defrauded or scammed, whatever the
difference between the two may be.

From my own personal experience in reporting the frauds referred to in paragraph 2 above, having
reported the matters to ASIC and having received various responses from them, | then reported to
AUSTRAC who advised they would pass them on to relevant agencies but could never advise me of
the outcoma and that further if | wanted a more direct response | should report the matters straight to
the ACC.

There is obviously significant scope for rationalisation of the approach to reporting and detecting
financial related crime and | know the ACC are aware of these issues and | believe they are working
on doing what they can to deal with how the system has evolved over time due to the ovarlap issues
of multiple agencies with overlapping legal jurisdiction to receive reports and conduct investigations. In
this respect | know that they have helped to establish and/or are involved in a number of multi agency
task forces as well as national databases that can help address these issues including:-

(i Joint Management Groups (JMG’s) — to provide a forum for State and Commonwealth
agencies to discuss crime threats and opportunities to address them; and

(i) Joint Analyst Groups (JAG’s) - comprising a number of intelligence anaiysts, allocated from
the JMG agencies to deliver shared intelligence outcomes on inter-agency information sharing
and to identify, coordinate and prioritise serious and organised crime targets and emerging
threats; and

(iiiy National Criminal Intelligence Fusion Capabillity — which is an ACC led capability bringing
together subject matter experts, investigators and analysts, and data tools across a range of
government agencies at national and state levet to enhance the understanding of national
organised crime and to discover previously unknown organised criminal activity and entities,
and

(iv} Australlan Criminal Intelligence Database (“ACID”) - which is an ACC managed database
providing Commonwealth, State and Territory law enforcement agencies and regulatory
authorities with a framework to securely store, retrieve, analyse and share criminal information
and intelligance; and

(W) Australlan Law Enforcement Intelligence Net (“ALIEN") — which is an ACC managed
database providing the same kind of functions as ACID, however presumably with some
material differences to the ACID system. Both systems allow various agencies to contribute
content to them; and

{vi) Palantir — an ACC developed systems and analysis tool; and

(viiy  Criminal Assets Confiscation Taskforce — which is an AFP led taskforce which also
involves the ACC and the ATO, however which | believe needs to be expanded to include
ASIC and possibly also the State and Territory Fraud Squads; and

(vii)y Task Force Galilee — which is an ACC led multi-agency task force established to disrupt
serious investment frauds, particularly those emanating from overseas.

So clearly substantial efforts have been made by the ACC and its partner agencies in dsveloping
systams, tools and taskforces which can help to overcome the fragmented nature of the Australian law
enforcement sector's ability fo tackling serious fraud and financial related crime as has evolved due to
the multiple overlapping jurisdictions and legal authorities to investigate and prosecute such matters
by numeous different agencies at both a state and federal level.
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However, these numerous different initiatives may still not completely address the multi-agency
agency report receiving responsibilities for all different kinds of frauds as detailed in paragraph 38
above and so duplication of investigation and response work to complainants could still occur and may
need to be addressed.

indeed the integrity of the databases the ACC manages, in their current structure, will always be
dependent upon its partner agencies reqularly and accurately updating such systems in relation to
new fraud complaints or reports heing made. Accordingly, it would appear possible that cases could
still fall through the cracks and/or be investigated by multiple agencies at the same time and as an
example, the highly publicised Leighton's Holdings case appears to be one where both the AFP and
ASIC were apparently both working on the case independently and were not cooperating until
racently.

The integrity of the databases also depands upon which agencies have access to those systems and |
do not know which one's however as an example, do Consumer Affairs and Commerce Departments
also have access to such systems, as complainants are being directed to report Real Estate Frauds to
them, which may not get reported to any other agency, but which could reveal a transaction taking
place with laundered money which has actually been accumulated from a much larger scale
investment fraud yet to be detected? The same can be said for Lawyer Frauds which are supposed to
be reported to Legal Services Boards in the various states and could also reveal fraudulent
transactions as there are lawyers who are actively engaged in advising fraudsters, unfortunately.

National Fraud Reporting Centre

| believe and | would hope the committee and the ACC would agree, that a National Fraud Reporting
Centre needs to be established so that there is a single entity which complainants across the country
can use to report cases of suspected fraudulent activity In relation to investments in particular, and
also in relation to other kinds of frauds if that is possible without overloading the system.

The Commission of Audit's recently released final report contains a recommendation which | believe
could greatly facilitate the creation of such a National Fraud Reporting Centre or Database, which
s its recommendation for the Government to consider incorporating AUSTRAC into the ACC. Since
AUSTRAC aiready handies and is experienced in receiving and analysing numerous suspiclous
transaction reports annually from all the banks and financial service providers, then it would make

sense and | believe would be far more efficient if its role was to be expanded to include receiving
suspicious transaction and/or alleged fraud reports from the public.

The synergies, cost savings, and reduction in duplicated work could be very substantial indeed and in
fact AUSTRAC already can and does accept and receive reports from the public, as it did in the cases
| reported to it. The issue is that not many people in the country know that this can be done and are
following guidance on State Police websites to make reports to numerous various different agencles
as | have indicated in paragraph 38 above.

So | strongly support the Commission of Audits recommendation to incorporate AUSTRAC into the
ACC and thereafter | suggest that the Australian pecple be informed that going forward, complaints
regarding serious investment frauds and possibly other fraud types as well, should be made only 1o
AUSTRAG. This will ensure that the ACC truly has the complete picture of fraud in the country and
can more rapidly detect serious financial crimes because at the same time it is receiving reports from
financial institutions, they can more easily be matched with reports coming in from the public, and if

10
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reports are coming in from the public but not from financial institutions, then the financial Institutions
can be asked to take a look at the transaction patterns of the entities involved in a more timely
manner. It just makes sense to handle these matters in this way and if it is done then the ACC will in
my view become an incredibly potent and powerful organisation to lead the fight against these serious
crimes, while at the same time considerably freeing up the resources of its other partner agencies to
be used more directly in investigations and prosecutions.

A Serlous Fraud Office Task Force in the ACC

If the AGC has all this information coming directly to it for analysls and dissemination, then it can more
effectively direct the response to serious investment frauds by passing particular cases to a particular
State to handle or alternatively to ASIC if they felt ASIC could more appropriately deal with it or
alternatively to the AFP for the same reasons. Furthermore, for further synergies in dealing with
national frauds across multiple states or international frauds which are increasingly affecting the
country, It could more easily, as Its team is further developed, begin to take on cases in its own right
which, as | have mentioned before in numerous faxes | have sent to the Senators on the Committee of
the ASIC Inquiry and also in my submission number 91.3 to the ASIC Inquiry, is what | believe
ultimately should happen with the establishment of a Serfous Fraud Office type structure or a
Serlous Fraud Office Task Force within the ACC to combat such frauds directly and to go after the
proceeds of crime of the fraudsters who commit such crimes.

This is what | believe the drafters of the Australlan Crime Commission Act 2002 may have originally
envisaged for the ACC as is evidenced by sections 12 (1Xa) and 12 (1A)(a) of the Australlan Crime
Commission Act 2002 regarding the performance of their functions which state:

“(1) Where the ACC, in camying out an ACC operation/investigation, obtains evidence of an
offence against a law of the Commonweaith or of & State or Territory, being evidence that
would be admissible in a prosecution for the offence, the CEQ must assemble the evidence
and give it to:

(8) The Attomey-General of the Commonwealth or the State, as the case requires; or

(b) the relevant law enforcement agency; or
(¢c) any person or authonly (other than a law enforcement agency) who is authorized by or
under law of the Commonwaeaith or of the State or Territory to prosecute the offence.

(1A)  Where the ACC, in carrying out an ACC operation/investigation, obtains evidence that would
be admissible in confiscation proceedings, the CEQ may assemble the evidence and give it to:

(a) The Attomey-General of the Commonwealth or the State, as the case requires; or

(b) the relevant law enforcement agency, or
(c) any person or authorily (other than a law enforcement agency) who is authonized o

commence the prosecution proceedings.”

So | really think that the full power of the ACC, having studied Its enabling legislation, is yet to be fully
realised and it could in fact become the world's most intelligent and effective agency in detecting and
combating serious financial related crime. with the emergence of the involvement of serious
organised crime groups in the conduct of serious investment frauds, the synargies of having the ACC
as the lead agency in combating such groups in relation to financial related crime becomes aven more

apparent.
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The Commission of Audit has recommended that the government consider transferring ASIC's
consumer protection functions to the ACCC, however if this is meant to be the transferring of its
prasecution and defrauded investment funds recovery responsibilities then 1 would not agree with that
recommendation as it woulid seem the ACCC does not have the breadth of laws available to it as does
ASIC or the ACC to combat the problem. Obviously | believe it should go to the ACC if anywhere and |
understand that the ACC wouid even appear to be capable of investigating breaches of the ASIC Act
itself along with all the other state and commonwealth laws at its disposal.

So | would hope that the Committee and Mr Dawson, the new CEO at the ACC, would agree that this
should be the ultimate goal, for the ACC to have established within it a SFO or a SFO taskforce
which could then have specialist officers deployed across the entire law enforcement sector
including within ASIC and the State Police Fraud Squads to combat the serious investment fraud
problem which is increasingly affecting Australians. As mentioned, such a unit would not have to take
on every case on its own as the ACC's powers are such that it can work very flexibly with all other
agencies in bringing matters forward for prosecution and can nominate existing agencies to handle
them but could aiso take on matters itself by investigating and preparing briefs in appropriate
circumstances.

THE EXTENT AND EFFECTIVENESS OF RELEVANT INTERNATIONAL AGREEMENTS AND
ARRANGEMENTS

International Mutual Legal Assistance Agreements have been entered into by Australia with many
countries particularly within the Asia Pacific and also with Hong Kong which has been a destination for
many years for defrauded Australian investor funds.

The Hong Kong agreement and Hong Kong’s Mutual legal Assistance in Criminal Matters
Ordinance Cap 525 is more than sufficient to anable gathering and production of evidence to
Australia inciuding production of bank statements et to provide evidence of fraudulent activities, the
restraining of fraudulently obtained investment funds located hers, and the confiscation and
repatriation of those funds back to Australia upon Hong Kong being presented with an External
Confiscation Order issued by a court in Austraiia.

Such orders can be obtained in Australia by ASIC and possibly other agencies pursuant to section 50
of the ASIC Act 2001 or alternatively through the Proceeds of Crime Act 2002 and are made on a
civil basis by a judge on the balance of probabilities that investors have been defrauded.

Once such orders are received by Hong Kong’s Mutual Legal Assistance Unit in the Department of
Justice, arrangements are made for their enforcement and the costs of the whole process including
appointment of receivers in Hong Kong are deducted from the investor funds recoverad. So there Is
no cost to the Australian government or any law enforcement agencies in Australia In
undertaking such recovery actions on behalf of Australian investors who have been defrauded.

In the recent ASIC hearings ASIC's senior executives seemed fo have the incorrect impression that if
funds were restrained in Hong Kong that they were unable to get those funds repatriated to Australia
and returned to the defrauded investors and further that if they used the Proceeds of Crime Act 2002,
then any funds recovered needed to remain with the government.

in relation to the latter point regarding the Proceeds of Crime Act 2002, | am not sure that their view is

correct as sections 77 and 78 of the Proceeds of Crime Act 2002 would appear to enable defrauded

investors to recover their money through the making of applications for “compensation orders” in
12 :
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respect of funds which have been recovered. Furthermore, sections 259 and 260 would appear to
enable the same 10 oceur.

In regards to ASIC’s view that funds rastrained in Hong Kong are unable to be repatriated, which
appears to be a view formed 12 years ago in relation to legal advice received from a law firm, then this
legal advice would also appear to have been incorract, as is supported by a paper entitled “Seizure,
Confiscation and Repatriation of Assets: Practice in Hong Kong"” prepared by Mr Wayne Walsh,
the Head of Hong Kong's Mutual Legal Assistance Unit, International Law Division, Department of
Justice, Hong Kong, and presented to a seminar held in Bali by the Asian Development Bank, OECD,
and Basel Institute of Governance in 2007. | attach this paper to this submission for the committee’'s
ease of referance.

While | have already provided this paper to the Senators on the Committee of the ASIC Inquiry and
also to ASIC themselves, as capied to your Committee Secretary Mr Palethorpe, | nevertheless feel it
is important to provide it also to your inquiry as it is also one of your terms of reference and is an
important part of your Inquiry, given the volume of funds that have been transferred and lost through
bank accounts overseas including through Hong Kong. In this respect, you should note that many of
the frauds detailed above had bank accounts in Hong Kong to which Australian investor funds were
transferred including the Brinton Group case (AUD400M), Trio Capital (AUD125M), and the LM
Investment fraud (AUD400M), just to name a few.

Recovery of defrauded investment funds from overseas is a really important aspect to reducing the
fraud problem going forward. As 1 have indicated in a recent fax to ASIC's senior management, the
approach involving early detection and disruption is important and no doubt having an impact however
it is clearly not enough and what is still missing, but which is necessary, is prosecution of offenders
and confiscation of their proceeds of crime. The message needs to be sent to these people that if
they do this activity, they may end up In jail, but more importantly if they do they will still have
no benefits from their criminal activities.

As | further indicated in the same fax, in the John Wwilllam Uliman case as | have also listed above
and which occurred just last year out of Hong Kong, in a matter of months he stole AUD1.5 million.
ASIC went to court in Australia and got injunctions preventing him from selling shares in Australia and
he agreed to abide by those injunctions in return for no further action being taken against him. The
fact that he was apparently afllowed to keep the money represents the greatest incentive for
fraudsters like him to continue to do this kind of activity and to Increase the scale of what they

do. In fact, It will Invite more to join them.

The importance of confiscating fraudsters’ proceeds of crime cannot be underestimated not only from
the perspective of assisting defrauded investors but also as probably the maost powerful deterrent
available to law enforcement in combating and reducing the Incidence of financial related crime, both
domestic and international. As | also pointed out in the abovementioned fax to ASIC, this is because
many white collar criminals are prepared to go to jail, if that means they can come out and still have
millions of dollars in their bank accounts. This is what happened in yet another fraud case, the Andre
Michilak case a few years ago where he was ordered by the Federal Court in Australia to forfeit
AUDSM from a Citibank account in Hong Kong but instead transferred even more funds offshore, in
contempt of the order, and preferred to go to jall in Australia for 18 months so he could keep the fruits
of his crimes in defrauding Australian’s of their superannuation funds.

13
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As alrsady mantioned, these Issues have been raised with the Senators conducting the ASIC inquiry
and will no doubt be desit with in their final report, however | believe it is also important to raise them
with your inquiry as well, particularly bacause so much money has been lost overseas, which could
have been recovered and which in future must be recovered in any future sefious international
investment frauds affecting Australian citizens. As indicated, it doesn’t cost anything to recover such
funds other than getting the necessary orders in the Australian courts, so there really Is no excuse for
such recovery actions not to be pursued on behalf of the Australian people.

THE NEED FOR ANY LEGISLATIVE OR ADMINISTRATIVE REFORM
Please refer to the above,
ANY RELATED MATTERS

The final point | would like to make is one also made in my recent fax to ASIC and that is that perhaps
the time has come for Australia to lead the way in establishing and announcing some kind of Joint
Task Force or Cooperative Group with Australian law enforcement agencies’ counterparts in Hong
Kong, the US, UK, Thailand, Malaysia, Indonesia, and the Philippines to go after the assets of the
people running such frauds, In addition to the disruption aciivities already underway, to send the
message that they cannot expact to profit from this kind of activity. My view is that Australia is in an
ideal position to lead such an international effort, and with its citizens being one of the most heavily
defrauded, should be taking that lead.

If the matters raised above regarding the ACC can be accomplished thereby effectively creating a
world leading intelligence and enforcament agency, then Australia really will be able to take on such a
role (and can still do so if not all the above recommendations are adopted), which will bring nuMerous
benefits to the country including reducing the frauds perpetrated on its citizens, a reduction of social
security payments being made to retirees who have lost everything, increased cooperation between
countries in Asia and Australia on various other issues as well, and the possible development of new
export markets for the systems, technologies, and methodologies which are being developed by the
ACC and which appear to have a high level of sophistication as is required by the complex
environment they operate in. Such advanced knowledge based systems and technologies can
eventually be licensed to private industry and markets ¢an be developed in countries like Indonesia,
Thailand, the Phllippines, and Malaysia who are all going to need such capabilities in the years to
come as more of their citizens move into the middle class and themselves become the targets of

international fraudsters.

Finally however, the main points which 1 hope wilt be taken from the above analysis and suggestions
are that they primarily involve a resource reallocation exercise which should result in greater
efficiencies in the sector, cost savings to the Government, and most importantly a reduction of the
incidence of serious investment frauds affecting the country and its citizens, with billions more dollars
remaining in the Australian economy in the future.

| sincerely hope this submission is of use to your inquiry and wish you all the best with your
examinations.

Yours sincerely,

Adrian Cox

— 14
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Seizure, Confiscation and Repatriation
Assets: Practice in Hong Kong, China

Wayne Wailsh
Deputy Principal Government Counsel, International Law Bivision
Depariment of Justice Hong Kong, China

This paper discusses the praciice of seizure, confiscation and repoirimibn
of assets pursuant 1o ‘miernational requests for legal assisiance in criminal matiers
to Mong Kong, China. it provides an overview of the constiiviicnal basis wpon
which Hong Kong., China may provide assistance pursuant fo bilaleral and
multitateral arrangements to foreign States, including those in the Asic and
Pacific region. It discusses he domestic legal framework under which requests for
confiscation and repatriation of assefs aré processed in Hong Kong. Cliiric
incluging the minimum legal requirements that must e met for such assistance
to e provided, Finally, the paper explores from an operalional perspective ways
o bes achieve effectve implementation ol mechanisms  available  for
international asset recovery.

The Constitutional Background

N 1984, ihe Chinese and British governments signed the Joint Daclaration
on the Question of Hong Kong atfirming that inc Pecpie's Republic cf Cnna
would resume the exercise of sovereignly over Hong Kengd effective 1 July 1997,

sor resumption of soversignty in 1997, Hong  Kong  Special
Achrinistrative Region [SAR] was astablished in accordance with the orovisions of
Arficie 31 of the Constitution of ‘he P.R. Chinag under the principle of "one
country. two systems.'

ihe Basic Law of Hong Kong, Chind was enacted in accordance with the
Constitution prescribing the systems 1o be practiced in Hong Kong, China.”

Articie 13 of the Basic Law provides Ihat ine Central Peopia’s Governmeant
cmall be responsibie for the foreign affairs relating to Hong Kong, China. b Qiso
orovides that the Central Peopte’s Government authaorizes Hong Kong, China ¢
conduct relevant external offains on ils own in accordance with the Basic Law.*

ADR/DECSD antCorrunlion WrtoleD S A0 ond e el
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Severcl provisions in the Basic law relate io the mainienance and
development of re‘ations by Hong Kong, China of the imternational level. the
applicafion of nternational agreements fo the region noth before and afier
1997 and anangements for reciprecdl juridical assistance wilh foreign Slates.

First Arficle 157 of the Basic Law provides that Hong Kong, China may, on
its own, using the name “Hong Kondg, Ching’ maintain and develop relaticns and
conclude and implement agreemenis with foreign States and Regions and
relevant intermnaticnal organizafions in appropriaie fislds, In addition, Article 152
merm'ts the region o parficipate in nternational organizations and corferences
limiled 1o States but affecting ihe Region in approprate fields using the same
~arme. 'hus, the Region continuss to hold membership of o rumoser of
interncitiona organizations and initiatives Under its own name Hong Kong, China
including membership to he ADB/OECD Anfi-Corrupiion Initiaiive for Asia dnd
the Pacific.

secoond, Arficle 153 of the Basic Law provides thai the application of
inlernational agreements to which the P R. China is or becomes a party shall e
aecded in accordance with the needs and circums:iances of the Region and
after seeking the views of fhe government of fhe Region. It also provides that
intarnctional ggreements 10 which the P.R. Ching is not a party but which are
implemented In Hong Kong, China may continue o be implemented in Hong
Cong, China. For example, i under Article 153 of the Basic Law ihat he Cenfral
Paopie’s Government aoppied fo ine regoen he Umited Natfions Convention
against Coruption IUNC AC) in February 2004

Tmird, Arfice 94 of the Basic Law  provides thai wilh the help or
authorization of the Central People's Government, the Government of Hong
Kong, Ching may make appropriaie arrangemeants with foreign States for
reciprocal iundical assislonce. Accordingly, the Ragion has negotiated d number
of bilateral agreemenis for muiual lega assistance in criminal matters with
foroign States and it has implemented these agreemenis ynder its domestic iaw.
Trese aareements, which folow o fairly standard model, include machanisms for
intermaiional asset recovery.

Ten yeqrs have passed since e resurnption of Chinese sovereignty over
HJong Kong, China and i+ 3 fonir to say that the system envisoged under the Joini
Neclagration ard Basic Law for the application of international agreements 1o the
tegion and e provision of international cooperation In crimingl matters te
forsign jurisdictions, has withstood the challenge of fime and is, Dy and large.
working well.”

Ara ey Andl et o eittive fon Al ong e i Tadetls
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Multiateral International Agreements

A number of multiateral agreements that apply to Hong Kong., China and
brat include provisions for nutual lagal assistance IMEA] i criminal matters are s
follows:+
(i} Convention for the Supprassion of Unlawiul Seizure of Aircraft 1970;
(iy  Conventfion for the Suporession of Unlawfus Acts against the safety o7
Civil Aviation 1971;
(i} Conventicn on ihe Prevention and Punishment of Crimes agains!
internationaly Protected Persons, inciuding Linlematic Agenis 1973:
(iv) nternational Convenfion agcirst the Taking of Rostages 1979,
{vi Caonvention against Torture and Ofher Cruel, Inhuman, or Degrading
Trealment or Punishment 1964
{vil United Narions Convention against icit raffic in Nereotic Drugs and
Psychotropic Substances 1988,
(viil Convention for the Suporession of Unlawfu Acts against the safely of
Maritre Navigation 1988 and the Fixed Platform Protoco: 1988
(viil} Internafiona: Corvention for the Suppression of Terrorist Rombings
1997,
fix) Internationd Convention for the Suppression of the Fimancing  of
Terrorisim 1979,
(x)  United Nafions Convention against Transnational Crganised Come
2000,
(i) United Nafions Convention against Corruption 2003,

Parties to these conventions may seek assistance from Hong Kong. Chinda
oursuant fo the pravisions in fhern for MLA,

Rilateral Internafional Agreements
1o date, Hong Kong, China has signed bilateral agreemenis for MLA with
tne following 21 jurisdictions’

Australic, Belgium, Canacia, manmark, France, Germany (not yetin force),
reland (not yet in force], Israel, ltaly (hot yet in force], Xared, Malaysic (no? yetin
force), Netherands, New /ealand, Philippines, Poland, Portugal, Singapore,
switzerland, Ykraine, UK, and US.

A these agreements  contain provisions  for iracing, restraining.
confiscating. and sharng proceeads of crime.

AR S -t An- sy ptanntiotive 15 agic ano i Pasig
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Domestic Law

Roquests for mutugl legal assistance in criminal matters, including those for
asset recovery, are processed under the Mutual Legal Assistance In Criminal
Matters Ordinance, Cap. 5285 (MLAO]. This Ordinance was enacied in 1998 and is
a purpose-buiit legal mechanism to faciftate and regulafe the provision and
obtaining of assistance n crirminal malters petween Hong Kong, China and
siaces oulside Hong Kong. China, and for matters incicdenial thereto or

connected therewilh @

Assisiance can be rendered pursuant 10 “arrangements for MLAY (e.g.,
milateral or multlateral agreements which have heen made e subject of an
oreder under the ordinance), or based on the principle of reciprocity. As regards
the laiter, the ordinonce proviges thal the appropriate authorty of fthe
requesting place may give an Unclertaking to the Secretary for Jjustice whici
saitisfies the Secretary for Justice that the place will, subject fo ifs taw, cCOMmpty
with a future reguest by Hong Kong. Ching to that pigee for assistance in d
crminal matter. it s, therefore. net a prerequisite that a bilateral o multilateral
agreement exisis before assisionce can e rendered under the orainance.

The types of legal assistance available include:

_  taking of oral evidence and production of things betore a magistrate
(including by live TV link)

_  search and seizure of things under search wrrenise

_  obtdining of material under production orders {e.g. on bonks 10
prodoce documents)’

— arranging the travel of a persor to another place fo assist in criminal
nvestigations or procesdings-

_  enforcement of external confiscation orders and restraining of deding
in properly that may be subject to external confiscation orders'# and

- service of process.:

Acgislance can only be provided i relation to g “ariminat matter” which is
definad in the Ordinancea' fo be:
- aninveshgation,
- @ prosecution, of
an anciliary crminat matfer,

Of particutar relevance i requests for asset recovery, “ancillary arimindgl
motter” is defined’ i mean restraining or dealing with, of seizing, forfeiting, or
confiscating any property in conneclion with an external offense; of obtaining.
srforcement or sofisfaciion of an exterral confiscation cruer.

AnEATETT Ant Doronion nitative 1 Fsic and e Pacific
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“External offense” means an offense against the law of a place outside
Hong Kong, China, and "externd cerious offense” means an extemnal cifense. the
maxkimurn penally for which is death or impriscnment for not less than 24 monts,

External confiscation order, which is a key term in reigtion to requesis for
csset recovery, is defined’” Qs

Con ordder, made under the iaw of a place outside Hong Kong. for the
purpose of -
ol recovering (incloding forfeiting and confiscatng) -

(i) mayments or ofner rewards received in connection wilh an exierna
serious offanse or their value:

(i) properly derived or rediiraa, directly or indrectly, tom Doy mieEnts of
other rewards received In connection with an external serous
offense of tne vaue of such property: of

(iii) property used of ilended 1o be used in connection with an
extarna. serious offense or the value of such property: of

b depriving Q persen of ¢ pecuniary advaniage obiained in connection
with an extermal serious offense,

ana whethay The proceedings which gave rise to thal order gre crimiral or

civil in natura. and whether those proceedings are in ihe form of

proceedings against a persor oF oropearty.

It can, therefore, be seen that the law permits action to be foken in
Hong Kong 10 restrain, forfeit, or confiscale property in relation o a foreign
offense punishabie by at least 24 months imprisonment in the reculesting
jurisciction, This cdn De done whether the foreign proceaedings are criminal or
civii i nature, and whethar the procesedngs aie against persons or nroperty.
hat 15, the procedure allows tar action n coses of confiscation folowing a
crmingl conwiclion, or action masad on civil in rem proceedngs against
rentifiable property anising fram criming conduct but rot necessarly requiing d
crimingt conviction.

Contents of Requests

Certain key minimJm statutory requirements's must be contained in dl
requests for MLA, inciuding those relating o assel recovery. The requast shouid
e i wiiting and inciude the ollowing:

- particuions of ihe "oppropriate authorty”  making  he request.

supported by the relevant documents or stafutory provisions 1o enable
e Secretary for Justice i be satisfied as o he legal basls for the
reglest

AYB T T e Lo ititive fou maicr g B Fasiiis
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—  name of the authority, if different from he aforemertioned, concemed
with the criminal investigaton or oreceedings o which the reguest
relales (for example, the judicial or prosecuting authority conduciing
the invesligation or proceeding reicqiing to the request);

_  description of the noture of the criminal matter {in particuicr, whether 't
reiates to an investigation, prosecution, of ancillary criminal matter and
the delcils of the offense alleged) and a siactement setfing our a
surnmary of the :aws contravenad;
siatement setting oul fhe maximum penalty for the offense 1o which
the criminal matier relates;

- summary of the relevant tacts  including, n parficular,  the
circurmstances indicaling ey conneciion with any evidence sough®in
Hong Kong, Chinda:
description of the purposs of the request and the nature of assistance
baing soaght

_ relevance of the required evidence {that is, the manner in which the
evidence is expected fo qssist in e investigation or fo be used in the
prosecution);

- detais of the procedure that ihe requesting place wishes Hong Kong.
China to follow in giving effect fo The request, inciuding details of the
mannar and forrm in whick any iniormation, document, or thing s fo be
supplied under the request

i confidenticity of the request is required. d siatement expressing that
recuirement supported oy 1&Gs0Ns why confdentiality is sought

~ i the origina! of a thing is requested, o statement specifying the reason
for reciuiring the original;

- cietgils of the perod within which the requesting clace wishas ing
reguest be complied with; ana

- any other information shat may help in giving effect 10 He reques’.

I addifion, olher information may be required for speadific types of
aesstance sought. For information specifically in relation 1o recuests for asse!
recovery, pledse segc subsequent section [Adcitional Considerations i Asses
Recovery Cases).

he Ordinance provides & numioer of statutory grounds'™ on which

requests will be refused. These are!

a. the request reiales ihe proseculion of punishman! of ¢ persan Tor A
offense that is, or is by reasan of the circumsiances in which is alleged
oy have been commiited, an offense of a political charactern

by, there are substanticl grounds for neieving the request was micicie for
the purpose of prosecuting, punishing. or atherwise causing prejudice

AT A T pames it v fap anin o boe Faciio
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to @ parson on aooount of ‘he person’s race, reigion, neitionality. ot
political opinions:

c. the request relafes to the prosecufion of o person for an offense in
respact of conduc! pursuant fo which the person has been convicted,
acauitted, pardoned, or munisned (L.e., double [eopardy):

c. accading fo the reqquest would impalr the soversignty, securify, or
nubiic order of the Pecple’s Republic of Chinag;

a. the request relates fo Ine prosecution of punishment of a person in
respect of an act or omission which. i it occured in Hong Kong, China,
would have constituted an affense only under military law and rotb also
under the ordinary law ot Hong Kong, Ching;

:  geceding e the request would serously impair the essenticl interesis of
Hong Kong. Chineg;

g. the request reiaies fo an act or omission that, 1T it had occuted in HoNg
Kong, Ching, would not hove consfifuted an offerse (e, cluail
crirminelity).

A request shoutd contain positive statemens confirming that none of 1he
grounds ot (@) - [¢] above apply.

A reguest from a foreign jurisciction that does nol have ¢ bilatera
aareement with Hong Kong, China wil alse be refused it the appropriate
authorty of e requesing pace fails 1o proviade O reciprocity unrdertaking® in
the body of the request. An undertaking in the following farm is acceplable:

... frequesting place] undartaxes et it will, subject to ifs laws, comply with
o future request from the Hong Kong Special Administrative Region fol
similar assistance hiaving G comparabie effect 1o that recuested from the
bong Kong Special Aciministrative Region in this case....

If he offense relales o an investigalion {as opposed 10 prosecution) of an
offenss in relation 1o rexation. ™ it will be refused if the requesiing place does nos
have an agreement with Hong Kong, China. i on agreement exists, he
requesiing plocs should provide in the body of the request information 10 saaiisty
the Secretary for Justice ihat the primary purpose of e request is not the
cssassment or collection of taxation. Thase resfricions der ot apply i a crminal
prosecution has slaried.

There is no death penalty’? in Morg Kong, Ching. If request for asgistance
fraym aproad relates oo offense punishable by death, ine request may e
cetused if the requesing place fails to give an underiaking that satisties Ihe
secrciary for Justice that the death nenalty will not be imposed or, ¥ imposed,
will not be carried oul.
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Additional Considerations in Asset Recovery Cases

An external corfiscation order may be registered and enforced in Hong
Kong. China through an application made by secretary for Justice, on behalf of
tne reqguesting place, 10 the Court of First Insrance in Hong kong. China.

An application 1o fhe Court must contain sufficient niormation to sotisfy it
that

- at the me of the registration, he order Is in force ard nof subject 10
appel;

~ |he person in respect of whom, o7 in relation 1o whaose property, the
order was maae received notice of the proceedings and had the
opporfunity of defending the preceedings, and

_ e erforcement of fhe order in tHong Xong, China would not be
contrary to the interests of justice.

The Secretary for Justice may also aoply to the Court of First Instance for
an order orohibiting dedling in properly (restraint orcler).? The court wil rmake an
order if it is satisfied that

proceedings NAve heen instituted in a place outsice Horg Kong.
China,

_  ihe proceedings have rot been concluded, and

_  ajfher an  exfemnal confiscation  oider hos  been made  in ihe
proceedings o there are reqasonable grounds for pelieving an exiemal
confiscation order may be maode in them.

An arder restraining dealing in prapearty may aiso na obtained wheare the
court is satistied thal proceedings are to be instituted in o place outsicle Hong
Kong., Shindg and it appears that in those proceesdings an axternal confiscation
order may be made.

Accordingly, it is important that a request o Hong Kong. Ching seeking 10
ragfister an external confiscation order or toy restrain dealing in property should
also contain the anove information, s aoplicabls, so that application can ke
mecle to the court for the neceassany arders on behalf of the requesting place.

To simplity proof of ovidentiary maiters, The ordinance aiows for proc of
ceran facts by @ cerfificate  (Seclion a0{1) on certificate) ssued by the
appropriate authorty of the requesting place.” In particular, such o certifcate
shaill be odmissible as evidence of the facts stated. The fac’s thot can be Droven
oy the cerfificate are ds follows:

- aproceeding has been instituted and has not been concluded. or that
a proceseding s 70 he instituted, in fhe place!
an external confiscalion order s 1 forae and net sub)

ecl to appeal;
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_ al or a cerigin amount of the sum payable under an axrernal
confiscation orcler remains unpaid N the place. or that other property
recoverable under an external confiscaton order remains unrecoveredd
n the place;

~ any person has been notified of any proceeding in accordance with
e low of the place: or

—  an order {however described] made by a court in the place has the
purpcse of
| recoverng, including forfeiting and confiscating

(i}  paymenis or ofhes rewards received in connection with an
exiemncl sefious offense or thelr vaiue;

(il property detived or realized, directly or indirectly, from
payments or other rewards recelved in connection with an
exiermnal serious offense or the value of such prooerty; or

(i)  property used of infended to be used in connection wifn an
externcl sefious offense or e value of such property: or

depriving @ person of g pecuniary advantage obtained in
connacton with an external serous offense.

In addition. o statement contained in the docurnent that purporis to have
maen recaved in evidence of summarizes evidence given in proceaedings in @
court i @ place outside Hong kongd, Chira is admissible as evidence of any fact
stated therein it duly certified ™ A document is duly certifed if it purports fo be
cerfified by a judge, magistrate, or officar of the court in the piace oulside Hong
Korg, Chind concernacd, ar by or on behalf of the appropriate authority of the
mlace.

Tme Ordinance aiso allows tor proot of foreign court orders it the orcer
mears the seal of the cowr™in the place outsicie Hong Kong, China or s sigred toy
any Dersen in his capacity as judge, rnagistrate, or officer of the court in ine
picce oulside Hong Kong, China” Cerlified copies may clse be out as proof i
the copy RUrpOITs 10 e certified by o judge. magistrare, or officer of the courtin
the place oulsine Hong Kong, China concermnead, o Dy or on behalf of the
appropriate authority of the place.”™

Processing of Asset Recovery Requests in Hong Kong, China

e Mutual Legar Assistance Uit of the Internafional Law Division,
Department of lustice, discharges the responsipilities of the Central Authenty in
Hong Long. China for the nurpose of MLA N criminat metters.?
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Fareign authoritics may seek advice from the unt on he preparation ot
raquests fo Hong Koeng, China, arnd drafi requasts may be forwarced 16 the unit
far comment, o ensure compliance wifh Hong Kong. China's stalutcry
requirements.

Al requests for lega. assistance under the Ordinance, ncluding asset
recovery cases, sheould be addressed to the Secretary for Justice, who is the
nead of the Department of Justice. I ic not necessary for reguests fo be sent
tarough e diplomatic or consuiar channel ¥ instead, requests may be senf
cirectly fc:

The Mutual Legal Assistance Unit
Departrrent of custice
A7 /F High Block
Queansway Goverrment Offices
&6 Queensway
Homig Xong, Ching

ax number: 4852 2523 7959

Upon receipt. the request will e assigned to the counsel within the MLA
Uity Tne MLA counsel will acknowiedge receipt of the reqguast and obfain the
appointment of alaw enforcement officer o assist in s execution. This will be an
~ticar trom the Hong Kong Police, Custorrs, and Exclse Department cor he
inclependent Commission agains? Carrupiion, depenaing on the nature of e
cose under investigation or prosecuiion, They are all "authorized officers” under
the ordnance.s

Should *he reguest, on review, fail to meet the minimum legal stanaards
for processing under the ordinance, or should addifional informaticn oOf
clarification be required, the assigned counsel will give the necessary feedback
o fhe recuosting jurisdiction so ihat remedial action may be taken befcre the
recues! proceeds,

Once the request is 'n @ torm that can be awfuly processed, notice i5
given ‘o the Office of the Commissionar of the Miristry of Foreign Affairs vt is
~ased in Hong Kong, Ching. JUnder the Ordinance. the Central Peop@’s
Coverrment may give irstructions in The case on the grounds that if the
nstrucions were nol complied wiin, ‘he interessts of the People’s Repubic of
Chinc in matters of saveralgnty, securty, or pubtic order would pe significantly
affected. in urgent cases, for example, where resiraint orcers are required al
st notice, this notification mroceauie will be expedited.

ine Secretary for justice formally authorizes the execution of the request.
ks power has been deiegated to G law officer (Intemnationd Law), and an MLA
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coursal 5 rasponsible for obiaining this internal clearance bhetore execution of
the request proceeds.

Upon authorization by e secretary for Justice, the law enforcement
otficer assigned o help in exaculing the request wil commeance pockground
imquiries. in asset recovery COses. the officer may informaty inguire with banks
and ofber institufions named in the request to verify-—as far as possible-—the
accuracy of the infermation coniained in the request concerming ihe
named/numberad Dank accounrts and other properties held by or on behalf of
~amed persons or enfifies. In some Cases, Hong Kong. Ching's and overssas fCawy
erforcement officers may work together on the case hefore the forma raaues!
tor assistance is made. thus ensuing greater certainty and accuyracy of e
information contained in the recuest.

Resirgint Orders

Moo resircint order s sought, an MLA counsel will draft the necessdly
applicciion to the Court of First Instance and wil work with the law enforcement
officer to prepare an affidavit or information in suppett of e application, The
reguest for assistance will nat be exhibited 10 the application o court, but the
law enforcement officer’s affidavit fited in court will set oul all relevant deidals
drawn from the contents of the request as appropriale. IF o Section 30(1)
certificate or copies of foreign ordess have been provided by e requesting
place, these will be exhibited to the affidavitin support of ihe application.

Once ke popers have peen crepared and fied, d nearing can be
obtained at short notice and withirs a matter of days. The apolication is heord ex
narie [Le. withoul e deferdants knowledge Of norticipation) and the MLA
counse: wil seek ihe orcer from the court. if the court is satfisiied that the
necessary statufory conditions for ihe making of the order have Deen met Qi

tat it is appropriate to An <0, it will issue the order.™

The nitial restraint order s an infarim order for a imited peatiod only,
adjourned fo some date in the fuiure (the retuin clate). This is 10 erable ime o
serve the restraint order and related oapers on the gefendants and oiher
DETSONS affected by the order [€2.G.. anks). I moest Cases invelving irtermational
requests for asset recovery. ‘he defendants are locared abroad and ofien reside
in the requesiing place. A period of about 2 months is usually cllowed to eftect
service,  more time s needed, then the fime may he exlended. The MLA
coursel will forward the pGREers to the requesiing jurisdiction and requite that an
afficavit of service be provided i return within the stioulated penod.
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Al the return date, a procf of service of the orger on the defenconis and
other affected parties wil oe orovided fo the court. The defendants or affectedc
narties may atiend or be represented and oppose e contingation of the
restraint order. Shauld these persens Aot appear. the court will usually grant the
cantinuation of the restraint order ~untii further order of the court.” This is an order
for an naefinite period and it continues fo 1un while the proceedings in the
requesting jurisdiction are neing completed and a fing: torfeiture or confiscalion
order is oicined.

Should any otfher party appedr on the return date and contest the
nroceedings. the court wil hear the arguments and decide whether to mainiain
ine restraint order or discharge it. Depending on the nature of the argumen's
roised on any defended application. the MLA counsel may require more
mformation or assistance from he requesting place 1o bhest present its case n
court,

e deferndan’s are entiled fo apply for legal expenses and  iving
expenses™ from property under restraint in Heng Kong, China, aithough
secrefary for Justice ensuies. Gs far as possible, that this right s not abused. The
defendants will usually be required 1o provids an affidovit of means to disclose
al properties worldwiae and. in cases where foreign law does not permit the
withdrawa! of legal fees from restrained assets, this may be o factor the coutt will
aise consider in deciding wheiher to grant any such relief.

Depanding on how 1ong I+ would take he reauesting juriscilction 1o chiain
firal confiscation or forfeiture orders. the restraint orders may be mairtcained for a
~umber of years in Hong Kong, Chind. should o property subject to o restraint
order recuire acive management (e.g., apartiments operating under leqse
arrangements). fhe coutt may appoint recwiver to manage the property
serding furiher order of the court.*

Registrafion and Enforcement of Forfeiture/Confiscation
Orders in Hong Kong, China

Once o final forfellure o confiscation order bas been ablgined, a reqguest
may be sent to Hong Kong, China fo reqister and eniorce the order. Again, d
mutual tegal assistfance IMLA} unit counse wil work with the law enforcemert
officer assigned to dralt the necessary appicafion o the courl and other ralated
napers. ihe law entorcament officar will sign an afficdavit, besed on fhe contents

of the reguest.
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It is highly recemmended that ot the registration and enforcement siage,
the appropriate authority of the requesiing place provide a Sectfon 30(1)
certficate certifying the following matiers. adapted as necessary:

_  an exiernal confiscafion order is in force and not subject fo appeal;

-~ dll or a ceran amcunt of the sum payable under an exwerndt
confiscation order remains unpoid in e place, of that other property
recoverable under an externa: confiscation order remaing unrecoverea
in the place;

— any person has been nofified of any proceeding in accordance with
the taw of the place; or

- an order, however described, made by ¢ court in the place has the
puUTpRose Of
~ recovaring (including forfeiting and confiscaiing)

o) payments or other rewards recelvaed in connection with an
extarnal serious offense or their value;

() property derved of realized, drectly  or indirectly,  from
oayments or other rewards received in connection with an
axternal serous offense or the value of such property; or

(c) property used or ntended to be used in connection with an
axtarnal serious offenze or the value of such propetly: or

- aenrving @ person of a  pecuniary advaniage oblaned in
connaction with an exiernai serlous offense.

Criginals or certified copies ¢of the final confiscation or forfeiture orders
shouid aiso be included in the reCUEsT.

The MLA counsel wil apply to the Court of First Irstance fo register he
exlemal confiscation order, usually on an ex carte bass. Then, notice of he
registration must be served on the defendanits and ofher affected parties. 1hey
wit have a fixed period within which to cpply o the court o set aside ne
registrafion. If no such steps wre faken, the Ml A counsel witl apply furher 7o
enforce ihe externa confiscation oraer.*’

This may be dene by aopointing a receiver tey sell rectizable property. = OF
i cases where only funds in bank accounts are involved, an order may be
soiained directing payment into court.

Sharing of Recovered Assels

Hong Kong, China does share recovered assets. he standarg provision on
shewlng in Hang Kong, Ching's bilateral agreernents orovides hal proceesdds
confiscated shall be refained by the reqguested party unless otherwise Qgreed
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upon between the pceties, This allows for a presumption that the cissets will
rermain wilth the requested parly but provides for flexibility and sharing on a case-
by-Cose Sasis.

Onece funds are realized ot the enforcement stage by the receiver of
oiherwise, they must be paid to the Court of First instance. The registrar of the
court wilt hoid the funds for a perica of 5 yeors pending an appicaiion by or on
sehall of the government of o "prescribed place” for sharing.™ “Prescribed
places’ are places with which Hong Xong, China has orescribed “arrangemenrts
far mutual legal assistance ™" under the Crdinance, that is. arangements which
heve been made the subject of an orcer under the Ordinance® Al of Hong
Kong, China's cilaferal agregments for MLA In crminal malters have been made
the subject of orders under the ordinance, so a legal mechanism exists to share
with such places. An order is dlso being made under the Ordinance o apply the
United Nations Convention againsi Coruntion {UNCAC] to enable sharing or
repatriation of racovered assefs with ofher narfies to the Conveniion in
accordancea with Conventon obiigations.*

If a foreign jurisdiction does not nave a bilateral agreement with meng
Kong, China oris not a party to o relevant multilcteral agreement that has been
applied under the Ordinance, here is no statulony basis for sharing. Jurisdictions
are encouraged 1o enter milateral agreements for MLA with mong Keng, Ching
becayse, among ofher things, these agreements  contain asset-sharng
mechanisms which may not athorwise be available to requesting parlies.

Hong Kong, China has a record of sharing assets with foreign jurisdictions i
coses of substantial value. mostly arug cases 1o date.

Checklist for Effective Cooperation in Asset Recovery Cases

Sel out hetow arg sOMe suggestions for effective cooperation witt: Hong
Kong, Ching in relafion 10 requests for assistance in asset recovery Cases:

- Contact the law enforcemant level directly and sarly 1o obtain s
much relevant information as possible and 1o verify exisiing infarmation.
In Horg Kong, China the Jmint Financial mreligence Unit may be
contactea directly. Dejails are avallanle ot www jfiu.gov.hi
Contact the MLA unil, Inigrmational Law Division of the Department of
Justice early. The unit will advise on drafi reguests by fax or e-mcait. 1wl
aiso give advice on how best 1o forward a pending request, taking into
aecount the needs ol the requesting pioce.

. Ensure that there is nenfifiable property in Hong Kong, China fo be
reshiained or confiscated. Hong Kongy, China’s autnorities cannot act
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on a reguest that does nat dentifty o parficular prooerty. Moreoaver,
show cnd estaplish the relafionship between ‘hat identified property
anda the defendanis. ¥ the property is held by thira parties. the Lasis
upon which one seeks 1o confiseate this pronerty in the proceedings
must be made ciear.

Ba clear abou! the status of ine proceedings N one’s jutisciiction, If
proceedings that may laqd 1o o confiscafion or forfelfure order hoveE
not yet becn irshituted, ihe proceedings to be instioted should be
Aeseribad and give a time-frame for metitution of those nroceaedings. if
proceedings have clready heen instituted. a descripfion ¢f the nature
of these progeedings ond the stage reached fo date shouid e
provided.

Provide o clear summary of facts, of the matiers under investigation,
and include all ofrer required tems in the request (see Contents of
Reqguest atorementioned). To assis’ in proving evidential matters, use
Section 30(1) cerfificate as appropriate and provide copies of the
raigvont court orders.

Once the requesl is ready 7o be cent. send it direct from the requesting
central autinorty to the central authority of Hong Kong. China, namely,
the MLA urit, it is not necessary to send the request through the
consular or diplomatic raute which may cause Gelay.

pe cure to send tne reguest with witiclent fme for action to be faxen. If
action ‘n one's jurisdiction s due to go coveit Qi any time [thus puting
the property in Hong Kong., Chira al sk of movemant of dissipation).
please aliow sufficient lead fime for Hong Kong, China o process frhe
recuest and apply to a cout for the necessary restraint orders.
Coordinated action can be sqcilitated through the MLA unit,

Once funds have been restrained in Hong Kong, Ching, continue 10
actively lifigate the proceedings in cne's jursciction. Reshained funds
cannot be realized in Hong Kong, Crina and paid Qcross until one has
obtained o final forfeiiure or confiscation arder in one's jurisdiction.

Prior o sending o reques: tor registration and enforcement of cng’s
confiscotion or forieiture order s obtained, ensure that the order s “na
(nol subject to appeal) and it all parsens affectied by the order were
given notoe of the proceeadings prior 1o the order becoming final o
enable them fo defend it

Once an order has peen ragistered and anforced in Hong kong. China
and fhe funds paid In court, consider an application for asset sharing.
fhe request for sharng sneutd be made to the MLA unit and it should
set cut recsons for the sharing and the proposed amount, This request
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dhould be made early and, certainly, within 5 years of the funds being
paid in courd in Hong Kong. China.

Conclusion

Hong Kong, Thind is d majcr financial center. Ihe Department of Justice
reqularly processes recquests for MLA in crirninal matters in relation o ‘he
oroduction of bank records for the fracing of funds and ather property. It Q'so
regulary  applies tn the courts for resfraint arcars ard o reglster extemdl
confiscaiion/forfeiture orders in relation to praperty in Hong Xond. Chinca ot *he
request of foreign furisdictions.

Hong Kong, China has the necassary ~onsitutional and legal framework in
piace to enabie i to, enter internaticnal agreements and relationships under s
own name: Hong kong. Ching. 1t con paricipate 10 relevanrt inlernational
orgarization and inificiives and can enter info reevani dilaterc agreements.
Mulitaterat agreements to which The Peopie's Republic of Chinais porty may
aso be applied to Hong Kong, China.

The Mutual Legot Assistance in Crminal Matters Crdinance, Cap. 525
orovides d purpose-ouit fraemawork to provide MUA, incliuding gsset recovery.,

The legdl framework i« reinforced by @ proactive Central Authority: the
rutual Legal Assistance Unit. International Law Division of the Depatment of
Justice. Tne Unit aims fo provide a “ana-stop shop” service. 11 acts as the Central
Authotiy o recelve requests from amroad and obtcin the necessary internal
authorzations for reciussts 10 procesd. A counsel in e unit reviews he request
and makes fhe necessdary apphications o courl in coniunction wilh iow
enforcement officers tC seCuUre execuiion, The unit conaucts on-gong itigationin
relation o infernational asset recovery coes and ligises with foreign counterparts
10y ensure satisfactony ouicomes,

Thus, the necessary legd! and operafionat framewon exists in Hong Kong,
Crina for the processing of requests in asset reCovery coses. Foreign jurisdictions
e encouraged 10 work with the retevarny’ authorities n Heng kong. China o a
case-hy-case basis 10 achieve desired resuits.

surisdictions that do not nove existing biicteral aaresments for MiA in
criminal matters wilth Hong Kong, China are ercouraged o enter regotiations
for such cagreements.®
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