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Senate Rural and Regional Affairs and Transport Legislation Committee
Inquiry into the Aviation Transport Security Amendment (Screening) Bill 2012 [Provisions]
Questions on Notice for the Department of Infrastructure and Transport
Consent

The submission provided by the Office of the Australian Information Commissioner (OAIC) notes that
the repeal of section 95A of the Aviation Transport Security Act 2004 would remove the right of
passengers to choose a frisk search as an alternative to another screening procedure. The
submission also notes that the "MOU between the Department and the OAIC concluded prior to the
policy change that removed the option for passengers to elect to undergo a frisk. The advice
provided by the OAIC during the period of the MOU was in the context of there being a choice."*

The OAIC's submission also:

e argues that providing that aviation security outcomes are able to be met, allowing
passengers to choose a frisk search in a private room (rather than undergo a body scanin a
public space) may better address the privacy concerns of some members of the community;
and

e notes that these concerns were raised by stakeholders during the two privacy roundtables
facilitated by the Commission on 22 September 2010 and 21 September 2011 and in
submissions to the department in relation to the draft Privacy Impact Assessment (PIA).

The submission provided by the Department of Infrastructure and Transport acknowledges that a
"major stakeholder concern was the question of whether or not people will be allowed to refuse a
body scan and instead be cleared by alternative screening methods." The Department's submission
also notes that in the consultation draft of the PIA, it was stated that all passengers would be offered
alternative screening if they did not wish to undergo a body scan.

The Committee notes, however that the Department's submission goes on to state that the

Government "has since reassessed this decision, based, in part on the experience of overseas

transport security regulators".?

1. Can the Department elaborate on the reasoning behind the Government's decision to
withdraw the opt-out policy?

2. Which overseas transport security regulators have implemented a no opt-out policy and which
overseas transport security regulators provide an alternative screening option?

3. What is the Department's response to the following statement made by the Counter-
Terrorism Unit, Department of Police and Emergency Management, Tasmania:

Since there are major concerns with this technology in other countries it may be argued
that it is an imposition on the freedom of Australians to be forced to use this
technology.

What makes this more problematic is the inclusion that a 'person is taken to consent to
any screening procedure when at an aviation screening point'. This is a new definition of

! Office of the Australian Information Commissioner, Submission 9, [p. 2].
? Office of Transport Security, Department of Infrastructure and Transport, Submission 5, p. 28.



‘consent' that may need to be examined further. Consent is usually given by a person
either verbally or in writing, it becomes difficult to administer if it is imposed by
Parliament or occurs just from being at a specific location.>

Screening technologies

The submission provided by the Australian Radiation Protection and Nuclear Safety Agency
(ARPANSA) indicates that the "currently proposed millimetre wave scanners emit non-ionising
radiation at very low levels and do not cause ARPANSA concern from a radiation health perspective."
ARPANSA also notes, however that "future use of non-ionising radiation technologies producing
significantly higher exposure would require further scrutiny for potential health effects."*

4. Can the Department provide details of any Australian or overseas studies that have been
conducted in relation to the possible health impacts of body scanners on:
(a) airport workers who are required to pass through a full-body scanner on a regular basis;
and
(b) airport workers who are required to work in close proximity to a body scanning device for
long periods of time.

The Committee notes that following consultation with a number of relevant federal and state
bodies, including ARPANSA, the Therapeutic Goods Administration and the Department of Health
and Ageing, the Government "has decided that only body scanners that use millimetre-wave
technology will be used in Australia".”

The legislation however does not specifically rule out the use of potentially harmful ionising
radiation, or indicate that this type of technology will only be used as a last resort.

5. Can the Department explain why the legislation as drafted, does not specifically rule out or
limit the use of ionising radiation?

Testing of health impacts prior to introduction

In terms of new technology, the Committee would also be interested in understanding whether the
Government intends to make specific testing regimes mandatory before new technologies are
introduced. For example, it is noted that there are health concerns about ionising technologies such
as "Backscatter X-ray" equipment. Similarly in relation to new non-ionising technologies, ARPANSA
has noted that "future use of non-ionising radiation technologies producing significantly higher
exposure would require further scrutiny for potential health effects."®

6. What assurance can the Department provide that appropriate assessments of new body
scanning technologies would be conducted prior to their future introduction?

Potential delays and "false alarms"

The millimetre wavelength scanners proposed for use in Australian airports appear to have had a
history of mixed success with respect to delay times and false alarms. The submission provided by
the Australian Airline Pilots' Association, for example, indicates that the French and German

* Counter-Terrorism Unit, Department of Police and Emergency Management, Tasmania, Submission 10, [p. 2].
* Australian Radiation Protection and Nuclear Safety Agency, Submission 13, [p. 2].

> Aviation Transport Security Amendment (Screening) Bill, Second Reading Speech, 16 February 2012, p. 6.

® Australian Radiation Protection and Nuclear Safety Agency, Submission 13, p. 4.
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governments have made the decision to "forgo the millimetre-wave scanners because of false
alarms triggered by folds in clothing, buttons and even sweat."’

The Department's submission indicates that the Body Scanner Proof of Concept Trial was conducted
at Sydney and Melbourne Airports during August and September 2011. The Department notes that
one objective of the trial was to measure the impact of the new technologies on passenger
facilitation. The Department also indicates that over 23,000 scans were conducted and that nearly
60 per cent of passengers who undertook a body scan were immediately cleared.?

7. Can the Department provide the Committee with a copy of the final report in relation to the
Trial?
8. Can the Department also provide the Committee with detailed information regarding:
(a) the numbers of passengers who volunteered to take part in the Trial as opposed to those
who voiced concerns about the new technology;
(b) the average and the maximum time taken to process passengers using the new
technology and how that compares with existing screening methods; and
(c) the percentage of "false alarms" triggered during the trial and level of delay created by
"false alarms".

Storage of images

The Department submitted that "the body scanners to be used at Australian airports will not be
equipped with the imaging software or workstations, nor will they be physically able to store or
transmit data collected from the scans, no images can be reconstructed".’

As the issue of privacy and the use of images appears to be of major concern to a number of
stakeholder groups and individuals:

9. How does the Department intend to ensure that the Government's policy in relation to the use
of images is made widely known to stakeholders, community organisations and the general
public?

10. Is it the Government's intention to include a definitive statement to the effect that "the body
scanners to be used at Australian airports will not be equipped with the imaging software or
workstations, nor will they be physically able to store or transmit data collected from the
scans, no images can be reconstructed"? and

11. What other signage or information will be provided to passengers in the vicinity of the body
scanners?

Training of security staff

The Department submitted that the Government is working with industry to ensure that the training
of aviation security screening officers is relevant and sensitive to passenger requirements. *°

12. Can the Department provide specific, detailed information regarding the type of training
airport screening staff will be required to undertake, particularly in light of the Government's
current policy in relation to a "No Opt-out policy”, and issues that may be anticipated in
conducting full-body scans of passengers with a disability and members of the transgender
and intersex communities.

7 Australian Airline Pilots' Association, Submission 4, [p. 3].

® Office of Transport Security, Department of Infrastructure and Transport, Submission 5, pp 20-21.
° Office of Transport Security, Department of Infrastructure and Transport, Submission 5, p. 28.

19 Office of Transport Security, Department of Infrastructure and Transport, Submission 5, p. 31.
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Mr Stephen Palethorpe
Secretary
Standing Committee on Rural and Regional Affairs and Transport

Parliament House
PO BOX 6100
CANBERRA ACT 2600

Dear Mr Palethorpe

Inquiry into the Aviation Transport Security Amendment (Screening) Bill 2012
Questions on Notice

Thank you for your letter dated 18 April 2012 to Mr Mike Mrdak, Secretary, regarding the Questions
on Notice provided to the Department of Infrastructure and Transport by the Standing Committee on

Rural and Regional Affairs and Transport.

I am pleased to provide you with an attached response to the Questions on Notice to assist with the
committee’s inquiry into the Aviation Transport Security Amendment (Screening) Bill 2012.

If you require further clarification on any of these questions, please do not hesitate to contact
Mr Peter Robertson, General Manager, Aviation Security Branch

Yours sincerely

Paul Retter, AM
Executive Director

3o April 2012

GPO Box 594 Canberra ACT 2601 Australia e Telephone: 02 6274 7573 e Facsimile: 02 6274 8166
Website: www.infrastructure.gov.au e ABN 86 267 354 017



Senate Rural and Regional Affairs and Transport Legislation Committee
ANSWERS TO QUESTIONS ON NOTICE
Inquiry into the Aviation Transport Security Amendment (Screening) Bill 2012 [Provisions]
Department of Infrastructure and Transport

1) Can the Department elaborate on the reasoning behind the Government’s decision to
withdraw the opt-out policy?

There are three main reasons that led to the Government’s decision to withdraw the opt-
out policy.

a) Technology type: From the time of the decision to introduce body scanners, the
Government has been sensitive to the health and privacy concerns held by some
members of the public in relation to the use of this technology. The Government
determined that the best option to address these concerns was to limit the technology
type to be used to millimetre-wave body scanners that are equipped with automatic
threat recognition technology. This eliminates health concerns over the use of ionising
radiation and also privacy concerns over the use of raw body images. It was felt that
limiting the technology options in this manner alleviates the requirement for
alternative screening arrangements to be offered.

b) Security outcome: The objective of introducing body scanners is to detect items that
are either difficult or impossible to detect by other means. Even where a passenger is
frisk searched, the search would need to be highly intrusive to detect the type of items
that a body scanner is designed to detect, but would be unlikely to be as effective.
There has been extensive negative publicity in the United States about intrusive frisk
searches. It is unlikely that frisk searches of the type used in the United States would
be acceptable to the Australian public.

¢) Cost effectiveness: The Government and industry have made a considerable
investment in this technology. This investment will only be justified if passengers
who are selected to undergo a body scan have no general option to opt for an
alternative means of screening.

The Office of Transport Security (OTS) has recently obtained a video showing the frisk
searches used by the United States Transportation Security Administration to clear
passengers who do not wish to undergo a body scan, This video contains ‘sensitive security
information’ and has been released to OTS subject to certain restrictions on its storage and
distribution. The video cannot be released to the public, however it may provide members of
the committee with a better understanding of the sorts of alternative screening measures that
have been applied elsewhere in countries where the ‘no scan no fly” principle is not in place.

2) Which overseas transport security regulators have implemented a no opt-out policy and
which overseas transport security regulators provide an alternative screening option?

The Government of the United Kingdom has a no-opt out policy applying to the use of
body scanners. It has been reported that out of 1.5 million scans conducted in the UK,
there have been 12 instances of passengers refusing to undergo a scan.

Transport Security Regulators in the United States, Canada, and the Netherlands use body
scanners for security screening and allow passengers to opt-out in favour of an enhanced
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3)

4)

Department of Infrastructure and Transport

pat-down. Thailand also uses body scanners for aviation security screening on a purely
voluntary basis.

What is the Department’s response to the following statement made by the Counter-
Terrorism Unit, Department of Police and Emergency Management, Tasmania:

Since there are major concerns with this technology in other countries it may be argued
that it is an imposition on the freedom of Australians to be forced to use this technology.
What makes this more problematic is the inclusion that ‘a person is taken to consent to
any screening procedure when at an aviation screening point’. This is a new definition of
‘consent’ that may need to be examined further. Consent is usually given by a person
either verbally or in writing, it becomes difficult to administer if it is imposed by
Parliament or occurs just from being at a specific location.

The ‘major concerns’ referred to in this submission relate to the detection capability of
equipment that was used in a trial conducted in Germany using an early version of the
automatic threat recognition software. The trial conducted at Sydney and Melbourne
airports last year used a more advanced software version than the German trial. It is
anticipated that a further upgrade will be available by the time the technology is rolled out
at Australian airports.

The Department disagrees with the assertion made by the Department for Police and
Emergency Management that “This is a new definition of ‘consent’ that may need to be
examined further. Consent is usually given by a person either verbally or in writing.”
Consent can take many different forms and can be express or implied depending on the
circumstances.

The proposed consent provision seeks to ensure that passenger facilitation rates will be
maintained by clarifying that a person does not need to consent expressly to a screening
procedure. A person may, however, refuse a screening procedure.

The consent provision will also apply to other screening procedures such as a hand-held
metal detector screening and explosive trace detection but will not apply to frisk searches.
A passenger will still be asked for express consent before undergoing a frisk search.

Can the Department provide details of studies that have been conducted in relation to
the possible health impacts of body scanners on:

a) airport workers who are required to pass through a full-body scanner on a
regular basis;

No specific studies have been conducted on airport workers. However, individuals
scanned by the L-3 millimetre-wave body scanner are exposed to exceptionally low
levels of electromagnetic energy. These levels are thousands of times lower than that
of a single mobile phone call and comparable to passive exposure from a mobile
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5)

6)

Department of Infrastructure and Transport

phone being used several metres away. The United States of America Transport
Security Administration has stated that the technology emits 10,000 times less radio
frequency energy than an average mobile phone call.

The power density that a person could be exposed to within the ProVision body
scanner is significantly less than the maximum permissible exposure levels for the
public specified in the Australian Radiation Protection and Nuclear Safety Agency’s
(ARPANSA) Radiation Protection Standard: Maximum Exposure Levels to
Radiofrequency Fields — 3 kHz — 300 GHz. This standard sets a maximum permissible
exposure level for members of the public, including children, of 10 watts per square
metre. In comparison, the power density of the ProVision body scanner has been
measured to be between 40 and 640 micro-watts per square metre (or between
0.00004 (4 x 10-5) and 0.00064 (6.4 x 10-4) watts per square metre ), which is several
thousand times less than the maximum exposure levels set in these standards. In
addition, these measurements are taken at the closest accessible point, between 2-3
cm, to the antennas. Under standard operating conditions, the individual being
scanned is about 30 — 60 ¢cm from the antenna.

b) airport workers who are required to work in close proximity to a body
scanning device for long periods of time.

The waves emitted during a scan are directed towards the interior of the body scanner.
Outside the scanner, the exposure of aviation security screeners responsible for
operating millimetre-wave body scanners working everyday in close proximity to
these machines is considered to be insignificant.

Can the Department explain why the legislation as drafted, does not specifically rule
out or limit the use of ionising radiation?

Specifications for equipment used in aviation screening are typically outlined in an
Aviation Screening Notice under Section 4.17 of the Aviation Transport Security
Regulations 2005. The requirement for airports to implement body scanners that use non-
ionising radiation will be included in this Notice. The reason for detailing equipment
specifications in a Notice rather than in the Act is that screening technology capabilities
continually evolve and new, improved technologies continue to emerge. The Screening
Notice provides the flexibility to update technology requirements in accordance with the
latest developments.

What assurance can the Department provide that appropriate assessments of new body
scanning technologies would be conducted prior to their future introduction?

It is a requirement that all equipment introduced at Australian airports is approved by an
overseas transport security regulator that is recognised by the Australian Government.
This means that the equipment must meet certain standards in terms of its ability to detect
aviation security threats. The Government does not intend to allow the introduction of
equipment that is not appropriately certified.
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7) Can the Department provide the Committee with a copy of the final report in relation to
the Trial?

The Committee was provided with a copy of the trial report on Thursday, 29 March as
part of the Department’s submission to this inquiry. A copy of this report has also been
made available to the public on the Department’s Travel SECURE website.

8) Can the Department also provide the Committee with detailed information regarding:

a) the numbers of passengers who volunteered to take part in the Trial as opposed
to those who voiced concerns about the new technology;

A total of 23,577 scans were conducted during the trial held at Sydney and Melbourne
international airports.

Refusal data was only captured at the Sydney Airport trial. During this phase of the
trial 4, 542 scans were conducted and 437 passengers who were approached to take
part in the trial declined to volunteer. Of those passengers who declined to participate,
their reasons were as follows:

e 67% indicated they were in a hurry and did not have time to participate in the
trial.

e 11% were unable to participate due to language difficulties.

e 1% cited health related concerns;

e 8% cited privacy concerns; and

e 3% cited other reasons.

b) the average and the maximum time taken to process passengers using the new
technology and how that compares with existing screening methods;

Data captured during the trial indicates that the average time for a person to be
processed (from divesting at the X-ray machine to being reunited with their
belongings) through the body scanner lane was 122 seconds compared with an
average time of 97 seconds through the walk-through metal detector lane. The
maximum time recorded for processing a passenger through the body scanner lane
was 606 seconds compared with 224 seconds for the walk-through metal detector.

Part of the reason that processing was longer in the body scanner lane is that each
passenger required a briefing on the new technology to ensure they understood the
process and could give informed consent to participate in the trial. They were also
required to divest more items than they were accustomed to divesting at aviation
screening points. It is anticipated that as the travelling public becomes familiar
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Department of Infrastructure and Transport

with the technology, this processing time will decrease. It was also noted that
when the body scanner alarmed and a frisk search was required to resolve the
alarm, that search took less time than a frisk search to resolve a walk-through
metal detector alarm, because the body scanner pinpoints the location of the item
whereas the walk-through metal detector does not.

the percentage of “false alarms” triggered during the trial and level of delay
created by “false alarms”.

As expected, due to its ability to detect both metallic and non-metallic items,
passengers alarmed considerably more frequently when screened by the body
scanner than the walk-through metal detector, with the data suggesting that the
average passenger is six times more likely to alarm in the body scanner. The trial
involved 23,577 body scans, with 57 percent of passengers cleared to proceed
immediately after being scanned.

Due to the ability of the body scanner to detect a greater range of items than the
walk-through metal detector, passengers were required to divest items that they
were not accustomed to divesting at aviation screening points, such as tissues,
pills etc. A divestible item is any personal effect within or underneath a person’s
clothing, or on a person’s body, which can be easily removed by the person and
screened by X-ray equipment. On average, the body scanner detected 230
divestible items per 1000 passengers compared with 49 divestible items per 1000
passengers for the walk-through metal detector. The five most common divestible
items detected by the body scanner were high boots with buckles, currency,
hairclips, watches and jewellery including bangles, bracelets and necklaces. As
watches and many jewellery items are worn on the wrist or hand, body scanner
alarms resulting from these items could usually be resolved by a quick visual
inspection.

A higher number of non-divestible items caused alarms on the body scanner than
on the walk-through metal detector. The five most common non-divestible items
detected by the body scanner during the trial were clothing items such as pockets
on cargo pants, studs on jeans, additional zips and buttons, baggy clothes that
created folds in the material and sequins on shirts. As the majority of these alarms
occurred in the leg area, they could usually be resolved by a quick targeted frisk
search to determine that there were no other items present. Once screening
officers became familiar with these types of alarms, it was easier for them to
identify the source of the alarm and quickly resolve it. As the technology 1s
deployed, screening officers will become increasingly familiar with non-divestible
items that may cause the body scanner to alarm.
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9) How does the Department intend to ensure that the Government’s policy in relation to
the use of images is made widely known to Stakeholders, community organisations and
the general public?

The Aviation Transport Security Amendment (Screening) Bill contains a provision
which specifies that any image of a person produced by a body scanner must be a
generic body image that is gender-neutral and from which the person cannot be
identified. The Department has released media statements which display the generic
“stick figure” image that will be used to display the results of each scan. In addition.
it has released a comprehensive Privacy Impact Assessment (PIA) outlining the
Government’s policy in relation to body scanner images. The PIA, along with answers
to frequently asked questions about body scanners, is publicly available on the
Department’s Travel SECURE website.

10) Is it the Government’s intention to include a definitive statement to the effect that “the
body scanners to be used at Australian airports will not be equipped with the imaging
software or workstations, nor will they be physically able to store or transmit data
collected from the scans, no images can be reconstructed”?

This statement has been made in the Department’s Privacy Impact Assessment. The
Scrutiny of Bills Committee has also requested that the Aviation Transport Security
Amendment (Screening) Bill be amended to include a provision that explicitly states
that data from individual scans will not be stored or transmitted and the Department
intends to comply with this request.

11) What other signage or information will be provided to passengers in the vicinity of the
body scanners?

Changes will be made to the Aviation Transport Security Regulations 2005 to
mandate that official signage be placed at screening points to information passengers
that it will be assumed that they consent to all screening process with the exception of
a frisk search when they enter the screening point, unless they expressly state their
refusal to undergo a particular screening procedure.

Informational signage will also be placed at screening points to inform passengers that
body scanners are in operation and advise them of what they need to do to prepare to
undergo a body scan.

Each airport will decide on the type of communications medium that is appropriate to
their airport. Resources that will be made available to them by Government include:

e static signage for display at or near screening lanes outlining divesting
procedures;

e dynamic signage for use on digital screens; and

e an instructional DVD assisting passengers to prepare for the screening process.



Senate Rural and Regional Affairs and Transport Legislation Committee
ANSWERS TO QUESTIONS ON NOTICE
Inquiry into the Aviation Transport Security Amendment (Screening) Bill 2012 [Provisions]
Department of Infrastructure and Transport

12) Can the Department provide specific, detailed information regarding the type of
training airport screening staff will be required to undertake, particularly in light of the
Government’s current policy in relation to a “No Opt-out policy”, and issues that may
be anticipated in conducting full-body scans of passengers with a disability and
members of the transgender and intersex communities.

Regulation 5.06 of the Aviation Transport Security Regulations 2005 specities the
training and qualification requirements for screening officers. The Department works
with the Transport and Logistics Industry Skills Council in developing screener
competencies including the need for disability awareness and gender awareness.

The screening service provider companies are responsible for providing training for
screening officers. During the body scanner trial conducted last year, the screening
providers recognised the need for screening officer training to have an increased focus
on factors such as tolerance, cultural and disability awareness, and conflict resolution.
At least one screening provider has been in contact with members of Organisation
Intersex International Australia to gain their assistance in developing training
materials for screening officers.

The Department currently provides guidance for screening providers in relation to the
screening of persons with a disability. The Department also engages regularly with
disability groups through the Aviation Access Working Group in order to address
stakeholder concerns.
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