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Key features of s 287 

Given the similarities it shares with other provisions, particular parts of section 287, are relevant to any 

carrier, carriage service provider, or other entity seeking to rely on it: 

 “(b) the first person believes on reasonable grounds that the disclosure or use is reasonably

necessary…”

o The first person is the person with access to information as described in Division 2, not the

requesting police force member. This first person risks committing an offence if the

disclosure is made in error.

o The belief that disclosure or use of the information is reasonably necessary must be

supported by reasonable grounds.

 “…to prevent or lessen a serious and imminent threat to the life or health of a person.”

o …serious and imminent threat is very specific, limiting the use of this exception and requiring

careful judgment made by the first person. This key phrase is examined in relation to specific

scenarios below.

o …life or health of a person is very nonspecific, allowing for broad interpretation. Life or

health could be threatened by a broad range of active and passive factors, depending on the

situation. The person could be a specific individual known to police, or a person who is not

identified at the time of disclosure.

The first person, who has been asked to disclose information, is not compelled to do so under section 287, 

and can abstain from disclosing the information sought subject to other measures (e.g. a notice to produce in 

conjunction with section 280 of the Act). 

Serious and imminent threat  

It is important to note that being missing does not automatically mean there is a ‘serious and imminent threat 

to the life or health of a person’. 

(1) The threat must be serious

Severity – how significant are the consequences of the threat? Would the threat result in significant 

harm to the health or life of a person? While this is not an exhaustive list, it is recommended to 

consider factors such as: 

 known mental, cognitive, and physical health condition;

 age;

 likelihood of self-harm or suicide, including stated intent and inference from behaviour or family

members advice;

 substance dependence, including drugs/alcohol and essential medication;

 experience of family and domestic violence or other serious family conflict and abuse;

 education, employment, and/or financial issues; and

 exposure to inclement weather conditions.

Likelihood – judged on a case-by-case basis and taking severity factors into account, the likelihood 
of a threat supports seriousness. For example, the risks facing a missing toddler are both more 
severe and more likely, given their inherent vulnerability, increasing the seriousness of the risk 
compared to an adult. 

(2) The threat must be imminent.

Timing – how soon is the threat likely to occur? Is this an ongoing threat with unknowable timing but 

that could eventuate at any moment? Does the threat become more likely as time passes? For 

example, the threat of a heart attack may increase over time the longer a person is without their 

medication. 
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(3) The threat must be directly linked to the health or life of a person

Nature of the harm – what type of harm would result to the individual(s)? The type of harm must be 

to the health or life of a person. Other types of harm such as financial loss or reputational damage 

are absent from s 287. If the harm involves the commission of an offence that does not involve a 

threat to life or health, the TIA Act provisions should be used instead. Further, as noted, being 

missing in and of itself does not indicate harm. 

(4) Reasonable necessity of the information

Reasonably necessary – would disclosure contribute positively to lessening or preventing the 

threat? Are there other less privacy intrusive means of reducing or eliminating the threat? 

These are indicators, rather than exhaustive or exclusive criteria, for judgment and consideration in 

determining the availability of section 287. 

Information for police forces 

Policing operations are sometimes complex, sometimes with little or no distinction between public safety 

activities and law enforcement functions.  

This guidance seeks to help police forces balance the complex interactions around privacy, public 

expectations and their community protection functions. 

As discussed in more detail below, police are often best placed to provide the information needed for a 

discloser to assess whether disclosure is reasonably necessary to prevent a threat to life or health. The 

below provides considerations that police can use to provide information to the discloser. 

General guidance 

Section 287 should only be considered where time is of the essence and a person’s wellbeing is at 

serious risk.  

Section 287 has deliberately limited scope. As noted above, a key limiting phrase in s 287 is “serious and 

imminent threat to the life or health of a person.” 

For situations where there is a lower level of urgency or seriousness, there are other provisions which could 

be used instead. These include; 

1) Investigations and law enforcement – use TIA Act provisions

Powers from Chapter 4 of the TIA Act should be used when police need telecommunications data for 

investigation or enforcement activities, for example: 

 enforcing the criminal law (section 178 of the TIA Act),

 imposing a pecuniary penalty or the protection of the public revenue (section 179 of the TIA Act),

and

 investigating a serious offence (section 180 of the TIA Act).

The TIA Act powers are best suited to the operations of law enforcement agencies working in a law 

enforcement capacity, with oversight regimes tailored to the realities of law enforcement operations.  

Section 287 of the Act does not authorise access to information for investigation or enforcement purposes 

relating to crime, revenue, or national security matters. 

Where an investigation uncovers a credible, serious, and imminent threat to the life or health of a person, 

section 287 enables police to lawfully obtain personal information to help limit or avoid that threat. There is 

no reason information disclosed through s 287 could not be used for law enforcement or investigation, 

subject to the normal rules of admissibility. Police forces should seek legal advice on this on a case by case 

basis. 

2) Missing persons – use TIA Act provisions first

Assistance from police is often vital in locating missing persons, and may not involve law enforcement or 

criminal investigation activity. 
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(1) Should TIA Act provisions be used?

In this scenario, police do not believe there is any unlawful activity behind Will’s actions, and so 

would be acting only in the capacity of seeking to locate Will and mitigate any perceived threat to his 

life or health. However, section 178A could be relied upon to locate Will on the basis that he has 

been gone for an abnormal period of time and may be missing.  

(2) Should section 287 of the Act be used?

Will is known to travel for long periods of time, and tends not to notify anyone when he leaves or 

returns. Whilst he has been gone for a longer time than usual, Will is able-bodied, and there is no 

information which indicates any vulnerabilities or any specific threats. 

There is no information currently available to suggest there is a serious and imminent threat to life or 

harm of Will. On this basis, section 287 could not be relied upon. 

Example 2: Rob the suspect is missing. NSW Police have been investigating Rob as a suspect in an ongoing 

drug trafficking case, and have now been notified that he is missing. Trafficking in prescribed substances is a 

‘serious offence’ for the purposes of section 5D of the TIA Act. NSW Police suspect Rob has gone into hiding 

to avoid prosecution, and that he may be hiding with a group of other suspects.  

(1) Should TIA Act provisions be used?

In this scenario, the information available to police is that Rob is most likely avoiding law 

enforcement due to him being a suspect in an ongoing investigation into a serious offence. On this 

basis, sections 178 and 180 of the TIA Act would apply.  

(2) Should section 287 of the Act be used?

There is no information that suggests Rob is with the group of other suspects unwillingly, that Rob is 
a threat to the group of other suspects, or that there is a serious and imminent threat to the life or 
health of a person. On this basis, section 287 could not be relied upon. 

Example 3: Iris the guest is missing. Victoria Police has been notified that Iris was last seen 36 hours ago, 

where she was seen walking out of a party hosted by one of her friends at a remote location. She has not 

answered any calls. Iris is known for absconding, and has a history of schizophrenia and diabetes. Further, it 

is mid-winter and Iris is not dressed for the conditions. Her friend Maude revealed to Victoria Police that she 

believed Iris to have smoked and distributed marijuana at the party.  

(1) Should TIA Act provisions be used?

Police can clearly use section 178A as Iris has been notified as missing. Iris was suspected of 

distributing marijuana at the party, so police may be able to use section 178 of the TIA Act to access 

historic telecommunications data, as distribution is a serious offence for the purposes of section 5D 

of the TIA Act.  

(2) Should section 287 of the Act be used?

For these examples, we will work through the factors set out above. Although such a formalised 

process is not required by the Act, it should be noted that where practicable, such an assessment 

would assist in providing the discloser with the reasonable grounds required to form a belief that 

disclosing the information is reasonably necessary. 

Is the threat serious? 

Iris has a history of serious mental illness and had smoked marijuana. The risk of psychosis for 

people with schizophrenia when smoking marijuana is heightened, placing Iris at greater risk of 

harming herself. Her history of diabetes may indicate insulin dependence, which can be fatal if she is 

unprepared or unable to treat herself. Further, the location, conditions, and her dress increase her 

vulnerability to harm from exposure. 

These factors would support a judgment that the threat to Iris is serious.  

Is the threat imminent? 

It is unusual for Iris not to return missed calls from her friends, and if she is lost in the remote 

location her phone battery may be close to running out so there may not be time for a formalised 
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process. The location, weather, Iris’s known mental illness, and diabetes are all factors that increase 

the threat to Iris with the passage of time. 

Is the threat directly linked to the life or health of a person? 

Yes, the threat would have a direct impact on Iris’s life or health. 

Is disclosure reasonably necessary? 

With limited other methods of locating Iris, a disclosure may be the only way to locate her before her 

health is seriously impacted. Her phone has been responding, so access to prospective data may 

assist in locating Iris’ current and future position. 

On balance it would be appropriate to use section 287 to attempt to protect the life or health of a 

person. Where possible section 178A of the TIA Act should also be pursued in parallel, to provide 

more detailed and specific information that may assist in locating Iris. 

Example 4: Sylvia the runaway is missing. When reporting her as missing, Sylvia’s family also reported her 

history of depression and anxiety. Sylvia’s family described her as appearing ‘defeated and reclusive’ in the 

days before her going missing. There were no direct threats of self-harm, but Sylvia had made references to 

running away and ‘not coming back’. Sylvia has not been seen or heard from for several days. 

(1) Should TIA Act provisions be used?

In this scenario, there is no indication of unlawful activity behind Sylvia’s actions so the police would 

be acting only in the capacity of seeking to locate Sylvia and mitigate any perceived threat to her life 

or health. 

Police could use section 178A of the TIA Act to locate Sylvia on the basis that she has been notified 

to the police as a missing person. 

(2) Should section 287 of the Act be used?

Police could consider using section 287 of the Act when factoring in Sylvia’s family’s description of 

her changed disposition that may indicate an inference of self-harm.  

Is the threat serious? 

Sylvia has a history of serious mental illness. In the days leading up to her disappearance, her family 

had noted she appeared ‘defeated and reclusive’. Both withdrawing from family members and 

experiencing a sense of impending doom are risk factors indicative of depression and suicidal 

tendencies. She had also referenced that upon running away, she would not be coming back. Whilst 

there were not any direct threats of self-harm, inferences from Sylvia’s behaviour could indicate 

intent to harm herself. 

These factors would support a judgment that the threat to Sylvia is serious. 

Is the threat imminent? 

A threat of self-harm or suicide is not necessarily imminent without some indicative timing. There 

were no obvious signs pointing to self-harm identified by family members. However the phrase ‘not 

coming back’ would indicate finality attached to her decision to run away. 

While Sylvia remains missing it may be reasonable to consider this a serious threat, increasing in 

likelihood with the passage of time. These factors create an urgency to locate Sylvia supporting a 

judgment that the threat is imminent. 

Is the threat directly linked to the life or health of a person? 

Yes, the threat would have a direct impact on Sylvia’s life or health. 

Is disclosure reasonably necessary? 

There may be other methods to locate Sylvia, for example CCTV security footage in the local area. 

Accessing Sylvia’s telecommunications data would also assist police to locate her, with the 

advantage of being faster than other methods with more current data. 

On balance, this would be an appropriate instance in which section 287 could be used by police 

forces to attempt to protect the life or health of a person. 
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Summary 

Section 287 provides for the release of both historic and prospective data in situations where the 

requirements of the TIA Act cannot be met or cannot be met expeditiously. This provides a crucial tool for 

police to quickly respond to serious and imminent threats to health and safety. However, to ensure the power 

is used appropriately the above guidance will assist in a consistent and appropriate approach by agencies. 

Information for service providers 

Although it is the police that will have the relevant information, section 287 requires the discloser to establish 

a belief on ‘reasonable grounds’ and satisfy themselves that the disclosure or use is ‘reasonably necessary’. 

Both ‘reasonable grounds’ and ‘reasonably necessary’ involve a balancing of the facts of the particular 

situation, which can include considering the intrusiveness upon individual privacy of disclosing somebody’s 

affairs or personal particulars. 

The legislation specifies that information used to inform a discloser’s belief in the need for disclosure is 

“reasonable”.  

Noting the discussion above, a police force is often best placed to provide the information needed for a 

discloser to assess whether disclosure is reasonably necessary to prevent a threat to life or health. 

Information provided by a police force would therefore significantly assist in giving rise to sufficient 

‘reasonable grounds’ for a discloser to form a belief.  

When requesting disclosure of information from service providers, police should therefore supply enough 

information to give the service provider reasonable grounds to believe the disclosure or use is reasonably 

necessary to prevent or lessen a serious and imminent threat to the life or health of a person.  

When providing information to support a discloser, a police force should clearly state that it needs the 

information to prevent or lessen a serious and imminent threat to the life or health of a person. Further 

consultation with industry may help clarify common factors which might constitute reasonable grounds to 

support a belief enabling disclosure under section 287.  

This could include the factors discussed above. Disclosers could also consider publicly available information 

such as news broadcasts, the Bureau of Meteorology, or state emergency services. 

There is no general guide within the legislation, nor a prescribed form, which sets out who is able to make a 

request under section 287 or how such a request should be made. There is no explicit power within section 

287 for police forces to compel disclosure of the information from a service provider.  

Assistance from the Department and AGD 

Assistance relating to specific circumstances can be obtained from the Telecommunications Security team in 

DITRDCA at telecommunications.security@communications.gov.au. Questions relating to the TIA Act  

should be directed to the Office of the Communications Access Coordinator within AGD on 1800 271 030 or 

cac@ag.gov.au.  
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