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Ransomware Action Plan announcement in October 2021.2 Treasury is also concurrently consulting 
on a Discussion Paper and Exposure Draft Regulations as part of its 2022 Foreign Investment Reforms, 
with consultations commencing on 14 February 2022.3  This reinforces our recommendation that 
interrelated and concurrent reforms need to be properly coordinated and consulted with relevant 
stakeholders. 
 
2. PJCIS Question: Has your feedback been incorporated in the Bill or addressed in explanatory 

material? 
 
Our feedback regarding outstanding matters in the SLACIP Bill is summarised in our submission to 
Home Affairs (pages 1-2 of Appendix A), with more specific detail in the remainder of that submission. 
 
Given the tight timeframe between submissions to Home Affairs’ SLACIP Bill consultation (closed 
1 February 2022) and the PJCIS’s review (commenced 11 February 2022), we are uncertain whether 
Home Affairs has had sufficient time to address our issues and recommendations (amongst other 
submissions). We would welcome clarification from the Government on how it considers these have 
been addressed.  
 
In addition, there are issues and recommendations that we previously raised in our February 2021 
submission to the PJCIS with the objective of providing better clarity and safeguards that may warrant 
further review. For instance, we offered examples of how materiality for risk management obligations 
and notifying of cyber incidents could be assessed and clarified in legislation and rules.4 There should 
also be appreciation that the nature of material risk can vary depending on a range of factors including 
the sector, asset, supply chain and entity. Furthermore, if Government were to be given the power to 
intervene and deem particular risks as material and place mandatory obligations on entities through 
their Risk Management Programs,5 there should be appropriate safeguards in place e.g. transparency 
in Government decision-making through objective criteria. 
 
3. PJCIS Question: What are your five key themes of feedback on the Bill? 
 
Our issues and recommendations regarding the SLACIP Bill (as raised in our submission to Home 
Affairs) can be grouped into the following themes:  

 
i. Process: Need for proper consultation on critical infrastructure reforms and coordination 

between interrelated reforms; 
 

ii. Scope and impact: Need for clarification on scope of businesses covered and their 
obligations (and how they are assessed and determined), and proper regulatory impact 
assessment; 
 

iii. Regulatory responsibilities and oversight: Need for clarification on regulators’ mutual 
obligations, and implementation of proper regulatory safeguards and oversight; and 
 

iv. Remedies: Need for proper understanding of existing legislative/regulatory requirements or 
obligations to avoid duplication, consideration of non-regulatory options and understanding 
the objective of civil penalties.  

 
4. PJCIS Question: Do you think the potential regulatory impact has been captured accurately? 
 
As previously stated, the challenge with these reforms is providing meaningful comments on the 
impact (including regulatory costs) on a Bill that requires further detail (e.g. via clarifying rules). As 
one member previously commented, it is impossible to estimate costs of such measures without the 
detail. 
 

 
2 Minister for Home Affairs, “New plan to protect Australians against ransomware” (13 October 2021, Media Release), 
https://minister.homeaffairs.gov.au/KarenAndrews/Pages/new-plan-to-protect-australians-against-ransomware.aspx. 
3 See: https://treasury.gov.au/consultation/c2022-244363; and https://treasury.gov.au/consultation/c2022-244363-edr. 
4 Ai Group submission to PJCIS (No 41, February 2021), pp. 5-6, Link: 
https://www.aph.gov.au/Parliamentary Business/Committees/Joint/Intelligence and Security/SOCI/Submissions. 
5 Explanatory Memorandum to the SLACIP Bill, p. 46, para 223. 
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Appendix A: Ai Group submission to Home Affairs on Exposure Draft Security 

Legislation Amendment (Critical Infrastructure Protection) Bill 2022 (Cth), 

1 February 2022 [REPRODUCED COPY] 
 

1 February 2022 

 
Cyber and Infrastructure Security Centre  
Department of Home Affairs  
Email: CI.Reforms@homeaffairs.gov.au      
 
Dear Sir/Madam 

 

EXPOSURE DRAFT SECURITY LEGISLATION AMENDMENT (CRITICAL INFRASTRUCTURE 

PROTECTION) BILL 2022 (CTH) 

 
The Australian Industry Group (Ai Group) welcomes the opportunity to make a submission to the 
consultation on the Exposure Draft Security Legislation Amendment (Critical Infrastructure Protection) 
Bill 2022 (Cth) (SLACIP Bill) by the Department of Home Affairs (Home Affairs). 
 
Overall, Ai Group is supportive of the intent behind the Bill. However, as previously raised in 
submissions related to the critical infrastructure security package of reforms over the last several 
years, we consider there are several outstanding matters that need to be addressed in the latest Bill.  
 
Below is a summary of our issues and recommendations. 

 
Issues Recommendations 

1. Concurrent 
consultations 

• The SLACIP Bill should include draft clarifying rules as part of this 
consultation to enable proper assessment of the details associated with 
the Bill.  

• Sufficient time and consultation stages need to be allocated for 
providing proper stakeholder consultation on the concurrent package of 
critical infrastructure security reform consultations currently underway, 
including the SLACIP Bill and associated rules. 

2. Interrelated reforms • Government should give proper consideration to the interrelated 
reforms, legislations and regulations relevant to this consultation, and 
their impact on businesses including uncertainties that may be 
introduced, chilling investment and innovation.  

• Government should improve coordination between government 
departments, agencies and authorities with respect to this consultation 
and other interrelated reforms, legislations and regulations. For 
example, consider establishing a central regulatory body (such as under 
the PM&C) for coordinating between the various regulators with respect 
to these types of interrelated reforms. 

3. Potential breadth of 
entities covered 

• Further clarity be provided on the entities covered and not covered in 
these reforms. 

4. Potential duplication of 
existing requirements 

• A thorough gap analysis and assessment be undertaken on the 
proposed obligations in the SLACIP Bill against existing obligations 
across the various sectors. 

5. Non-regulatory options • Non-regulatory options be considered as alternatives to the proposed 
obligations under the SLACIP Bill. 

6. Mutual obligations • A mutual obligation be created for the ASD to assist the entity if the 
entity is obligated to provide the ASD with requested information. 

• A mutual obligation be created for other relevant agencies including 
ASIO and AFP to assist the entity if the entity is obligated to maintain a 
risk management system for PSO controls, cybersecurity and resilience, 
or when there is requested information. 

7. Civil penalties • The purpose behind the proposed new legislative provisions including 
civil penalty provisions be reviewed, and other options be considered. 
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Issues Recommendations 

8. Safeguards and 
oversight 

• Consideration be given to alternative options for independent oversight 
of new Government powers, such as the INSLM's recommended 
independent oversight approach for the TOLA Act. 

• The PJCIS and INSLM be empowered to review the effectiveness and 
proportionality of the legislation and, as required, subsequent reviews of 
the legislation. 

• Clarity be provided about the impact on liability and insurance as a 
consequence of following Government directions. 

9. Regulatory impact 
assessment 

• Government undertakes a proper quantitative cost-benefit assessment 
for the proposed reforms prior to making legislation. 

 

1. Consultation process  
 
1.1  Concurrent consultations 
 
We note that this consultation follows the Security Legislation Amendment (Critical Infrastructure) Act 
2021 (Cth) (SLACI Act) that the Government states was built on existing requirements under the 
Security of Critical Infrastructure Act 2018 (Cth) (SOCI Act), and was passed through Australian 
Parliament in November 2021 and commenced operation in December 2021.  
 
Concurrent to this, we note that the Government is separately consulting on its Transport Security 
Amendment (Critical Infrastructure) Bill 2021 (Cth) (TSACI Bill), with an exposure draft of the Bill also 
released for public consultation and due on the same day (1 February 2022). We understand that the 
TSACI Bill progresses reforms to Australia’s critical infrastructure security framework by amending 
the Aviation Transport Security Act 2004 (Cth) and Maritime Transport and Offshore Facilities Security 
Act 2003 (Cth). 
 
Finally, Home Affairs is also concurrently consulting on two draft rules for two new Positive Security 
Obligations (PSOs) i.e. the register of critical infrastructure assets and mandatory cyber security 
incident reporting, also due on 1 February 2022. 
 
Prior to the SLACI Act, we expressed concerns during the consultation process that the Bill did not 
address various areas of uncertainty and it was premature to have the Security Legislation Amendment 
(Critical Infrastructure) Bill 2020 (SLACI Bill 2020) tabled into Parliament in December 2020.  
 
We acknowledge that Home Affairs consulted through workshops concurrently to the SLACI Bill 2020 
on sector specific rules with the electricity and gas sectors being the first sectors, followed by the data 
storage and processing, and water sectors. However, other identified sectors in the Bill were yet to be 
considered. As part of these reforms, Home Affairs also consulted last year on generic governance 
rules, and critical asset definitions and rules. These concurrent consultations were undertaken in 
anticipation of the legislation being passed through Australian Parliament.  
 
Our preference would have been for these consultations, especially on sector specific requirements, 
to have occurred prior to the SLACI Bill 2020 being tabled into Parliament. This may have assisted 
stakeholders to gain a better understanding of the specific requirements that may or may not apply to 
their specific sectors and businesses.  
 
Understandably, there were many relevant and important questions and ideas about the SLACI Bill 
2020 raised by the Parliamentary Joint Committee on Intelligence and Security (PJCIS) and 
stakeholders during its public hearing in July 2021. This may have been due to issues and options not 
having been properly worked through before it was originally tabled into Parliament.  
 
Despite these concerns, the Government decided to split the SLACI Bill 2020 into two, following 
recommendations made by the PJCIS, with “the ‘urgent elements of the reforms’ [to] be ‘legislated in 
the shortest possible time’”.6 
 
Given these parallel reforms, there will also likely be confusion and complexity for all parties (including 
policy makers, authorities and stakeholders) regarding the implementation of these reforms. Now with 

 
6 Explanatory Document to SLACIP Bill, p. 5. 
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In addition to the consultation process matters discussed above, the following is a list of key areas 
that Ai Group previously raised in our submissions regarding the SLACI Bill 2020, which we continue 
to stand by, including with respect to:13 
 

• Potential breadth of entities covered; 
 

• Potential duplication of existing requirements; 
 

• ECSO, including non-regulatory options, mutual obligations and civil penalties;  
 

• Safeguards and oversight; and 
 

• Regulatory impact assessment. 
 
Given the relevance of these issues to the latest Bill, we reiterate these issues below. 
 
2.1 Potential breadth of entities covered  

 
Several proposal obligations under the legislation and rules, particularly ECSO, will depend on whether 
or not an entity is defined as a “System of National Significance”. It is critical that more certainty is 
provided, including the criteria that must be assessed for determining whether to declare a “System of 
National Significance”. 
 
In this regard, the challenge with these reforms is providing meaningful comments on the impact 
(including regulatory costs) on a Bill that requires further detail. As one member previously 
commented, it is impossible to estimate costs of such measures without the detail. 
 
We are concerned as to how the reforms might apply to companies that have diversified portfolios and 
operate, service or supply assets to a range of sectors identified under this Bill, including (but not 
limited to) suppliers, manufacturers and the “data storage or processing” sector. There is also a 
potentially higher regulatory burden created for small and medium enterprises and those not currently 
subject to critical infrastructure security legislation. And there is also a need to understand the extent 
of entity responsibility based on what is within the entity’s control (including scope of critical assets 
and supply chains), as well as related matters such as the scope of responsibility of an entity that may 
flow down the supply chain.14  
 
Ultimately, the scope and impact of the Bill will largely be contingent on clarifying its various aspects 
that may include (but not limited to) properly defining targeted entities and sectors, sector specific 
requirements, entity responsibilities and obligations, critical supply chains, critical assets, and a range 
of other matters that have been previously raised by stakeholders. Clarifying these matters should 
assist in providing more regulatory certainty for stakeholders that may be affected, and in better 
understanding the regulatory impact of the Bill such as potential costs. It should also help to minimise 
the risk of duplicating existing requirements and assist relevant government departments, agencies 
and authorities (including regulatory bodies) in understanding their roles should such a Bill be 
implemented.  
 
For example, regarding the proposed changes to the definition of “data storage or processing service” 
and “data storage and processing asset”, these should be clarified further to assist in better identifying 

 
13 See our previous submissions on the SLACI Bill 2020 for further information: Submissions to PJCIS (No 41 and 41.1, 
February and July 2021, respectively), Link: 
https://www.aph.gov.au/Parliamentary Business/Committees/Joint/Intelligence and Security/SOCI/Submissions; 
Submission to Home Affairs (May 2021), Link: 
https://www.aigroup.com.au/globalassets/news/submissions/2021/home affairs draft critical infrastructure assets
definition rules 13may.pdf; Submission to Home Affairs (November 2020), Link: 
https://www.aigroup.com.au/globalassets/news/submissions/2020/home affairs critical infrastructure security refor
ms exposure draft bill nov2020.pdf; Submission to Home Affairs (September 2020), Link: 
https://www.aigroup.com.au/globalassets/news/submissions/2020/dept home affairs critical infrastructure security
reforms sept2020.pdf. 

14 These are examples of matters that we raised (amongst others) in our submission to the PJCIS in February 2021 
concerning the uncertainty around the scope of these reforms. Please refer to our February 2021 submission for further 
details. 

Review of the Security Legislation Amendment (Critical Infrastructure Protection) Bill 2022
Submission 8



Review of the Security Legislation Amendment (Critical Infrastructure Protection) Bill 2022
Submission 8



Review of the Security Legislation Amendment (Critical Infrastructure Protection) Bill 2022
Submission 8



Review of the Security Legislation Amendment (Critical Infrastructure Protection) Bill 2022
Submission 8



Review of the Security Legislation Amendment (Critical Infrastructure Protection) Bill 2022
Submission 8



Review of the Security Legislation Amendment (Critical Infrastructure Protection) Bill 2022
Submission 8




