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1. The Australian Charities and Not-for-profits Commission (ACNC) welcomes the
opportunity to comment on the Parliamentary Joint Committee on Law Enforcement’s
Inquiry into the capability of law enforcement to respond to cybercrime.

2.  We have addressed only the terms of reference that we consider are relevant to the
ACNC’s role as the national regulator of charities.

About the ACNC and the charity sector

3. The ACNC is the national regulator of charities established by the Australian Charities
and Not-for-profits Commission Act 2012 (Cth) (ACNC Act). The objects of the ACNC
Act are to:

a. maintain, protect and enhance public trust and confidence in the Australian not-for-
profit sector; and

b. support and sustain a robust, vibrant, independent and innovative Australian not-for-
profit sector; and

c. promote the reduction of unnecessary regulatory obligations on the Australian not-
for-profit sector.

4. Currently, the ACNC has oversight of around 60,000 registered charities. The ACNC
does not have oversight of the wider not-for-profit sector. These charities vary
considerably in size, role, and function. Charities are a vital part of our community and
economy. Registered charities employed over 1.42 million people! and reported revenue
of $190 billion in the 2021 reporting period.? While some charities are large and well-
known entities, most charities are very small, volunteer-run organisations.?

1 Australian Charities and Not-for-profits Commission, Australian Charities Report — 9th edition, 2023, 19.
2 Ibid, 24.
3 Ibid, 12; 19-21.
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Context

5. Given the groups they serve, we expect that the vast majority of charities hold personal
information, including financial and sensitive information. The sensitive information of
charity beneficiaries, for example, may include financial information, health concerns,
criminal records, or religious affiliations. Unauthorised access to this information could
have significant consequences for individuals, as well as disrupt the operations of
charities and potentially damage the reputation of the sector.

6. Recent examples include the 2020 attack on a vendor used by Save the Children,* the
2022 attack of The Smith Family,®> and the recent attack of Pareto Phone.® News
reporting regarding the hack of Pareto Phone indicates that the personal data of tens of
thousands of donors to large charities, such as the Fred Hollows Foundation, Cancer
Council and Canteen, was published.’

7. In Australia, 8% of respondents to the 2023 State of the Sector Report for Nonprofits
reported a cybersecurity incident in the previous 12 months.? It is not clear if this low
percentage is because:

a. attackers are not interested in Australian charities, compared to UK charities,
b. Australian charities do not have the capability to identify attacks, or

c. charities are not self-reporting about data breaches, where they are not obliged to
notify the Office of the Australian Information Commissioner under the Privacy Act
1988 (Cth). Many smaller charities may not be covered under this Act.

8. Despite this, Infoxchange’s 2023 survey into how not-for-profit organisations use digital
technology report found that: °

a. 23% of organisations “reported having effective processes to manage information
security risk”;

b. 12% of respondents agreed that they were regularly conducting cybersecurity
awareness training, and

4 Save the Children (2020), Save the Children Statement on Blackbaud Security Breach,
<https://www.savethechildren.org/us/about-us/media-and-news/2020-press-releases/save-the-children-statement-on-
blackbaud-security-breach>.

5 ABC News (22 November 2022), The Smith Family says details of around 80,000 donors may have been exposed in
hacking attack, <https://www.abc.net.au/news/2022-11-22/smith-family-charity-cyber-crime-hackers-donor-
details/101683860>.

6 ABC News (23 August 2023), Thousands of donors to Australian charities, including Cancer Council and Canteen,
have data leaked to dark web, <https://www.abc.net.au/news/2023-08-23/qld-charity-donors-dark-web-cyber-
criminals-pareto-phone/102757194>.

7 ABC News (21 October 2023), Pareto Phone, telemarketer at centre of charity cyber hack which targeted tens of
thousands of Australian donors, collapses, <https://www.abc.net.au/news/2023-10-21/gld-pareto-phone-charity-hack-
cyber-criminal/103002650>.

8 Charity Research Centre AU, State of the Sector 2023, 1, <https://www.uwa.edu.au/schools/-/media/Centre-for-
Public-Value/Resources/230906-State-of-the-Sector-Report.pdf>.

9 Infoxchange, Digital Technology in the Not-for-profit Sector Report 2023, 10,
<https://www.infoxchange.org/au/digital-technology-not-for-profit-sector>.
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c. only 23% of respondents agreed that they had “effective processes to manage
information security related risks” and 52% patrtially agreed.

9. Nevertheless, one in four organisations responded that they were prioritising improving
their data protection and cybersecurity practices.°

10. Another survey of CEOs of not-for-profit organisations found that 30% of respondents
were not considering or had not made progress on establishing a program to uplift their
organisation’s cybersecurity or privacy measures.!!

11. Charities typically have limited resources to call on to respond to anything regarded as
additional operational requirements and expenses. The Paying what it takes: Funding
indirect costs to create long-term impact report found that Australian businesses spent
on average 1.8 — 3.6 times more per employee than the not-for-profits examined in the
report.’? One reason may be that explicit funding for administrative costs, including
cybersecurity, is not commonly provided. However, as our website notes, administration
costs are not a useful measure of the effectiveness or impact of charities.

12. The ACNC'’s ninth Australian Charities Report found that total expenses for charities had
increased by $7.1 billion to $174.8 billion in the 2021 reporting period.* Other expenses,
which include operational costs, constitute 37.1% of all expenses for the charities
sector.’®

13. Also, the sector is aware that the community expects charities to expend their resources
on their purposes and can be critical of charities perceived to be ‘wasting’ resources on
administrative expenses.'® Charities may find it difficult to balance the need to spend on
important administrative costs compared to their charitable programs.

Coordination efforts across law enforcement, non-government and private sector
organisations to respond to the conduct of cybercrimes and risks of cybercrime

14. To support charities, the ACNC has published a Governance Toolkit covering
cybersecurity and associated resources. It includes a self-assessment tool and

10 Ibid, 20.

11 pwC, Pwc Australia’s 3rd Annual Not-for-profit CEO Survey, 9, < https://www.pwc.com.au/about-us/social-
impact/not-for-profit-ceo-survey.html>.

12 Centre for Social Impact, Philanthropy Australia, and Social Ventures Australia (March 2022) Paying what it takes:
Funding indirect costs to create long-term impact, 21-22, <https://www.socialventures.com.au/work/paying-what-it-
takes-report/>.

13 ACNC, Charities and administration costs, <https://www.acnc.gov.au/for-public/understanding-charities/charities-
and-administration-costs>.

14 ACNC, Australian Charities Report (9th ed), 2023, 26.
15 1bid, 36.

16 See, for example, Social Ventures Australia and the Centre for Social Impact, ‘Paying What It Takes: Funding
Indirect Costs to Create Long-term Impact’ (2022) 37.
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checklist.!” The ACNC, where possible, works with other agencies to ensure this
guidance remains up to date. We are also considering other ways we can reach out to
charities regarding cybersecurity, including with other agencies where possible.

15. Charities have a comparable need to the private sector for support and guidance to
enhance data security practices, procedures, and infrastructure. In our view, the needs
of charities may be more acute because of the constraints on their spending and given
the factors outlined above. As a result, charities may require further support in
establishing sound cybersecurity and privacy practices.

16. Overseas examples include the Cyber security: Small charity guide published by the
UK’s National Cyber Security Centre.!®

17. We consider that specific charity-focused support may be required from law
enforcement and private sector organisations, as well as other government agencies, to
support charities to respond to and manage the risks of cybercrime.

Emerging cybercrime threats and challenges affecting Australian entities and individuals,
including the scale and scope of cybercrimes conducted in Australia or against
Australians

18. Of the charities which responded to the UK 2023 Cyber Security Breaches Survey, 24%
had identified a cyber breach or attack in the 12 months leading to the survey. This
represents a decrease from the result in 2022, where 30% of charities reported
identifying a breach or attack.'® As the authors of that report note, it is not clear if this
reflects a decrease in the number of attacks or if organisations had become less
capable of identifying breaches or attacks. This may be related to a decrease in the
percentage of charities seeing cybersecurity as a high priority perhaps due to competing
priorities.?°

19. Given the context described above and at [5] - [12], there is a risk that Australian
charities will increasingly be seen as an “easy” or “soft” target, and that the percentage
of charities experiencing cyberattacks will increase.

Prevention and education approaches and strategies to reduce the prevalence of
victimisation through cybercrime

20. The ACNC acknowledges the importance of promoting information privacy and sees
sound records management as part of good governance. We also acknowledge that the
public is becoming increasingly concerned about the vulnerability of the large amounts

17 ACNC, Governance Toolkit: Cyber Security, <https://www.acnc.gov.au/for-charities/manage-your-
charity/governance-hub/governance-toolkit/governance-toolkit-cyber-security>.

18 National Cyber Security Centre, Cyber security: Small charity guide, <https://www.ncsc.gov.uk/collection/charity>.
19 Maddy Ell and Emma Johns (19 April 2023), Official Statistics Cyber Security Breaches Survey 2023, Chapter 4:

Prevalence and impact of breaches or attacks, <https://www.gov.uk/government/statistics/cyber-security-breaches-
survey-2023/cyber-security-breaches-survey-2023#chapter-4-prevalence-and-impact-of-breaches-or-attacks>.

20 |bid, Chapter 2: Awareness and attitudes.
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of personal and sensitive information held digitally by government, private sector, and
community sector organisations, following several high-profile data breaches. If the
community is confident that charities are handling personal information correctly, it will
enhance trust and confidence in the Australian not-for-profit sector.

21. Further government support may be required to support charities to uplift their
cybersecurity practices. We are aware that there have been government grants
available to support small and medium sized enterprises to invest in their cybersecurity.
Similar measures may be useful for charities.

Next steps
22. If you have queries about this submission please contact , Legal and
Policy, , or , Acting Policy Manager, Legal
and Policy,

Commissioner
Australian Charities and Not-for-profits Commission
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