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innovative approaches to counter-terrorism policy. Her career experience with the 
Commonwealth Government includes appointments working on counter-terrorism, strategic 
policy, border security and international policy, with a particular focus on the Middle East 
and Afghanistan.  

Introduction 

1. This submission is made in response to an invitation by the Parliamentary Joint 
Committee on Intelligence and Security to comment on its review of the operation, 
effectiveness and implications of the following three provisions under Division 3A of Part 
IAA of the Crimes Act 1914 (Cth), and Division 104 and 105 of the Criminal Code 1995 
(Cth). 

a. the stop, search and seizure powers provided for under Division 3A of Part IAA of 
the Crimes Act 1914 

b. the control order regime provided for under Division 104 of the Criminal Code, 
and 

c. the preventative detention order regime provided for under Division 105 of the 
Criminal Code. 

2. Section 29(1)(bb) of the Intelligence Services Act 2001 requires the Committee to 
review, by 7 March 2018, the operation, effectiveness and implications of: 

a. Division 3A of Part IAA of the Crimes Act 1914 and any other provision of that 
Act as far as it relates to that Division 

b. Divisions 104 and 105 of the Criminal Code and any other provision of the 
Criminal Code Act 1995 as far as it relates to those Divisions. 

3. This complements a submission made to the Independent National Security 
Legislation Monitor’s recent review of the same matters. For your reference, a copy of that 
submission is attached, along with excerpts from the INSLM report referring to that advice. 

4. The purpose of this submission is to provide advice on the suitability of this 
legislation to support Australia’s approach to counter-terrorism, including 
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a. the terrorist threat environment  

b. counter-terrorism policy response options to address this threat; and 

c. the role of the subject legislation as part of Australia’s counter-terrorism approach. 

5. This advice is providing with reference to the functions of the Parliamentary Joint 
Committee on Intelligence and Security in accordance with the Intelligence Services Act 
2001. This includes at Section 29(1)(bb) the specific requirement for the Committee: 

a. to review, by 7 March 2018, the operation, effectiveness and implications of the 
following: 

i. Division 3A of Part IAA of the Crimes Act 1914 and any other provision of that 
Act as far as it relates to that Division; 

ii. Divisions 104 and 105 of the Criminal Code and any other provision of the 
Criminal Code Act 1995 as far as it relates to those Divisions.  

Terrorist threat to Australia 

6. The terrorist threat to Australia is real. Australia’s National Terrorism Alert Level has 
been ‘Probable: a terrorist attack is likely’ since 12 September 2014. This reflects advice 
from the competent authority in the Australian Government, the Australian Security 
Intelligence Organisation (ASIO), that individuals and groups maintain the intent and 
capability to conduct a terrorist attack in Australia1. In his most recent National Security 
Statement, on 13 June 2017, the Prime Minister reiterated the continued appropriateness of 
this alert level2.  

7.  Australia has featured consistently as a named terrorist target in Islamist terrorist 
propaganda, and rates between third and fourth place overall in the Islamic State (IS) terrorist 
group’s mentions of target countries. Australians have also been killed in terrorist attacks, 
including this year in Baghdad, Barcelona and London.  

8. From its base in the Middle East, IS has gained allegiance from supporters in 
Australia, and has been implicated in providing technical support as well as general 
inspiration for planned terrorist attacks in Australia. The demise of IS’s fortunes in the 
Middle East has seen a refocus to other regions, including Southeast Asia, where an IS-
affiliated group recently captured Marawi in The Philippines; the group, Islamic State East 
Asia, was proscribed as a terrorist organisation by the Australian Government on 8 
September 2017.  
9. Since September 2014, Australia’s counter-terrorism law enforcement and security 
agencies have disrupted 13 terrorist plots to conduct complex attacks and inflict mass 
casualties in Australia. During the same period, Australia experienced five low-level terrorist 
attacks: Endeavour Hills, Martin Place, Parramatta, Minto and Bankstown. All of these were 

																																																													
1	Australian	Government,	National	Terrorism	Threat	Advisory	System,		
https://www.nationalsecurity.gov.au/Securityandyourcommunity/Pages/National-Terrorism-Threat-Advisory-
System.aspx		
2	The	Honourable	Malcolm	Turnbull	MP,	Prime	Minister	of	Australia,	National	Security	Statement,	13	June	
2017,	https://www.pm.gov.au/media/2017-06-13/national-security-statement			
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low-level and relatively unsophisticated attacks undertaken by single actors; the simplicity of 
the attacks—including few indicators of planning—is assessed to be part of the reason they 
were not detected beforehand and able to be prevented.  

10. Were it not for effective counter-terrorism action in stopping planned attacks, 
Australia might have experienced 20 or more terrorist attacks in the past three years, instead 
of five, including potentially more than a dozen mass-casualty events3. While law 
enforcement and intelligence agencies have done well, they have also advised that the 
number of plots and short turnaround times from planning to action mean that disruption 
won’t always be possible. At least four recent disruptions have occurred within one to three 
hours before the planned attack4. 

11. In addition to actual and disrupted plots, the Director-General of Security has advised 
that around 200 people in Australia actively support terrorism and an estimated further 110 
Australian foreign fighters are engaged in terrorism overseas and have a right of return5 6. It 
is also estimated that between 68 to 85 Australians have been killed while with terrorist 
groups in the Middle East, and around 40 foreign fighters—most of whom were in the region 
pre-IS—have returned to Australia7. In February 2017, the Director General of Security also 
advised a lowering in the age of people involved in Sunni Islamist terrorism in Australia, with 
around 40% of persons of interest being 15-24 years in 20158.  

12. Four recent counter-terrorism actions indicate the complex and evolving nature of the 
terrorist threat to Australia.  

a. Melbourne, December 2017. On 22 December 2016 the Victorian Joint Counter-
Terrorism Team (JCTT) disrupted an advanced plot to undertake a mass-casualty 
and multiple venue attack in Melbourne. The plot to attack multiple venues in the 
Melbourne CBD during Christmas using improvised explosive devices, knives 
and firearms was described by Prime Minister Turnbull as being one of the most 
substantial plots disrupted in recent years and by Australian Federal Police 
Commissioner Andrew Colvin as the most concerning terrorist incident he’d seen 

																																																													
3	Carroll,	op.	cit.		
4	Duncan	Lewis,	opening	Statement	to	the	Independent	National	Security	Legislation	Monitor(INSLM)	Review	
into	Terrorism	Questioning	and	Detention	Powers	Public	Hearing,	19	August	2015.	At	this	time,	Mr	Lewis	
advised	three	of	the	last	10	disruptions;	since	this	time,	the	October	2016	Bankstown	disruption	occurred	
within	minutes	of	a	planned	attack.	https://www.asio.gov.au/independent-national-security-legislation-
monitor-inslm-review-terrorism-questioning-and-detention.html		
5	Testimony	by	Duncan	Lewis	to	Legal	and	Constitutional	Affairs	Legislation	Committee,	Official	Committee	
Hansard,	Senate	Legal	and	Constitutional	Affairs	Legislation	Committee	Estimates,	28	February	2017	
6	Number	of	foreign	fighters	advised	by	Duncan	Lewis	in	testimony	to	Legal	and	Constitutional	Affairs	
Legislation	Committee,	Official	Committee	Hansard,	Senate	Legal	and	Constitutional	Affairs	Legislation	
Committee	Estimates,	24	October	2017.	This	is	a	slight	increase	from	the	previously	advised	number	of	100,	
reflecting	an	enhanced	understanding	of	the	circumstances	of	individuals	rather	additional	recruitment	or	
other	factors.	
7	Ibid.	
8	Testimony	by	Duncan	Lewis	to	Legal	and	Constitutional	Affairs	Legislation	Committee,	Official	Committee	
Hansard,	Senate	Legal	and	Constitutional	Affairs	Legislation	Committee	Estimates,	28	February	2017.	
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to date 9. Interventions and arrest were made only a few weeks after the JCTT 
became aware of the plan.   

b. Young, February 2017. On 28 February a man in Young, NSW, was arrested and 
charged with foreign incursion offences for providing technical assistance to IS.  
The ACT JCTT allege the man’s contact with IS was facilitated through his 
relatives, who had left Australia to join IS and were assisting the group with arms 
trafficking in the Middle East and Eastern Europe. This case indicates the 
increasingly diverse forms of terrorism affecting Australia, including links to 
international organised crime and arms trafficking10.   

c. Sydney, July 2017. On 29 July 2017 a Sydney group was arrested in relation to 
plans to explode a device on an airplane departing Sydney, and to detonate an 
improvised explosive device in a crowded place. Authorities allege that planning 
assistance and technical support was provided by IS associates in the Middle East, 
with contact made through an Australian foreign terrorist fighter who was related 
to members of the Sydney group. The NSW JCTT became aware of this plot only 
a few days prior to its disruption, indicating that authorities consider planning was 
well advanced and that prompt disruption was necessary to prevent an attack.   

d. Melbourne, October 2017. On 24 October 2017, a man was arrested in 
Melbourne and charged with providing funds and services to an American foreign 
terrorist fighter in Syria. The Victorian JCTT allege the man supported IS and ran 
a website that promoted IS and sought funding to support IS. 

13. It is the responsibility of governments to do what they can to protect their citizens 
from attack. Through these laws, the Commonwealth Government, supported by the States 
and Territories, is aligning with international best practice counter-terrorism policy by 
focussing on preventing terrorism, protecting the public and ensuring those involved in 
violent extremism are brought to justice. This complements a range of other counter-
terrorism activity, including countering violent extremism and counter-terrorism 
investigations.  

Australia’s approach to counter-terrorism 

14. The most visible part of Australia’s approach to counter-terrorism is response 
operations, that is, action after terrorist acts have occurred; major disruptions may also attract 
some publicity. After a terrorist event, however, public focus typically turns to how the 
terrorist incident may have been prevented, including warnings and indicators of possible 

																																																													
9	The	Honourable	Malcolm	Turnbull	MP,	Prime	Minister	of	Australia,	Joint	Press	Conference	with	the	Minister	
for	Justice	the	Hon	Michael	Keenan	MP	and	the	Australian	Federal	Police	Commissioner	Andrew	Colvin	APM	
OAM.	23	December	2016,	http://www.pm.gov.au/media/2016-12-23/joint-press-conference-minister-justice-
hon-michael-keenan-mp-and-australian		
10	Jacinta	Carroll	and	Micah	Batt,	Operation	Marksburg	and	CT	arrest	in	Young,	28	February	2017,	Australian	
Strategic	Policy	Institute,	2017,	https://www.aspi.org.au/publications/operation-marksburg-and-ct-arrest-in-
young,-28-february-2017		
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future behaviour, as seen in the 2017 reports of the coronial inquiries in relation to the Lindt 
Café and Endeavour Hills incidents.  

15. Prevention is also a key feature of Australia’s approach to counter-terrorism and, as 
with other crime types, is generally regarded by policy makers and practitioners as the key to 
effectively countering terrorism.  

16. Counter-terrorism policy is typically described in terms of prevention and response, 
and Australia’s approach to counter-terrorism reflects this, with the COAG Counter-
Terrorism Strategy identifying five elements, the first four of which are preventative in 
nature: 

a. challenging violent extremist ideologies 

b. stopping people from becoming terrorists 

c. shaping the global environment to counter terrorism 

d. disrupting terrorist activity within Australia, and  

e. having effective responses and recovery should an attack occur.  

17. Australia’s legal system appropriately deals with terrorism as a crime, progressed 
through the courts including appropriate sentencing regimes for punishment.  

18. There are, however, a number of factors that differentiate terrorism from most other 
forms of crime under Australian law, and may indicate an ongoing intent by an offender to 
commit extreme harm even after a sentence has been served in punishment for a crime 
committed.  

19. These factors include: 

a. political intent, including link to particular ideologies 

b. advocating use of violence to achieve this political intent 

c. indiscriminate nature of violence 

d. potential for ongoing support of terrorism with intent to inflict extreme harm  

e. radicalisation and incitement of others to commit terrorist acts, and 

f. target selection, which may include symbols of authority such as police, military 
and government, or the general public. 

Counter-terrorism legislation: development and review 

20. International experience indicates that implementing significant counter-terrorism 
laws only after a major attack is not the best way to develop appropriate, considered and 
balanced laws—although lessons learned from attacks can highlight gaps in legislation. 
Recent experience in Europe and Southeast Asia has demonstrated it is preferable to have 
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considered counter-terrorism legislation in place to effectively manage the known threat 
rather than after issues of concern have become manifest. Australia’s success to date in 
disrupting planned terrorist attacks is testament to the value of a sustained and considered 
approach to counter-terrorism legislation and resourcing, and ensuring balance between the 
security of all and the rights of the individual. 

21. A review I led of counter-terrorism approaches around the world in 2016 indicates 
that those countries that are best placed to counter terrorism, and have demonstrated greatest 
effectiveness at countering terrorism, are those that have strong political, legal and social 
institutions that enable a considered array of capabilities, powers and activities to counter 
terrorism, and actively review the effectiveness and necessity of more restrictive measures11. 
Counter-terrorism legislation is best developed in a measured and ongoing manner to 
anticipate as well as respond to the changing threat environment, and Australia’s approach to 
counter-terrorism does this. 

22. Australia has a mature process in place for developing and monitoring counter-
terrorism legislation. Australia is well-placed both in its existing range of counter-terrorism 
legislation and in the established process in place for consideration of any proposed bills 
through the PJCIS legislative review process—whose recent reviews also typically include 
public inquiry—legislative review through the office of the INSLM and other measures, and 
policy-focussed review through the Council of Australian Governments (COAG) supported 
by the Australia and New Zealand Counter-Terrorism Committee (ANZCTC).     

23. The laws under consideration as part of this review have all been subject to one or 
more of these review procedures, including the recent statutory reviews by the INSLM12.  

Legislative review 

24. The legislative provisions under review comprise part of Australia’s national security 
legislative architecture; two of the three elements under review were introduced into law in 
2005, with the other legislated almost a decade later, in 2014. A more recent piece of 
legislation, the Criminal Code Amendment (High Risk Terrorist Offenders) Act 2016 is also 
related to the legislation under review, as its accompanying parliamentary and public inquiry 
process led to the requirement for statutory review of the 2016 amendments to the operation 
of control orders and preventative detention orders. 

25. Overall, the existence of these laws serves Australia’s counterterrorism efforts well. 
The legislative powers contribute in their various ways to supporting a range of policies that 
are generally considered essential to effective counterterrorism:  

a. Supporting Australia’s international commitments to not export terrorism and to 
not unlawfully threaten the security of other states, and to support the application 
of justice to any Australian citizens who have done so, including specifically 

																																																													
11	J.	Carroll	“Introduction”	in	J.	Carroll	(ed.)	op.	cit.	
12	Dr	James	Renwick	SC,	Reports:	Independent	National	Security	Monitor	Review	of	Stop,	Search	and	Seize	
Powers;	Independent	National	Security	Monitor	Review	of	Declared	Areas;	Independent	National	Security	
Monitor	Review	of	Control	Orders,	Preventative	Detention	Orders	and	High	Risk	Terrorism	Offenders,	7	
September	2017	
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UNSCR 1373 (2001) to ensure terrorists are brought to justice, and UNSCR 2178 
(2014) regarding foreign terrorist fighters.  

b. Enabling justice options other than imprisonment in order to prevent terrorism and 
provide the opportunity for individuals to avoid imprisonment through 
disengaging with criminal behaviour. 

c. Providing law enforcement and security with the tools they need to address 
security issues as they arise and prevent possible terrorist acts. 

d. Effective accountability and oversight measures to balance public security with 
the rights of the individual, including compliance with Australia’s international 
obligations as recognised in Section 3 of the Human Rights Act 2011. 

26. Stop, search and seizure. Stop, search and seizure powers provide police the ability 
to quickly act in the field where there is concern about terrorism. While this is an intrusive 
power that is not to be used lightly, it is a necessary element of Australia’s laws, due to the 
short-turnaround times involved in current threats—typically requiring intervention by first 
responders rather than investigators— and the reasonable public expectation that authorities 
act quickly where there is a possible threat and where they encounter persons of concern. 
These powers have significant value for use in the event of a serious and imminent terrorist 
threat. 

27. Control orders and preventative detention orders. Control orders and preventative 
detention orders provide useful options short of arrest and charge to deal with those involved 
in terrorism. These have been the subject of occasional amendment to address the evolving 
terrorism environment, and also the subject of ongoing review both through the legislative 
amendment process and through dedicated inquiry such as that conducted by the INSLM in 
2016 and 2017. Overall, the orders regimes provide effective options to prevent terrorist 
attacks and deter terrorism offences, and are particularly effective in providing the 
opportunity for would-be offenders—particularly at-risk youth—to remove themselves from 
violent extremism. Should the subject of a control order wish to continue to engage in 
terrorist-related acts, the offence of contravening a control order provides an effective tool to 
protect the public from a potential terrorist act involving the subject. 

28. International comparison. Australia’s laws are broadly consistent with comparable 
liberal democracies. The laws under review are comparable with laws in other Common Law 
countries and other liberal democracies, noting that some of these countries are also parties to 
conventions and regulations such as the European Convention on Human Rights (ECHR) and 
national bills of rights (such as in Canada), which are a consideration in any counter-
terrorism legislation. The need for provide effective counter-terrorism legislation to meet 
operational security needs has led in some cases to developing legislation that does not 
comply with these human rights considerations: the UK, for example, had for some time 
practised a regime similar to control orders, that was later codified as the control order 
scheme, derogating elements of the ECHR13.  

																																																													
13		
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29. The UK Terrorism Act 2000 provides overarching legislation for many terrorism 
powers in the UK, and includes powers similar to Australia’s stop, search and seizure, control 
orders and preventative detention and declared areas laws. Since 2014 a number of European 
countries including France, Belgium, Germany and the Netherlands—all of which currently 
face a high terrorist threat—have introduced a range of counter-terrorism legislation, 
facilitated by consideration by the European Parliament and the Organisation for Security 
Cooperation in Europe.   

30. Checks and balances. Australia is well-placed both in its existing range of counter-
terrorism legislation and in the established process in place for legislative review through the 
PJCIS, the office of the INSLM and other measures, policy-focussed review through COAG 
supported by the ANZCTC, and consideration of any proposed bills through your 
Committee’s legislative review process, typically including public inquiry.  

31. Those found guilty of crimes such as terrorism also require their rights to be 
protected, through the application of due process. It is appropriate that the power to impose 
limits on certain actions, such as through control orders, as well as direct the ongoing 
deprivation of liberty through the extraordinary measure of continuing detention, be 
undertaken through a regime regulated by a range of safeguards and reviews, including the 
ultimate authority for detention resting with the courts.  

Crimes Act 1914, Part 1AA, Division 3A: Stop, search and seizure 

32. Background. Introduced into the Crimes Act 1914 through the Anti-Terrorism Act 
(No. 2) 2005. This provides police with powers to stop, search and question in relation to 
certain terrorist acts and prescribed security zones, as well as where there is reasonable 
suspicion that this power is necessary to prevent a terrorist offence or serious threat to life or 
safety. The powers are for use where it is not practical to obtain a warrant, and complement 
existing state powers. This power has been subject to review, including the COAG Review of 
Counter-Terrorism Legislation, 2013 and the INSLM 2017 review. 

33. How this compares internationally. The power to stop and search in relation to 
terrorism is a power found in other comparable jurisdictions, such as the UK, and also in 
other liberal democracies, such as France. The UK powers, under the Anti-Terrorism Act 
2000, have been reviewed and subject to legal proceedings on occasion since their inception, 
including with reference to their use and the changing terrorist threat environment, including 
revision in 2011.     

34. Operation. The provision of power to undertake a stop, search and seizure meets a 
reasonable expectation of what police should be able to do in a particular situation to prevent 
terrorism. The intrusiveness of the power means that it is anticipated to be rarely used, and to 
date has not been used by the Commonwealth.  

35. Overall assessment. Stop, search and seize powers provide police the ability to 
quickly act in the field where there is concern about terrorism. While this is an intrusive 
power that is not to be used lightly, it is a necessary element of Australia’s laws, necessitated 
by the short-turnaround times involved in current threats—typically requiring intervention by 
first responders rather than investigators— and the reasonable public expectation that 
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authorities act quickly where there is a possible threat and where they encounter persons of 
concern. That these powers are yet to be used speaks to a mature understanding of these 
powers by police. These powers have significant value for use in the event of a serious and 
imminent terrorist threat. 

Control orders and preventative detention orders 

36. Background. Introduced into the Criminal Code 1995 (Cth) through the Anti-
Terrorism Act (No 2) 2005.  Control orders are court orders imposing restrictions, 
prohibitions and obligations upon a person for one or more of reasons below:	

(a) protecting the public from a terrorist act;  
(b) preventing the provision of support for or the facilitation of a terrorist act;  
(c) preventing the provision of support for or the facilitation of the engagement in a hostile activity in a 
foreign country. 4  

37. Preventative detention orders allow a person to be taken in custody for a brief period 
to: 

(a) prevent an imminent terrorist act occurring which is capable of being carried out and could occur 
within 14 days; or  
(b) preserve evidence of, or relating to, a recent terrorist act.’ 

38. The control order and preventative detention regimes have been the subject of 
occasional amendment to address the evolving terrorism environment, and also the subject of 
ongoing review both through the legislative amendment process and through dedicated 
inquiries such as those conducted by the INSLM in 2016 and 2017, and this inquiry.  

39. How this compares internationally. The UK control orders laws provided one of the 
original references when developing Australia’s control order regime in 2005, along with 
existing provisions in Australian law for preventative action. The British regime was subject 
to a number of legal challenges, as it consciously derogated from certain elements of the 
ECHR, and was revised under the Terrorism Prevention and Investigation Measures Act 
2011, to replaced ‘control orders’ with ‘restrictions’—known as ‘TPIMs notices’—which are 
ECHR compliant; the government maintained that it reserved the right to institute additional 
powers that may be noncompliant with the ECHR, should circumstances require. Following 
the 2017 UK terrorist attacks, Lord Carlile, the UK’s Independent Reviewer of Terrorism 
Legislation from 2001-11, publicly criticised the ‘politically-motivated’ decision to remove 
control orders, stating that they were found to be lawful, were subject to high levels of 
scrutiny and should have been used more15.  

40. Operation. To date, six people have been subject to control orders, including four 
since the current heightened terrorist threat period commenced in 2014. Control orders and 
preventative detention orders provide useful options short of arrest and charging to deal with 
those involved in terrorism. They are useful preventative options where there is a known or 
																																																													
14	Criminal	Code	s	104.1.		
15	Lord	Carlile	of	Berriew,	“This	is	what	every	major	party	should	be	offering	on	security	and	counter-
terrorism”,	The	Daily	Telegraph,	5	June	2017,	http://www.telegraph.co.uk/news/2017/06/05/every-major-
party-should-offering-security-counter-terrorism/	 
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assessed threat but insufficient evidence for prosecution. The control order regime may be 
used in relation to foreign fighters by recognising the threat they may pose, operating in 
conjunction with the Foreign Fighters Act; this is a sensible and effective approach to the 
threat of returning foreign terrorist fighters. 

41. Overall assessment. Overall, the orders regimes provide effective options to prevent 
terrorist attacks and deter terrorism offences, and are particularly effective in providing the 
opportunity for would-be offenders—particularly at-risk youth—to remove themselves from 
violent extremism. Should the subject of a control order wish to continue to engage in 
terrorist-related acts, the offence of contravening a control order provides an effective tool to 
protect the public from a potential terrorist act involving the subject. The control order 
regime demonstrates the need for options to quickly implement amendments to address real 
and emerging threats. The 2016 amendment to control order legislation included extending 
the regime to 14-16 year olds, recognising the changing demographic of terrorist supporters. 
This was initially proposed in 2015 to urgently address existing cases involving under-16 
youths, but took more than a year to be passed; in the interim, there were various terrorism 
cases involving youth, where a control order could not be considered16. Control orders and 
preventative detention orders may be contemplated to protect the public for a designated 
temporary period, while control orders in particular allow the subject in question to remain 
out of custody. Notably in the case of young offenders—highlighted by authorities as a 
growing area of concern—control orders provide the option for action short of a custodial 
sentence and the opportunity for the individual to remove themselves from engagement in 
violent extremism. This is therefore a particularly valuable tool to support efforts to counter 
violent extremism and assist at-risk youth.   

High risk terrorist offenders  

42. Background. The law provided an additional tool into Australia’s national security 
framework in response to the ongoing threat terrorism poses to Australia and its people. The 
Criminal Code Amendment (High Risk Terrorist Offenders) Act 2016, amended Part 5.3 of 
the Criminal Code, as well as consequential amendments to the Surveillance Devices Act 
2004 and the Telecommunications (Interception and Access) Act 1979, to establish a scheme 
for the continuing detention of high risk terrorist offenders who pose an unacceptable risk to 
the community at the conclusion of their custodial sentence.  

43. Operation. Continuing detention of convicted terrorists who are assessed to pose an 
unacceptable risk of reoffending is an appropriate tool as it contemplates future threat of 
harm, protects the public, and is a mechanism already used in other areas of criminal law. 
The court will be required to determine whether there is a real risk of reoffending, and will 
thereby seek professional expertise including research on violent offenders in general and 
terrorism in Australia in particular in forming its judgement. Those subject to this regime 
have been determined by the court to be dangerous offenders, who maintain the intent to 
commit harm and reoffend. One of the great strengths of this law is that it draws upon 
existing legal mechanisms, notably existing dangerous offender legislation such as the 
																																																													
16	See,	for	example,	Ashley	Collingburn	and	Jacinta	Carroll,	Counterterrorism	action:	Bankstown,	12	October	
2016,	Australian	Strategic	Policy	Institute,	2017	https://www.aspi.org.au/publications/counterterrorism-
action-bankstown,-12-october-2016/ASPI-CT-Quick-Look-4 Bankstown.pdf			
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Queensland sex offender legislation’s power of continuing detention, which was upheld in 
the High Court of Australia, in Fardon v Attorney General (Qld)17. The provision of an 
interim detention order sensibly provides for situations where there is a gap between the end 
of a sentence and a determination by the court on continuing detention. The power has a 
range of safeguards and balances to ensure it is used appropriately. These include a high 
threshold for use, the decision being made independently by the court, a limit of one-year’s 
additional detention per judgement (or annual review), and a limit of 10 years in all.  

44. This law was introduced in late 2016 and commenced in June 2017. Its full 
implementation also relies upon supporting legislation in states and territories, which has 
been endorsed through COAG and is proceeding. This means that, at this stage, it has not yet 
been used. The number of people to whom continuing detention may apply is small, but 
growing, as existing prison terms are due to expire for some offenders, and an increasing 
number of offenders are found to be involved in terrorism, and ultimately sentenced to time 
in prison. As at September 2016, of the 48 people charged with terrorism offences in 
Australia in the past two years, less than half have been sentenced and imprisoned18. Overall 
at this time, 15 terrorists were in prison and 37 were before the courts, with increased 
numbers since. As this tool has not yet been used there is limited relevant data, research and 
experience in Australia to inform deliberations in cases proposed for continuing detention. 

45. Overall assessment in relation to control orders and preventative detention. The law 
directly supports the policy objective of disrupting terrorist activity in Australia, by 
preventing those intent on engaging in terrorism from prison release. Through providing 
mechanisms that may be used to continue to detain terrorist recruiters, it also indirectly 
supports another key policy objective of stopping people from becoming terrorists. This law 
provides a different and complementary power to that of control orders and preventative 
detention. As noted above, control orders and preventative detention orders may be 
contemplated to protect the public for a designated temporary period, while control orders in 
particular allow the subject in question to remain out of custody. All of these mechanisms 
provide options to address particular cases in the most appropriate manner. In practice, to 
effectively support counter-terrorism efforts, the management regimes for terrorists in prison 
serving sentencing or in post-sentence continuing detention should also ensure that these 
individuals are unable to use interpersonal connections in prison to radicalise and otherwise 
build up their terrorist network.  

Conclusion 

46. The laws under review are part of a broad suite of legislation that has been developed 
to provide appropriate powers to prevent and deal with terrorist-related crime. They have 
been developed and revised at different times to deal with the changing nature of the threat. 
In some cases, the laws may not often have been used. This may be for a variety of reasons: 
the anticipatory nature of the need, difficulty obtaining evidence, or authorities electing to use 

																																																													
17	Fardon	v	Attorney-General	for	the	State	of	Queensland,	High	Court	of	Australia,	(2204)	201	CLR	
http://www.austlii.edu.au/au/cases/cth/HCA/2004/46	[accessed	11	October	2016]	
18	Brandis,	Senator	George,	Second	Reading	of	Counter-Terrorism	Legislation	Amendment	Bill	(No.	1)	2016,	
Criminal	Code	Amendment	(Firearms	Trafficking)	Bill	2016,	Criminal	Code	Amendment	(High	Risk	Terrorist	
Offenders)	Bill,	Senate	Hansard,	Thursday,	15	September	2016,	p35 	
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less intrusive measures where possible; in the case of control orders, for example, it may be 
the convention of using them as a ‘last resort’. It might also be due to practical limitations in 
the thresholds for use; indeed, the very low level of these measures to date despite the 
ongoing high terrorist threat and large volume number of investigations suggests that this 
might be the case. But this does not mean that they are not needed.  

47. The potential for harm to society from terrorism—including indiscriminate attacks 
and mass casualties—means that it is imperative for law enforcement and security agencies to 
focus on preventing attacks from occurring. The control order regime enables this to occur 
short of detention, and along with preventative detention orders enable a regime short of 
arrest and charge. This provides both protection for the public from terrorist threat and 
relatively low-level intervention that provides the individual with the greatest opportunity for 
rehabilitation, should they so choose.  

48. The overall aim of Australia’s program for terrorism offenders should be for 
individuals to be rehabilitated and released into the community without reoffending. This is 
recognised in much of the legislation under review. The control order, preventative detention 
and continuing detention programs should, therefore, be accompanied by programs to 
facilitate rehabilitation both during and after the period of the relevant order, the initial 
sentencing period and, for those to whom this applies, as part of the post-sentence period for 
continuing detention. Knowledge of how to best approach rehabilitation for terrorism 
offenders remains the subject of ongoing research and trial programs in Australia. 

49. The review of these laws should also recognise, as seen overseas and with the broader 
experience of criminal rehabilitation, that it will not always be possible to persuade an 
individual against reoffending; that is, they may continue to support terrorism.  

Jacinta Carroll 
30 October 2017 
 
Attachments: 

A. Excerpts from Dr James Renwick SC, Independent National Security Monitor Review of Stop, 
Search and Seize Powers, 7 September 2017, showing references to submission by Carroll. 

B. Submission by Jacinta Carroll to INSLM Statutory Deadline Review of certain counter-
terrorism elements of the Crimes Act 1914 and the Criminal Code Act 1995: stop, search and 
seizure, declared areas, control orders and preventative detention, and high risk terrorist 
offenders, dated 18 May 2017. 
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Attachment A to PJCIS Submission: Carroll, dated 30 October 2017 

Excerpts from Dr James Renwick SC, Independent National Security Monitor Review of 
Division 3A of Part IAA of the Crimes Act 1914: Stop, Search and Seize Powers, 7 
September 2017, showing references to submission by Carroll 

Note: the below extracts refer to the chapter numbers of the INSLM report. The report refers to 
the submission as the ASPI submission. 

5.27. In the context of the present review, I have received a number of submissions relating to the 
human rights impact of the stop, search and seize powers under pt IAA div 3A of the Crimes Act. For 
instance:… 

g. Conversely, ASPI submitted that the areas of legislation that are the subject of the present statutory 
review provide ‘[e]ffective accountability and oversight measures to balance public security with the 
rights of the individual, including compliance with Australia’s international obligations’. 

8.15. ASPI observed that, while the powers in div 3A are intrusive and not to be used lightly, they are 
an integral element of Australia’s laws, necessitated by the short turnaround times involved in current 
threats – typically requiring intervention by first responders rather than investigators – and the 
reasonable public expectation that authorities act quickly where there is a possible threat and where they 
encounter persons of terrorist concern. These powers have significant value for use in the event of a 
serious and imminent terrorist threat.  

8.16. I am persuaded by the information and submissions provided by the AFP and AGD as to the 
ongoing utility and importance of the powers in div 3A. The fact the powers have not been exercised is 
a reflection of their limited (but nevertheless important) application. I accept the observation of ASPI 
that there is a reasonable public expectation that law enforcement authorities will be properly 
empowered to respond swiftly to a terrorist situation. 
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Attachment B to PJCIS Submission: Carroll, dated 30 October 2017 

Independent National Security Legislation Monitor Statutory Deadline Review of 
certain counter-terrorism elements of the Crimes Act 1914 and the Criminal Code Act 
1995: stop, search and seizure, declared areas, control orders and preventative 
detention, and high risk terrorist offenders.  

Submission by Jacinta Carroll, Australian Strategic Policy Institute  

Author Background 

Jacinta Carroll joined ASPI in August 2015 as the inaugural Head of the ASPI Counter 
Terrorism Policy Centre. The focus of the Counter-Terrorism Policy Centre is to enhance 
dialogue on counter-terrorism issues and provide innovative approaches to counter-terrorism 
policy. Jacinta joined ASPI from the Commonwealth Government, having worked in the 
Department of Defence and the Attorney-General’s Department. Her career experience 
includes appointments working on counter-terrorism, strategic policy, border security and 
international policy, with a particular focus on the Middle East and Afghanistan.  

Summary 

1. The legislative schemes under review comprise part of Australia’s national security 
legislative architecture; two of the three elements under review were introduced into law in 
2005, with the other legislated almost a decade later, in 2014. A more recent piece of 
legislation, the Criminal Code Amendment (High Risk Terrorist Offenders) Act 2016 is also 
related to the legislation under review, as its accompanying parliamentary and public inquiry 
process led to the requirement for statutory review of the 2016 amendments to the operation 
of control orders and preventative detention orders. 

2. Overall, the existence of these laws serves Australia’s counterterrorism efforts well. 
The four pieces of law contribute in their various ways to supporting a range of policies that 
are generally considered essential to effective counterterrorism:  

a. Supporting Australia’s international commitments to not export terrorism and to 
not unlawfully threaten the security of other states, and to support the application 
of justice to any Australian citizens who have done so, including specifically 
UNSCR 1373 (2001) to ensure terrorists are brought to justice, and UNSCR 2178 
(2014) regarding foreign terrorist fighters.  

b. Enabling justice options other than imprisonment in order to prevent terrorism and 
provide the opportunity for individuals to avoid imprisonment through 
disengaging with criminal behaviour. 

c. Providing law enforcement and security with the tools they need to address 
security issues as they arise and prevent possible terrorist acts. 

d. Effective accountability and oversight measures to balance public security with 
the rights of the individual, including compliance with Australia’s international 
obligations as recognised in Section 3 of the Human Rights Act 2011. 
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3. The laws under review are part of a broad suite of legislation that has been developed 
to provide appropriate powers to prevent and deal with terrorist-related crime. They have 
been developed and revised at different times to deal with the changing nature of the threat. 
In some cases, the laws may not often have been used. This may be for a variety of reasons: 
the anticipatory nature of the need, difficulty obtaining evidence in a conflict environment or 
authorities electing to use less intrusive measures where possible. But this does not mean that 
they are not needed.  

4. ASPI review of counter-terrorism approaches around the world in 2016 indicates that 
those countries that are best placed to counter terrorism, and have demonstrated greatest 
effectiveness at countering terrorism, are those that have strong political, legal and social 
institutions that enable a considered array of capabilities, powers and activities to counter 
terrorism19. Counter-terrorism legislation is best developed in a considered and ongoing 
manner to anticipate as well as respond to the changing threat environment. International 
experience indicates that implementing significant counter-terrorism laws only after a major 
attack is not the best way to develop appropriate, considered and balanced laws. Recent 
experience in Europe and Southeast Asia has demonstrated it is preferable to have considered 
counter-terrorism legislation in place to effectively manage the known threat rather than after 
issues of concern have become manifest. Australia’s success to date in disrupting planned 
terrorist attacks is testament to the value of a sustained and considered approach to counter-
terrorism legislation and resourcing, and ensuring balance between the security of all and the 
rights of the individual. 

5. The threat of terrorism for Australia is real. Australia’s National Terrorism Alert 
Level has been ‘Probable: a terrorist attack is likely’ since 12 September 2014. This reflects 
advice from the competent authority in the Australian Government, the Australian Security 
Intelligence Organisation (ASIO), that individuals and groups maintain the intent and 
capability to conduct a terrorist attack in Australia. Australia has featured consistently as a 
named terrorist target in Islamist terrorist propaganda, and rates between third and fourth 
place overall in the so-called Islamic State’s (IS) mentions of target countries.   

6. Since September 2014, Australia’s counter-terrorism authorities have disrupted 17 
terrorist plots to conduct complex attacks and inflict mass casualties in Australia. During the 
same period, Australia experienced four terrorist attacks. Authorities advise they are 
investigating around 200 people in Australia who actively support terrorism, while a further 
100 Australian foreign fighters are engaged in terrorism overseas.  

7. The laws currently under statutory review provide appropriate and complementary 
legal powers to support Australia’s approach to counter terrorism. All have evolved to meet 
the changing terrorist threat environment and should continue to be reviewed and developed 
in accordance with the threat.    

8. Stop, search and seizure. Stop, search and seize powers provide police the ability to 
quickly act in the field where there is concern about terrorism. While this is an intrusive 
power that is not to be used lightly, it is a necessary element of Australia’s laws, due to the 
																																																													
19	J.	Carroll	(ed.)	Counterterrorism	Yearbook	2017,	Australian	Strategic	Policy	Institute,	2017	
https://www.aspi.org.au/publications/counterterrorism-yearbook-2017		

Review of police stop, search and seizure powers, the control order regime and the preventative detention order regime
Submission 7



Submission to INSLM Statutory Deadline Review: Carroll  3 

short-turnaround times involved in current threats—typically requiring intervention by first 
responders rather than investigators— and the reasonable public expectation that authorities 
act quickly where there is a possible threat and where they encounter persons of concern. 
These powers have significant value for use in the event of a serious and imminent terrorist 
threat. 

9. Control orders and preventative detention orders. Control orders and preventative 
detention orders provide useful options short of arrest and charge to deal with those involved 
in terrorism. These have been the subject of occasional amendment to address the evolving 
terrorism environment, and also the subject of ongoing review both through the legislative 
amendment process and through dedicated inquiry such as that conducted by your 
predecessor INSLM in 2016. Overall, the orders regimes provide effective options to prevent 
terrorist attacks and deter terrorism offences, and are particularly effective in providing the 
opportunity for would-be offenders—particularly at-risk youth—to remove themselves from 
violent extremism. Should the subject of a control order wish to continue to engage in 
terrorist-related acts, the offence of contravening a control order provides an effective tool to 
protect the public from a potential terrorist act involving the subject. 

10. Declared areas. The power to designate an area as a terrorist conflict zone is an 
effective tool to approach the complex issue of foreign terrorist fighters. This provides an 
offence in support of UNSCR 2178 to enable prosecution of foreign fighters and their 
supporters, while acknowledging the difficulties of collecting evidence in conflict 
environments to support other criminal charges. The declared area provision specifically 
identifies limited legitimate reasons for being in a declared zone. This also provides an 
important deterrence effect, clarifying to Australians that being engaged with a terrorist group 
in these areas is a criminal offence, and that they may face prosecution.  

11. International comparison. Australia’s laws are broadly consistent with comparable 
liberal democracies. The laws under review are comparable with laws in other Common Law 
countries and other liberal democracies, noting that some are also parties to conventions and 
regulations such as the European Convention on Human Rights and national bills of rights 
(such as in Canada), which is not the case in Australia.   

12. The UK Terrorism Act 2000 provides overarching legislation for many terrorism 
powers in the UK, and includes powers similar to Australia’s stop, search and seizure, control 
orders and preventative detention and declared areas laws. Since 2014 a number of European 
countries including France, Belgium, Germany and the Netherlands—all of which currently 
face a high terrorist threat—have introduced a range of counter-terrorism legislation, 
facilitated by consideration by the European Parliament.  

13. Checks and balances. Australia is well-placed both in its existing range of counter-
terrorism legislation and in the established process in place for legislative review through the 
office of the INSLM and other measures, policy-focussed review through the Council of 
Australian Governments (COAG) supported by the Australia and New Zealand Counter-
Terrorism Committee (ANZCTC), and consideration of any proposed bills through the 
Parliamentary Joint Committee on Intelligence and Security (PJCIS) legislative review 
process, whose recent reviews of proposed legislation also typically include public inquiry.  
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Introduction 

14. This submission is made in response to an invitation by the Independent National 
Security Legislation Monitor to comment on his Statutory Deadline Review of: 

a. Division 3A of Part IAA of the Crimes Act 1914 (Cth) introduced by the Anti-
Terrorism Act (No 2) 2005 (stop, search and seizure);  

b. Sections 119.2 and 119.3 of the Criminal Code 1995 (Cth) introduced by the 
Counter-Terrorism Legislation Amendment (Foreign Fighters) Act 2014 (Cth); 
and  

c. Divisions 104 and 105 of the Criminal Code 1995 (Cth) on control orders and 
preventative detention orders introduced by the Anti-Terrorism Act (No 2) 2005, 
including the interoperability of the control order regime with the Criminal Code 
Amendment (High Risk Terrorist Offenders) Act 2016 (Cth) 

15. The purpose of this submission is to provide advice on the suitability of this 
legislation to support:  

a. Australia’s approach to counter-terrorism, including: the terrorist threat 
environment  

b. counter-terrorism policy response options to address this threat; and 

c. the role of the subject legislation as part of Australia’s counter-terrorism approach. 

Background 

Role of the Independent National Security Legislation Monitor 

16. This advice is providing with reference to the statutory role of the INSLM, which is to 
review the operation, effectiveness and implications of Australia’s counter-terrorism and 
national security legislation in order to assist Ministers in ensuring that it: 

                     (a)  is effective in deterring and preventing terrorism and terrorism-related activity which 
threatens Australia’s security; and 

                     (b)  is effective in responding to terrorism and terrorism-related activity; and 
                     (c)  is consistent with Australia’s international obligations, including: 
                              (i)  human rights obligations; and 
                             (ii)  counter-terrorism obligations; and 
                            (iii)  international security obligations; and 
                     (d)  contains appropriate safeguards for protecting the rights of individuals. 
 

Terrorist threat to Australia 
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17. The threat of terrorism for Australia is real. Australia’s National Terrorism Alert 
Level has been ‘Probable: a terrorist attack is likely’ since 12 September 2014. This reflects 
advice from the competent authority in the Australian Government, ASIO, that individuals 
and groups maintain the intent and capability to conduct a terrorist attack in Australia20. In his 
most recent National Security Statement, on 23 November 2016, the Prime Minister 
reiterated the continued appropriateness of this alert level21.  

18. Australia has featured consistently as a named terrorist target in Islamist terrorist 
propaganda, and rates between third and fourth place overall in IS mentions of target 
countries.   

19. Since September 2014, Australia’s counter-terrorism authorities have disrupted 17 
terrorist plots to conduct complex attacks and inflict mass casualties in Australia. In 2016 
alone, 30 people were charged and five people convicted of terrorism offences in Australia, 
and authorities disrupted seven planned attacks, included five major plots. Reports on these 
plots to date indicate a mix between attacks directed by terrorist organisations and ‘inspired’ 
or broadly directed. By the end of 2016, as a result of 19 counter-terrorism operations in 
Australia, 48 people had been charged with terrorism offences, and this number has since 
increased22.  

20. Australia has experienced four terrorist attacks since 2014: Endeavour Hills, Martin 
Place, Parramatta and Minto. All of these were low-level and relatively unsophisticated 
attacks undertaken by single actors; the simplicity of the attacks including lack of indicators 
for their planning is assessed to be part of the reason they were not prevented.  

21. In addition to actual and disrupted plots, the Director-General of Security has advised 
that around 200 people in Australia actively support terrorism and a further 100 Australian 
foreign fighters are engaged in terrorism overseas and have a right of return23. A related 
complexity regarding future threats is the presence of around 70 children of Australian 
foreign terrorist fighters in the Middle East conflict area. 

22. But for the actions of Australia’s counter-terrorism agencies in disrupting plots, 
Australia might have experienced 20 or more terrorist attacks during this period, instead of 
four, including potentially more than a dozen mass-casualty events24.  

23. Two recent counter-terrorism actions—occurring after the introduction of the 
legislation that is the subject of this statutory review—indicate the complex and evolving 
nature of the terrorist threat to Australia. The disrupted plot to attack multiple venues in the 
Melbourne CBD during Christmas 2017 using improvised explosive devices, knives and 
																																																													
20	‘National	Terrorism	Threat	Advisory	System’,		
https://www.nationalsecurity.gov.au/Securityandyourcommunity/Pages/National-Terrorism-Threat-Advisory-
System.aspx	[accessed	11	October	2016]	
21	The	Honourable	Malcolm	Turnbull	MP,	Prime	Minister	of	Australia,	Address	to	parliament	-	national	security	
update	on	counter	terrorism,	23	November	2016,	https://www.pm.gov.au/media/2016-11-23/address-
parliament-national-security-update-counter-terrorism		
22	Jacinta	Carroll	“Australia”	The	Year	in	Review	and	the	Year	Ahead”,	in	J.	Carroll	(ed.)	op.	cit.		
23	Testimony	by	Duncan	Lewis	to	Legal	and	Constitutional	Affairs	Legislation	Committee,	Official	Committee	
Hansard,	Senate	Legal	and	Constitutional	Affairs	Legislation	Committee	Estimates,	28	February	2017	
24	Carroll,	op.	cit.		
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firearms was described by Prime Minister Turnbull as being one of the most substantial plots 
disrupted in recent years25. The February arrest and charge of a man in Young, NSW, on 
foreign incursion offences for providing technical assistance to IS indicates the increasingly 
diverse forms of terrorism, including links to international organised crime and arms 
trafficking26.   

24. In February 2017, the Director General of Security also advised a fall in the age of 
those involved in Sunni Islamist terrorism in Australia, with around 40% of persons of 
interest being 15-24 years in 201527.  

25. While law enforcement and intelligence agencies have done well, they have also 
advised that the number of plots and short turnaround times from planning to action mean 
that disruption won’t always be possible. At least four recent disruptions have occurred 
within one to three hours before the planned attack28. 

26. It is the responsibility of governments to do what they can to protect their citizens 
from attack. Through these laws, the Commonwealth Government, supported by the States 
and Territories, is aligning with international best practice counter-terrorism policy by 
focussing on preventing terrorism, protecting the public and ensuring those involved in 
violent extremism are brought to justice. This complements a range of other counter-
terrorism activity, including countering violent extremism and counter-terrorism 
investigations.  

27. Those found guilty of crimes such as terrorism also require their rights to be 
protected, through the application of due process. It is appropriate that the power to impose 
limits on certain actions, through control orders and declared area offences, as well as direct 
the ongoing deprivation of liberty through the extraordinary measure of continuing detention, 
be undertaken through a regime regulated by a range of safeguards and reviews, including the 
ultimate authority for detention resting with the courts.  

Terrorism as a crime 

28. Australia’s legal system appropriately deals with terrorism as a crime, progressed 
through the courts including appropriate sentencing regimes for punishment.  

																																																													
25	The	Honourable	Malcolm	Turnbull	MP,	Prime	Minister	of	Australia,	Joint	Press	Conference	with	the	Minister	
for	Justice	the	Hon	Michael	Keenan	MP	and	the	Australian	Federal	Police	Commissioner	Andrew	Colvin	APM	
OAM.	23	December	2016,	http://www.pm.gov.au/media/2016-12-23/joint-press-conference-minister-justice-
hon-michael-keenan-mp-and-australian		
26	Jacinta	Carroll	and	Micah	Batt,	Operation	Marksburg	and	CT	arrest	in	Young,	28	February	2017,	Australian	
Strategic	Policy	Institute,	2017,	https://www.aspi.org.au/publications/operation-marksburg-and-ct-arrest-in-
young,-28-february-2017		
27	Lewis,	op.	cit.	
28	Duncan	Lewis,	opening	Statement	to	the	Independent	National	Security	Legislation	Monitor(INSLM)	Review	
into	Terrorism	Questioning	and	Detention	Powers	Public	Hearing,	19	August	2015.	At	this	time,	Mr	Lewis	
advised	three	of	the	last	10	disruptions;	since	this	time,	the	October	2016	Bankstown	disruption	occurred	
within	minutes	of	a	planned	attack.	https://www.asio.gov.au/independent-national-security-legislation-
monitor-inslm-review-terrorism-questioning-and-detention.html		
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29. There are, however, a number of factors that differentiate terrorism from most other 
forms of crime under Australian law, and may indicate an ongoing intent by an offender to 
commit extreme harm even after a sentence has been served in punishment for a crime 
committed.  

30. These factors include: 

a. political intent, including link to particular ideologies 

b. advocating use of violence to achieve this political intent 

c. indiscriminate nature of violence 

d. potential for ongoing support of terrorism with intent to inflict extreme harm  

e. radicalisation and incitement of others to commit terrorist acts, and 

f. target selection, which may include symbols of authority such as police, military 
and government, or the general public. 

Australia’s approach to counter-terrorism 

31. The most visible part of Australia’s approach to counter-terrorism is response 
operations, that is, action after terrorist acts have occurred; major disruptions may also attract 
some publicity. After a terrorist event, however, public focus typically turns to how the 
terrorist incident may have been prevented, including warnings and indicators of possible 
future behaviour, as seen in the ongoing matter of the Lindt Café coronial inquiry.  

32. Prevention is also a key feature of Australia’s approach to counter-terrorism and, as 
with other crime types, is generally regarded by policy makers and practitioners as the key to 
effectively countering terrorism.  

33. Counter-terrorism policy is typically described in terms of prevention and response, 
and Australia’s approach to counter-terrorism reflects this, with the COAG Counter-
Terrorism Strategy identifying five elements, the first four of which are preventative in 
nature: 

a. challenging violent extremist ideologies 

b. stopping people from becoming terrorists 

c. shaping the global environment to counter terrorism 

d. disrupting terrorist activity within Australia, and  

e. having effective responses and recovery should an attack occur.  

CT Legislation: development and review 
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34. Australia has a mature process in place for developing and monitoring counter-
terrorism legislation. Australia is well-placed both in its existing range of counter-terrorism 
legislation and in the established process in place for legislative review through the office of 
the INSLM and other measures, policy-focussed review through COAG supported by the 
ANZCTC, and consideration of any proposed bills through the PJCIS legislative review 
process, whose recent reviews also typically include public inquiry.     

35. The laws under consideration as part of this statutory review have all been subject to 
one or more of these review procedures.  

 

Crimes Act 1914, Part 1AA, Division 3A: Stop, search and seizure 

36. Background. Introduced into the Crimes Act 1914 through the Anti-Terrorism Act 
(No. 2) 2005. This provides police with powers to stop, search and question in relation to 
certain terrorist acts and prescribed security zones, as well as where there is reasonable 
suspicion that this power is necessary to prevent a terrorist offence or serious threat to life or 
safety. The powers are for use where it is not practical to obtain a warrant, and complement 
existing state powers. This power has been subject to review, including the COAG Review of 
Counter-Terrorism Legislation, 2013. 

37. How this compares internationally. The power to stop and search in relation to 
terrorism is a power found in other comparable jurisdictions, such as the UK, and also in 
other liberal democracies, such as France. The UK powers, under the Anti-Terrorism Act 
2000, have been reviewed and subject to legal proceedings on occasion since their inception, 
including with reference to their use and the changing terrorist threat environment, including 
revision in 2011.     

38. Operation. The provision of power to undertake a stop, search and seizure meets a 
reasonable expectation of what police should be able to do in a particular situation to prevent 
terrorism. The intrusiveness of the power means that it is anticipated to be rarely used, and to 
date has not been used by the Commonwealth.  

39. Overall assessment. Stop, search and seize powers provide police the ability to 
quickly act in the field where there is concern about terrorism. While this is an intrusive 
power that is not to be used lightly, it is a necessary element of Australia’s laws, necessitated 
by the short-turnaround times involved in current threats—typically requiring intervention by 
first responders rather than investigators— and the reasonable public expectation that 
authorities act quickly where there is a possible threat and where they encounter persons of 
concern. These powers have significant value for use in the event of a serious and imminent 
terrorist threat. 

Declared area offences 

40. Background. The revisions to sections 119.2 and 119.3 were introduced into the 
Criminal Code 1995 (Cth) through the Counter-Terrorism Legislation Amendment (Foreign 
Fighters) Act 2014 (Cth). These removed the requirement for an entire country to be 
declared. Instead enabling particular regions to be declared, and allowed a single declaration 
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to cover areas in more than one country if the Foreign Minister is satisfied that one or more 
declared terrorist organisations are engaging in hostile acts in each.  

41. Operation. The amendments to sections 119.2 and 119.3 provided increased 
specificity to the areas being declared, thus ensuring that the declarations remained relevant 
and current, and not inadvertently affect individuals who have legitimate reason to be in a 
declared country but in regions not affected by terrorism. The amendments to the declared 
area offences regime have provided flexibility in accurately identifying the areas where 
terrorist groups such as IS are active—including across borders—including the Foreign 
Minister declaring particular regions of Iraq and Syria, where the terrorist group is active. 
Declared areas are notified on the Department of Foreign Affairs and Trade’s ‘Smartraveller’ 
website, which assists public awareness and enables legitimate travellers to easily access this 
information. The specificity of regions also provides a clear link between the terrorist threat 
environment and an individual’s travel, thus clarifying whether or not an individual should be 
a person of interest to authorities for investigation purposes, and also to assist prosecution.  

42. Overall assessment. The power to designate an area as a terrorist conflict zone has 
proven to be an effective tool to approach the complex issue of foreign terrorist fighters. This 
provides an offence in support of UNSCR 2178 to enable prosecution of foreign fighters and 
their supporters, while acknowledging the difficulties of collecting evidence in conflict 
environments to support other criminal charges. It also specifies limited legitimate reasons 
for being in a declared zone, as well as clarifying areas of the same country where it is not an 
offence to travel. In addition, this provides an important deterrence effect, clarifying to 
Australians that being engaged with a terrorist group in these areas is a criminal offence, and 
that they may face prosecution. To date, two people have been charged with offences in 
relation to foreign fighters, reflecting the challenges in obtaining evidence to prosecution 
standard, but neither have been charged in relation to declared areas.  

Control orders and preventative detention 

43. Background. Introduced into the Criminal Code 1995 (Cth) through the Anti-
Terrorism Act (No 2) 2005.  Control orders are court orders imposing restrictions, 
prohibitions and obligations upon a person for one or more of reasons below:	

(a) protecting the public from a terrorist act;  
(b) preventing the provision of support for or the facilitation of a terrorist act;  
(c) preventing the provision of support for or the facilitation of the engagement in a hostile activity in a 
foreign country.29  

44. Preventative detention orders allow a person to be taken in custody for a brief period 
to: 

(a) prevent an imminent terrorist act occurring which is capable of being carried out and could occur 
within 14 days; or  
(b) preserve evidence of, or relating to, a recent terrorist act.’ 

45. The control order and preventative detention regimes have been the subject of 
occasional amendment to address the evolving terrorism environment, and also the subject of 

																																																													
29	Criminal	Code	s	104.1.		
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ongoing review both through the legislative amendment process and through dedicated 
inquiry such as that conducted by your predecessor INSLM in 2016.  

46. How this compares internationally. The UK Terrorism Act 2000 includes control 
order powers, and formed the basis for developing Australia’s control order regime in 2005 
along with existing provisions in Australian law for preventative action. There are differences 
between the two regimes, notably that the UK has two forms of control orders, according to 
whether or not they comply with the European Convention on Human Rights.  

47. Operation. To date, six people have been subject to control orders, including four 
since the current terrorist threat period commenced in 2014. Control orders and preventative 
detention orders provide useful options short of arrest and charging to deal with those 
involved in terrorism. They are useful preventative options where there is a known or 
assessed threat but insufficient evidence for prosecution. The control order regime may be 
used in relation to foreign fighters by recognising the threat they may pose, operating in 
conjunction with the Foreign Fighters Act; this is a sensible and effective approach to the 
threat of returning foreign terrorist fighters. 

48. Overall assessment. Overall, the orders regimes provide effective options to prevent 
terrorist attacks and deter terrorism offences, and are particularly effective in providing the 
opportunity for would-be offenders—particularly at-risk youth—to remove themselves from 
violent extremism. Should the subject of a control order wish to continue to engage in 
terrorist-related acts, the offence of contravening a control order provides an effective tool to 
protect the public from a potential terrorist act involving the subject. The control order 
regime demonstrates the need for options to quickly implement amendments to address real 
and emerging threats. The 2016 amendment to control order legislation included extending 
the regime to 14-16 year olds, recognising the changing demographic of terrorist supporters. 
This was initially proposed in 2015 to urgently address existing cases involving under-16 
youths, but took more than a year to be passed; in the interim, there were various terrorism 
cases involving youth, where a control order could not be considered30.  

High risk terrorist offenders.  

49. Background. The law provided an additional tool into Australia’s national security 
framework in response to the ongoing threat terrorism poses to Australia and its people. The 
Criminal Code Amendment (High Risk Terrorist Offenders) Act 2016, amended Part 5.3 of 
the Criminal Code, as well as consequential amendments to the Surveillance Devices Act 
2004 and the Telecommunications (Interception and Access) Act 1979, to establish a scheme 
for the continuing detention of high risk terrorist offenders who pose an unacceptable risk to 
the community at the conclusion of their custodial sentence.  

50. Operation. Continuing detention of convicted terrorists who are assessed to pose an 
unacceptable risk of reoffending is an appropriate tool as it contemplates future threat of 
harm, protects the public, and is a mechanism already used in other areas of criminal law. 

																																																													
30	See,	for	example,	Ashley	Collingburn	and	Jacinta	Carroll,	Counterterrorism	action:	Bankstown,	12	October	
2016,	Australian	Strategic	Policy	Institute,	2017	https://www.aspi.org.au/publications/counterterrorism-
action-bankstown,-12-october-2016/ASPI-CT-Quick-Look-4 Bankstown.pdf			
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The court will be required to determine whether there is a real risk of reoffending, and will 
thereby seek professional expertise including research on violent offenders in general and 
terrorism in Australia in particular in forming its judgement. Those subject to this regime 
have been determined by the court to be dangerous offenders, who maintain the intent to 
commit harm and reoffend. One of the great strengths of this law is that it draws upon 
existing legal mechanisms, notably existing dangerous offender legislation such as the 
Queensland sex offender legislation’s power of continuing detention, which was upheld in 
the High Court of Australia, in Fardon v Attorney General (Qld)31. The provision of an 
interim detention order sensibly provides for situations where there is a gap between the end 
of a sentence and a determination by the court on continuing detention. The power has a 
range of safeguards and balances to ensure it is used appropriately. These include a high 
threshold for use, the decision being made independently by the court, a limit of one-year’s 
additional detention per judgement (or annual review), and a limit of 10 years in all.  

51. This law was introduced in late 2016 and will commence in June 2017; it has 
therefore not yet been used. The number of people to whom continuing detention may apply 
is small, but growing, as existing prison terms are due to expire for some offenders, and an 
increasing number of offenders are found to be involved in terrorism, and ultimately 
sentenced to time in prison. As at September 2016, of the 48 people charged with terrorism 
offences in Australia in the past two years, less than half have been sentenced and 
imprisoned32. Overall at this time, 15 terrorists were in prison and 37 were before the courts, 
with increased numbers since. As this tool has not yet been used there is limited relevant data, 
research and experience in Australia to inform deliberations in cases proposed for continuing 
detention. 

52. Overall assessment in relation to control orders and preventative detention. The law 
directly supports the policy objective of disrupting terrorist activity in Australia, by 
preventing those intent on engaging in terrorism from prison release. Through providing 
mechanisms that may be used to continue to detain terrorist recruiters, it also indirectly 
supports another key policy objective of stopping people from becoming terrorists. This law 
provides a different and complementary power to that of control orders and preventative 
detention. All are options to address particular cases in the most appropriate manner. Of note, 
control orders and preventative detention orders may be contemplated to protect the public 
for a designated temporary period, while control orders in particular allow the subject in 
question to remain out of custody. Notably in the case of young offenders—highlighted by 
authorities as a growing area of concern—control orders provide the option for action short of 
a custodial sentence and the opportunity for the individual to remove themselves from 
engagement in violent extremism. This is therefore a particularly valuable tool to support 
efforts to counter violent extremism and assist at-risk youth.  In practice, to effectively 
support counter-terrorism efforts, the management regimes for terrorists in prison serving 
sentencing or in post-sentence continuing detention should also ensure that these individuals 

																																																													
31	Fardon	v	Attorney-General	for	the	State	of	Queensland,	High	Court	of	Australia,	(2204)	201	CLR	
http://www.austlii.edu.au/au/cases/cth/HCA/2004/46	[accessed	11	October	2016]	
32	Brandis,	Senator	George,	Second	Reading	of	Counter-Terrorism	Legislation	Amendment	Bill	(No.	1)	2016,	
Criminal	Code	Amendment	(Firearms	Trafficking)	Bill	2016,	Criminal	Code	Amendment	(High	Risk	Terrorist	
Offenders)	Bill,	Senate	Hansard,	Thursday,	15	September	2016,	p35 	
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are unable to use interpersonal connections in prison to radicalise and otherwise build up their 
terrorist network.  

Conclusion 

53. ASPI review of counter-terrorism approaches around the world in 2016 indicates that 
those countries that are best placed to counter terrorism, and have demonstrated greatest 
effectiveness at countering terrorism, are those that have strong political, legal and social 
institutions that enable a considered array of capabilities, powers and activities to counter 
terrorism. Counter-terrorism legislation is best developed in a considered and ongoing 
manner to anticipate as well as respond to the changing threat environment. International 
experience indicates that implementing significant counter-terrorism laws only after a major 
attack doesn’t lead to the most appropriate, considered and balanced laws. Recent experience 
in Europe and Southeast Asia has demonstrated it is preferable to have considered counter-
terrorism legislation in place to effectively manage the known threat rather than after issues 
of concern have become manifest. Australia’s success to date in disrupting planned terrorist 
attacks is testament to the value of a sustained and considered approach to counter-terrorism 
legislation and resourcing, and ensuring balance between the security of all and the rights of 
the individual. 

54. The laws currently under statutory review provide appropriate and complementary 
legal powers to support Australia’s approach to counter terrorism. All have evolved to meet 
the changing terrorist threat environment and should continue to be reviewed and developed 
in accordance with the threat.    

55. The overall aim of Australia’s program for terrorism offenders should be for 
individuals to be rehabilitated and released into the community without reoffending. This is 
recognised in much of the legislation under review. The control order, preventative detention 
and continuing detention program should, therefore, be accompanied by programs to 
facilitate rehabilitation both during and after the period of the relevant order, the initial 
sentencing period and, for those to whom this applies, as part of the post-sentence period for 
continuing detention. Knowledge of how to best approach rehabilitation for terrorism 
offenders remains the subject of ongoing research and trial programs in Australia. 

56. The review of these laws should also recognise, as seen overseas and with the broader 
experience of criminal rehabilitation, that it will not always be possible to persuade an 
individual against reoffending; that is, they may continue to support terrorism.  

Jacinta Carroll 
18 May 2017 
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