
  PJC Submission 

© Australian Securities and Investments Commission June 2019  Page 1 

 

Review of the mandatory data 
retention regime proscribed 
by Part 5-1A of the 
Telecommunications 
(Interception and Access) Act 
1979: Submission by ASIC 

 

June 2019 

Review of the mandatory data retention regime
Submission 9



  PJC Submission 

© Australian Securities and Investments Commission June 2019  Page 2 

Introduction 

1. ASIC welcomes the opportunity to contribute to the Parliamentary Joint 

Committee on Intelligence and Security (PJCIS) review of the mandatory 

data retention regime proscribed by Part 5-1A of the Telecommunications 

(Interception and Access) Act 1979 (Cth) (TIA Act).  

2. Telecommunications data is essential to the effective performance of 

ASIC’s law enforcement functions and is a critical investigative tool 

utilised by ASIC for the investigation of serious offences against the 

Corporations Act 2001 (Cth) (Corporations Act).  

3. The types of white-collar crime investigated by ASIC are both notoriously 

difficult to prove and capable of causing immense harm to Australia's 

financial system. This harm includes damage to the integrity of Australia's 

financial markets, and devastation to individual victims who risk losing 

their houses and life savings. 

4. ASIC is responsible for the investigation and prosecution of criminal 

offences in a range of Commonwealth statutes, including the following 

"serious offences" in Part 7.10 of Corporations Act that are punishable by 

imprisonment for up to 15 years:  

(i) insider trading (s 1043A);  

(ii) market manipulation (ss 1041A to 1041D); and   

(iii) financial services fraud (ss 1041E to 1041G), such as 

fraudulent investment schemes (including Ponzi 

schemes), cold calling 'boiler room' investment frauds and 

superannuation fraud. 

5. Between the commencement of the metadata retention regime in October 

2015 and June 2019, ASIC, in collaboration with the Commonwealth 

Director of Public Prosecutions (CDPP), secured criminal convictions 

against 72 persons for indictable offences, including "prescribed offences" 

and "serious offences" as defined in ss 5(1) and 5D of the TIA Act. 

6. ASIC has contributed case studies and other information for the portfolio 

submission authored by the Department of Home Affairs (DHA). ASIC 

supports the views expressed by the DHA in their portfolio submission.  

7. This submission will address items 1, 2, 3, 4 and 6 of the Terms of 

Reference for the review. As requested by the PJCIS, ASIC has also 

included a consolidated summary of the records it is required to keep 

under section 187N(3) of the TIA Act.  
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2016-17, 70% were for investigations into suspected insider trading. Most 

of these authorisations were for Call Charge Records (CCR) or Reverse 

Call Charge Records (RCCR). 

18. Access to telecommunications data that is older than 12 months is often 

crucial for ASIC to obtain successful criminal outcomes. As outlined 

above, ASIC is responsible for investigating complex financial and 

corporate offences that may not be uncovered for years after the relevant 

conduct. Once a suspected contravention is detected, telecommunications 

data allows ASIC to identify, and eliminate, relevant lines of inquiry and 

sources of admissible evidence.   

19. ASIC has provided a number of relevant examples that appear in the DHA 

portfolio submission to the PJCIS, including: 

• a 2015 investigation into suspected market manipulation in which 

telecommunications data ranging between 12 to 24 months in age 

enabled ASIC to identify that 43 accounts with a number of 

stockbroking firms that were dominating the market for a listed 

company were connected to the same person; and 

• a recent investigation in which telecommunications data that was 

20 months old enabled ASIC to disprove a claim that the accused 

had authority to vote on behalf of approximately 600 people in the 

election for the director of a credit union. The accused ultimately 

plead guilty to an offence under section 274A of the Crimes Act 

1958 (Vic). 

20. These examples demonstrate the important role that retained 

telecommunications data that is older than 12 months can play in 

investigations undertaken by ASIC. 

Costs 

21. ASIC broadly supports the ‘no profit-no loss’ basis for which 

telecommunications providers seek to recover the costs of complying with 

the metadata retention regime from agencies.  

22. However, ASIC holds similar concerns to those expressed in the portfolio 

submission by DHA that the costs charged by some service providers are 

unclear, inconsistent and lack transparency. It has been ASIC’s experience 

that it is often difficult to understand and reconcile the significant 

discrepancies between some service providers for access to comparable 

datasets.   

23. ASIC supports the recommendation by the DHA for a review of the 

charging and request frameworks between agencies and providers.  
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