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For my Kidls, Ryan and Becca—1I Jove you
and may you always stay safe!

To Brett—Thank you for always being my light.

-Renee Tarun

To all my students who are now many ages:

Be safe online and make good choices.
I want you to someday say, “Mrs. Burg taught me a lot . ..
and so diid that dog and cat in the Cyber Safe book.”

-ousan Burg
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Look,
Gabbil It’s
a trick!

What's wrong,
Lacey? Dont
you want free
toys?




want my personal Know ¥
info! you’re a
U doz?
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FREE PET TOYS!

@ <.

On the Internet
no one knows I'm a doz,. N X Kids just
And I don’t know who a play zames
they are either! worried ilbou’c and watch
the Kids. silly

stuff.

Seriously, \/”_ HOwW can { talk about
you have ) something bad it

videos! to stay happen if I'm
safe. not even leaving,




WHAT 1 mue INTERMET?

The Internet connects computers all over the world.
Kids and grownups use it every day !

@
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Lots of surprising things are
connected to the Internet!

Refrigerators Lights Cars
) a
[ m R\
l 0 Corad
Doorbells Televisions
Q
{{ L 2]

OTHER WAYS TO SAY “(GOING On THe INTERNET*

Emailing,
my grandma.

Watching,
YouTube.




WHAT CAN You PO
on THE INTERNET @

Watch videos Talk with fr_iends
and famly Search and explore

Learn almost

Listen to music \
anything

But why do I have to
worty about safety?
It’s all fun.

I'm getting
there...




when we

20 somewhere
we have to

be safe...

what
does that
mean when
you're online,

Let me
Y explain about
cybersecurity
in zeneral.

Dangers v CYBERSPACE

REAL WORLD ONLINE REAL WORLD ONLINE
Catch fish Bait with free stuff Get sick Computer virus

REAL WORLD ONLINE REAL WORLD ONLINE

Listen on
public wifi

S

Steal maoney Steal money Eavesdropping
and stuff and data




But why do people
want info? _

W\ But most people use someone’s
B info to zet more info.

Some people
steal personal info
to do bad thinzs.

They use account info to steal
money and identities,

They :dseh email addresses
to

emsaﬁh. - /' E
‘B — X3
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Or the companies
they work for.

crooks want
a kid’s
information
to get
someone
else’s.

Or the parents of
the kids on the
soccer team.

that hire those




How do
[\ Yyou Keepa '\ =
M thief out? 4

=7 You Jock the g
[ door! 1f the door’sy

\ locked, they'll try } |

\_another house. /

Passwords
are locks for
dizital stuff.

They can be
words, numbers,
symbols...even a
fingerprint!

[ use the same
one every time:

This might
take awhile.

Passwords are
like toothbrushes.




Did you know? Most criminals use stolen or weak

SO passwords to break into people’s accounts

PICK A PASSWORD ONLY
YOU' KNOW

Don’t use your “digits”-
birthday, address, age or
phone number.

[ «eep 17 secrer

\

g DON'T USE THESE COMMON (AND BAD)

PASSWORDS:

PAsswwb Rulos,

|j IF SOMETHING COMES WITH A
PASSWORD, CHANGE IT

MAKE IT HARD TO GUESS

Use upper and lower case
letters, numbers and
special characters like
$, #and %.

And don’t use your favorite
celebrities, movies, games
or cartoon characters!

l_ secret JI football |'_passwom

[ 1234567 _| LQWERTG

ALSO

Using letters as numbers:

BRAD f00tball

The best passwords
are lonzer and more
complicated.

BAD

Always use a passcode to lock
tablets and phones.

fuzzydog82
L s e = ]
qiiii===i‘~ W=
BETTER
%FuZZyD)G#84!




UPDATES o S3TrVinne

Another way to stay safe
is to install updates that
e fix security probjems.

It’s worth it, though. Like
closing, open doors...or pluzzing, 1
= mouseholes! ; il

You also have to be
carefu] about free zames. Free
stuff can come with viruses
or malware.

Viruses and malware can make computers insecure
and spread like germs to other computers.

FREE GAMES FREE MUSIC
G ks i a <
aEDe _
May contain malware Free for awhile then your Usually a trap to collect
or ask for your info. parents have to pay. infa.
CONTESTS MEMBERSHIPS them with
. PER . want to Y antivirus
" p- | Playzamesl | oop are,
117 What do

then play.

I do?

Many are fake - no one wins Clubs are fun but cost
and there are no prizes. alot.



bon'T CLICK Y

Yes!
sgym:!jmes Grownups do too.
Are there \ people try to trick Oh no! The bad guys keep

; I click on getting better at
mﬁ y?n mﬁ'ﬁ"ﬂ’ those al fooling, people into

zet sick? furmy video. the time! clicking, on thing;
=
Y SAFE
sty sefe DUISHING

Only open emails from

people you know. If something looks off, ask

the person if they sent it.

Before opening an attachment
(like a picture or a video),
scan for viruses.

Did you know? Phishing means tricking someone
into clicking a link that does something bad.
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PDON'E TALK
To STRAMGERS

Only \ > You don’t
talk to people ¥ Know that they're kids.
\ you know in real // Even when Remember how I said no one 0]
N [ it’s just other knows I'm a doz? o
Kids playing, 3

Some strangers pretend to be kids. Online strangers
can be as dangerous as real-life strangers.

STRANGER DANGER!




ZZ\I()\N o STAY SAFE

Only talk to people you Don’t share personal Don’t confide in strangers
know in real life. information online. or listen to strangers.

L2 E R

Don’t ever meet strangers Don’t follow a stranger If a stranger says don't
in person. from one app to another. tell, you should
G definitely tell.

If anything seems weird online, talk to a
trusted grownup.




Yes. It’s
easy to do,

hard to make
it 20 away...

I heard
that posting,
online is like
writing, on the

wall with
marker.

zet you in
BIG trouble!

——— P
e—— A= >
P w_’_‘_—’_<

S

Guard all your info! Never give your name, phone
number, email, password, home address, school
or your picture without a parent’s permission.

Tell a trusted grownup before posting
anything online.
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Benie A Goob NEIGHBOR

So if kids

d Yes.
$ay mean thlﬂgs That’s called
about each other r—, cyberbullying,
online, it's there /= Yy N
forever? : S

C\‘ BER BULLYING ;t;sbtl?!?y?:;n;
1S A BlIG person, but the

bully hides

P R (0) B L EM behind a keyboard.

Some people
say things
online
they wouldn't
say to your face.

hurts!

What KIDs can PO

Don't respond to Tell a parent of teacher Be polite and
malicious or hurtful posts. if you see cyberbullying. respectful to everyone.

; But now that you've
explained it, I think I can be
careful and have fun. Have I

It can seem

started talking \ ke a lot of

to me about this, wOrk 0 stay shown you that crazy doz
1 felt like r;ever - T video I found?
20inz, online i -
azain!
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Antivirus
Software that protects computers and
devices from viruses and malware.

Bulk email

Junk email sent to many people. May
contain viruses or scams. Also Known as
spam.

Click

To select something on a screen,
whether by touch, mouse, keyboard or
voice command.

Cyberbullying
Being mean to another person on the
Internet.

Cybersafety
Practices for staying safe online.

Cyberspace

Another term for the Internet.

Digits
Personal information like phone numpers,
pirthdays, addresses and so on.

Eavesdropping
Listening in on other people’s
conversations.

Internet
A worldwide network of interconnected
computers.

Malware

Short for malicious (badl) software.
Malware includes adware, viruses,
spyware and worms and more.

Online
Going on the Internet.

Passcode
A code or pattern that unlocks a device
like a phone or tablet.

Password

A secret sequence of letters, numbers
and characters that lets you access
software or websites.

Personal info

Includes all details about you, includling
age, name, address, hair color, birthday,
school, grade, teams, hometown and
more.

Phishing

An attempt to gather personal
information by sending deceptive email
or setting up a deceptive website.

Posting
Putting anything online (words,
pictures, videos).

Pubplic wifi
Wwifi available in public places that is not
encrypted (scrambled for privacy).

Stranger
Anyone you don’t Know.

Updates

The latest features and fixes for
computers, devices or applications.
Often includes fixes to security
proplems.

Virus

A computer virus is a program that is
designed to spread to other computers,
making them vulnerable to attack.



to Stay
o Safe!

AW

personal info and don‘t post

don’t meet strangers
without a parent’s permission.

in person.

you see anything sad,
uncomfortable or confusing,
talk to a trusted grownup.

p—

positive and don‘t respond
to mean or hurtful posts.



PARBNTS

Talk to your Kids

Consider setting boundaries around the following:
+ Define how long Kidss are allowed to be on the computer
« Tell them which sites they are allowed to visit
« Specify software they can use

« Permit activities or tasks that are age appropriate based on their
Knowledge and maturity

Prioritize privacy

Posting personal information or photos on the Internet can be dangerous, as
it can be used by people who want to do harm.

« Once shared, photos and personal info can have haunting effects later.
* It is hard to remove anything once it’s in the public domain.

« Check privacy settings on social mediia sites to prevent strangers from
accessing personal information. These settings may not be set properly
by default.

Explain the four don’ts:
« Don't give your name, phone number, email address, password, address,
school or picture without permission.
« Don't respond to malicious or hurtful posts.
« Don't open emails or attachments from people you don’t Know.

« Don't get together with anyone you “meet” online.

See something, say something
« Talk to your Kidls about the dangers of the Internet so they recognize
suspicious behavior or activity.

« Let your Kids know that if they see something on a website, in an email
or in a chat that doesn’t seem right or makes them uncomfortable,
they can come to you with their questions and concerns.

18



GUIDE

Keep it all updated

« Parents should install all updates on your computer, devices and apps.
« Parents should install and run antivirus software.

Stay aware and involved

« Know what your child is doing on the computer, including which
websites they're visiting.

« If they are using email, instant messaging or chat rooms, make sure you
have a sense of who they are communicating with online.

* Make sure your child actually knows the people they are talking to
online.

Keep computers in the open

* If your computer is in g common area, you ¢an €asily monitor computer
activity.

« If Kids realize you can see the screen, it helps prevent them from doing
things they shouldn’t.

« Visibility gives you an opportunity to intervene if you notice a behavior
that could have negative consequences.

Ask your Internet provider about parental controls

Some Internet providers offer services (sometimes free) specifically
designed to protect children online by restricting access to websites or
communications features such as email, chat and instant messaging, by age,
content, time and other categories. Contact your provider to find out what’s
available.

Layer on more parental controls

Some web browsers enable you to restrict or allow only certain websites, a
process known as whitelisting, and you can protect these settings with a
password. While no technology is foolproof, consider using applications that
offer additional protection by monitoring, filtering and restricting access to
dangerous content.

19



EVERYRoaYiays peleare )
cnlingG, Putvict Go the) meeh?
Lacey is a cyber-smart dog who protects Kids by teaching

them how to stay safe online. Join Lacey and her friend

Gabbi on a fun, cyber safe adventure and learn the ins and
outs of how to behave and how to Keep yourself safe online.
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