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Introduction

Thank you for the opportunity to provide a submission to the Parliamentary Joint Committee on Law
Enforcement inquiry into Law Enforcement Capabilities in Relation to Child Exploitation.

The Australian Institute of Criminology (AIC) has a strong history of producing empirical research into
child sexual abuse (CSA). In 2020 the AIC formed the Online Sexual Exploitation of Children Research
Program. The program aims to produce research that helps to understand, prevent and disrupt child
sexual abuse and online sexual exploitation.

This submission addresses the following points in the terms of reference of the inquiry:

d. considering the use by offenders of encryption, encryption devices and anonymising
technologies, and Remote Access Trojans to facilitate their criminality, along with the
resources of law enforcement to address their use;

e. considering the role technology providers have in assisting law enforcement agencies to
combat child exploitation, including but not limited to the policies of social media providers
and the classification of material on streaming services; and

f. Considering the link between accessing online child abuse material and contact offending,
and the current state of research into and understanding of that link.

Background

Sexual offending against children is a complex and harmful crime associated with ongoing trauma
and lifelong adverse consequences for child victims, including psychiatric disorders, substance
abuse, revictimisation and offending in adulthood (Cashmore & Shackel 2013; Hailes et al. 2019;
Ogloff et al. 2012). In addition, the viewing, sharing and production of child sexual abuse material
(CSAM; also known as child pornography and child exploitation material) is a borderless crime that is
flourishing with ongoing advances in technology in the online environment, including internet sites
and social media platforms (Teunissen & Napier 2022).

There is evidence that CSAM has proliferated in recent years (Balfe et al. 2015; Bursztein et al. 2019).
The National Center for Missing and Exploited Children (NCMEC) in the United States received over
21 million reports of online sexual exploitation (most of which were CSAM) in 2020 alone (NCMEC
2021), increasing to over 29 million in 2021 (NCMEC 2022a). In an analysis of NCMEC data, Bursztein
et al. (2019) found that reports of sexually abusive videos of children dramatically increased from
under 1,000 video reports per month in 2013 to over two million video reports per month in 2017.
This equated to a 379 percent increase in CSAM video reports in 2017 compared with 2016
(Bursztein et al. 2019).

In addition, the problem may have been exacerbated by global events such as the COVID-19
pandemic (Interpol 2020). Europol (2020) observed an increase in the sharing of CSAM online, likely
due to more offenders and potential victims being at home and online. Law enforcement agencies
struggle to keep up with the staggering number of CSAM reports to investigate (NCMEC 2021;
Netclean 2020). According to Netclean (2020), which surveyed 470 law enforcement officers in 39
countries, in 2020 police globally were inundated with CSAM cases. This affected the mental health
of officers and meant they could investigate only the most high-risk cases.

Also of concern is that online sexual exploitation of children is an evolving crime, with a recent trend
towards more harmful and financially motivated methods of exploitation such as ‘sextortion’
(discussed below; Patchin & Hinduja 2020; Wolak et al. 2018) and live streaming of child sexual
abuse (Brown, Napier & Smith 2020; Internet Watch Foundation 2018). Further, the use of end-to-
end encryption by communication platforms, while designed for user safety, may present challenges
for law enforcement in combatting CSAM offending. It is important to examine the use of encryption
by online offenders on social media platforms and the role of tech companies in protecting children
from sexual abuse and exploitation.
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Lastly, there is often a lack of clarity around the association between offline (contact) and online
sexual offences against children. Because law enforcement often investigate sexual offenders who
engage in both online and offline offences, it is also important to examine the evidence on how
these two offence types are linked.

Are CSAM offenders different to contact sexual offenders?

Firstly, an important question to ask is whether CSAM offenders are different to contact sexual
offenders. Babchishin, Hanson and VanZuylen (2015) conducted a meta-analysis of 30 studies
produced between 2003 and 2013 from the United States, Canada and the United Kingdom. Most
samples in the studies were selected based on official charges or convictions (94% of CSAM
offenders, 91% of contact sexual offenders and 81% of mixed offenders). A minority of studies used
self-report or other sources such as accusations (23% of CSAM offenders, 17% of contact sexual
offenders and 38% of mixed offenders). The study compared CSAM-only offenders with contact
offenders against children and ‘dual offenders’ (those who committed both CSAM and contact
offences). They found that CSAM-only offenders differed significantly from contact sexual offenders
and dual offenders on a range of characteristics, particularly regarding access to children, sexual
deviance and antisocial traits.

Contact offenders were more likely than CSAM-only offenders to have:

o access to children;

o emotional identification with children;

o cognitive distortions (eg a belief that ‘children are sexual beings’);
o victim empathy deficits;

o a detached approach to romantic relationships;

o a greater number of prior offences;

o higher scores on measures of antisociality;

o greater problems with supervision;

o indicators of a severe mental illness; and

o childhood difficulties and abuse.

CSAM-only offenders, on the other hand, were more likely than contact offenders to:

o be younger;

o have a higher income and higher level of education;

o have greater sexual deviancy;

o have problems with sexual preoccupation and sexual self-regulation; and
o have greater barriers to contact offending (eg less cognitive distortions).

The study also compared CSAM-only offenders with dual (CSAM and contact) offenders. Dual
offenders were more likely than CSAM-only offenders to have:

o access to children;

o a sexual interest in children;

o prior violent offences;

o substance abuse problems; and
o sexual regulation problems.
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Dual offenders were also more likely to engage in low-commitment sex (eg many partners) and
report childhood difficulties. However, CSAM-only offenders were more likely than dual offenders to
participate in paedophilic social networks or to have other negative social influences.

In an Australian study, Henshaw, Ogloff and Clough (2018) linked data from corrections agencies
with policing and mental health records in Victoria. They compared 456 CSAM offenders with 493
contact sexual offenders against children and 256 dual offenders. They found that CSAM-only
offenders differed significantly to contact sexual offenders on eight out of 10 key characteristics
measured. Contact offenders were more likely than CSAM-only offenders to have committed a
higher number of sexual offences, have offending versatility, have a history of physical violence and
intermediate violence (fear/intimidation) and have committed only sexual offences. In contrast,
CSAM-only offenders were more likely than contact offenders to have a higher education and have a
paraphilia diagnosis (sexual deviance). Dual offenders (CSAM and contact offending) were found to
be a high-risk group with high levels of antisociality and sexual deviance and therefore a greater
need for treatment. Thus, there is evidence that CSAM-only offenders differ from contact sexual
offenders and dual offenders on a range of characteristics.

A recent systematic review of reoffending by child sexual offenders, conducted by the AIC and
focusing on studies published since 2010, found mixed results in studies that compared CSAM
offenders with contact child sexual offenders (Dowling et al. 2021). Three studies found no
difference (Aebi et al. 2014; Jung et al. 2013; Lussier, Deslauriers-Varin & Ratel 2010), while two
studies found that contact offenders were more likely to reoffend generally and sexually than CSAM
offenders (Laajasalo et al. 2020; Seto & Eke 2015). These studies also found:

o dual offenders were more likely to sexually reoffend than CSAM offenders (Eke, Helmus &
Seto 2019; Elliott et al. 2019; Goller et al. 2016; Soldino, Carbonell-Vaya & Seigfried-Spellar
2019); and

o producers of CSAM and those who participated in CSAM networks were more likely to sexually

reoffend than other CSAM offenders (Krone et al. 2017).

What proportion of CSAM offenders commit contact sexual
offences?

A second important question to ask is how many CSAM offenders also commit contact sexual
offences. Seto, Hanson and Babchishin (2011) conducted a meta-analysis of 24 studies based on
arrest and conviction figures of online sexual offenders. They found that one in eight (12%) online
sexual offenders (CSAM and online grooming offenders) had a previous conviction for a contact
sexual offence at time of their online offence.

Where reoffending is concerned, an AIC literature review that examined the profile of CSAM
offenders found that up to three percent of CSAM offenders subsequently committed a contact
sexual offence, and between 1.6 percent and seven percent committed a further CSAM offence that
resulted in criminal justice action (Brown & Bricknell 2018).

Re-analysis of systematic review data gathered by Dowling et al. (2021) was undertaken for this
submission. It found that, among the CSAM offenders examined in 16 studies, between 0.2 percent
and 7.5 percent were convicted of a contact sexual offence within 10 years.

Similarly, a recent study by Morgan (2022) explored the characteristics of recidivist child sexual
assault offenders, victims and incidents, analysing data from four Australian states: New South
Wales, Queensland, Victoria and Western Australia. The author explored the characteristics of
contact child sexual offences involving an alleged offender who had a prior recorded history of
alleged child sexual offences. Morgan found that between four and 17 percent of alleged offenders
in the sample had transitioned from non-contact to contact sexual offences, thus supporting
Dowling et al. (2021) and indicating that most detected CSAM offenders are not detected for
subsequent contact sexual offences.
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In their review of the relationship between CSAM and contact sexual offences for the Royal
Commission into Institutional Responses to Child Sexual Abuse, Prichard and Spiranovic (2014)
concluded that CSAM-only offenders were at low risk of committing contact sexual offences.
However, they also recognised the limitations of relying on criminal justice measures. Similarly,
Hirschtritt, Tucker and Binder (2019) noted a lack of longitudinal research examining whether CSAM
offenders progress to contact sexual offending.

While most research in this area has focused on criminal justice measures of sexual offending (eg
arrests or convictions), research on self-reported contact sexual offences by CSAM offenders tends
to find higher rates. In the United States, Bourke et al. (2015) described how the tactical use of
polygraphs with a sample of 127 suspects with no recorded history of contact child sexual offending
resulted in over half disclosing prior offending of this kind (compared with only 5% prior to the
polygraph procedure). Seto, Hanson and Babchishin (2011) examined six studies based on self-
reports from individuals, finding that 55 percent of online sexual offenders admitted to previously
committing a contact sexual offence against a child.

Lastly, Insoll et al. (2022) surveyed 1,546 individuals who searched for CSAM on the darknet, finding
that 42 percent of respondents reported seeking direct contact with children through online
platforms after viewing CSAM or illegal violent material, and 58 percent reported feeling concerned
that viewing of CSAM or illegal violent material could lead to sexual acts against a child or adult.
While the study was likely biased towards more serious offenders due to recruitment via the
darknet, it nevertheless suggests that contact sexual offending (or attempted offending) by CSAM
offenders may be higher than typically reported in much of the research.

CSAM is a complex and constantly evolving crime
How much CSAM offending is detected?

The empirical studies published thus far are largely based on individuals whose sexual offences have
been detected. Yet the Australian Bureau of Statistics Crime Victimisation Survey finds that only 30
percent of sexual assault victims in Australia report their abuse to police (ABS 2020). There have
been similar findings relating to CSAM offending. A survey of 133 victim-survivors of CSAM offending
found only one in four (23%) of the CSAM incidents were reported to the police or a child welfare
agency (Gewirtz-Meydan et al. 2018). Therefore, it is possible that a large proportion of CSAM
offending remains undetected.

CSAM offenders encourage each other online to sexually abuse children

Another concerning factor to emerge in the online sexual exploitation of children is that these
offenders tend to network with and encourage one another to sexually abuse children. In 2019,
media outlets reported that the United Kingdom’s National Crime Agency took down a darknet site
containing 250,000 videos of children being sexually abused (Voreacos 2019). This resulted in 337
arrests of site users in 11 different countries. It was revealed that users were incentivised to upload
their own material of children being abused—for each upload, they received ‘points’ that they could
use to download more material. Forty-five percent of the abusive videos were new to authorities,
according to NCMEC (Voreacos 2019).

Similarly, in a recent study, Woodhams et al. (2021) analysed forum posts and private
emails/messages of 53 individuals suspected by police of committing CSA and CSAM offences. The
individuals conversed with like-minded persons on darknet forums about sexually abusing children
or viewing and sharing CSAM. Two conversation topics among these individuals were advice on how
to find and approach children to sexually abuse and how to avoid detection in online and offline
sexual offending. These examples suggest that some CSAM viewers can be encouraged by like-
minded individuals online to sexually abuse children in person, for the purpose of producing and
distributing new material. An analysis of CSA offenders investigated by the Australian Federal Police
found that those who engaged in networking with other offenders were significantly more likely to
engage in contact sexual offending than those not involved in networks (41% vs 9%; Krone & Smith
2017).



Law enforcement capabilities in relation to child exploitation
Submission 37

Online grooming can lead to contact sexual abuse

There are also cases in which CSAM content producers will trawl social media sites and chatrooms to
find children and young people in order to groom them into supplying sexually explicit images. Self-
created CSAM may be used by online groomers for a range of coercive practices (eg sextortion). For
example, perpetrators may threaten to post the sexual image of the victim online, send or show the
image to a friend or acquaintance, send the image to the victim’s family, tag or include the victim’s
name with a posted image, create fake accounts using sexual images of the victim, or post other
personal information about the victim along with the image (Wolak et al. 2018). According to the
NCMEC, ‘sextortion’ is:

... a form of child sexual exploitation where children are threatened or blackmailed, most
often with the possibility of sharing with the public a nude or sexual images of them, by a
person who demands additional sexual content, sexual activity or money from the child.
(NCMEC 2022b)

As an indication of the scale of self-created CSAM, the Internet Watch Foundation reported that it
dealt with 68,000 cases of ‘self-generated’ material in 2020. This represented a 77 percent increase
on the previous year (Tidy 2021).

Other evidence also suggests that this form of crime is increasing. In a nationally representative
survey of 5,568 high school students in the United States aged 12—15 years, approximately five
percent reported that they had been the victim of sextortion (Patchin & Hinduja 2020). The NCMEC
reported that between 2019 and 2021, the number of reports to their CyberTipline that involved
sextortion against children more than doubled (NCMEC 2022b). Similarly, in a media article
published in May 2022, the FBI reported that sextortion against children had been increasing and
evolving in recent years (Torres-Cortez 2022).

Online grooming and sextortion can also lead to contact sexual abuse, where the perpetrator
coerces a child to meet with them. Indeed, analysis of CyberTipline reports associated with sexual
coercion and extortion received by NCMEC estimated that approximately five percent of cases were
motivated by the perpetrator wanting to have sex with the child (Europol 2017). These cases are
different to other cases of CSAM reported here in that they represent CSAM producers rather than
CSAM consumers, but they nonetheless show a link between CSAM and contact sexual offending,
particularly when the offender demands to meet the child in person.

Lastly, there is evidence that adults can be groomed online for access to their children. Teunissen et
al. (2022) surveyed nearly 10,000 users of mobile dating apps and websites in Australia, finding that
12.4 percent had received at least one request for child sexual exploitation from another mobile
dating app user. Requests included asking for photos of children (either the respondent’s own
children or others they had access to), asking for sexual photos of the children, asking inappropriate
questions about the children (eg breast size), asking to meet the children in person before it was
appropriate, and offering payment for the children to perform on webcam. This tells us that
offenders are now using mobile dating apps to groom adults for child sexual exploitation, and
potentially child sexual abuse in person, although the study did not explore this latter aspect in great
depth.

Live streaming of child sexual abuse

Live streaming of child sexual abuse (CSA live streaming) is a hybrid form of online child exploitation
as it involves the real-time sexual abuse of a child by a third party, often directed by a live streaming
consumer from a distance. Offenders pay to watch a child being abused over online video chat, and
often specify the type of abuse they wish to see (Agar 2017; Europol 2019; Napier, Teunissen &
Boxall 2021). This crime blurs the line between contact and non-contact sexual offending because
offenders direct the abuse of a child in another location. They do this by giving directions to either
the facilitator (usually the victim’s family member) or the victim themselves over online text or video
chat (Napier, Teunissen & Boxall 2021).
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CSA live streaming likely occurs in multiple different countries (Europol 2019). However, South-East
Asia, particularly the Philippines, has emerged as a hub for this crime due to its high level of poverty,
high-speed internet connection, English language proficiency and well-established remittance
services (ECPAT International 2017). Facilitators in the Philippines can receive an international
payment from an offender instantly. Because CSA live streaming offenders (unlike other CSAM
offenders) communicate and form relationships with victims and facilitators online, they may be at
risk of travelling to offend in person against these children or other children (Europol 2019;
Teunissen & Napier forthcoming).

While it is difficult to measure prevalence, anecdotal evidence suggests global demand for CSA live
streaming is high. In 2013, four researchers from Terre des Hommes Netherlands posed as pre-
pubescent Filipino girls on 19 different online chat forums. Over a 10-week period, 20,172 people
from 71 different countries asked the researchers posing as children to perform a webcam sex show
(Terre des Hommes 2014). According to International Justice Mission, who analysed 44 case referrals
for online sexual exploitation of children in the Philippines (including CSA live streaming), Australians
were the third most common (18%) nationality of offenders (International Justice Mission 2020).
Brown, Napier and Smith (2020) found that a sample of 256 Australia-based individuals spent A$1.3
million to view CSA live streaming in the Philippines over 13 years from 2006 to 2018. This amount
was spent over 2,714 separate payments, with the median amount spent on a CSA live streaming
transaction being AS$78. Further, in a recent study examining chat logs from CSA live streaming
offenders, Teunissen and Napier (forthcoming) found that CSA live streaming offenders sometimes
requested to meet children in the Philippines in person either before or after directing and viewing
their abuse live over webcam.

Use of encryption by offenders

End-to-end encryption ensures that information on a platform is visible only to the individual or
entity who has the ‘key’ to decrypt it (Schiemer 2018), and in almost all cases, this is only the sender
and recipient. This is designed to protect sensitive and personal information such as messages and
transactions (eSafety Commission 2020), and also to protect users from malicious online activity
such as cybercrime (Amnesty International 2016). Data show that apps with security features have
more active users (Stevens 2020), which demonstrates the appeal of privacy to the public.

Unfortunately, end-to-end encryption presents significant challenges to law enforcement officers
who investigate CSAM offending (Netclean 2019), and limits companies’ ability to prevent, detect
and report CSAM occurring on their platforms. For example, online chat logs are a key form of
evidence in CSAM investigations. In one such Australian case, the offender used several popular
platforms to distribute CSAM he had produced, which involved severe abuse of babies
(Commonwealth Director of Public Prosecutions v CCQ [2021] QCA 4 (22 January 2021); warning:
contains highly graphic details of abuse). In this case the offender’s chat logs were used as evidence
to demonstrate the severity of offending that took place. In another case, Meta detected CSAM in a
conversation between an Australian man and a Filipino child, leading to the man’s arrest when he
travelled to the Philippines (Murdoch 2016). If the platforms used by these offenders had
implemented end-to-end encryption at that time, this evidence may not have been available for
investigations and the offenders may still be at large.

Currently, four of the companies that send the top 10 number of CSAM reports to NCMEC use end-
to-end encryption for private messages on some of their platforms: Meta (used on WhatsApp),
Google, Snap and Skype (Teunissen & Napier 2022). WhatsApp has two billion users (WhatsApp
2020)—more than both Facebook Messenger (988 million; Statista 2022a) and Instagram (1 billion;
Statista 2022b). However, given its use of end-to-end encryption, CSAM cannot be detected in
WhatsApp conversations unless users report it.

Meta plans to implement universal end-to-end encryption on Facebook Messenger and Instagram’s
private messages in 2023 (Davis 2021; Kent 2021). These are two of the largest social media
platforms in the world. There are concerns that CSAM detection technologies currently used by
these platforms (eg PhotoDNA, artificial intelligence tools) will not work in an end-to-end encryption
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environment as they will be unable to decrypt the content and scan it for CSAM (NCMEC 2019). To
our knowledge, Meta has not publicly proposed a strategy to maintain its ability to detect and report
CSAM on these platforms once it introduces end-to-end encryption next year. As most CSAM on
Facebook Messenger is detected using PhotoDNA and artificial intelligence tools (Facebook nd; Farid
2019), NCMEC has estimated that Meta’s implementation of end-to-end encryption across all its
major platforms will reduce the number of CSAM reports it receives by more than 50 percent
(NCMEC 2019). This does not mean that CSAM offending will be reduced; rather, Meta will no longer
be able to detect it.

Role of tech companies

As outlined above, evidence shows that significant amounts of CSAM are detected on popular social
media platforms, and distribution of this material occurs at a rate far exceeding that of pre-internet
days. Consequently, this problem is beyond the capability of law enforcement to address alone.
Therefore, the companies that run these platforms have a responsibility to prevent offending and
remove abusive material. The AIC examined transparency reports and other publicly available
information from electronic service providers (ESPs; eg Meta; Teunissen & Napier 2022). The 10 ESPs
that sent the largest number of CSAM reports to NCMEC in 2020 were identified via the 2021
CyberTipline reports by electronic service providers (NCMEC 2022a). This study found that the
platforms with the highest user bases state that they are actively detecting and removing CSAM
(Teunissen & Napier 2022). However, some are less transparent than others about the methods they
use to prevent, detect and remove CSAM, omitting key information that is crucial for future best
practice in reducing CSAM offending. There was little reliable or detailed information available on
definitions of CSAM used and, for some ESPs, the detection and prevention tools used and their
effectiveness. Further, the adoption of end-to-end encryption by platforms that detect and remove
large amounts of CSAM from their platforms will likely provide a haven for CSAM offenders.

In an earlier study of chat logs from CSA live streaming offenders, Napier, Teunissen and Boxall
(2021) found that live streaming of CSA occurred via the open web on popular video chat platforms
including Facebook Messenger, Skype and Viber. Similarly, in its 2019 report Netclean found that
that Skype was the most common platform used for live streaming of CSA (Netclean 2019). Such
offences could potentially be traceable by these companies. However, Teunissen and Napier (2022)
found little information available on the methods currently used by ESPs to prevent or detect live
streaming of CSA. It is therefore not publicly known whether ESPs currently use, or are developing,
such methods.

While most major ESPs are publicly opposed to online sexual exploitation of children and proactively
detect and remove CSAM, they are unfortunately still inadvertently facilitating this offending. There
are also concerns that these companies are deflecting responsibility for preventing CSAM
distribution and focusing on reporting CSAM if they find it (Salter & Hanson 2021). The burgeoning
number of CSAM reports from ESPs places a huge burden on law enforcement, who struggle to keep
up with the workload (NCMEC 2021; Netclean 2020). There are several measures that tech
platforms/ESPs should adopt to help address the problem.

Implications for ESPs

Firstly, every company should be consistent in their reporting of CSAM and transparent about their
definitions of CSAM and the specific measures they use to prevent, detect and report it. Providing
this detailed information will help enforce best practice standards and assist companies to improve
their tools for preventing harm to children.

Secondly, more responsibility should be placed on ESPs to prevent CSAM from being uploaded in the
first instance. These platforms should adopt evidence-based methods such as pop-up warning
messages, which can deter the viewing or sharing of CSAM and refer individuals to sources of help
(Prichard et al. 2022). Deterrence messaging campaigns can also reach large numbers of individuals
(Grant et al. 2019). These tools should also be evaluated; Meta currently uses pop-up warning
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messages to deter child sexual exploitation, yet there is no information publicly available on their
impact or effectiveness.

Lastly, ESPs should invest in more innovative technology. Currently, NeuralHash, Apple’s proposed
technology to scan devices for CSAM, is the only publicly described tool that will detect CSAM in an
end-to-end encryption environment. Although Apple has delayed the release of this technology
(Wakefield 2021), communication platforms should similarly invest in developing technology to
prevent CSAM from being uploaded onto their platforms. This would supplement their current
methods of detecting CSAM and removing it from their platforms, and will assist law enforcement
with investigations.

Implications for international law reform

The increasing availability of CSAM on major platforms will result in continuing and increased harm
to children. Yet debate continues over the importance of protecting children versus protecting the
privacy of individuals (Allen 2021). The adoption of end-to-end encryption by more ESPs will likely
provide a haven for CSAM offending, rather than preventing it. Further policy discussions are
required about how to address the risk that end-to-end encryption will increase the difficulty of
detecting, preventing and investigating CSAM offences, taking into account the impact on current
and future child victims. These discussions should also consider the development of detection tools
that could operate in the end-to-end encryption environment.

Secondly, it would be beneficial for countries globally, including the Five Eyes nations and European
nations, to introduce legislation requiring tech platforms to report CSAM consistently and adopt
evidence-based detection and prevention measures. Additionally, companies should be consistent
and transparent in how they report:

o definitions of CSAM;
o the amount of CSAM detected and removed;
o the number of accounts banned, suspended and/or deleted due to child sexual exploitation;

o details of their methods of detecting and removing CSAM;

o details of their methods of preventing CSAM offending (eg messaging campaigns, warning
messages); and

o evaluations of the effectiveness of these methods in detecting and preventing CSAM
offending.

Adopting such legislation will help reduce the sexual abuse and online sexual exploitation of children
globally.

Summary

Link between online and contact sexual offending

Key issues arising from this review of the evidence are that:

] Most convicted CSAM offenders do not go on to commit contact sexual offences against
children.
o CSAM offenders who also commit contact sexual offences against children have different

characteristics to those who only engage in CSAM.

o Access to children and antisocial characteristics (eg previous arrests) increase the risk of
contact sexual offending among CSAM offenders.

o CSAM is a constantly evolving crime, and recent evidence suggests:
- Most CSAM offending may remain undetected by police;

- Online grooming and sextortion can lead to contact sexual offending against children;

10
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- Some CSAM offenders who network with like-minded individuals online are encouraged
to sexually abuse children for the purposes of producing and sharing new abusive
material;

- Live streaming of child sexual abuse blurs the line between contact and non-contact
sexual offending because offenders direct the abuse of children in another country;

- Individuals who view CSA live streaming may be at risk of travelling to offend against
children in vulnerable countries in person; and

- There is a high global demand for CSA live streaming, which, because of the ‘live stream’
element, is difficult for law enforcement to investigate.

If we are to effectively prevent and disrupt both online and offline sexual offending against
children, more research is required that examines the link between these two types of
offences.

Encryption used by online offenders

Increased adoption of end-to-end encryption by popular tech platforms will probably increase
the challenges in detecting online sexual exploitation of children because police will be unable
to access private messages that form key evidence in these crimes.

CSA live streaming occurs on popular platforms, some of which use end-to-end encryption,
creating further challenges for law enforcement in detecting these offences.

While many large tech companies (eg Meta) are moving towards the use of end-to-end
encryption, most have not publicly announced if and how they will detect, prevent and
remove CSAM in such an environment.

The role of tech companies in protecting children from harm

While most major ESPs are publicly opposed to CSAM offending, they are unfortunately still
inadvertently facilitating its distribution.

It is the responsibility of ESPs to protect children from harm on their platforms. They should
do so by:

- being transparent and consistent in their reporting of CSAM and in their definitions of
CSAM and the specific measures they use to prevent, detect and report it;

— adopting evidence-based methods such as pop-up warning messages and deterrence
messaging campaigns, which can deter use of CSAM and refer individuals to sources of
help; and

- developing more innovative technology to detect and prevent CSAM and other forms of
child sexual exploitation.

Further policy discussions are required about how to prevent end-to-end encryption from
impeding the detection and investigation of CSAM offences, and about technologies that may
assist law enforcement to protect children from harm in this environment.

11
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