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From: Curtis, Jonathan (DPS) <Jonathan.C.Curtis@aph.gov.au>

Sent: Wednesday, 25 July 2018 13:33

To: YANNOPOULOS, Matt

Cc: DAVIS, Jackie;s 22

Subject: RE: URGENT - Request to correct elements of article re access to My Health Record

data by law enforcement [SEC=UNCLASSIFIED]

Thanks Matt
I'll discuss with my colleagues and get to you as soon as possible. . . g ’5;
. r 5 O
D : 5" e
Regards 2 P 8 5
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From: YANNOPOULOS, Magjmalito Matuannopoqhs@health gov.au)

Sent: Wednesday, 25 Jugﬁﬂs 1: 31 A (%
To: Curtis, Jonathan g_P

Cc: DAVIS, Jackie; ©

Subject: URG;{ﬂﬁ‘Reques{tgcorrecg'eiements of article re access to My Health Record data by law enforcement
[SEC=UNCLASSIFIED] x»\

importance: High

W Y v
NS
N

Dear Jonathan,

Thanks for your time on the telephone this morning regarding the article by Nigel Brew, entitled “Law enforcement
access to My Health Record data”. As discussed, Health has concerns that some of the information in the article is
misleading and/or inaccurate. We welcome your indication that you would retract or amend the publication to
correct errors or statements that are incorrect or have potential to be misleading. As you will appreciate, the My
Health Record has significant public health benefits and it is important that information that is publicly available is
balanced and as accurate as possible, so people can make informed choices in relation to whether to opt out of the
system. Below, | have set out the main areas of concern that we have with the article. As discussed, should you
require further information or rationale for our position, | would be pleased to make arrangements with our General
Counsel, Jackie Davis, to speak with you directly.

The three areas of most concern to us are that the article states that:

1 \
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e the My Health Record “represents a significant reduction in the legal threshold for the release of private
medical information to law enforcement” and suggests that currently, in the absence of consent, law
enforcement agencies can only access a person’s records with a warrant, subpoena or court order;

e “Although it has been reported that the ADHA’s ‘operating policy is to release information only where the
request is subject to judicial oversight’, the My Health Records Act 2012 does not mandate this and it does
not appear that the ADHA’s operating policy is supported by any rule or regulation”; and

® “the Health Minister’s assertions that no one’s data can be used to ‘criminalise’ them and that the ‘Digital
Health Agency has again reaffirmed today that material ... only be accessed with a court order’ seems at
odds with the legislation which only requires a reasonable belief that disclosure of a person’s data is
reasonably necessary to prevent, detect, investigate or prosecute a criminal offence”.

Interaction between ADHA’s policy and legislation

The last two statements above deal broadly with the same issue, being the interaction between policy and the My
Health Records Act 2012 (MHRA) and specifically references s 70 of the MHRA. As lndlcatedhthe article, s 70
authorises the ADHA to disclose information to enforcement agencies where it "reasonéh%helleves” that disclosure
is “reasonably necessary” for certain law enforcement purposes. The Agency’s pubhshbﬂ’ﬁosatlon is that whilst it
assesses each formal request on a case by case basis, the legislative test would be: m\et’\mth; &ourt/coronial or
similar order. It is a matter for the ADHA, as the System Operator, as to how it §pp||es thejéaslatlon and the ADHA

.v;.‘-

have been open and categorical in how they do so. ) N

£ (,, -

.,,.«

indicated in the media that it has not released any documents to anv faw enforc‘?nentdgéne\es in the last six years.

The MHRA privacy protections O \& ;
We also disagree with the assertion that the MHRA repreéemts a sngnificant red&ctl'bn in the legal threshold for the i
release of a person’s medical information to law enfo:ce’ment O\ s < .

\.» ,-"1\ \S ‘\r . :

In support of this assertion, the article referencekﬁe Ethical E’mdellnev»hr Doctors on Disclosing Medical Recards
to Third Parties 2010 (revised 2015), althoughl hote thafﬁ'ﬁe document itself refers at paragraphs 1.7 and 7 for the
potential for Commonwealth, State and Terr'tory Iegrshfion to reqmre disclosure.

The article specifically mentions (through a link) tﬁe Soctg'l Secunty (Administration) Act 1999 as an example of a law
that is asserted to establish a hlgﬁérbar thah the MHRA-rAIthough there are differences between the legislative
schemes in regard to relevant ‘cohsiderations that'fi neé'd’to be taken into account, in our view the schemes have
comparable protechong urplade in regard to dlSCf&S{'hg information for law enforcement purposes.

N, ’
3 m, T
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Personal Control, ~_
Personal control+s offe of the éentral eléments of the MHR system. Significantly, the protections in the my MHRA
are further éﬁhahced by{ftié?fact that 3 health care recipient is able to expressly advise that a record must not be
uploaded (see sectlon 9, ‘Schedule 1 of the MHRA). A registered healthcare provider’s authorisation to upload a
record into the MHR system is subject to this important qualification.

I'd be grateful for your reply and clarifications as soon as practicable.
Thankyou,
Matt

Matt Yannopoulos CPA
Chief Operating Officer

Corporate Operations
Australian Government Department of Health

T:02.6289 1829 | E: matt.yannopoulos@health.gov.au

— . 66_,___._..‘;
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Location: Scarborough House Level 14
PO Box 9848, Canberra ACT 2601, Australia

The Department of Health acknowledges the traditional owners of country throughout Australia, and their
continuing connection to land, sea and community. We pay our respects to them and their cultures, and to elders
both past and present.

Important Notice: If you have received this email by mistake, please advise the sender and delete the
message and attachments immediately. This email, including attachments, may contain confidential, -
sensitive, legally privileged and/or copyright information. Any review, retransmission, dissemination or
other use of this information by persons or entities other than the intended recipient;l's prohibited.

£

Please consider the environment before printing this email. ‘ H
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From: YANNOPQULOS, Matt

Sent: Wednesday, 25 July 2018 21:58

To: Curtis, Jonathan (DPS)

Cc: Heriot, Dianne (DPS); DAVIS, Jackie

Subject: : RE: Request to correct elements of article re access to My Health Record data by law

enforcement [SEC=No Protective Marking] [SEC=UNCLASSIFIED]

Dear Jonathan ,

I refer to your email below. Our concern is that the media are quoting your article as a definitive and
comprehensive statement of the law. This has led to an incorrect public understandlng, as acknowledged
in your last sentence. Moreover, | understand that the role of the APH Library is to srovide advice and
clarity to Parliamentarians. We are of the view that the article as currently pubhsﬁ_gdy means that
Parliament is operating with an incomplete view of the law and how it is bemgapplled which is adding to
confusion in the public debate of this very important public health i issue. ~

The article fails to mention public statements by the Australian Dlgltawealth vAgency asto howitis -
applying the law. P \

We also consider that the article’s omission of reference to th‘e\fkmacy Act.1988 (Privacy Act) has given
rise to a public misunderstanding that the My Health Record ot 2012¢MFIRA) has significantly altered the
legal protections available in relation to the disclosure of-health mformatlon particularly in the context of
the statement that the MHRA "represents a sugmflcan{;,rgd uctiq{rjn the Ieg\al threshold for the release of
private medical information to law enforcement!,. ":f,;' NS

In this context, we note that GPs fall within the deﬁmtlonﬂfj'n A F;.enhty’ under the Privacy Act (see ss
6C and 6D(4)(b)) and that there is a comparpf,ﬂeaprovgioo“in tha\thc“t to s 70 of the My Health Records Act
2012. For your reference, the relevant provision inthe Prlvacy\At\;t is APP6.2(e), which establishes that an
APP entity is authorised to disclose pers,gnal mfarmatloq tmn enforcement body about an individual
where the entity “reasonably behey/gs{,’ that: i{ is ‘ireasqnably necessary” for one or more enforcement
related activities. 'Enforcement,act]vities is de‘fmed @’s 6 of the Privacy Act, as is ‘enforcement body’.

The article expresses the wew{hdt the,Ethlcal Guide]lnes for Doctors on Disclosing Medical Records to
Third Parties 2010 (rewsed@i'j) hasbeen an. effectlve protection and obligation afforded to medical
records by the doctor-p'gment rela{qnshlp” ’Ihls implies that you would agree that the policy position in
the Guidelines has geewan eﬁeefwe Ieve,l»bflegal protection in the application of the Privacy Act by
private health qu\fessron,als.

The MHRA has\)een lm_gperagion Qfor six years, similarly underpinned by very strong policy as to how it is to
be applied. The stt\eggth of th§ framework and the significant protections it offers is not altered by the
shift from an optin to a tiout model.

Given the above, we requeﬁt that you issue an addendum to the article, setting out the ADHA’s published
position as to its application of the MHRA. The ADHA’s published position is at:

https://www.myhealthrecord.gov.au/news/fact-sheet-police-access-my-health-record

We also request that you amend the article or issue an addendum to reflect that s70 of the MHRA aligns
with the exception in APP6.2(e) of the Privacy Act and that the Privacy Act applies to GPs.

Regards,

Matt

From: Curtis, Jonathan (DPS) <Jonathan.C.Curtis@aph.gov.au>
1
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Date: Wednesday, 25 Jul 2018, 4:42 pm
To: YANNOPOULOS, Matt <Matt. Yannopoulos@health.gov.au>

Cc: Heriot, Dianne (DPS) <Dianne.Heriot@aph.gov.au> .

Subject: Request to correct elements of article re access to My Health Record data by law enforcement [SEC=No
Protective Marking]

Dear Matt

Thanks for your email raising the department’s concern over some of the content in the Flagpost ‘law enforcement
access to My Health Record data’. We've carefully reviewed your comments on the Flagpost, as well as associated
legislation and other policy documents.

The key issue relates to the legal basis on which information is released. We are in complete agreement that, as
Minister Hunt stated, although the wording of section 70 of the 2012 Act sets out the ‘reasonably believes test’, the
Agency itself has adopted a policy that it will require a court order to enable it to be ‘reasonably satisfied’. Our point
(and that of a number of other commentators) is not that this doesn’t happen, but simply that there is a difference
between law and policy as the agency is not required or obligated to take a court order as it(§tandard. The
requirement for a court order is an administrative policy; not a legislative requirement. On '

Although the ADHA has not released any documents to law enforcement agencies in ﬂ{a,i}st six years, it is relevant

" to note that the ADHA states that it has also not received any requests (accordlng‘,to@q“uote appearing in a story for
the ABC). It is arguable that this situation may change with the commencemen}&qﬁﬁe current opt-out phase on 16
July and the degree of public commentary. o~ O\t

The purpose of the article’s reference tq the Social Security regime was ﬁsﬁb&E"of rfgﬁ(&{hat includes the
seriousness of the matter involved: the enforcement of a criminal Ia\g,t,hé}?’élqteﬁ an indictable offence
punishable by imprisonment of 2 years or more; or a law imposing d\pécuniary-penalty equivalent to 40 penalty units
or more; or to prevent an act that may have a significant adverse ‘eff ct orﬁt/béﬁubﬁc revenue. It is this element that
differs from the section 70 provisions. £\ . ~

On the matter of personal control in your last point: our vie is thaLyBur'statemgnts go toward a quite separate
question: not the rules governing how law enforcement ag ncie&-_rhé;y%ccess?\_flfé record, but what information is
contained in a health record (important as this is). Oﬁfﬁublicat@a%ddres@-\?he first question only.

Overall, we have concluded that the statements fiade in thé\’E, posﬂb@are accurate and justifiable. | would also
point out in passing that the article itself U@A@!her m _Rc?fcum‘,s%e*él language than is implied in some of the

media reports quoting it. v N SN NN

| have copied Dr Dianne Heriot, the Parltafhentgr\}\l.fbr’érian,ﬁint&“fhis reply.
> % b 4 . .\{'\ \ -

Regards \f'): 4 A~ X

Jonathan L\ L PN

Jon.athan Curtis r‘(\} A? ; 5:‘;\\
™ “ -

Assistant Secretary Resea;’c\.BTanCE\_}:_ ) AN

Parliamentary Library . A Y
T:02 6277 2470 | M < 2 (7| E: jopathan.c.curtis@aph.gov.au

Parliament Hou:;(_é* PO Box 6000 | Cardberra’ACT 2600
Y W

Y

*( ‘\__\~ | /& \ %}i\(/:! |
“PARLIAMENT OF AUSTRALIA /
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From: YANNOPOULOS, Matt [mailto:Matt.Yannopoulos@health.gov.au]

Sent: Wednesday, 25 July 2018 1:31 PM

To: Curtis, Jonathan (DPS)

Cc: DAVIS, Jackie;® **

Subject: URGENT - Request to correct elements of article re access to My Health Record data by law enforcement
[SEC=UNCLASSIFIED]

Importance: High

Dear Jonathan,

Forzee ——— 2 Document 3




Thanks for your time on the telephone this morning regarding the article by Nigel Brew, entitled “Law enforcement
access to My Health Record data”. As discussed, Health has concerns that some of the information in the article is
misleading and/or inaccurate. We welcome your indication that you would retract or amend the publication to
correct errors or statements that are incorrect or have potential to be misleading. As you will appreciate, the My
Health Record has significant public health benefits and it is important that information that is publicly available is
balanced and as accurate as possible, so people can make informed choices in relation to whether to opt out of the
system. Below, | have set out the main areas of concern that we have with the article. As discussed, should you
require further information or rationale for our position, | would be pleased to make arrangements with our General
Counsel, Jackie Davis, to speak with you directly.

The three areas of most concern to us are that the article states that:

* the My Health Record “represents a significant reduction in the legal threshold for the release of private
medical information to law enforcement” and suggests that currently, in the absence of consent, law
enforcement agencies can only access a person’s records with a warrant, subpoena or court order

e “Although it has been reported that the ADHA's ‘operating policy is to release information only where the
request is subject to judicial oversight’, the My Health Records Act 2012 does not Qdate this and it does
not appear that the ADHA’s operating policy is supported by any rule or regulatleq and

e “the Health Minister’s assertions that no one’s data can be used to ‘criminalise’ .thgm and that the ‘Digital
Health Agency has again reaffirmed today that material ... only be accessed wath a court order’ seems at
odds with the legislation which only requires a reasonable belief that d;sclosure ofa person’s data is
reasonably necessary to prevent, detect, investigate or prosecute a cummal ,oj'fem:e”
Interaction between ADHA’s policy and legislation & el
The last two statements above deal broadly with the same issue, being: }l‘m mteraction between policy and the My
Health Records Act 2012 {MHRA) and specifically references s 70 t:lﬁliheq\VIHRﬂgp As indicated in the article, s 70
authorises the ADHA to disclose information to enforcement agegcles wherg it “reasonably believes” that disclosure
is “reasonably necessary” for certain law enforcement purposes. The Agency's published position is that whilst it
assesses each formal request on a.case by case basis, the | glslatwe test*waulglhﬁe met with a court/coronial or
similar order. It is a matter for the ADHA, as the System Onerator as\to how lt 3pplres the legislation and the ADHA
have been open and categorical in how they do so. ¢/
Factual context is also an important factor in assessmg the apphcation gf the Ieg:s!atlon in practice. The ADHA has
indicated in the media that it has not releasedjnydocuments to any law enforcement agencies in the last six years.
The MHRA privacy protections o Ny ¢
We also disagree with the assertion that*the MHRAJepresents a signlf icant reduction in the legal threshold for the
release of a person’s medical mforma;wn to law enfo rcement
In support of this assertion, the a@:c.j&references the Eth‘ltal Guidelines for Doctors on Disclosing Medical Records
to Third Parties 2010 (rewsed ZQlﬁ} although /| note, that the document itself refers at paragraphs 1.7 and 7 for the
potential for Commonweal;h,\gtate zmd"l‘errltory l‘egaslatlon to require disclosure.
The article specifically meqtions (thrg J\h“a link}, tf)e Social Security (Administration) Act 1999 as an example of a law
that is asserted to es Igblish a hlgge{jar tharythe MHRA. Although there are differences between the legislative
schemes in regard to\televgnhcoumderatlons"that need to be taken into account, in our view the schemes have
comparable Q;({t\egtlons in p}ace in reg}ard 'to disclosing information for law enforcement purposes.
Personal Control ¢ ~
Personal control is ong nf”the ceng;al elements of the MHR system. Significantly, the protections in the my MHRA
are further enhanced-by the«fact that a health care recipient is able to expressly advise that a record must not be
uploaded (see section 9, Scbgdule 1 of the MHRA). A registered healthcare provider’s authorisation to upload a
record into the MHR system is subject to this important qualification.
I"d be grateful for your reply and clarifications as soon as practicable.
Thankyou,
Matt
Matt Yannopoulos CPA
Chief Operating Officer

Corporate Operations

Australian Government Department of Health
T:02.6289 1829 | E: matt.yannopoulos@health.gov.au
Location: Scarborough House Level 14

PO Box 9848, Canberra ACT 2601, Australia
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The Department of Health acknowledges the traditional owners of country throughout Australia, and their
continuing connection to land, sea and community. We pay our respects to them and their cuitures, and to elders

both past and present.

"Important: This transmission is intended only for the use of the addressee and may contain confidential or legally
privileged information. If you are not the intended recipient, you are notified that any use or dissemination of this
communication is strictly prohibited. If you receive this transmission in error please notify the author immediately

and delete all copies of this transmission."

Important Notice: If you have received this email by mistake, please advise the sender and delete the
message and attachments immediately. This email, including attachments, may contain confidential,
sensitive, legally privileged and/or copyright information. Any review, retransmission, dissemination or
other use of this information by persons or entities other than the intended recipient is prohibited.

Please consider the environment before printing this email. _‘\?ﬂ
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From: ' Curtis, Jonathan (DPS) <Jonathan.C.Curtis@aph.gov.au>

Sent: Thursday, 26 July 2018 8:42

To: YANNOPOULOS, Matt

Cc: Heriot, Dianne (DPS); DAVIS, Jackie

Subject: RE: Request to correct elements of article re access to My Health Record data by law

enforcement [SEC=No Protective Marking] [SEC=UNCLASSIFIED]

Good morning Matt

Thanks for your email last night with the addition information and explanation.

r";',)v %
I have asked our web publishers to take down the article, pending our consideration of the aétatls you raised. | will
get back to you again this afternoon with where we take it next. . N
Happy to discuss with you or your colleagues in the meantime. ) L
Regards :«—'_r,qfé ! N
Jonathan oo %
~ S
From: YANNOPOULOS, Matt [mailto:Matt.Ya nnopoulos@health gavgu] ‘
Sent: Wednesday, 25 July 2018 9:58 PM AN D
To: Curtis, Jonathan (DPS) O\
Cc: Heriot, Dianne (DPS); DAVIS, Jackie '\-g.é"\f"i’" e Nl ‘
Subject: RE: Request to correct elements of article. re access w’MVI Healm Record data by law enforcement [SEC=No
Protective Marking] [SEC=UNCLASSIFIED] (N RAIEN P Ny
Dear Jonathan AL O & i
% . ‘*s\v‘ » .\', o

(7, N 3 N
| refer to your email below. Our,gor;tern is th)f the n}edla are quoting your article as a definitive and
comprehensive statement of th\e,law 'Lst_has Ie;;ttq an incorrect public understanding, as acknowledged
in your last sentence. Moﬂ;\atgjer | uqdevstanq t{lat ‘the role of the APH Library is to provide advice and
clarity to ParllamentarlaquWe arggf the vnew*that the article as currently published means that
Parliament is opera}mg«v&lth an\tncomp)gtg:wew of the law and how it is being applied, which is adding to
confusion in th%aﬁm dgbai;‘e“df thisyezy important public health issue.

The article falls‘to me@n pgl;hmstatements by the Australian Digital Health Agency as to how it is
applying the law. « \ O O

We also consider that th{}r‘ﬁcle’s omission of reference to the Privacy Act 1988 (Privacy Act) has given
rise to a public misunderstanding that the My Health Record Act 2012 (MHRA) has significantly altered the
- legal protections available in relation to the disclosure of health information, particularly in the context of
the statement that the MHRA "represents a significant reduction in the legal threshold for the release of
private medical information to law enforcement".

In this context, we note that GPs fall within the definition of an ‘APP entity’ under the Privacy Act (see ss
6C and 6D(4)(b)) and that there is a comparable provision in that Act to s 70 of the My Health Records Act
2012. For your reference, the relevant provision in the Privacy Act is APP6.2(e), which establishes that an
APP entity is authorised to disclose personal information to an enforcement body about an individual where
the entity “reasonably believes” that it is “reasonably necessary” for one or more enforcement related
activities. ‘Enforcement activities’ is defined in s 6 of the Privacy Act, as is ‘enforcement body’.

1
FOI 766 1 Document 4




The article expresses the view that the Ethical Guidelines for Doctors on Disclosing Medical Records to
Third Parties 2010 (revised 2015) has been “an effective protection and obligation afforded to medical
records by the doctor-patient relationship”. This implies that you would agree that the policy position in the
Guidelines has been an effective level of legal protection in the application of the Privacy Act by private
health professionals.

The MHRA has been in operation for six years, similarly underpinned by very strong policy as to how it is
to be applied. The strength of this framework and the significant protections it offers is not altered by the
shift from an opt in to an opt out model.

Given the above, we request that you issue an addendum to the article, setting out the ADHA’s published
position as to its application of the MHRA. The ADHA’s published position is at:
https://www.myhealthrecord.gov.au/news/fact-sheet-police-access-my-health-record

We also request that you amend the article or issue an addendum to reflect that s70 ﬁhe MHRA aligns
with the exception in APP6.2(e) of the Privacy Act and that the Privacy Act apg:@ﬁ{ GPs.

\J

\ o 0,
: C ’:?\
Matt (’\ \
"Loj .

From: Curtis, Jonathan (DPS) <Jonathan.C.Curtis@aph.gov.au> » f ﬂ;/\v
Date: Wednesday, 25 Jul 2018, 4:42 pm O\ N O\ !
To: YANNOPOULOS, Matt <Matt.Yannopoulos@health. gog;gi‘p e\

Cc: Heriot, Dianne (DPS) <Dianne.Heriot@aph.gov.au ?2; N
Subject: Request to correct elements of article re a&@s‘k to M,y\@a\Tth Reep(d\ﬁata by law enforcement [SEC=No

Regards,

J;\)

Protective Marking] (& O\
(,?\, L N ;\
Y O
Dear Matt w S o, ..
t'%. LY \.'(‘:'}' \__/‘

Thanks for your email raising the depﬁhhent's%oncern ova?‘\some of the content in the Flagpost ‘law enforcement
access to My Health Record dataf@e ve car a.:hy rewquéd your comments on the Flagpost, as well as associated
legislation and other policy docih;?tents f‘f\\ ,-\
/‘\\ \:»

, O, ; .
The key issue relates tq}l‘g}bgal b*ajf\b n whic¢hvinformation is released. We are in complete agreement that, as
Minister Hunt stated, ah‘h%ug € wordinglof section 70 of the 2012 Act sets out the ‘reasonably believes test’, the
Agency itself has z op‘ted ﬁ% tﬁ;ﬁ: ill equire a court order to enable it to be ‘reasonably satisfied’. Our point
(and that of,dfnum\)er of 6ther commentators) is not that this doesn’t happen, but simply that there is a difference
between law af‘rd poli the agéngy is not required or obligated to take a court order as its standard. The
requirement for &Eé:rt order?é\ administrative policy; not a legislative requirement.

Although the ADHA ha&(? \eleased any documents to law enforcement agencies in the last six years, it is relevant
to note that the ADHA states that it has also not received any requests (according to a quote appearing in a story for
the ABC). It is arguable that this situation may change with the commencement of the current opt-out phase on 16

July and the degree of public commentary.

The purpose of the article’s reference to the Social Security regime was its use of criteria that includes the
seriousness of the matter involved: the enforcement of a criminal law that relates to an indictable offence
punishable by imprisonment of 2 years or more; or a law imposing a pecuniary penalty equivalent to 40 penalty units
or more; or to prevent an act that may have a significant adverse effect on the public revenue. It is this element that
differs from the section 70 provisions.
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On the matter of personal control in your last point: our view is that your statements go toward a quite separate
question: not the rules governing how law enforcement agencies may access the record, but what information is
contained in a health record (important as this is). Our publication addressed the first question only.

Overall, we have concluded that the statements made in the Flagpost blog are accurate and justifiable. | would also
point out in passing that the article itself used rather more circumscribed language than is implied in some of the

media reports quoting it.

I have copied Dr Dianne Heriot, the Parliamentary Librarian, into this reply.

Regards
Jonathan
Jonathan Curtis ) r;*
Assistant Secretary Research Branch &
Parliamentary Library RO
T:02 6277 2470 | M:5 %2 | E: jonathan.c.curtis@aph.gov.au S
Parliament House | PO Box 6000 | Canberra ACT 2600 O A I/
Fad {,a iJ ,{~¢E
PARLIAMENT OF AUSTRAL@
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From YANNOPOULOS, Matt [malito Matt.YannOpoulgs@health gag au]

Sent: Wednesday, 25 July 2018 1:31 PM /. ‘s N v
To: Curtis, Jonathan (DPS) .;‘,;r_\ x
Cc: DAVIS, Jackie;s 22 W - oN
Subject: URGENT - Request to cgr'}}_ct elemehts of ar;ticls re access to My Health Record data by law enforcement
[SEC=UNCLASSIFIED] O . P\
Importance: High NO O ( ';.\, e\
Dear Jonathan, (}* , < \'d hi_, »
£ O\ “i.;\.w‘ » \\ J
Thanks for your time om;he telephé\n thIS morning regarding the article by Nigel Brew entitled “Law enforcement
access to My Heath‘Re a{em As discussed, Health has concerns that some of the information in the article is

misleading and/or maecurate. WE welcome your indication that you would retract or amend the publication to
correct errors or statem tf)at are incorrect or have potential to be misleading. As you will appreciate, the My
Health Record has significant public health benefits and it is important that information that is publicly available is
balanced and as accurate as possible, so people can make informed choices in relation to whether to opt out of the
system. Below, | have set out the main areas of concern that we have with the article. As discussed, should you
require further information or rationale for our position, | would be pleased to make arrangements with our General
Counsel, Jackie Davis, to speak with you directly.

The three areas of most concern to us are that the article states that:
e the My Health Record “represents a significant reduction in the legal threshold for the release of private

medical information to law enforcement” and suggests that currently, in the absence of consent, law
enforcement agenties can only access a person’s records with a warrant, subpoena or court order;
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e “Although it has been reported that the ADHA's ‘operating policy is to release information only where the
request is subject to judicial oversight’, the My Health Records Act 2012 does not mandate this and it does
not appear that the ADHA’s operating policy is supported by any rule or regulation”; and

e “the Health Minister’s assertions that no one’s data can be used to ‘criminalise’ them and that the ‘Digital
Health Agency has again reaffirmed today that material ... only be accessed with a court order’ seems at
odds with the legislation which only requires a reasonable belief that disclosure of a person’s data is
reasonably necessary to prevent, detect, mvestlgate or prosecute a-criminal offence”.

Interaction between ADHA’s policy and legislation
The last two statements above deal broadly with the same issue, being the interaction between policy and the My
Health Records Act 2012 (MHRA) and specifically references s 70 of the MHRA. As indicated in the article, s 70
authorises the ADHA to disclose information to enforcement agencies where it “reasonably believes” that disclosure
is “reasonably necessary” for certain law enforcement purposes. The Agency’s published position is that whilst it
assesses each formal request on a case by case basis, the legislative test would be met with a court/coronial or
similar order. It is a matter for the ADHA, as the System Operator, as to how it applies the Jeglslatlon and the ADHA
have been open and categorical in how they do so. }\ -

o N
Factual context is also an important factor in assessing the application of the Iegisla&mn in practlce The ADHA has
indicated in the medna that it has not released any documents to any law enfome,ment agehues in the last six years.

.7 (‘,-\r
o~

The MHRA privacy protections
We also disagree with the assertion that the MHRA represents a s:gmﬁcant red.uctléh in the legal threshold for the
release of a person’s medical information to law enforcement. P\ C 4>

-

Ly b

d o~
In support of this assertion, the article references the EthmaFGmdelmes{or Doctors on Disclosing Medical Records
to Third Parties 2010 (revised 2015), although | note that the Hccuméhhtself refers at paragraphs 1.7 and 7 for the
potential for Commonwealth, State and Territory Ieglslat‘ on to r,emhre dlsczhﬁt}re

x -, , f\
The article specifically mentions (through a |m|§)~fﬁ‘e Socral&cunty {Adt%mistratton) Act 1999 as an example of a law
that is asserted to establish a higher bar tharrﬂ(ec'\/l HRA*ﬂhhough\ffePe are differences between the legislative
schemes in regard to relevant conSIderatmns that nee&«f”o be takén into account, in our view the schemes have
comparable protections in place in rega(rrbto dusclo\s“ng lnformatmn for law enforcement purposes.

(.‘.“\ f" YN
A 9 ¢

Personal Control
Personal control is one of tha,t:e?)tral ele(ﬁants of theMHR system. Significantly, the protections in the my MHRA
are further enhanced by th&fact that & ﬁealth cafe kcnpient is able to expressly advise that a record must not be
uploaded (see section 9, &hedule ;f\ofthe MH“A) A registered healthcare provider’s authorisation to upload a
record into the MHRsstém |s§ytfjéct to,thislinportant qualification.

I'd be Erateféf for your repﬁ( and clanﬁcﬂtlons as soon as practicable.
Thankyou, ' RN \
Matt )

Matt Yannopoulos CPA
Chief Operating Officer

Corporate Operations

Australian Government Department of Health
T:02.6289 1829 | E: matt.yannopoulos@health.gov.au
Location: Scarborough House Level 14

PO Box 9848, Canberra ACT 2601, Australia

S
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The Department of Health acknowledges the traditional owners of country throughout Australia, and their
continuing connection to land, sea and community. We pay our respects to them and their cultures, and to elders
both past and present.

"Important: This transmission is intended only for the use of the addressee and may contain confidential or legally
privileged information. If you are not the intended recipient, you are notified that any use or dissemination of this
communication is strictly prohibited. If you receive this transmission in error please notify the author immediately
and delete all copies of this transmission.“

Important Notice: if you have received this email by mistake, please advise the sender and delete the
message and attachments immediately. This email, including attachments, machontam confidential,
sensitive, legally privileged and/or copyright information. Any review, rettansmission, dissemination or
other use of this information by persons or entities other than the |ntenged rectplentfls prohibited.
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"Important: This transmission is intended only for the use of the addressee and may contain confidential or legally
privileged information. If you are not the intended recnp:ent you are notﬁ“led that any use or dissemination of this
communication is strictly prohibited. If you receive thIS tr;nsrnlssvgngnrerrqn,pie'ase notify the author immediately
and delete all copies of this transmission.” ) SO 2N

Important Notice: If you have received this‘email by-mistake, please advise the sender and delete the
message and attachments |mmed|ately ‘Fhls ema;l includlug attachments, may contain confidential,
sensitive, legally privileged and/or copy;tght mfor:mation Any review, retransmission, dissemination or
other use of this information by perspns orentntnes otherthan the intended recipient is prohibited.
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From: YANNOPQULOS, Matt

Sent: . " Thursday, 26 July 2018 9:01

To: Curtis, Jonathan (DPS)

Cc: Heriot, Dianne (DPS); DAVIS, Jackie;® °*

Subject: RE: Request to correct elements of article re access to My Health Record data by law

enforcement [SEC=UNCLASSIFIED]

Thanks Jonathan,

| appreciate your consideration and response to my email.

regards E“*-'f’
Matt LN A~
V i \\ ’? . 4-... T ————
From: Curtis, Jonathan (DPS) [mallto Jonathan.C. Curtls@aph gov.au] O Oy
Sent: Thursday, 26 July 2018 8:42 AM N
To: YANNOPOULOS, Matt

Cc: Heriot, Dianne (DPS); DAVIS, Jackie
Subject: RE: Request to correct elements of article re access to Myjiealth Recorddata bg\law enforcement
[SEC=No Protective Marking] [SEC=UNCLASSIFIED] 'S

Good morning Matt :,:}'_‘:\_ : % \\.; LV

')“,if i j r' .\\

Thanks for your email last night with the addition mf@rn}atfon aq”&explanatlbw

| have asked our web publishers to take down the artncle,pendmg oumonsuderatlon of the details you raised. | will
get back to you again this afternoon with wh‘e:e*we take it next o\ h -

v\

Happy to discuss with you or your colkgaﬂgues lnmthe_meantlmg.‘
Regards O\ o ‘ ‘
Jonathan ‘ C A

PoA O
From: YANNOPOULQS, Matt LmaibWaﬂ Yannopoulos@health gov au]
Sent: Wednesday, 25 July 2018(9:58 PM |

To: Curtis, Jona nv(DPS) (; {

Cc: Heriot, Diarine (DPS); B)WIS Jackie’

Subject: RE: Request to.correct elements of article re access to My Health Record data by law enforcement
[SEC=No Protective Marking] [SEC=UNCLASSIFIED]

Dear Jonathan

| refer to your email below. Our concern is that the media are quoting your article as a definitive and
comprehensive statement of the law. This has led to an incorrect public understanding, as acknowledged
in your last sentence. Moreover, | understand that the role of the APH Library is to provide advice and
clarity to Parliamentarians. We are of the view that the article as currently published means that
Parliament is operating with an incomplete view of the law and how it is being applied, Wthh is adding to
confusion in the public debate of this very important public health issue.

The article fails to mention public statements by the Australian Digital Health Agency as to how it is
applying the law.
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We also consider that the article’s omission of reference to the Privacy Act 1988 (Privacy Act) has given
rise to a public misunderstanding that the My Health Record Act 2012 (MHRA) has significantly altered the
legal protections available in relation to the disclosure of health information, particularly in the context of
the statement that the MHRA "represents a significant reduction in the legal threshold for the release of
private medical information to law enforcement".

In this context, we note that GPs fall within the definition of an ‘APP entity’ under the Privacy Act (see ss
6C and 6D(4)(b)) and that there is a comparable provision in that Act to s 70 of the My Health Records Act
2012. For your reference, the relevant provision in the Privacy Act is APP6.2(e), which establishes that an
APP entity is authorised to disclose personal information to an enforcement body about an individual
where the entity “reasonably believes” that it is “reasonably necessary” for one or more enforcement
related activities. ‘Enforcement activities’ is defined in s 6 of the Privacy Act, as is ‘enforcement body’.

The article expresses the view that the Ethical Guidelines for Doctors on Disclosing Medical Records to
Third Parties 2010 (revised 2015) has been “an effective protection and oblrgatlo?tsa/fforded to medical
records by the doctor- -patient relationship”. This implies that you would agreefhat‘ thgpolicy position in
the Guidelines has been an effective level of legal protection in the appltcat?on of the Prwacy Act by
private health professionals. % O "\V

The MHRA has been in operation for six years, similarly underpmrréﬂf/b'y ven}‘strong policy as to how it is to
be applied. The strength of this framework and the signifi cantxpmtectiorvsl%offer&“ighot altered by the

shift from an opt in to an opt out model. r {, p_\ ( O\
Qo

Given the above, we request that you issue an addenq)lm to thi afﬂ"cle ﬁeﬁ}hg out the ADHA's published
position as to its application of the MHRA. The ADHZX"fs publlshé\?l postnﬁn is at:
https://www.myhealthrecord.gov. au/news/fact—she\étjollce-

CHa . W al
We also request that you amend the artlcle% lssue’a?hadden( um to reflect that s70 of the MHRA aligns
with the exception in APP6.2(e) of the»Pn\?acy Act *nf?d thatﬁhe‘Prwacy Act applies to GPs.

Regards, N\ Y eoX

Matt N € Ol
N 7 R e

From: Curtis, JonatHam(DPS) "anathan G. Cﬁms@agh gov.au>

Date: Wednes,dag“as Jul 2018, 4142 pm-~

To: YANNOPOULO Matt. Yarmopoulos@health gov.au>

Cc: Heriot, Dianne (DPS)“<Dnannc Heriot@aph.gov.au>

Subject: Request to correct elements of article re access to My Health Record data by law enforcement [SEC=No

Protective Marking]

Dear Matt

Thanks for your email raising the department’s concern over some of the content in the Flagpost ‘law enforcement
access to My Health Record data’. We've carefully revnewec! your comments on the Flagpost, as well as associated
legislation and other policy documents.

The key issue relates to the legal basis on which information is released. We are in complete agreement that, as
Minister Hunt stated, although the wording of section 70 of the 2012 Act sets out the ‘reasonably believes test’, the
Agency itself has adopted a policy that it will require a court order to enable it to be ‘reasonably satisfied’. Our point
(and that of a number of other commentators) is not that this doesn’t happen, but simply that there is a difference
between law and policy as the agency is not required or obligated to take a court order as its standard. The
requirement for a court order is an administrative policy; not a legislative requirement.

2
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Although the ADHA has not released any documents to law enforcement agencies in the last six years, it is relevant
to note that the ADHA states that it has also not received any requests (according to a quote appearing in a story for
the ABC). It is arguable that this situation may change with the commencement of the current opt-out phase on 16
July and the degree of public commentary.

The purpose of the article’s reference to the Social Security regime was its use of criteria that includes the
seriousness of the matter involved: the enforcement of a criminal law that relates to an indictable offence
punishable by imprisonment of 2 years or more; or a law imposing a pecuniary penalty equivalent to 40 penalty units
or more; or to prevent an act that may have a significant adverse effect on the public revenue. It is this element that
differs from the section 70 provisions.

On the matter of personal control in your last point: our view is that your statements go toward a quite separate
question: not the rules governing how law enforcement agencies may access the record, but what information is
contained in a health record (important as this is). Our publication addressed the first quesngq only.

P,
Overall, we have concluded that the statements made in the Flagpost blog are accurate%ﬁd jgstlﬂable I would also
point out in passing that the article itself used rather more circumscribed Ianguagethan is u:ppﬂed in some of the

media reports quoting it. 'Y 2P,
A )
§ ) ¥4 -
I have copied Dr Dianne Heriot, the Parliamentary Librarian, into this reply~~) <
O =N 0
Regards | P\ Y™ ‘\J“
Jonathan (& QP 4
" » ,—\\‘-.V P .\;’_“ =

Jonathan Curtis

Assistant Secretary Research Branch
Parliamentary Library L a) £
T:02 6277 2470 | Ms 22 | E: |onatt1§nf'é*curtns@agh gov, y

Parliament House | PO Box 6000 | Canberra ACT 2600\ A\

RN
7 % O
~ g

From' YANNOPOQULOS, Matt [mallto Matt Yannopoulos@health gov au]

Sent: Wednesday, 25 JuIy 2018 1:31 PM

To: Curtis, Jonathan (DPS)

Cc: DAVIS, Jackie; s 22

Subject: URGENT - Request to correct elements of article re access to My Health Record data by law enforcement
[SEC=UNCLASSIFIED]

Importance: High

Dear Jonathan,

Thanks for your time on the telephone this morning regarding the article by Nigel Brew, entitled “Law enforcement
access to My Health Record data”. As discussed, Health has concerns that some of the information in the article is
misleading and/or inaccurate. We welcome your indication that you would retract or amend the publication to
correct errors or statements that are incorrect or have potential to be misleading. As you will appreciate, the My
Health Record has significant public health benefits and it is important that information that is publicly available is

3
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balanced and as accurate as possible, so people can make informed choices in relation to whether to opt out of the
system. Below, | have set out the main areas of concern that we have with the article. As discussed, should you
require further information or rationale for our position, | would be pleased to make arrangements with our General
Counsel, Jackie Davis, to speak with you directly.

The three areas of most concern to us are that the article states that:

e the My Health Record “represents a significant reduction in the legal threshold for the release of private
medical information to law enforcement” and suggests that currently, in the absence of consent, law
enforcement agencies can only access a person’s records with a warrant, subpoena or court order;

e “Although it has been reported that the ADHA's ‘operating policy is to release information only where the
request is subject to judicial oversight’, the My Health Records Act 2012 does not mandate this and it does
not appear that the ADHA’s operating policy is supported by any rule or regulation”; and

e “the Health Minister’s assertions that no one’s data can be used to ‘criminalise’ them and that the ‘Digital
Health Agency has again reaffirmed today that material ... only be accessed with a oﬁ\urt order’ seems at
odds with the legislation which only requires a reasonable belief that d:sciosuréaf’ d person’s data is
reasonably necessary to prevent, detect, investigate or prosecute a crtmmal_,qﬁ_ence ;

P
NS (4 |

" W ,e”!‘ {
Interaction between ADHA's policy and legislation S ) v

The last two statements above deal broadly with the same issue, being the |ﬂteraction\bétWeen policy and the My
Health Records Act 2012 (MHRA) and specifically references s 70 of the Asqndlceited in the article, s 70
authorises the ADHA to disclose information to enforcement agenctes wﬁére it "r‘éaSOnahly—beiieves" that disclosure
is “reasonably necessary” for certain law enforcement purposes. The Agencv’s Hb\'hshecf" p?)smon is that whilst it
assesses each formal request on a case by case basis, the !eglsiatN'e*test would be met.With a court/coronial or
similar order. It is a matter for the ADHA, as the System Operator, as toﬁow it applﬁ’s’the legislation and the ADHA

\‘ ." -

have been open and categorical in how they do so. 1(_; AN

L

Factual context is also an important factor in asseséfﬁgkﬁe application of the- {egislation in practice. The ADHA has
indicated in the media that it has not released any documeﬁ!‘s‘to any lé_“w ‘énforcement agencies in the last six years,

£
" o &

The MHRA privacy protections \ AN AN
We also disagree with the assertion that th‘é MHRArepresents a Slgnlf" cant reduction in the legal threshold for the
release of a person’s medical mformaﬁon to Iaw énforcemeﬁt

™5
o N ;s-.r

In support of this assertion, the érhcle m{eremea"tﬁe Ethical Guidelines for Doctors on Disclosing Medical Records
to Third Parties 2010 (revusediOlS) 2 héugh Lnthat the document itself refers at paragraphs 1.7 and 7 for the
potential for Commonw Itﬁ State:va Te(mtfbfﬁ legislation to require disclosure.

Yo
-~ -

The article specuﬂcaliy mentnons (throug]'\ a Imk) the Social Security (Administration) Act 1999 as an example of a law
that is assert"éd to estabhﬁr a hlgher Bar than the MHRA. Although there are differences between the legislative
schemes in regard to’l'ete\‘?ant considerations that need to be taken into account, in our view the schemes have
comparable protectrons in place in regard to disclosing information for law enforcement purposes.

Personal Control
Personal control is one of the central elements of the MHR system. Significantly, the protections in the my MHRA

are further enhanced by the fact that a health care recipient is able to expressly advise that a record must not be
uploaded (see section 9, Schedule 1 of the MHRA). A registered healthcare provider’s authorisation to upload a
record into the MHR system is subject to this important qualification.

Id be grateful for your reply and clarifications as soon as practicable.

Thankyou,

Matt

Matt Yannopoulos CPA

B 4 T T Bocuments




Chief Operating Officer

Corporate Operations
- Australlan Government Department of Health

T: 02,6289 1829 | E: matt.yannopoulos@health.gov.au
Location: Scarborough House Level 14

PO Box 9848, Canberra ACT 2601, Australia

The Department of Health acknowledges the traditional-owners of country throughout Australia, and their continuing connection to land, sea
and community. We pay our respects to them and their cultures, and to elders both past and present.
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"Important This transmission is intended only for the use of the addressee and may’ contam confidential or
legally privileged information. If you are not the intended recipient, you are notified tHat any use or
dissemination of this communication is strictly prohibited. If you receive this transmlss.lon in error please
notify the author immediately and delete all copies of this transmlssmn. N

Important Notice: If you have received this email by mistake, plea'se’adxi§e_thé sender and delete the
message and attachments immediately. This email, including attach ments",'may Jicima‘in confidential,
sensitive, legally privileged and/or copyright information. Any review, retransnp;!;smn dissemination or
other use of this information by persons or entities other than the mtended recipient is prohibited.

Please consider the environment before printing“thi'é-émai!:-"":‘f"

"Important: This transmission is intended'only for‘%he use of the addressee and may contain confidential or
legally privileged information. If you are.not the: mtendecL recipient, you are notified that any use or
dissemination of this communication is strictly. prohlblted,. If you receive this transmission in error please
notify the author immediately and delete all coples of this transmission."

Important Notice: If you have recewed this emau by mistake, please advise the sender and delete the
message and attachmenta,immed;ately This:.email, including attachments, may contain confidential,
sensitive, legally privileged and/orcopynght information. Any review, retransmission, dissemination or
other use of thlsmférmatlon by persons or entities other than the intended recipient is prohibited.
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Please consider the en&irbnment before printing this email.
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From: Curtis, Jonathan (DPS) <Jonathan.C.Curtis@aph.gov.au>
Sent: Thursday, 26 July 2018 18:24

To: DAVIS, Jackie

Subject: Flagpost [SEC=No Protective Marking]

Hi Jackie

We have just published the revised flagpost.
https://www.aph.gov.au/FlagPost

regards
jonathan

Important Notice: If you have received this email by mistake, please advise the sender and delete the
message and attachments immediately. This email, including attachments, may.contain confidential,
sensitive, legally privileged and/or copyright information. Any review, retransmission, dissemination or
other use of this information by persons or entities other than l;_l'}é' intended_[écipient is prohibited.

oy &

Please consider the environment before printing this email.
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