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The Hon David Littleproud MP
Minister for Agriculture, Drought and Emergency Management
Deputy Leader of the Nationals
Federal Member for Maranoa

Ref: MS21-000377

Dr Anne Webster ' 10 MAR 201
Parliamentary Joint Committee on Human Rights

Via email: Human.Rights@aph.gov.au

Dear Senator Webster

Thank you for your correspondence of 25 February 2021 concerning the Human rights
scrutiny report — Report 2 of 2021 regarding the Biosecurity Amendment {Strengthening
Penalties) Bill 2021 (Bill). | appreciate the time you have taken to bring this matter to my
attention.

| understand the Committee requested advice as to:
a) whether the proposed civil penalties in the Bill could apply to members of the pubfic;
and
b) whether any of the proposed civil penalties could be characterised as criminal for the
purposes of international human rights law, and if so, how they are compatible with
criminal process rights.

The Biosecurity Act 2015 (Act) provides the regulatory framework for the management of
risks of pests and diseases entering Australian territory which may cause harm to animal,
plant and human health, the environment and the economy. The penalty regime which
underpins this regulatory framework needs to provide an effective deterrent against non-
compliance.

The Bill increases civil penalties for 16 provisions under the Act. The maximum penalties
provided for by the Bilt are intended to deter non-compliance with the Act, and to ensure that
the penalties reflect the gains that individuals and businesses might obtain or seek to obtain
from engaging in conduct that jeopardises Australia’s bicsecurity status. These proposed
penalties are set at a level that means that the penalty is not merely perceived as a cost of
doing business, and reflect the potentially devastating consequences of contravening the
Act.
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a) whether the proposed civil penalties in the Bill could apply to members of the public

As detailed below, two of the civil penalties provisions in the Bill apply exclusively to
biosecurity industry participants. The remaining civil penalties provisions are of general
application but, as noted in the Explanatory Memorandum to the Bill, apply to persons in
charge of goods, including those individuals and bodies corporate who should reasonably be
aware of their obligations under the Act such as those issued with a direction not to move
goods.

The civil penalties for contraventions of sections 124 to 130, and 139 to 141 apply in the
context of goods under biosecurity control.

Sections 124 to 128 apply to persons in charge of goods that are subject to biosecurity
control, while sections 129 and 130 apply to persons who move, deal with, or interfere with
goods that are subject to biosecurity control, or interfere with a notice in relation to such
goods. A person in charge of the goods is aware that the goods are subject to biosecurity
controt and should reasonably be aware of their obligations while the goods remain under
biosecurity control. Similarly, where a notice has been affixed in relation to those goods, a
person should reasonably be aware that goods are subject to biosecurity control.

Sections 139 to 141 relate to managing unacceptable levels of biosecurity risk in relation to
goods that are subject to biosecurity control. These sections apply to persons interfering with
a notice affixed to goods in relation to which biosecurity control measures apply, interfering
with goods to which a notice is affixed, or contravening a direction to take biosecurity
measures. Persons contravening these provisions should reasonably be aware that the
goods are subject to biosecurity control and that there are requirements as to how these
goods are dealt with.

If the person in charge of goods under biosecurity control fails to comply with their obligations
under the Act, they jeopardise the ability of biosecurity officers to effectively assess and/or
manage the level of biosecurity risk associated with the goods. The penalty needs to reflect
the seriousness of any contravention and have a significant deterrent effect.

Sections 185 and 186 provide for civil penalties for contraventions in relation to prohibited or
suspended goods, and conditionally non-prohibited goods. Prohibited, suspended and
conditionally non-prohibited goods are all goods or classes of goods where the associated
level of biosecurity risk is unacceptable. This means that either they must not be brought into
Australia territory at all, or must not be brought into Australian territory unless specified
conditions are complied with.

The proposed penalties for these provisions apply to individuals and bodies corporate
bringing goods into Australian territory. They are designed to achieve a deterrent effect and
encourage people to confirm whether those goods are prohibited, suspended or conditionally
non-prohibited goods before bringing or importing them into Australia.

Prohibited, suspended and conditionally non-prohibited goods are determined by legislative
instruments that are publicly available on the Federal Register of Legislation and the website
of the Department of Agriculture, Water and the Environment (department), so that persons
(both in industry and laypersons) may easily inform themselves of which goods are




prahibited, suspended or conditionally non-prohibited. Regulated entities, especially
importers, have a responsibility to know and understand their obligations in relation to the
impartation of goods.

Section 187 provides for civil penalties far contravening conditions of a permit issued under
s 179 of the Act in relation to goods that are determined to be conditionally non-prohibited.
The conditions imposed by the Director of Biosecurity are specified on the permit, and are
those necessary to reduce the level of biosecurity risk associated with the goods to an
acceptable tevel. The proposed increased penalties relating to this section will only apply to
the holders of an import permit who shoutd be aware of the conditions that they are required
to comply with.

The proposed maximum civil penalty of 1,000 penaity units under sections 185 to 187
recognises that the consequences of non-compliance may be particularly damaging,
potentially resuiting in the devastation of Australia’s $61 billion agriculture industry and our
valuable and unique environmental assets. This is consistent with the principle outlined in
Chapter 3 (3.1.1) of A guide to framing Commonwealth offences, infringement notices and
enforcement powers (the Guide) when setting an appropriate penalty.

Individuals or bodies corporate bringing or importing prohibited or suspended goods, or
conditionally non-prohibited goods, into Australia without complying with the specified
conditions or in contravention of import permit conditions may introduce and spread exotic
pests and diseases, such as Foot and Mouth Disease and Brown Marmorated Stink Bug
(BMSB). This risk is present regardless of whether the goods are in the possession or control
of a member of the public, an importer or a biosecurity industry participant. The introduction
of exotic pests and diseases has potentially devastating consequences for Australia’s
agricultural industries, jobs, plant, animal and environmental health, and the confidence of
trading partners.

Sections 428 and 429 provide civil penalties for contraventions by bidsecurity industry
participants of conditions of an approved arrangement. Biosecurity industry participants are

persons who have voluntarily entered into an approved arrangement with the department to

carry out specified activities to manage biosecurity risks associated with specified goods,
premises or things, and so these civil penalty provisions do not apply to members of the
" general public.

The Committee has raised a question about whether “a person who brings a prohibited item
(such as food or other organic item such as a souvenir) with them on a plane into Australia,
and who fails to declare it to customs, could be liable to pay a revised penalty of 1000
penalty units (or $222,000).” If an incoming traveller arrives in Australia with conditionalty
non-prohibited goods or prohibited or suspended goods in their possession and declares

these goods, the traveller will be given the opportunity to forfeit the goods or, if a treatment is -

available to manage the biosecurity risk associated with the goods to an acceptable level,
treat the goods. If neither of these options are utilised by the incoming traveller, a biosecurity
officer can require the goods be destroyed.

If the incoming traveller has failed to declare the conditionally non-prohibited goods or
prohibited or suspended goods in their possession, they may be issued an infringement




notice for an alleged contravention of s 532(1) or s 533(1) of the Act for an amount of up to
12 penalty units ($2,664).

b) whether any of the proposed civif penalties could be characterised as criminal for the
purposes of international human rights law, and if so, how they are compatible with
criminal process rights.

As discussed in the Statement of Compatibility with Human Rights, civil penalty provisions
may engage criminal process rights under Articles 14 and 15 of the ICCPR regardless of the
distinction between criminal and civil penalties in domestic law. Having regard to the
classification of the penalty provisions under Australian domestic law, the nature and
purpose of the penalties and the severity of the penalties, the increase to the civil penalties in
this Bill should not be regarded as elevating the civil penalties to be criminal in nature.

The civil penalties were created by the Act and the Bill seeks only to increase the penalties.
As discussed in the Statement of Compatibility with Human Rights which accompanied the
Act, the civil penalties should not be considered criminal under international law because the
majority of provisions are aimed at objectives that are regulatory or disciplinary in nature
rather than punitive. For instance, most provisions do not apply to the general public but to a
sector or class of people who should reasonably be aware of their obligations under the Act.
The Parliamentary Joint Committee on Human Rights, in its Report 1 of 2015, noted that the
Act was consistent with Australia’s human rights obligations and that any limitations on
human rights had been well considered with appropriate safequards.

The Bill only seeks to increase the applicable civil penalties under the Act to reflect the
seriousness of the non-compliance with Australia’s biosecurity laws and the impact the
contraventions may have on Australia’s biosecurity status, market access and economy. This
is necessary as the current penalty regime no longer serves as an effective deterrent against
non-compliance. o

The proposed increases to the civil penalty provisions are proportionate and appropriate in
the regulatory context of the Act, to reflect the seriousness of contraventions, and the

~ corresponding need for deterrence. Contraventions of the provisions proposed to be
amended may have significant impacts on Australia’s agriculture industry. For example, if
Foot and Mouth Disease established in Australia it could cost up to $50 billion over 10 years,
while BMSB is a risk to our $9 billion horticulture industry and $4 billion fruit and nut
industries.

On balance, in the context of this regulatory regime for industry participants, the penalties
should not be considered severe, noting:
e They are all pecuniary penalties (rather than a more severe punishment like
imprisonment);
s There is no sanction of imprisonment for non-payment of penalties;
* The maximum amount of each civil penalty is no more than the corresponding
criminal offence (except where applied to corporations);
s The penaities, for the most part, apply in a corporate context (to individuals and
businesses such as commercial importers and biosecurity industry participants); and




» The maximum civil penalty quantum for the provisions is set to provide a
proportionate and reasonable deterrent, particularly for corporate entities in relation
to the gaining of financial benefit from non-compliance.

+ There is no mandatory minimum penalty and the court has the discretion to
determine the appropriate penalty having regard to all the circumstances of the
matter.

The civil penalties apply in a specific regutatory context to a sector or class of people who
should reasonably be aware of their obligations under the Act, as has been outlined above.

The current penalties are insufficient to effectively deter non-compliance with the Act. In the
context of the commercial profits that can be made from the importation of goods in
contravention of Australia’s biosecurity framework, the increased penalties are a
proportionate measure to deter non-compliance.

Having regard to the severity of the penalty, and the context in which they are applied, the
increase in civil penalties should not be considered as elevating the civil penalties to criminal
in nature under international faw.

The Statement of Compatibility with Human Rights for the Act set out that the civil penalties
introduced at the time were not criminal in nature but, in the event they could be perceived as
such, provided detailed discussion of why they would alsc be compatible with the criminal
process rights under Articles 14 and 15 of the ICCPR. These arguments are still applicable,
insofar as the Bill does not propose to amend the operation of these civil penalty provisions
and the conduct they apply to. . :

For example, Article 15 is not engaged by the Bill's amendments, as these amendments do
not create retrospective criminal offences. The rights under Article 14 which may be
perceived to be engaged by the Bill are Article 14(2), the right to the presumption of
innocence, Article 14(3), the right to be free from self-incrimination and Article 14(7), the right
not to be tried or punished again for an offence for a which a person has already been finally
convicted or acquitted (prohibition on double jeopardy).

Article 14(2)- Right to the presdmption of innocence

The Guide notes that placing the burden of proof on the defendant should be limited to where
the matter is peculiarty within the knowledge of the defendant and where it is significantly
more difficult and costly for the prosecution to disprove than for the defendant to establish
the matter. The Guide also notes that a reverse burden provision is more readily justified if
the matter in question is not central to the question of culpability for the offence, the penalties
are at the lower end of the scale and the conduct proscribed by the offence poses a grave
danger to public health or safety.

The Bill proposes to increase the civil penalty amounts in sections 129, 130, 139 and 141,
which carry a reverse burden of proof. However, the reverse burden in these provisions only
applies to a defendant seeking to rely on the exemption that they are authorised to engage in
the conduct which is the subject of the relevant offence.

In this way, to the extent that the reverse burden that attaches to these offences limits the
right to the presumption of innocence under Article 14(2), this only applies in relation to the







The Hon Stuart Robert MP
Minister for the National Disability Insurance Scheme
Minister for Government Services

Ref: MS21-000318

Dr Anne Webster MP

Chair

Parliamentary Joint Committee on Human Rights
Parliament House

CANBERRA ACT 2600

Dear Dr Webster

I write in response to the Parliamentary Joint Committee on Human Rights’ (the Committee’s)
observations on the Data Availability and Transparency Bill 2020 (the Bill) in Report 2 of 2021.

To support the Committee’s assessment of the human rights implications of the Bill, I provide the
following advice on matters requested by the Committee at paragraph 1.34 of the Report.

a) Objectives of the Bill

The Bill is central to the Government’s response to the Productivity Commission’s Inquiry into Data
Availability and Use.! The Bill is designed to facilitate controlled access to public sector data for
specific purposes in the public interest, with safeguards in place to mitigate risks.> The three
permitted purposes for sharing under the data sharing scheme are: delivery of government services,
informing government policies and programs, and research and development.

The natural disasters and health and economic crises of the recent past demonstrate the public benefits
of greater data sharing to support informed decision-making and timely delivery of government
services to people in need. * The Bill’s objective of promoting greater data sharing will remove
legislative barriers to sharing, while establishing institutional arrangements such as a National Data
Commissioner (the Commissioner) to provide oversight for the scheme and promote safe sharing.

The Bill represents a proportionate means of facilitating greater data sharing for purposes in the public
interest. The limitations on data sharing in existing legislation are a constraint that can only be
addressed by further legislation, such as the Bill. It would be impractical and cumbersome to amend
every applicable statutory provision imposing limitations on the use and disclosure of data to achieve
the public policy purpose of facilitating the benefits and outcomes of improved data sharing. The Bill
permits data sharing in a closely controlled, consistent and transparent manner, with a specific

! Department of the Prime Minister and Cabinet, The Australian Government’s response to the Productivity Commission
Data Availability and Use Inquiry (2018) p. 11.

2 Clause 3.

3 See further Royal Commission into National Natural Disaster Arrangements, Interim observations, 31 August 2020.
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regulatory regime to ensure data sharing is undertaken safely. The Bill is therefore a proportionate
limitation on the right to privacy.

b) Australian Federal Police (AFP) participation in the scheme

An entity listed under subclause 11(3) of the Bill cannot participate in the scheme as a data custodian
or an accredited entity, and data originating with, held by, or received from such an entity cannot be
shared under the scheme.

The Bill would enable the sharing, collection and use of public sector data by the AFP only for
permitted purposes in the public interest, and this would be described in publicly available data
sharing agreements. For example, if it became an accredited user, the AFP could collect and use data
to undertake research, or to inform policies and programs that are related to law enforcement (as
distinct from policing activities that target particular individuals).* As a data custodian, the AFP
would also be able to share its non-operational data with accredited entities, where consistent with the
requirements of Chapter 2 of the Bill. The Bill excludes sharing of the operational data of the AFP to
protect the integrity and security of police operations.’ Other dedicated legislative frameworks will
continue to govern the AFP’s law enforcement activities and any sharing of operational data.

¢) Data sharing purposes

The data sharing purposes set out in clause 15 of the Bill reflect extensive public consultation on
appropriate uses of public sector data for the scheme, and were considered as part of three
independent Privacy Impact Assessments. While each project under the data sharing scheme will need
to be assessed on a case-by-case basis, activities under each purpose may include:

o Delivery of government services: sharing data for this purpose could enable the provision of
better services for Australians, such as the delivery of new disaster relief payments, grants or
industry support payments. Facilitating service delivery agencies having access to up-to-date
information about individuals will save time and boost productivity, while reducing friction in
the process of delivering services and benefits to Australians. The sharing of data will also
improve the planning and design of government services.

e Inform government policy and programs: sharing for this purpose could help enable the
discovery of trends and risks to inform public policymaking, enable modelling of policy and
program interventions and improve the quantity and quality of the data used by governments
to inform important public policy decisions.

o Research and development: sharing for this purpose could enable academics, scientists, and
innovators in the public and private sectors to access public sector data to gain insights that
could enhance Australia’s socio-economic wellbeing.

The Bill precludes the sharing of data for national security or enforcement related purposes.® While
these activities are legitimate functions of government, they require specific oversight and redress
mechanisms and are better addressed under dedicated legislation.

d) Assessment of the public interest

Consideration of whether a project would serve the public interest is one of several elements under the
data sharing principles in clause 16 of the Bill. The data sharing principles strengthen the privacy
settings for the scheme and ensure data is appropriately protected and risks are identified and
mitigated for each project. The question of whether a project can reasonably be expected to serve the
public interest must be made on a project-by-project basis, weighing a range of factors for and against
sharing. It is a question of judgement in the particular case in which the test is applied. Factors will

4 Subclause 15(4); Data Availability and Transparency Bill Explanatory Memorandum (EM) para 112
5 Paragraph 17(2)(b); Data Availability and Transparency Bill EM paras 144-145.
¢ Subclause 15(3); Data Availability and Transparency Bill EM para 111.



include impacts on an individual’s right to privacy, the potential for serious harm to the public, and
whether those impacts are reasonable, necessary and proportionate, as well as the potential benefits to
the community that would arise from the project. The Commissioner will issue guidelines on
assessing the public interest, which entities must have regard to when operating under the scheme.’

The Bill’s holistic approach ensures privacy interests are appropriately balanced with the public
interest in a project, and does not explicitly reference privacy to avoid the implication that one must
prevail at the expense of the other. Similarly, the objects of the Privacy Act 1988 specifically
recognise the need to balance the protection of the privacy of individuals with entities’ interests in
carrying out their functions and activities.®

e) When would it be unreasonable or impracticable to seek consent?

I propose to table an addendum to the Explanatory Memorandum (in response to observations of the
Senate Standing Committee for the Scrutiny of Bills Scrutiny in Digest 3 of 2021) in the Parliament as
soon as practicable. The addendum will outline key information and examples about the meaning of
‘unreasonable or impracticable’ to assist to clarify the interpretation of paragraph 16(2)(c) of the Bill.
The addendum will also direct users to relevant guidance issued by the Australian Information
Commissioner on the standard of consent, which also applies to sharing of personal information under
the data sharing scheme.

f) Monitoring of accredited entities’ compliance and suitability for accreditation

The Bill proposes a range of responsibilities on accredited entities, such as complying with conditions
of accreditation and reporting relevant changes in circumstances to the Commissioner.’ A condition of
accreditation can be imposed requiring an entity to provide updated evidence at specified intervals to
support the criteria for accreditation.'® The Bill also includes mechanisms to support ongoing
decisions about an entity’s accreditation status. For example, the Bill empowers the Commissioner to
request further information or evidence as prescribed by the rules, monitor compliance with the Bill,
investigate complaints about suspected breaches, and conduct own-motion investigations (for
example, in response to a ‘tip-off” from the public or the media).!! The Commissioner will also
receive information about entities’ handling of data through the Bill’s data breach notification and
information transfer provisions.'?

Once the data sharing scheme commences, the Commissioner will identify annual regulatory priorities
in a Regulatory Action Plan. Regulatory priorities will reflect areas where uncertainty, complexity or
the risk of non-compliance may arise.

g) Individual complaints

The Bill’s formal complaint mechanism is scheme-specific to supplement existing redress
mechanisms and to reduce duplication and overlap. The complaints process is a highly structured
mechanism to resolve concerns held by one data scheme entity about the conduct of another data
scheme entity in relation to the data sharing scheme.

Individuals may complain to the Commissioner outside the formal complaints mechanism in the Bill.
The Commissioner will respond to such complaints as appropriate and a complaint could lead to the
Commissioner conducting an own-motion investigation or transferring the matter to a more
appropriate regulator.'® Individuals with concerns about the scheme will have access to existing

7 Clause 27.

8 Privacy Act 1988 s 2A(b).

® Clauses 30-31.

10 Paragraph 78(2)(c).

1 Subclause 87(1); clauses 101, 109-110.

12 Part 3.3; clauses 107-108; Data Availability and Transparency (Consequential Amendments) Bill items 6-8.
13 Clauses 107-108.



complementary mechanisms, including complaints to the Commonwealth Ombudsman or Australian
Information Commissioner.'*

h) Data sharing purposes and data minimisation

Sharing of personal information will generally be reasonably necessary to support delivery of
government services to particular individuals. Sharing of personal information may also be required
for some data integration projects for a permitted purpose, as certain personal information may be
necessary to support the integration of datasets. In these circumstances, data custodians will still be
required to share only the personal information necessary to facilitate the data integration project, '°
and would be expected to apply appropriate protections to the data.'® There are well-established
conventions for integrated data, including to maintain functional separation of identifying information
(e.g. name or date of birth) from content information (e.g. clinical information or benefit details)
throughout the data integration process. These safeguards work with the project principle, under
which data custodians must consider engaging a technical data expert, an accredited data service
provider, to perform the data integration. !’

i) Sharing outputs with third parties

Outputs containing personal information are protected by a range of safeguards.

While an output remains within the scheme, it may only be used in accordance with the data sharing
agreement governing the sharing of the data. The data sharing agreement must be consistent with the
data sharing principles, including the Bill’s privacy safeguards such as the requirement that outputs
contain only the data (including personal information) that is reasonably necessary to achieve the
purpose of sharing under the data principle.'® As such, the most common circumstances where
personal information would be shared by an accredited user with a third party would be to support
government agencies providing an enhanced and streamlined service delivery experience to
individuals who are entitled to receive current or new services or benefits.

Any sharing of output by an accredited user would only be permitted if this were agreed by the data
custodian in accordance with the data sharing agreement governing the sharing of the data. For such
sharing to be authorised, the data custodian must have determined that the access is consistent with
the purpose test and data sharing principles.'’

To support data sharing for service delivery, clauses 21(1) and (2) of the Bill sets out circumstances in
which an accredited user may provide controlled access to an output to third parties. Where the output
relates to an individual, subparagraph 21(1)(b)(ii) provides for the output to be shared with an
individual to validate or correct the output. This provides a degree of both transparency as well as
control back to the individual. In addition, outputs containing personal information remain subject to
other laws that regulate the handling of that information, such as the Privacy Act 1988 and State and
Territory equivalents (as relevant).

Jj) Alternatives to a statutory override of laws that prohibit or restrict sharing

The Bill simplifies and streamlines public sector data sharing by providing a limited override of other
laws that prevent or restrict sharing.?’ This override of other laws is ‘limited’ because it is engaged
only when the Bill’s requirements are met and only to the extent necessary to facilitate sharing. The

14 Complaints may also be made to State or Territory privacy regulators, if related to an accredited entity that is a State or
Territory government authority.

15 Subclause 16(8).

16 Subclause 16(7).

17 Paragraph 16(2)(d); clauses 29, 86.

18 Subclauses 16(7)-(8); paragraph 16(10)(b)

19 Subclauses 13(3) and 19(10).

20 Productivity Commission, Data Availability and Use (2017) (PC Inquiry) pp. 331-333.




override is also limited by the Regulations, which list certain secrecy provisions that are not
overridden by the Bill.”!

The Bill’s authorisation to share and its limited override provide a consistent legal framework for
sharing, supported by an independent regulator to oversee and champion the scheme. As principles-
based legislation, the Bill supports entities to tailor sharing arrangements according to the data to be
shared and the surrounding circumstances. The Bill also creates no duty to share, allowing data
custodians to ultimately determine when it is appropriate to share. It would be complex and
impractical to amend individual Commonwealth laws to facilitate greater sharing. An exercise of this
nature would require changes to over 500 secrecy provisions®* without the benefits of a dedicated
regulator to promote best practice and cultural change, and without the guarantee of less rights-
restrictive outcomes. The Bill provides for a consistent, best practice, controlled and transparent data
sharing approach for all Australian Government data custodians.

I thank the Committee for raising concerns about the Bill for my attention.

Yours sincerely

Stuart Robert
11 March 2021

21 Subclause 17(4); Data Availability and Transparency Regulations Exposure Draft, September 2020.
22 Australian Law Reform Commission, Secrecy Laws and Open Government in Australia, Report No 112 (December 2009).
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